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    mob_dev

Development tooling for Mob — the BEAM-on-device mobile framework for Elixir.
[image: Hex.pm]
Installation
Add to your project's mix.exs (dev only):
def deps do
  [
    {:mob_dev, "~> 0.2", only: :dev}
  ]
end
Mix tasks
	Task	Description
	mix mob.new APP_NAME	Generate a new Mob project (see mob_new archive)
	mix mob.adopt	Install Mob into an existing Phoenix project (Igniter-based; composes mob.adopt.{deps,bridge,screen,mob_app,mob_exs,native,finalize}). The install-into-existing counterpart to mix mob.new
	mix mob.install	First-run setup: download OTP runtime, generate icons, write mob.exs
	mix mob.deploy	Compile and push BEAMs to one selected emulator/simulator
	mix mob.deploy --native	Also build and install the native APK/iOS app
	mix mob.deploy --slim	Same, but with the App Store strip pass applied (slow, lets you verify a slim build before TestFlight — see guides/slim_release.md)
	mix mob.release	Build a signed .ipa / .aab for App Store / TestFlight / Play Store (slim by default)
	mix mob.release --security-gate	Same, but runs mix mob.security_scan first and aborts on any critical/high/medium finding (details)
	mix mob.audit_otp	Reachability audit of the bundled OTP runtime (find strip candidates)
	mix mob.security_scan	Scan for known CVEs across every surface — Hex, Gradle, Swift, bundled OpenSSL/OTP/SQLite, C/Kotlin/Swift source (details)
	mix mob.security_scan.log	Scheduled-run wrapper: writes SECURITY_SCAN.md + appends to SECURITY_HISTORY.md for cron / GitHub Actions (details)
	mix mob.connect	Tunnel + restart + open IEx connected to device nodes (--no-restart to attach to a running app, --name for multiple sessions)
	mix mob.watch	Auto-push BEAMs on file save
	mix mob.watch_stop	Stop a running mix mob.watch
	mix mob.devices	List connected devices and their status
	mix mob.attest	Prove a device is running the code you just pushed — compares module digests, not artifacts (see below)
	mix mob.smoke	Replay recorded agent-device UI flows on devices and check the app's own diagnostics held up (see below)
	mix mob.selftest	Run every activated plugin's Mob.Plugin.SelfTest on the app running on each device (see below)
	mix mob.mutate	Mutation-test the lines this branch changed: break the code on purpose and report what nothing noticed (see below)
	mix mob.push	Hot-push only changed modules (no restart)
	mix mob.enable <feature>...	Wire up an optional Mob feature — platform-manifest entries, Elixir stubs, dep injections (see below)
	mix mob.add_nif <name>	Scaffold a statically-linked NIF — Elixir stub + mob.exs :static_nifs append + optional native skeleton (see below)
	mix mob.regen_driver_tab	Regenerate priv/generated/driver_tab_{ios,android}.zig from mob.exs's :static_nifs (default; pass --format c for the hand-editable C variant; composed automatically into mob.add_nif)
	mix mob.server	Start the dev dashboard at localhost:4040
	mix mob.icon	Regenerate app icons
	mix mob.routes	Validate navigation destinations across the codebase
	mix mob.battery_bench_android	Measure BEAM idle power draw on an Android device
	mix mob.battery_bench_ios	Measure BEAM idle power draw on a physical iOS device

Dev dashboard (mix mob.server)
mix mob.server starts a local Phoenix server (default port 4040) with:
	Device cards — live status for connected Android emulators and iOS simulators, with Deploy and Update buttons per device
	Device log panel — streaming logcat / iOS simulator console with text filter
	Elixir log panel — Elixir Logger output forwarded from the running BEAM, with text filter
	Watch mode toggle — auto-push changed BEAMs on file save without running a separate terminal
	QR code — LAN URL for opening the dashboard on a physical device

Run with IEx for an interactive terminal alongside the dashboard:
iex -S mix mob.server

Watch mode
Click Watch in the dashboard header or control it programmatically:
MobDev.Server.WatchWorker.start_watching()
MobDev.Server.WatchWorker.stop_watching()
MobDev.Server.WatchWorker.status()
#=> %{active: true, nodes: [:"my_app_ios@127.0.0.1"], last_push: ~U[...]}
Watch events broadcast on "watch" PubSub topic:
{:watch_status, :watching | :idle}
{:watch_push,   %{pushed: [...], failed: [...], nodes: [...], files: [...]}}
Hot-push transport (mix mob.deploy)
The task resolves its target set once before compiling. With no target flag it
automatically selects exactly one emulator or simulator and never selects a
physical device. Use --device <id> for one explicit target,
--all-devices for every emulator/simulator, or --all-physical for attached
phones. Combining the two broad flags selects every connected device.
ANDROID_SERIAL has the same single-target effect as --device for Android;
an explicit CLI scope takes precedence.
When Erlang distribution is reachable, mix mob.deploy hot-pushes changed BEAMs in-place via RPC — no adb push, no app restart. The running modules are replaced exactly like nl/1 in IEx.
Pushing 14 BEAM file(s) to 2 device(s)...
  Pixel_7_API_34  →  pushing... ✓ (dist, no restart)
  iPhone 15 Pro   →  pushing... ✓ (dist, no restart)
If dist is not reachable (first deploy, app not running), it falls back to adb push + restart. Mixed deploys work — one device can hot-push while another restarts.
Requirements: The app must start development distribution. Every launch
and attach command shares one private cookie per app, kept in
~/.mob/dist_cookies/ and handed to the app at deploy/connect time. An app built against a mob from before MOB-49 still uses
the public mob_secret; the tasks fall back to it with a warning until it is
redeployed. Pass --cookie only for an app that sets a custom cookie.
Did that deploy actually land? (mix mob.attest)
mix mob.deploy reports what it did. It does not report what is now true,
and the two come apart more often than the exit code suggests.
Two real cases: a bundle-id divergence sent the BEAM push into one app's
container while a different app was running — it succeeded and printed a tick,
because both containers existed on the device. And a plain dist deploy reported
success while twelve modules on the device kept their old code.
mix mob.connect --no-iex     # set up the tunnel
mix mob.attest               # compare the device against this build
mix mob.attest --json        # machine-readable, for CI or an agent

mob_plugin_demo_ios_8a4250e9@127.0.0.1: 55 match, 12 stale, 0 not loaded, 0 unreadable
  stale: Mob.Renderer
  12 module(s) on the device do not match this build. The app is running code
  you did not just push.
It compares module_info(:md5) on the device against :beam_lib.md5/1 of the
local .beam — the same digest for the same bytes. Deliberately not an
artifact hash: two builds of the same source differ in timestamps and paths, so
that would report a mismatch on every rebuild, and a check that cries wolf gets
switched off.
Exits non-zero when a module differs, and also when the check could not run —
a check that could not run is not a check that passed. Modules the device has
not loaded yet are reported and are not a failure: interactive BEAM loads a
module when something first calls it, so most of a bundle is legitimately
unloaded at any moment.
Exit status and argument handling
mix mob.deploy exits non-zero when:
	any device failed, including a partial success where others deployed;
	every selected device of a platform you named was skipped —
mix mob.deploy --ios --device <id> where the target lacked the app;
	you named --device X and nothing was deployed to it, or no device matched;
	--native built nothing for a platform you named, directly or through
--device — a non-detectable Android SDK under either
--android --native or --native --device <android-id>, say. When the SDK
is detectable, deploy creates the gitignored android/local.properties
automatically. A plain mix mob.deploy --native that skips a platform
nobody asked for still exits 0;
	you selected a broad scope and no device matched it. Naming a platform alone
still permits a native artifact-only build with no attached device.

A --native run that built the artifact and found no device to push it to
still exits 0: "build the APK now, attach the phone after" is a legitimate
workflow.
Unrecognised options and stray arguments are refused rather than ignored.
mix mob.deploy -d <udid> previously deployed to every connected device —
-d was not an alias here — and a typo'd --devcie did the same, silently.
So did mix mob.deploy --native ABC123, a natural fumble of --device: it
parsed cleanly and deployed everywhere. All three now fail and name what was
wrong, distinguishing an unrecognised flag from a recognised one with a bad
value. -d is aliased to --device, matching mix mob.connect.
--beam-flags accepts both spellings. OptionParser will not consume a
dash-prefixed argument as a value, so mix mob.deploy joins them before
parsing:
mix mob.deploy --beam-flags "-S 4:4 -A 4"
mix mob.deploy --beam-flags="-S 4:4 -A 4"

--json prints a machine-readable result on stdout: an outcome mirroring the
exit code, a message, and the deployed, failed and skipped devices with their
per-device reasons. Progress goes to stderr, so mix mob.deploy --json | jq
receives exactly one document.
Smoke flows on devices (mix mob.smoke)
mix mob.smoke replays the .ad flows in smoke/ on each selected device
through the agent-device CLI
(npm i -g agent-device), and reads Mob.Diag.health/0 over dist before the
first flow and after each one. The app must already be installed and running.
mix mob.smoke                          # the one connected emulator/simulator
mix mob.smoke --device emulator-5554 --retries 1
mix mob.smoke --all-devices --junit _build/smoke.xml   # smoke-<device>-<flow>.xml each

A device fails on any failed or not-run flow, on a store whose lost or
resets rose during a flow, or on new undeliverable listener events. No new
receipts during a flow is a warning: its taps did not reach this app (mob 0.9.7
or later, where native taps get receipts; on older mob it is a note). A device
another agent-device session holds is skipped, named with that session and
workspace, and fails the run. --retries (default 0) is always passed to
agent-device, so it overrides a script's own context retries=.
The counters belong to the app's BEAM, and a flow that opens with --relaunch
boots a new one. So each flow is its own agent-device test run (artifacts in
_build/mob_smoke/<device>/<flow>/), the task waits up to 15 s for the
relaunched app's node, and a reading from a new BEAM is compared from zero. A
node that does not come back is a warning naming the flow. --no-health skips
the comparison and runs the flows as one suite; on mob older than 0.9.5 the
comparison is skipped with a note.
Record a flow by hand. --save-script needs an absolute path: a relative
one is resolved by the agent-device daemon, not your shell's directory, and the
script lands somewhere else. --relaunch starts the flow from a fresh app, and
wait text steps are the assertions:
agent-device open com.example.my_app --relaunch --serial emulator-5554 \
  --session rec --save-script "$PWD/smoke/login.ad"
agent-device snapshot -i --session rec          # element refs
agent-device click @e3 --session rec
agent-device wait text "Welcome" --session rec
agent-device close --session rec --save-script

Use --udid <udid> instead of --serial for iOS.
Flows recorded on an iOS simulator: delete the identity lines. The
recording writes a # agent-device:target-v1 {…} line above each tap: the
element's identity (role, id, label, the containers above it, its position
among siblings), which replay checks before tapping. On a simulator
agent-device records it from its accessibility bridge but checks it on
replay against an XCTest snapshot, and inside a SwiftUI ScrollView the two
trees differ (XCTest adds a content container labeled with its first child's
text). Every such tap then fails with REPLAY_DIVERGENCE … nothing in the current tree carries the recorded identity, though the selector still
matches. agent-device has no flag to change either source (checked on 0.21.1
and 0.21.19), so strip the lines after recording:
sed -i '' '/^# agent-device:target-v1 /d' smoke/login.ad

A step without the line is resolved by its selector alone, which agent-device
documents as a normal replay. What is lost is the check that the element the
selector finds is the one recorded, for every step in the flow. A selector
leads with the element's id when that id is unique on screen (mob's tap tags,
id="open_dice", usually are); otherwise it falls back to role and label, so
check those steps' selectors by eye. mix mob.smoke prints the command,
with the flow's path, when a simulator flow fails the identity check. Android
flows keep their lines. A physical iPhone is read through XCTest at record
and replay alike, so it should not hit this (not yet tried on one).
Android and mobile-mcp. Android allows one UiAutomation client. While
mobile-mcp's com.mobilenext.mobilecli.DeviceServer runs on the phone, every
agent-device snapshot fails with "Android snapshot helper output could not be
parsed". mix mob.smoke names the fix in its report but does not run it, since
mobile-mcp may be in use:
adb -s <serial> shell pkill -f mobilecli.DeviceServer

A physical iPhone. agent-device drives it through its own XCTest runner,
which must be signed for your team. Its daemon reads AGENT_DEVICE_IOS_TEAM_ID
and AGENT_DEVICE_IOS_BUNDLE_ID (plus AGENT_DEVICE_IOS_PROVISIONING_PROFILE
if Xcode cannot pick one) when it starts, not per command, so export them
before the first agent-device call or run a separate daemon with its own
AGENT_DEVICE_STATE_DIR. Signing needs an Apple account in Xcode (automatic)
or a manually managed development profile for that bundle id and
<id>.uitests: an Xcode-managed wildcard team profile is rejected. Simulators
and Android need none of this.
Plugin self-tests on devices (mix mob.selftest)
Every plugin can ship its own proof that it works on a device: a module
implementing Mob.Plugin.SelfTest, named in its manifest as selftest: Module (see mob's MOB_PLUGINS.md, "Self-test"). mix mob.selftest
attaches to the deployed app on each selected device and calls each
activated plugin's run/1 over distribution, one plugin at a time, with
%{platform: :ios | :android, device: :simulator | :emulator | :physical}.
mix mob.selftest                       # the one connected emulator/simulator
mix mob.selftest --device emulator-5554 --timeout 10000
mix mob.selftest --all-devices --no-restart   # attach to the apps as they are

Before the tests, the permissions the manifests declare are granted on
emulators and simulators (adb shell pm grant, xcrun simctl privacy grant) so no system prompt stands between a self-test and its native code;
then the app is relaunched as mix mob.connect does, because a simulator
may terminate an app whose privacy settings changed. Each device gets a
table:
Pixel 8 (emulator-5554) android emulator
  plugin        outcome  ms   detail
  mob_location  pass     3
  mob_whisper   pass     1
  mob_deliver   pass     2
  mob_camera    skip     0    needs_hardware
  3 passed, 0 failed, 1 skipped
A plugin without a self-test is a skip (so it is visible, not absent); a
self-test that raises, exits, times out (30 s by default) or returns
something outside the contract is a FAIL with the reason. The exit status
is non-zero on any FAIL, or when a selected device's node could not be
reached. Device selection follows mix mob.smoke (--device,
--all-devices, --all-physical, agent-device leases honoured).
MobDev.Plugin.SelfTest.run_all/3 is the same runner for callers that
already hold a node, such as mob_ci, and grant_permissions/4 the
pre-launch grant.
Do the tests guard anything? (mix mob.mutate)
A green suite says the tests ran, not that they guard anything. This changes
the production code one line at a time, runs the suite, and reports the changes
nothing noticed.
mix mob.mutate                                   # lines this branch changed
mix mob.mutate --base main                       # diff base (default: origin/master)
mix mob.mutate --file lib/foo.ex                 # every mutable line in a file; repeatable
mix mob.mutate --max 20                          # bound a first run
mix mob.mutate --test-command "mix test test/foo_test.exs"
mix mob.mutate --json

Every mutant runs the suite once, so a run costs roughly
mutations × suite. Narrow it with --test-command and bound it with
--max before pointing it at a large diff. --base defaults to
origin/master; on a repo whose default branch is main, or a shallow CI
checkout, pass it explicitly or the run fails rather than silently measuring
nothing.
It exits non-zero when any mutation survived, so it can gate a change the way
a failing test does.
89 killed, 6 survived, 57 did not build, 0 unmeasured

Nothing noticed these changes:

  lib/foo.ex:188  delete: file: file,
  lib/foo.ex:196  flip comparison: if count == 0 do
  …
Three operators: delete the line, flip a boolean, flip a comparison. Deletion
is the blunt one and the most informative — it asks whether anything notices
the line exists at all, which is the question a vacuous test fails.
A mutant that fails to compile is counted apart from a real kill — it died
without any test noticing, so counting it as a win inflates the score. So is a
run that could not be measured at all.
It rewrites real source files and restores them from memory, so an
interrupted run leaves the last mutant on disk. It therefore refuses to start
unless the files it would touch are clean in git, which makes
git checkout -- <file> a complete recovery.
In default mode that means it will essentially always refuse until you commit
or stash: the lines it targets are the ones you just changed. Commit first,
then mutate.
Expect roughly a third of the mutants on idiomatic Elixir to land in "did not
build": removing a def head or a middle segment of a pipeline is a syntax
error, not a test failure.
mix mob.enable <feature>
Wires up an optional Mob feature in one command — platform-manifest
entries, Elixir stubs, and dep injections, all rolled into a single
Igniter diff that's shown before any file is touched. Multiple
features in one invocation are fine; the diff covers all of them.
mix mob.enable camera                                 # iOS Info.plist + Android <uses-permission>
mix mob.enable camera photo_library                   # multiple features in one diff
mix mob.enable file_sharing                           # iOS plist keys + Android FileProvider XML
mix mob.enable location                               # iOS plist + Android ACCESS_FINE_LOCATION
mix mob.enable notifications                          # creates ios/<app>.entitlements with aps-environment
mix mob.enable liveview                               # generates lib/<app>/mob_screen.ex + assets + mob.exs
mix mob.enable pythonx                                # adds :pythonx dep + generates <App>.PythonPaths

Per-feature surface:
	Feature	iOS	Android	Elixir
	camera	NSCameraUsageDescription in Info.plist	<uses-permission android.permission.CAMERA>	—
	photo_library	NSPhotoLibraryAddUsageDescription in Info.plist	(none — API 29+ runtime-only)	—
	location	NSLocationWhenInUseUsageDescription	ACCESS_FINE_LOCATION permission	—
	file_sharing	UIFileSharingEnabled + LSSupports… plist keys	<provider FileProvider> + res/xml/file_provider_paths.xml	—
	notifications	Creates ios/<app>.entitlements with aps-environment	(runtime-only — request POST_NOTIFICATIONS)	(none)
	liveview	(none)	networkSecurityConfig allowing loopback	Generates <App>.MobScreen; injects MobHook into assets/js/app.js + bridge element into root.html.heex; sets :liveview_port in mob.exs
	python	(handled by mob.deploy --native)	(handled by mob.deploy --native)	Adds {:pythonx, "~> 0.4"} to mix.exs via AST; generates <App>.PythonPaths

Idempotent — re-running with already-applied features is a no-op.
Diff preview surfaces every change before commit; missing platform
dirs (ios/, android/, assets/) become notices instead of
silent skips.
mix mob.add_nif <name>
Scaffolds a statically-linked NIF in one command. Picks up the
StaticNifs schema, drops native + Elixir
templates appropriate to the chosen backend, appends the entry to
mob.exs, and re-runs mix mob.regen_driver_tab so
priv/generated/driver_tab_{ios,android}.zig reflects the new entry —
all visible as a single Igniter diff before commit.
mix mob.add_nif audio_engine                        # default --type elixir-only (you write the C)
mix mob.add_nif audio_engine --type c               # also drops c_src/audio_engine.c
mix mob.add_nif audio_engine --type zigler          # use Zig (~Z sigil) — adds :zigler dep
mix mob.add_nif audio_engine --type rustler         # use Rust — adds :rustler dep + native/audio_engine/ Cargo crate
mix mob.add_nif audio_engine --module MyApp.Audio   # custom Elixir module name

Always created:
	lib/<app>/nifs/<name>.ex (or <your-module>.ex) — Elixir stub. Each
function returns :erlang.nif_error(:nif_not_loaded) so a missing
native side errors loudly instead of silently returning a stub value.
	mob.exs — :static_nifs list under config :mob_dev, gains
%{module: :<name>, archs: [:all]}. Idempotent — re-running with the
same name leaves the list intact.

Conditional, per --type:
	--type	Extra files	Hex deps added
	elixir-only (default)	none — you write the C and wire it yourself	none
	c	c_src/<name>.c (skeleton with ERL_NIF_INIT)	none
	zigler	none (Zig source lives inline in the stub via ~Z)	:zigler ~> 0.15
	rustler	native/<name>/{Cargo.toml,src/lib.rs,.gitignore}	:rustler ~> 0.32

For the contract per backend — how Rustler, Zigler, Pythonx normally
work, what Mob changes for static linking, where the bundled Python
runtime comes from on each platform, and which patches are
transient — see guides/nifs.md. Read it before
filing a "my NIF builds host-dev but not on device" issue; it
probably answers the question.
Writing a plugin (mix mob.new_plugin)
mix mob.new_plugin my_plugin --tier 1     # 0 pure Elixir … 4 embedded sub-app

Tiers 1–4 ship a manifest (priv/mob_plugin.exs), and a host's native build
verifies it: priv/mob_plugin.sig must be a v2 signature over every file the
build reads from the plugin, made with the key in priv/mob_plugin.pub, and the
host must trust that key. The scaffold sets up the release side of that:
	File	Role
	.gitignore	ignores priv/mob_plugin.sig; priv/mob_plugin.pub is committed
	mix.exs	package files: ship all of priv/; dev-only :mob_dev for the signing tasks; set @source_url
	.github/workflows/release.yml	on a version: bump: tag, GitHub Release, check that MOB_PLUGIN_SIGN_KEY derives the committed public key, mix mob.validate_plugin, mix mob.plugin.sign, mix hex.publish. Refuses to publish without the key

One-time setup in the plugin directory:
mix deps.get
mix mob.plugin.keygen                                      # priv/mob_plugin.pub + ~/.mob/keys/my_plugin.priv
gh secret set MOB_PLUGIN_SIGN_KEY < ~/.mob/keys/my_plugin.priv
gh secret set HEX_API_KEY

mix mob.plugin.sign && mix mob.validate_plugin signs and checks locally
(re-sign after every edit). A host app records trust once with
mix mob.plugin.trust my_plugin. Tier 0 has no manifest and nothing to sign.
Navigation validation (mix mob.routes)
Validates all push_screen, reset_to, and pop_to destinations across lib/**/*.ex via AST analysis. Module destinations are verified with Code.ensure_loaded/1.
mix mob.routes           # print warnings
mix mob.routes --strict  # exit non-zero (for CI)

✓ 12 navigation reference(s) valid (2 dynamic/named skipped)

# On failure:
✗ 1 unresolvable navigation destination(s):
  lib/my_app/home_screen.ex:42  push_screen(socket, MyApp.SettingsScren)
    Module MyApp.SettingsScren could not be loaded.
Dynamic destinations (push_screen(socket, var)) and registered name atoms (:main) are skipped with a note.
Security scan (mix mob.security_scan)
Audits a Mob app for known CVEs across every surface a Mob app actually
ships — including the bundled OpenSSL, OTP runtime, and SQLite that
ordinary scanners can't see (because they're statically linked into the
app binary, not declared in any lockfile).
What it scans
	Layer	Tool(s)	Covers
	hex_deps	mix_audit + osv-scanner	Hex dependencies in mix.lock
	gradle_deps	osv-scanner	Android Gradle dependencies (when gradle.lockfile is enabled)
	swift_deps	osv-scanner	iOS Package.resolved / Podfile.lock
	bundled_runtime	BundledVersions manifest + binary fingerprint	OpenSSL, ERTS, Elixir, exqlite, SQLite baked into the OTP tarball — drift detection between the manifest and the actual binaries
	c_source	semgrep + flawfinder	Mob's NIF C/Objective-C plus the exqlite NIF wrapper
	kotlin_source	detekt	Kotlin/Java under android/app/src/main/
	swift_source	swiftlint	Swift under ios/

The bundled-runtime layer is what makes this task interesting — it
opens libcrypto.a from the cached OTP tarball and reads the OpenSSL
version banner directly out of the static archive. Generic dep
scanners can't do this because the OpenSSL version isn't in any
lockfile. See priv/security/bundled_versions.exs
for the manifest of what versions ship in each tarball.
Usage
mix mob.security_scan                           # full scan, pretty terminal output
mix mob.security_scan --json                    # machine-readable JSON to stdout
mix mob.security_scan --skip kotlin,c_source    # skip named layers
mix mob.security_scan --strict                  # exit 1 if any high+ finding
mix mob.security_scan --write-report SECURITY_SCAN.md   # also write a markdown report

One-time tool installs
Each layer soft-degrades when its scanner isn't installed. Install on
macOS with:
brew install osv-scanner semgrep flawfinder detekt swiftlint

mix_audit is a Hex dependency of mob_dev; no separate install
needed. The OpenSSL/SQLite/OTP fingerprinting is pure Elixir — no
external strings(1) or similar required.
Scheduled changelog (mix mob.security_scan.log)
For "did we get better or worse this week?" you want a changelog,
not a snapshot. mix mob.security_scan.log is the scheduled-run
companion: each invocation writes three files at the project root:
	File	Purpose
	SECURITY_SCAN.md	Current-state snapshot (overwritten each run). The "what's the situation right now" file.
	SECURITY_HISTORY.md	Append-only changelog. Each run prepends one entry: timestamp, severity counts, and the New / Resolved / Still present delta against the previous run. Findings still present from earlier runs carry their first seen N days ago patch-lag suffix.
	.security_scan/state.json	Internal sidecar that records the last-known finding set + per-finding first_seen_at timestamps. Diff computation depends on it.

Commit all three. The state file is what makes the changelog
meaningful across machines and CI runs — without it, every run
reports every finding as "new" and the timeline loses signal.
A typical entry looks like:
## 2026-05-07T13:59:24Z

**Project:** `/path/to/app`
**Total findings:** 2 (0 critical, 2 high, ...)

### New since last scan (1)
- **HIGH** `mob/otp-tarball@ios_sim` `[MOB-DRIFT-ios_sim-elixir]` — manifest=1.19.5 binary=1.20.0-rc.4

### Resolved since last scan (1) ✓
- **HIGH** `phoenix@1.8.5` `[EEF-CVE-2026-32689]` — Long-poll NDJSON body splitting

### Still present from last scan (1)
- **CRITICAL** `openssl@3.4.0` ... _(first seen 22 days ago)_
Cron / GitHub Actions wiring
The task is designed for unattended invocation. A simple cron entry:
# daily at 06:00 local
0 6 * * *  cd /path/to/project && mix mob.security_scan.log >> /tmp/security_scan.log 2>&1

A GitHub Actions workflow that opens a PR with the updated files:
name: security-scan
on:
  schedule: [{cron: "0 6 * * *"}]
  workflow_dispatch:
jobs:
  scan:
    runs-on: macos-latest
    steps:
      - uses: actions/checkout@v4
      - uses: erlef/setup-beam@v1
        with: {elixir-version: "1.19", otp-version: "28"}
      - run: brew install osv-scanner semgrep flawfinder detekt swiftlint
      - run: mix deps.get
      - run: mix mob.security_scan.log
      - uses: peter-evans/create-pull-request@v6
        with:
          title: "security: weekly scan update"
          branch: security-scan-update
          add-paths: |
            SECURITY_SCAN.md
            SECURITY_HISTORY.md
            .security_scan/state.json
Updating after rebuilding the OTP tarballs
When you rebuild the bundled OTP runtime (build_release.md),
update the priv/security/bundled_versions.exs manifest to match
the new versions baked into the tarball. The bundled-runtime scan
fingerprints the cached binaries and emits a :high "drift" finding
if the manifest disagrees with what's on disk — that's the exact
failure mode the manifest exists to catch.
Battery benchmarks
Measure BEAM idle power draw with specific tuning flags. Both tasks share the same presets and flag interface.
Android (mix mob.battery_bench_android)
Deploys an APK and measures drain via the hardware charge counter (dumpsys battery). Reports mAh every 10 seconds. Uses the same probe / observer /
CSV-log / preflight infrastructure as the iOS bench.
WiFi ADB required — a USB cable charges the device and skews measurements.
# One-time WiFi ADB setup (while plugged in):
adb -s SERIAL tcpip 5555
adb connect PHONE_IP:5555
# then unplug

Two-step workflow (recommended)
Same pattern as iOS — push BEAM flags via mix mob.deploy, then bench
with --no-build. Saves the Gradle rebuild (~30+ seconds) when only
changing flags.
mix mob.deploy --beam-flags "" --android                # tuned (Nerves)
mix mob.deploy --beam-flags "-S 4:4 -A 8" --android     # untuned variant

mix mob.battery_bench_android --no-build --device 192.168.1.42:5555

The bench will:
	Run preflight checks (adb device, app installed, BEAM reachable, RPC
responsive, NIF version, keep-alive NIF)
	Subscribe to Mob.Device events on the running app for ground-truth
screen/app-state tracking
	Write a per-tick CSV log to _build/bench/run_android_<ts>.csv
	Auto-reconnect with backoff if the dist connection flaps
	Print a probe-based summary at the end with success rate, reconnect
count, time-by-state, screen-on/off durations, and taint warnings

Single-step Gradle path
Still supported when you want a clean rebuild:
mix mob.battery_bench_android                              # default: Nerves-tuned BEAM, 30 min
mix mob.battery_bench_android --no-beam                    # baseline: no BEAM at all
mix mob.battery_bench_android --preset untuned             # raw BEAM, no tuning
mix mob.battery_bench_android --flags "-sbwt none -S 1:1"
mix mob.battery_bench_android --duration 3600 --device 192.168.1.42:5555
mix mob.battery_bench_android --no-build                   # re-run without rebuilding

Recovering from bad flags
mix mob.deploy --beam-flags "..." saves to mob.exs so the flags persist
across runs. If a flag combination crashes the BEAM, every subsequent
deploy re-applies them. Push an empty string to clear:
mix mob.deploy --beam-flags "" --android

iOS (mix mob.battery_bench_ios)
Deploys to a physical iPhone/iPad and reads battery via ideviceinfo (USB)
or via Erlang RPC over WiFi. Reports mAh (if BatteryMaxCapacity is
available) or percentage points.
Prerequisites: brew install libimobiledevice, Xcode 15+, device
trusted on this Mac, phone on the same WiFi as the Mac.
Two-step workflow (recommended)
For Mob projects (which use ios/build_device.sh rather than a full Xcode
project), you can't rebuild + bench in one command — the bench task's
built-in xcodebuild path doesn't support the Mob build system. Instead,
do the two steps separately:
# Step 1 — deploy with whatever BEAM flags you want.
# This pushes the .beam files PLUS a runtime mob_beam_flags file that
# the launcher reads at startup. No native rebuild required (~5 seconds).
mix mob.deploy --beam-flags "" --ios                       # tuned (Nerves defaults)
mix mob.deploy --beam-flags "-S 6:6 -A 16" --ios           # untuned variant
mix mob.deploy --ios                                       # uses flags saved in mob.exs

# Step 2 — run the bench with --no-build, since we already deployed.
mix mob.battery_bench_ios --no-build --wifi-ip 10.0.0.120
mix mob.battery_bench_ios --no-build --wifi-ip 10.0.0.120 --duration 600
mix mob.battery_bench_ios --no-build --wifi-ip 10.0.0.120 --skip-preflight

Find your phone's WiFi IP in Settings → Wi-Fi → (i) → IP Address.
--wifi-ip is strongly recommended — without it the bench tries to
auto-discover the device, which is flaky for WiFi-only setups (we've seen
it pick up the Mac's own EPMD or simulator nodes).
What the bench shows you
A live trace per 10-second poll, with state per tick:
[02:33:00] 0.5/30 min — screen:off app:running rpc:ok battery:100% (−0.0 %)
A CSV log in _build/bench/run_<ts>.csv (every sample, every state).
A probe-based summary at the end with success rate, reconnect count,
longest gap, time-by-state, screen-on/off durations, and taint warnings
that catch invalid runs (screen turned on, app died, majority unreachable,
flapping connection).
Recovering from bad flags
mix mob.deploy --beam-flags "..." saves the flags to mob.exs so they
persist across runs. If a flag combination crashes the BEAM (e.g.
requesting more threads than iOS allows per process), every subsequent
mix mob.deploy re-applies the same bad flags and the app keeps crashing.
To recover, push an empty flags string — clears mob.exs and the
runtime override file on every device:
mix mob.deploy --beam-flags "" --ios

Flag prefix convention (iOS)
The Mob iOS BEAM build is conservative about flag syntax. Match the
compile-time defaults' format — - prefix, space-separated values:
-S 1:1 -SDcpu 1:1 -SDio 1 -A 1 -sbwt none      ← compile-time defaults (Nerves)
When in doubt, copy that pattern. We've observed +S 6:6 +A 64 +SDio 8
crashing the BEAM at startup with no useful log line — likely because the
combined thread count exceeds iOS's per-process limit. Build untuned
configs incrementally:
# Smallest delta from defaults — multi-scheduler but everything else minimal:
mix mob.deploy --beam-flags "-S 2:2 -SDcpu 2:2 -SDio 2 -A 2" --ios
# Bench. If the app launches and runs, ramp up:
mix mob.deploy --beam-flags "-S 6:6 -SDcpu 6:6 -SDio 6 -A 8" --ios

Other options
mix mob.battery_bench_ios --no-build --wifi-ip 10.0.0.120 --no-keep-alive
# Skips the silent-audio keep-alive call. Use when the keep-alive NIF is
# misbehaving or you want to verify how much drain comes from background
# audio session vs the BEAM itself.

mix mob.battery_bench_ios --no-build --wifi-ip 10.0.0.120 --skip-preflight
# Bypass the pre-flight checks (useful when the checks are spuriously
# failing on devicectl noise or similar).

mix mob.battery_bench_ios --no-build --wifi-ip 10.0.0.120 --no-csv
# Don't write the CSV log (run is purely live-trace + final summary).

mix mob.battery_bench_ios --no-build --wifi-ip 10.0.0.120 --log-path /tmp/run.csv
# Override CSV location.

Presets and results
	Preset	Flags	mAh/hr (Moto G, screen on, low brightness)
	No BEAM	—	~200
	Nerves (default)	-S 1:1 -SDcpu 1:1 -SDio 1 -A 1 -sbwt none	~202
	Untuned	(none)	~250

The Nerves-tuned BEAM is essentially indistinguishable from a stock Android app at idle. The untuned BEAM costs ~25% more because schedulers spin-wait instead of sleeping.
iOS results are tracked separately in mob/guides/why_beam.md (different
device, different methodology — physical iPhone with screen on/off
distinction). The --preset shortcuts (untuned/sbwt/nerves) aren't
useful on iOS because they require a full Xcode rebuild (which Mob projects
don't have), so on iOS you set flags via mix mob.deploy --beam-flags ...
and bench with --no-build.
Battery-read precision (iOS)
iOS clamps UIDevice.batteryLevel to 5% increments as a privacy
measure. So a 1% drain over 30 minutes shows as 100% → 100% in the
bench's RPC reads. To get a precise final number:
	After the bench finishes (and prints both summaries), the iOS bench now
prompts you to plug in USB and press Enter. This calls ideviceinfo's
battery domain which returns 1% precision over USB.

	You'll see fields like:
=== Precise battery (via ideviceinfo) ===
  BatteryCurrentCapacity: 99
  BatteryIsCharging: true
  ExternalConnected: true
  FullyCharged: false

	Compare to the start-of-run reading the bench printed at the top.


You can also read precise battery any time by hand:
ideviceinfo -u <UDID> -q com.apple.mobile.battery

This caveat doesn't apply to Android — dumpsys battery returns 1%
precision natively.
Duration unit
--duration N is in seconds on both bench tasks. Default 1800 = 30
minutes. The bench's live trace and summaries always show
elapsed_min / total_min for readability, but the CLI flag is seconds.
Working with an agent (Claude Code / LLM)
Because OTP runs on the device, an agent can connect directly to the running app via Erlang distribution and inspect or drive it programmatically — no screenshots required.
How it works
Agent (Claude Code)
    │
    ├── mix mob.connect      → tunnels EPMD, connects IEx to device node
    │
    ├── Mob.Test.*           → inspect screen state, trigger taps via RPC
    │   (exact state: module, assigns, render tree)
    │
    └── MCP tools            → native UI when needed
        ├── adb-mcp          → Android: screenshot, shell, UI inspect
        └── ios-simulator-mcp → iOS: screenshot, tap, describe UI
Mob.Test — preferred for agents
Mob.Test gives exact app state via Erlang distribution. Prefer it over screenshots whenever possible — it doesn't depend on rendering, is instantaneous, and works offline.
node = :"my_app_ios@127.0.0.1"

# What can this build actually be probed with? Ask before choosing an approach
# — on Android a probe is unavailable when the app's generated MobBridge.kt
# lacks the method, and on iOS the whole harness is compiled out of release
# builds. A freshly generated Android app has no synthetic input at all.
Mob.Test.capabilities(node)
#=> %{dist_rpc: true, tap_xy: false, screenshot: true, element_frames: true, ...}

# Inspection
Mob.Test.screen(node)               #=> MyApp.HomeScreen
Mob.Test.assigns(node)              #=> %{count: 3, user: %{name: "Alice"}, ...}
Mob.Test.find(node, "Save")         #=> [{[0, 2], %{"type" => "button", ...}}]
Mob.Test.inspect(node)              # full snapshot: screen + assigns + nav history + tree

# Tap a button by tag atom (from on_tap: {self(), :save} in render/1)
Mob.Test.tap(node, :save)

# Navigation — synchronous, safe to read state immediately after
Mob.Test.back(node)                 # system back gesture (fire-and-forget)
Mob.Test.pop(node)                  # pop to previous screen (synchronous)
Mob.Test.navigate(node, MyApp.DetailScreen, %{id: 42})
Mob.Test.pop_to(node, MyApp.HomeScreen)
Mob.Test.pop_to_root(node)
Mob.Test.reset_to(node, MyApp.HomeScreen)

# List interaction
Mob.Test.select(node, :my_list, 0)  # select first row

# Simulate device API results (permission dialogs, camera, location, etc.)
Mob.Test.send_message(node, {:permission, :camera, :granted})
Mob.Test.send_message(node, {:camera, :photo, %{path: "/tmp/p.jpg", width: 1920, height: 1080}})
Mob.Test.send_message(node, {:location, %{lat: 43.65, lon: -79.38, accuracy: 10.0, altitude: 80.0}})
Mob.Test.send_message(node, {:notification, %{id: "n1", title: "Hi", body: "Hey", data: %{}, source: :push}})
Mob.Test.send_message(node, {:biometric, :success})
Accessing IEx alongside an agent
Option 1 — shared session (iex -S mix mob.server):
iex -S mix mob.server

Starts the dev dashboard and gives you an IEx prompt in the same process. The agent uses Tidewave to execute Mob.Test.* calls in this session; you type directly in the same IEx prompt. Both share the same connected node and see the same live state. This is the recommended setup for working alongside an agent.
Option 2 — separate sessions (--name):
Because Erlang distribution allows multiple nodes to connect to the same device, you can run independent sessions simultaneously:
# Your terminal
mix mob.connect --name mob_dev_1@127.0.0.1

# Agent's terminal (or a second developer)
mix mob.connect --name mob_dev_2@127.0.0.1

Both connect to the same device nodes, can call Mob.Test.* and nl/1, and don't interfere with each other.
MCP tool setup
For native UI interaction (screenshots, native gestures, accessibility inspection), install MCP servers for Claude Code:
Android — adb-mcp:
npm install -g adb-mcp

Add to ~/.claude.json:
{
  "mcpServers": {
    "adb": {
      "command": "npx",
      "args": ["adb-mcp"]
    }
  }
}
iOS simulator — ios-simulator-mcp:
npm install -g ios-simulator-mcp

Add to ~/.claude.json:
{
  "mcpServers": {
    "ios-simulator": {
      "command": "ios-simulator-mcp"
    }
  }
}
With these installed, Claude Code can take screenshots, inspect the accessibility tree, and simulate gestures on the native device — useful when you need to verify layout or test native gesture paths.
Recommended AGENTS.md for Mob projects
Add an AGENTS.md to your Mob project root to give an agent the context it needs
(Claude Code, Codex and others read it; a one-line CLAUDE.md pointing at it is enough):
# MyApp — Agent Instructions

## Connecting to a running device

```bash
mix mob.connect              # discover, tunnel, restart the app, connect IEx
mix mob.connect --no-restart # attach to the running app, keeping its state
mix mob.connect --no-iex     # print node names without IEx
mix mob.devices              # list connected devices
```

Node names:
- iOS simulator:    `my_app_ios_<udid prefix>@127.0.0.1`
- Android: `my_app_android_<suffix>@127.0.0.1` (`emulator_5554`, or the phone's
  serial), on a port derived from the serial. `mix mob.deploy` records both on
  the device, so a start from the launcher comes back under the same name
  (mob 0.9.6+; older mob registers the bare `my_app_android` on 9100, which
  `--no-restart` also finds).

When another process on the Mac already holds `mob_dev@127.0.0.1`, mob_dev
uses `mob_dev_<os pid>@127.0.0.1` for itself.

## Inspecting and driving the running app

Prefer `Mob.Test` over screenshots — it gives exact state, not a visual approximation.

```elixir
node = :"my_app_ios@127.0.0.1"

# Inspection
Mob.Test.screen(node)       # current screen module
Mob.Test.assigns(node)      # current assigns map
Mob.Test.find(node, "text") # find UI nodes by visible text
Mob.Test.inspect(node)      # full snapshot: screen + assigns + nav history + tree

# Interaction
Mob.Test.tap(node, :tag)              # tap by tag atom (from on_tap: {self(), :tag} in render/1)
Mob.Test.back(node)                   # system back gesture
Mob.Test.pop(node)                    # pop to previous screen (synchronous)
Mob.Test.navigate(node, Screen, %{})  # push a screen (synchronous)
Mob.Test.select(node, :list_id, 0)    # select a list row

# Simulate device API results
Mob.Test.send_message(node, {:permission, :camera, :granted})
Mob.Test.send_message(node, {:camera, :photo, %{path: "/tmp/p.jpg", width: 1920, height: 1080}})
Mob.Test.send_message(node, {:biometric, :success})
```

Navigation functions (`pop`, `navigate`, `pop_to`, `pop_to_root`, `reset_to`) are
synchronous — safe to read state immediately after.

`back/1` and `send_message/2` are fire-and-forget. If you need to wait:

```elixir
Mob.Test.back(node)
:rpc.call(node, :sys, :get_state, [:mob_screen])  # flush
Mob.Test.screen(node)
```

## Hot-pushing code changes

```bash
mix mob.push          # compile + push all changed modules to all connected devices
mix mob.push --all    # force-push every module
```

## Deploying

```bash
mix mob.deploy          # push changed BEAMs, restart
mix mob.deploy --native # full native rebuild + install
```

Plugin NIFs only reach the device through a native build, and a plugin's
`on_load` tolerates a missing NIF — so a mistake here shows up only as
`{:nif_not_loaded, ...}` at the first call. Both deploy paths warn (never
fail) about the two ways that happens:

- `mix mob.deploy --native` (and `mix mob.doctor`) name every device-runtime
  dep (not `only: :dev` / `runtime: false`) that ships a `priv/mob_plugin.exs`
  declaring `nifs:` but isn't in `config :mob, :plugins`, with the exact
  `config` line to set.
- Each successful native build records, per platform, which activated plugins
  it compiled NIFs for (`mob_native_plugins.txt` under `Mix.Project.build_path/0`).
  A BEAM-only `mix mob.deploy` or `mix mob.push` names any NIF plugin activated
  since — "installed app was built without it — run `mix mob.deploy --native`" —
  or, when there is no record for that platform yet, says it can't tell.

An Android deploy that restarts the app first sets up `adb reverse tcp:4369`
and the dist-port forward, so the app joins distribution even right after an
emulator reboot, and `mix mob.connect --no-restart` can attach to it later.

### Why dependencies recompile between `mix run` and `mix mob.deploy`

They shouldn't, and with fixed dependencies they don't: alternating
`mix run`, `mix compile` and `mix mob.deploy` on the same project compiles
nothing (all three use the project's `MIX_ENV`, target and `config/config.exs`,
and mob_dev sets no compile-time environment for an Android or hot deploy).
What does trigger it is a `path:` dependency (`mob`, a plugin, `mob_deliver`)
whose checkout changed in between, for example while you or another agent is
editing it. Mix recompiles the changed dependency and every module in other
dependencies that uses it at compile time, which for `mob` includes each
plugin's `~MOB` screens and `use Mob.Screen` modules (mob_camera,
mob_location, ...). That is Mix doing its job, not something mob_dev can skip.

### Application config on the device

Mob apps don't boot as an OTP release, so nothing loads `config/*.exs` on the
device. mob_dev evaluates `config/config.exs` (for the current `MIX_ENV` and
target) plus `config/runtime.exs` on the host, drops `:mob_dev`, and ships the
result as the generated module `mob_app_config` next to the app's BEAMs on every
deploy and native build. mob 0.9.6+ applies it at app start, so
`Application.get_env/3` works as on the host. Two differences: `runtime.exs` runs
on your Mac at build time (its `System.get_env/1` reads your environment), and a
key whose value is an anonymous function, pid, port or reference (a compiled
regex is one) is left out with a warning. A config change reaches a running app
at its next start.

## iOS push notifications (APNs)

For APNs push tokens to be delivered, the app binary must have `aps-environment`
in its codesigning entitlements — the provisioning profile having it is not
sufficient.

### Automatic (recommended)

`mix mob.deploy --native` extracts `aps-environment` from the embedded
provisioning profile and mirrors it into the fallback entitlements when no
explicit entitlements file exists. If the provisioning profile was created
with push enabled, nothing extra is needed.

### Explicit entitlements file

Create `ios/<AppName>.entitlements` in your project root:

```xml
<?xml version="1.0" encoding="UTF-8"?>
<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/PropertyList-1.0.dtd">
<plist version="1.0">
<dict>
    <key>application-identifier</key>
    <string>TEAM_ID.com.example.myapp</string>
    <key>com.apple.developer.team-identifier</key>
    <string>TEAM_ID</string>
    <key>get-task-allow</key>
    <true/>
    <key>aps-environment</key>
    <string>development</string>
</dict>
</plist>
```

When this file is present, `mix mob.deploy --native` uses it verbatim (no
auto-mirroring). Use `development` for Xcode/mob development builds and
`production` for App Store / TestFlight production builds.

### Verifying entitlements on a built app

```bash
codesign -d --entitlements :- path/to/MyApp.app | plutil -p -
# Should include: "aps-environment" => "development"
```

### Agent workflow example

A typical agent session for debugging or feature work:

```
1. mix mob.connect                        — connect to the running device node
2. Mob.Test.screen(node)                  — confirm which screen is showing
3. Mob.Test.assigns(node)                 — inspect current state
4. Mob.Test.tap(node, :some_button)       — interact with the UI
5. Mob.Test.screen(node)                  — confirm navigation happened
6. edit lib/my_app/screen.ex              — make a code change
7. mix mob.push                           — hot-push changed modules without restart
8. Mob.Test.assigns(node)                 — verify state updated as expected
```

For device API interactions, simulate the result rather than triggering real hardware:

```elixir
# Instead of actually opening the camera:
Mob.Test.tap(node, :take_photo)     # triggers handle_event → Mob.Camera.capture_photo
# Simulate the result:
Mob.Test.send_message(node, {:camera, :photo, %{path: "/tmp/test.jpg", width: 1920, height: 1080}})
Mob.Test.assigns(node)              # verify photo_path was stored
```

If you need to see the rendered UI, take a screenshot with the native MCP tool, then use `Mob.Test.find/2` to correlate what you see with the component tree.

## Development

Clone, then run once:

```bash
mix setup
```

That fetches deps and activates the repo's git hooks (`.githooks/pre-push`):
`mix format --check`, `mix credo --strict` (incl. ExSlop), and `mix compile --warnings-as-errors` run on every push, plus the full test
suite when `mix.exs` changes — the same gate CI enforces before publishing.


  

    Changelog

[0.7.17] - 2026-10-08
Added
	Plugin self-tests: mix mob.selftest, MobDev.Plugin.SelfTest.run_all/3
(MOB-411). A plugin names a Mob.Plugin.SelfTest implementation in its
manifest as selftest: Module (mob 0.9.15). mix mob.selftest attaches to
the deployed app on each selected device (the mix mob.smoke selection
options, honouring agent-device leases, plus --timeout and
--no-restart), grants the permissions the manifests declare on
emulators and simulators (adb shell pm grant, xcrun simctl privacy grant), relaunches the app, waits for the plugins' OTP applications to
be started (:boot_timeout_ms, 15 s), calls every activated plugin's
run/1 on the device with
%{platform:, device: :simulator | :emulator | :physical} and prints a
table per device. A self-test that raises, exits, times out (30 s; it is
then killed on the device) or returns outside the contract is a FAIL;
a plugin without one is a skip. Non-zero exit on any FAIL or
unreachable device. run_all/3 is the runner for callers that hold a
node already (mob_ci's invariant P12); grant_permissions/4 is the
pre-launch grant for them.
	selftest manifest key. MobDev.Plugin.Manifest accepts it (an
Elixir module; when the module is loadable it must export run/1).
mix mob.validate_plugin warns missing selftest on a manifest
without one; a later release turns that into an error once the first-party
plugins carry theirs (MOB-418). mix mob.new_plugin tier-1 and tier-4
scaffolds now generate a SelfTest module and declare it.

[0.7.16] - 2026-10-06
Fixed
	mix mob.release builds the native code from the current plugin set
(MOB-404). mix mob.release --android never rebuilt the native library:
Gradle imported whatever jniLibs/<abi>/lib<app>.so the last
mix mob.deploy --native in the checkout left behind, so a release after
adding or bumping a native plugin shipped a stale .so and crashed at
launch (Operator 1.0.0 with mob_sensors: UnsatisfiedLinkError … MobSensorsBridge.nativeRegister()). The release now runs the same native
build as mix mob.deploy --native (MobDev.NativeBuild.build_android_native/2,
factored out of the deploy path; no device needed) for every Gradle
abiFilters ABI before bundleRelease, and refuses an ABI it can't build
instead of shipping a leftover library. When zig isn't used, a leftover
lib<app>.so is removed so CMake compiles it from source. Both release
pipelines (Android and iOS) now also regenerate the plugin-derived files a
dev build does (MobDev.NativeBuild.prepare_plugin_build_state!/0): the
iOS release linked the checked-in driver_tab_ios.c as is, so a NIF plugin
added since it was last generated linked but never registered.

[0.7.15] - 2026-10-05
Fixed
	Slim builds no longer strip an OTP lib the app needs (MOB-399). The
default slim pass of mix mob.release --android dropped inets (and the
rest of its fixed list) whether or not the app used it, so a release of an
app whose dependencies list :inets (Operator: ash → igniter →
inets) logged plugin :mob_ash: OTP application failed to start … {:inets, {~c"no such file or directory", ~c"inets.app"}}; debug deploys
ship the whole OTP tree, so only release builds broke. A slim pass now
never strips a lib any shipped app lists in its .app applications or
included_applications, transitively: MobDev.OtpRequiredApps follows
the runtime dependency set (MobDev.HotPush.runtime_lib_names/0) through
the bundled OTP tree's .app files. It applies to the Android release
(MobDev.OtpAssetBundle, which logs the libs it kept), the iOS release
script (MOB_SLIM_KEEP_LIBS) and mix mob.deploy --slim
(MobDev.OtpAudit.Slim's new :required_libs; :drop_libs and
:keep_libs still win). The _build traversal that decides what ships
now follows included_applications as well.

[0.7.14] - 2026-10-04
Fixed
	Two plugins declaring the same Info.plist key no longer block the build
when the project's own ios/Info.plist sets that key (MOB-387). Plugin
plist keys only fill gaps (PlistBuddy Add never overrides), so the host's
value always wins and the collision is moot. Activating mob_bluetooth and
mob_midi together (both declare NSBluetoothAlwaysUsageDescription)
raised "activated plugins conflict"; now Validator.cross_validate/2 takes
:host_plist_keys and the native build passes the top-level keys of
ios/Info.plist (Validator.host_plist_keys/1, parsed with xmerl; a binary
plist via plutil where it exists). Keys the host doesn't set, and keys any
plugin declares as an array (merged into the host's array rather than
yielding to it), still conflict.
	A static Rust NIF a dependency ships is built (MOB-392). A
:static_nifs entry whose crate lives in a dependency at
native/<name>/Cargo.toml (e.g. mob_rapier's lab_physics) was
classified as Elixir-only and never cross-compiled, so the app crashed at
launch with cannot locate symbol lab_physics_nif_init. When the project
ships no C, Rust or Zig source for the NIF, every dependency
Mix.Project.deps_paths/0 resolves (hex, git, path) is searched (not for
plugin-contributed NIFs, which the plugin build compiles); two dependencies
shipping the same crate name is a build error. Every Rust NIF now builds
into _build/<env>/mob_rust_nifs/<name> (cargo --target-dir) instead of
the crate's target/, so a workspace member or CARGO_TARGET_DIR no longer
misplaces the archive (existing native/<name>/target/ dirs can be deleted).
mix mob.doctor checks the Rust Android targets for such crates too.

[0.7.13] - 2026-10-03
Added
	:cpp_archive plugin NIFs can mix C and C++ sources (MOB-381). A .c
entry in :sources is compiled by the target's C driver (clang) with the
new :cflags / :cflags_android / :cflags_ios; everything else still goes
to clang++ with the CXXFLAGS. Libraries such as ggml (whisper.cpp, the
mob_whisper plugin) ship .c files that aren't valid C++, so they couldn't
be built before.
	:cpp_archive plugin NIFs build for the x86_64 Android emulator ABI.
Every Android native build compiles arm64, armv7 and x86_64, and an active
cpp_archive plugin used to stop it with "cannot be built for
:android_x86_64". The archive is now cross-compiled for x86_64 too
(x86_64-linux-android28-clang++; Arm-only -mbranch-protection= flags are
dropped there), so such a plugin works on an emulator and no longer blocks
every build.

Fixed
	Two cpp_archive sources with the same file name no longer overwrite each
other's object. Objects were named <basename>.o, so ggml's
ggml-cpu/quants.c and ggml-cpu/arch/arm/quants.c collided and one set of
symbols silently vanished from the archive. Objects are now
<basename>-<hash of the path>.o. Sources also compile in parallel (a
~30-file archive builds in ~5 s instead of serially).

[0.7.12] - 2026-10-03
Upgrading
	Deep links also need native files that call mob_deliver_link
(MOB-379). url_schemes only makes the OS open the app for myapp://…;
the link reaches the BEAM through code in app-owned files. New projects
from mob_new 0.6.4 have it. An app generated by mob_new 0.6.3 or older opens
on the link but never receives {:link, …} until it ports the
MainActivity / MobBridge.kt / beam_jni.c / SceneDelegate changes from
the "Deep links" section of mob's guides/device_capabilities.md and
depends on mob 0.9.11. Apps that don't set url_schemes need no change.

Added
	Deep-link URL schemes: config :mob_dev, url_schemes: ["myapp"] in
mob.exs (MOB-379). The native build makes the OS open the app for
myapp://… URLs. mob 0.9.11 then delivers them to the root screen as
{:link, %{url: url, source: :launch | :running}}. On Android,
mix mob.deploy --native and mix mob.release --android keep a managed
VIEW intent filter (DEFAULT + BROWSABLE) inside the launcher activity
of AndroidManifest.xml. On iOS, the sim and device builds and
mix mob.release --ios append a CFBundleURLTypes entry (named after the
iOS bundle id, role Viewer) to the built bundle's Info.plist. The app's
own entries are kept, and ios/Info.plist is never rewritten. A scheme the
app already routes is skipped: on Android, only when a broad
VIEW + DEFAULT + BROWSABLE filter on the launcher activity declares
it. A scheme a VIEW filter on another activity also declares is added
with a build warning. On iOS, a scheme in any existing entry is skipped.
Removing the key removes the filter and the entry. Schemes must be
lowercase. http/https are refused, since
verified App Links and universal links need a host and verification. An
invalid value fails the build and mix mob.doctor. With url_schemes set,
the launcher activity must be android:launchMode="singleTask" (or
singleInstance). Without it, a link from another app's task starts a
second MainActivity. The Android build and mix mob.doctor refuse any
other launch mode. mob_new's template uses singleTop, so an app opts in
when it adds deep links. See decisions/2026-10-03-url-schemes.md.

Fixed
	A guarded project NIF no longer breaks mix mob.deploy --native
(MOB-376). A mob.exs :static_nifs entry with a :guard failed every
dev build of a platform it covers with invalid option: -D<module>_static:
mobdev passed a zig option no mobnew build file declares, and the
generated Zig driver table read a build_options field none of them
provides. The driver table now selects a guarded project NIF by the target
it is compiled for, from the entry's :archs (the simulator ABI on iOS, the
CPU on Android; TARGET_OS_SIMULATOR / __aarch64__ / `__armin a C table), so it works with every app's existing build files. The next native build regenerates the table; tables without project guards are unchanged. The built-in sqlite / EMLX / NxEigen / TFLite switches are unchanged. Seedecisions/2026-10-03-guarded-project-nifs-select-by-target-arch.md`.

Changed
	A project NIF's :guard selects by :archs; it is no longer an off
switch. An entry whose :archs cover the whole platform is now always
registered (#if 1 / true), where a 0.7.11 C table wrapped it in
#ifdef <guard> that no dev build defined, so it was left out. If you used a
:guard to keep a NIF out of a build, remove the entry or narrow its
:archs instead. An app with a project guard will see its committed
priv/generated/driver_tab_* files change on the next
mix mob.deploy --native; commit them. Until that build, mix mob.doctor
reports the C table as stale.

[0.7.11] - 2026-10-03
Fixed
	mix mob.release --ios links the project's own Swift and NIFs and plugin
:cpp_archive NIFs (MOB-373). A release ignored mob.exs
project_swift_sources, failed to link an app with a project NIF
(c_src/<name>.c, a Rust or Zig NIF, :extra_static_libs) or a cpparchive
plugin (`Undefined symbols: <module>_nif_init), and silently dropped a project NIF with a:guardfrom the driver table. The release now gathers each of these with the device build's own functions, defines each guarded project NIF's:guard, and links the archives after OTP's, in the device build's order. The MLX / NxEigen / TFLite NIFs (mix mob.enable
mlx|nxeigen|tflite) are still not part of a release build, and a *device* build (mix mob.deploy --native) of a guarded project NIF still fails on an unknown zig option (MOB-376). Seedecisions/2026-10-03-ios-release-links-project-inputs-and-plugin-archives.md`.
	Plugin gate errors and plugin docs link MOB_PLUGIN_SECURITY.md and
MOB_PLUGINS.md on GitHub. Both live in the mob repo; the messages named
files a mob_dev user doesn't have.

Changed
	A release compiles NIF sources at -Os, as the device build does. This
covers the project's C NIFs and the activated plugins' C/ObjC NIFs, which
0.7.10 and earlier built at clang's default -O0 in a release. An .ipa's
plugin NIF code is now optimized like a dev device build's.

[0.7.10] - 2026-10-03
Fixed
	mix mob.release --ios links a fresh app (and one whose plugins ship
Swift) (MOB-372). The release build failed with Undefined symbols: _mob_register_plugins
for an app with no plugins at all, because the release script compiled mob's
Swift sources but never the generated bootstrap that defines that function
(AppDelegate.m calls it unconditionally); mix mob.deploy --native --ios of
the same app linked. The script now compiles the bootstrap and the activated
plugins' Swift sources too, by the rule the dev builds use, so an app
scaffolded before plugins existed still builds as before. Swift files listed
in mob.exs project_swift_sources are still not part of a release build.
See decisions/2026-10-03-ios-release-compiles-plugin-swift-and-bootstrap.md.

Changed
	mix mob.release --ios runs the plugin signature, trust and capability
gate, as the dev builds do. Before it starts signing, downloading or
building, a release now stops on an unsigned plugin not listed in
acknowledge_unsafe_plugins, a plugin signed by a key not in
trusted_plugins, a tampered plugin (previously left out of the binary
without a word), or plugin Swift that imports a framework its manifest
doesn't declare. Plugins the dev builds accept pass the gate unchanged.
(Plugin static_archives, :cpp_archive NIFs, are still not part of a
release build.)

[0.7.9] - 2026-10-02
Added
	mob.exs multi_window: true lets iPad users open several windows of
the app (MOB-245). The simulator and device builds and mix mob.release
stamp it into the bundle's Info.plist as UIApplicationSceneManifest →
UIApplicationSupportsMultipleScenes (false removes the key, which iOS
reads as false; unset leaves the plist as written). The feature itself, one
navigation stack per window in one BEAM (Mob.Scene), needs mob#184
(unreleased); with an older mob, keep the key unset or false. A plist
without an application scene configuration (UISceneConfigurations →
UIWindowSceneSessionRoleApplication, the SceneDelegate) stops the build
rather than gain a scene manifest with no delegate, and mix mob.doctor fails that
combination with the fix. A non-boolean value stops the build.

	mob.exs chooses the iOS devices and orientations (MOB-206).
config :mob_dev, ios_target_devices: [:iphone, :ipad] (or [:iphone])
sets the built app's UIDeviceFamily, and ios_orientations: :all
(:portrait, :landscape) sets its iPhone UISupportedInterfaceOrientations;
iPad always gets all four. The simulator and device builds and
mix mob.release stamp them into the bundle's Info.plist, overriding
ios/Info.plist, which isn't rewritten. Unset keys leave the plist as
written, so an existing app builds as before until it opts in. An invalid
value stops the build. See decisions/2026-10-01-ios-layout-plist-keys.md.

	mix mob.doctor warns when an iOS app can't use iPad or Split View
(MOB-206). A warning, never a failure, when the Info.plist (with the
mob.exs overrides applied) leaves out iPad (UIDeviceFamily, the case for
every app generated by mob_new 0.6.3 or older), locks iPhone to portrait or
landscape, restricts iPad orientations, or sets UIRequiresFullScreen. Each
warning prints the mob.exs line and the plist XML that fix it; a choice
made in mob.exs (ios_target_devices: [:iphone],
ios_orientations: :portrait) isn't warned about.

	mix mob.doctor reports the Xcode and iOS SDK it will build with, and
whether they can build for iPhone Duo (MOB-201). The Tools section now
shows Xcode — 27.0 (27A266a) — /Applications/Xcode-27.0.app and
iOS SDK — 27.0 for the Xcode selected by DEVELOPER_DIR, else
xcode-select -s (the same one mix mob.deploy --native uses), and warns
iPhone Duo — unsupported (needs Xcode 27.1+) when the Xcode or its iOS SDK
is older than 27.1. The Duo row is a warning, never a failure; Xcode older
than 15 still fails. A missing iOS platform (Xcode 15+ downloads it
separately) is now a warning with xcodebuild -downloadPlatform iOS as the
fix, and an unparseable xcodebuild -version warns instead of passing. See
decisions/2026-10-01-doctor-reports-xcode-and-duo-readiness.md.

	CI: an xcode lane runs those rows against real Xcode 27.1 and 27.0
(GitHub's xcode-27 image) and Xcode 26.6 (macos-26).


Fixed
	The mob_dir / :mob dependency mismatch error says when the app would
crash at boot (MOB-227). When the two checkouts' src/mob_nif.erl
-nifs tables differ, load_nif rejects the native library and the app
dies at boot with undef mob_nif:log/1, with nothing pointing at the two
mobs. The mix mob.deploy --native refusal and the mix mob.doctor row
for a mob_dir that isn't the :mob dependency (MOB-351) now add that,
listing the NIFs only one checkout has.

	mix mob.connect finds an Android app whose node name it can't predict
(MOB-229). An app whose Mob.Dist.ensure_started/1 base name isn't
<app>_android (e.g. crosscourt@127.0.0.1, registered as
crosscourt_<serial>) timed out with "distribution didn't start on the
device" while the node was up. Connect now also accepts the node registered
on the dist port it launched the app with, and reports the name it found.

	A plugin activated twice is built once (MOB-325). Listing a plugin
twice in config :mob, :plugins passed the plugin-collision check but merged
the plugin twice, so its NIF sources compiled and linked twice (duplicate
symbols) and its Kotlin/Swift sources, manifest snippets and native
registrations were added twice. The activated plugins are now deduplicated
by plugin directory, the rule the collision check uses, before any build step
reads them.

	iOS native builds no longer leave their build dir in $TMPDIR, and
rebuild faster (MOB-313). Every mix mob.deploy --native to an iPhone
left a mob_ios_device_<n> dir of ~190 MB (the bundled .app, binary and
codesign scratch), whether the build worked or not; one machine had 3.3 GB
of them. Simulator builds left a mob_ios_sim_<n> and a
mob_ios_bundle_<n> each time, and a failed iOS device exqlite compile left
mob_exqlite_<n>. The .app and scratch now go in a temp dir that is
removed when the build returns, fails or raises. The sources mobdev
generates for zig build now live in _build/<env>/mob_ios/<target>/
instead: their paths used to change every build, which made zig recompile
all the Swift and relink each time. Rebuilding a blank app for the
simulator with nothing changed took 21 s in zig build before and under
1 s now. Dirs left by earlier versions aren't touched: remove them with
`rm -rf "$TMPDIR"/mob_ios_device "$TMPDIR"/mobios_sim "$TMPDIR"/mobios_bundle*while no build is running. Seedecisions/2026-10-01-ios-build-sources-stable-app-dir-removed.md`.


[0.7.8] - 2026-10-01
Upgrading
	iOS users on mob 0.9.8 / mob_dev 0.7.7: update both (mob 0.9.9, mob_dev
0.7.8) and redeploy with mix mob.deploy --native (MOB-348). That
installs mob 0.9.9's mob_beam.m, which reads the cookie file this release
writes, and on a physical iPhone it is the deploy that writes the file (a
phone that is only hot-loaded over dist gets none). Either half alone keeps
0.7.7's behaviour: mob 0.9.8 ignores the file, and mob 0.9.9 with mob_dev
0.7.7 finds none; in both cases only launches mob_dev makes get the private
cookie, as before.

Fixed
	A native build stops when mob_dir isn't the :mob dependency
(MOB-351). mix mob.deploy --native and the iOS mix mob.release
compiled mob's native code from mob.exs mob_dir and the Elixir side
from the :mob dependency without comparing them, so an app could ship
native code and BEAMs from two different mob commits and misbehave with no
error. Both now raise before compiling anything, naming the two paths and
how to make them agree (point mob_dir at the dependency, or the
dependency at mob_dir); mix mob.doctor fails the same check. Symlinked
paths to the same checkout match, and an unset mob_dir or a project
without :mob is not checked. See
decisions/2026-10-01-mob-dir-must-match-mob-dep.md.

	iOS apps stay reachable after a relaunch mob_dev didn't make (MOB-348).
iOS got its private cookie only in the launch environment, so an icon tap,
xcrun simctl launch or an agent-device relaunch (every relaunching
mix mob.smoke flow) left the node on a random cookie: registered in EPMD,
but mob.connect --no-restart and mob.smoke's health checks timed out.
mix mob.deploy now writes the cookie to mob_dist_cookie in the app's
beams dir on iOS too, owner-only (MobDev.DistCookie.write_app_file!/2):
the simulator runtime dir on every deploy, and Documents/otp/<app>/ on a
physical iPhone whenever the deploy copies BEAMs there (--native, or the
app isn't connected over dist; a hot-load-only deploy writes nothing to the
phone). mob 0.9.9's mob_beam.m reads it when the launch environment has
none; mob 0.9.8 ignores it.

	mix mob.smoke no longer says the app held up when it never read its
health (MOB-347). With the node unreachable (or Mob.Diag.health/0
missing), every flow's check was skipped with a note, yet the summary showed
0 failure(s), 0 warning(s) and the run ended "All flows passed and the app
held up." The health column now reads not checked (<reason>), or keeps
the counts and adds not checked (<reason>) (or k of n flow(s) not checked (<reason>) when only some flows were checked) when there are any,
and a passing run ends All flows passed; app health not checked on: with
the devices and reasons. Exit status is unchanged (0 when the flows pass).
If the node was unreachable before the first flow, the task now waits for
it once after that flow, since recorded flows relaunch the app.

	Compiler warnings in a native build no longer print as failed command:, and a failed NIF compile names its plugin (MOB-344). zig's
build runner prints any build step that wrote to stderr — a plugin NIF
whose clang compile emits a warning — with a failed command: line, even
though the step succeeded. An iOS simulator build showed nine of them and
then ✓ iOS native build complete; every NIF was in fact compiled in. The
native zig build runs (iOS simulator, iOS device, Android, Zigler NIFs) now set
ZIG_BUILD_ERROR_STYLE=minimal unless you set a style, and list warned
steps after a successful build as warnings. When a compile does fail, the
✗ native build failed line names the plugin and source and quotes the
compiler's error: lines instead of only zig's exit code. See
decisions/2026-10-01-zig-build-warnings-vs-failures.md.


Documentation
	mix mob.deploy documents the physical-iPhone exception to the
legacy-app restart. The 0.7.7 entry and the task's docs said an app built
against a pre-MOB-49 mob is always restarted onto its private cookie. A
connected physical iPhone is the exception: mob_dev never writes BEAMs to a
phone it is hot-loading (a devicectl replace has no undo), so the legacy
app is hot-loaded and keeps mob_secret until mix mob.deploy --native.

[0.7.7] - 2026-10-01
Security
	Every platform uses a private distribution cookie per app; mob_secret
is only a fallback for old apps (MOB-49). The Mac-side node and every
development app used the public cookie mob_secret, so anyone who could
reach a dist port could run code on the phone or the Mac. mob_dev now keeps
a random 256-bit cookie per app in ~/.mob/dist_cookies/ (owner-only) and
hands it over at deploy/connect time: iOS in the launch environment, Android
as a file in the app's private storage (sent over adb's stdin, never on a
command line). An app built against a mob from before MOB-49 still answers
only to mob_secret; mob.connect, mob.deploy, mob.push, mob.watch,
mob.attest, mob.smoke, mob.trace_otp and the battery benches fall back
to it with a warning. mob.deploy restarts such an app instead of
hot-loading it, so updating mob and deploying (--native for iOS) moves
it to the private cookie. --cookie now means "only this cookie". To attach
by hand, load the cookie inside the VM
(Node.set_cookie(MobDev.DistCookie.for_project!())) rather than passing
it as --cookie, which would put it in the process arguments. See
decisions/2026-09-30-private-dist-cookie-for-every-platform.md.
Upgrade note: update mob_dev together with mob. mob 0.9.8 accepts only
the private cookie this release hands over, so mob_dev 0.7.6 or older can't
mix mob.connect (or deploy, push, watch) to an app built on mob 0.9.8.
mob_dev 0.7.7 still reaches apps built on older mob through the
mob_secret fallback; the first mix mob.deploy after updating mob
(--native for iOS) moves the app to its private cookie.


Fixed
	Tasks that pick devices on their own leave another agent's leased
device alone (MOB-330). A bare mix mob.deploy installed and launched an
app on an emulator another agent held through agent-device. When
agent-device is on PATH, every selection the user did not name now skips
devices another session has claimed (read from agent-device device status --json) and prints each one with the session holding it: single-device
auto-selection and --all-devices / --all-physical in mix mob.deploy,
mix mob.uninstall and mix mob.smoke, mix mob.connect without
--device, mix mob.push / mix mob.watch, and the battery benches'
device auto-detection. mix mob.connect also leaves the app running on a
claimed simulator when it kills stale simulator apps, and mix mob.watch
stops pushing to a device another session claims while it runs. An iPhone
found only over the LAN is known by its IP while a claim names a UDID, so
it is skipped whenever another session claims a device that could be an
iPhone; name it with --device to use it. A claim is yours when its
session equals AGENT_DEVICE_SESSION; with that unset, every claim is
someone else's. A claimed device named with --device is still used, after
a loud warning: naming it is the same consent --device gives for a phone.
The device auto-selection picks is always printed. Without agent-device,
selection is unchanged. See MobDev.DeviceLeases.
	mix mob.plugins says when a plugin's signature doesn't verify (MOB-332).
Such a plugin was listed as tier 0 … no manifest (regular dep) after a
separate skipping <name>: invalid_signature line, or not at all when not
activated. Its row now shows tier ?, what is wrong (not signed, invalid,
no public key, legacy v1) and the fix: re-sign a local checkout, reinstall,
ask the author, or acknowledge an unsigned plugin for development.
	mix mob.plugin.trust writes one trusted plugin per line and shows a path
dependency's real version (MOB-334). config :mob, :trusted_plugins was
rewritten as one long line; it is now laid out as mix format would, sorted
by name, so a trust change is a one-line diff. An existing one-line stanza
is converted in place. The review showed version: (unset) for a path
dependency; it now shows the version from the plugin's mix.exs (read, not
evaluated) and the dependency's path.
	mix mob.deploy's documentation matches what it does (MOB-333). The
fast deploy hot-loads over Erlang distribution without a restart and only
restarts when it has to write the BEAMs to the device; --dist-port
defaults to the port derived from the device serial and app name, not
9100 + index; the "Under the hood" commands are the ones the task runs.
	The crypto shim no longer breaks concurrent deploys and test runs
(MOB-339). Deployer.generate_crypto_shim wrote one shared
$TMPDIR/mob_crypto_shim in place, so two runs on one machine could delete
or truncate each other's crypto.beam mid-compile ("error writing file").
It now compiles in a private staging directory and renames it into a
directory named for the shim's content. Tests that timed out only under
machine load wait on their work instead of a 5 s clock, or carry an
explicit timeout for legitimately heavy work.
	mix mob.smoke explains why a flow recorded on an iOS simulator fails
its identity check (MOB-343). Such flows failed at their first tap with
REPLAY_DIVERGENCE … nothing in the current tree carries the recorded identity. agent-device (seen on 0.21.1 and 0.21.19) records each step's
identity (the # agent-device:target-v1 line) from its simulator
accessibility bridge, but replay checks it against an XCTest snapshot. Inside
a SwiftUI ScrollView, XCTest labels the content container with its first
child's text and keeps it, so the recorded ancestry (scrollview) never
matches the replayed one (other "☀️"). A plain SwiftUI app fails the same
way, so it is not a mob bug. On an iOS simulator, an IDENTITY_MISMATCH
failure now carries a hint with the sed command that deletes the flow's
identity lines; replay then resolves the step by its selector. The README
("Smoke flows on devices") says to strip them after recording on a
simulator.

[0.7.6] - 2026-10-01
Breaking
	Legacy v1 plugin signatures are refused again; the MOB-287 transition
is gone (MOB-301). Every first-party plugin now has a v2-signed
release, so MobDev.Plugin.V1Transition is deleted: a v1 envelope no
longer passes because the plugin comes from Hex, is pinned to hexpm in
mix.lock and has a trusted key. Every v1 envelope now fails
verification with :envelope_v1_unsupported, and its manifest is never
evaluated. The per-build "uses a legacy v1 signature, accepted during the
v2 transition" notice is gone too.
Upgrade note: on mob_dev 0.7.6, apps locked to plugin releases signed
before 2026-09-30 (e.g. mob_deliver ≤ 0.2.0) fail the native build with
plugin :<name> ships a legacy v1 signature. Run
mix deps.update <plugin> to move to a v2-signed release. A third-party
plugin whose newest release is still v1 needs its author to re-sign with
mix mob.plugin.sign (mob_dev 0.7.2 or later). See
decisions/2026-09-30-v1-envelope-transition.md.

	Plugin collisions now fail native and release builds (MOB-170).
Two activated plugins claiming the same component or native-view key,
screen route, migration namespace, NIF module, native source destination,
bridge class, Android manifest component, iOS plist key, supervised
worker, notification match or default font used to build, and one plugin's
registration silently overwrote the other's at runtime. Native builds and
the .ipa/.aab release builds now refuse, naming each colliding
priv/mob_plugin.exs, and mix mob.plugins exits non-zero on the same
check (it now loads plugins listed in acknowledge_unsafe_plugins the way
the build does, so it cannot pass what the build rejects). Shared Android
permissions, Gradle dependencies and iOS frameworks remain allowed, and the
same plugin activated twice is not a collision. An opted-in Android factory
name that isn't a valid class name now fails early with the plugin named.
Upgrade note: an app that built on 0.7.5 can now fail instead of
silently keeping one plugin's contribution. Run mix mob.plugins to see
the collision, then deactivate one plugin in config :mob, :plugins or fix
the manifests (re-signing any signed manifest you change).


Added
	mix mob.smoke replays recorded UI flows on devices and checks the app
held up. It runs agent-device test on the .ad flows in smoke/ on
each selected device (--serial/--udid, per-device and per-flow artifacts
and JUnit), judging the counts rather than agent-device's top-level
success, which is true even when scripts fail. It reads
Mob.Diag.health/0 over dist before the first flow and after each one,
without restarting the app: a store's lost/resets or the listener's
undeliverable count rising during a flow fails the run, and no new receipts
(the receipt store's cumulative recorded) is a warning on mob 0.9.7 or
later, which receipts native taps; on older mob it is a note. Each flow runs on
its own so a --relaunch cannot erase the previous flow's evidence; a
reading from a relaunched BEAM is compared from zero.
A device another agent-device session holds is skipped with its owner named
and fails the run. Android's one-UiAutomation-client conflict with
mobile-mcp gets a hint naming the pkill that clears it. See
decisions/2026-09-30-mob-smoke-replays-agent-device-flows.md.

	The legacy v1 signature refusal names the fix for a local checkout. A
path dependency is not changed by mix deps.update; the message now also
says to re-sign it in place with mix mob.plugin.sign
(~/.mob/keys/<name>.priv), and that a git dependency pinned with
ref:/tag: needs a v2-signed ref. Path checkouts have been refused since
MOB-74; the MOB-287 window only ever covered Hex checkouts.

	mix mob.new_plugin scaffolds the signing release setup for tiers 1–4.
A plugin with a manifest is verified by every host, but the scaffold said
nothing about signing, and its mix.exs had no :mob_dev, so
mix mob.plugin.keygen/mix mob.plugin.sign/mix mob.validate_plugin
were not even available in the plugin. Tiers 1–4 now get: a .gitignore
that ignores priv/mob_plugin.sig (the committed key is
priv/mob_plugin.pub); a mix.exs with a dev-only :mob_dev dep and
package files: that ship all of priv/; and
.github/workflows/release.yml, modelled on the first-party plugins'. On a
version: bump in mix.exs it tags, creates the GitHub Release, checks that
the MOB_PLUGIN_SIGN_KEY secret (the contents of
~/.mob/keys/<name>.priv) derives the committed public key, runs
mix mob.validate_plugin and mix mob.plugin.sign, then
mix hex.publish, so the package always carries a fresh v2 signature over
exactly what ships. Unlike the first-party workflow it refuses to publish
when the signing key secret is missing instead of shipping an unsigned
plugin. The printed next steps cover keygen, the secret, local signing and
mix mob.plugin.trust; tier 0 (no manifest) has nothing to sign. The
tier-4 hint now names Mob.Plugins.get_setting/2 / put_setting/3.


Fixed
	Android native builds take the NDK sysroot from the project's SDK
(MOB-72). Zig used ANDROID_HOME/ANDROID_SDK_ROOT while the toolchain
check and Gradle used android/local.properties sdk.dir, so an SDK
configured only there passed the check and failed in zig with
missing-header errors. The SDK root now resolves sdk.dir, then
ANDROID_HOME, ANDROID_SDK_ROOT, then the OS default, and a missing
sysroot fails with its path. If sdk.dir is stale, fix
android/local.properties: setting ANDROID_HOME no longer overrides it.

[0.7.5] - 2026-09-30
Fixed
	Two Mob apps on one device no longer share a dist port. The port was
hashed from the device serial alone, so a second app on the same emulator,
simulator or phone claimed the first one's port: its dist failed with
{:EXIT, :nodistribution} on Android and eaddrinuse on the iOS
simulator. The port is now a crc32 of the serial and the app name
(MobDev.Tunnel.base_port/2), still in 9100..9899 and the same on every
run, and it is bumped past any port another live node in the Mac's EPMD or
another device's adb forward holds. mix mob.deploy and mix mob.connect
resolve it through the same function, so they agree. mix mob.connect also
stopped removing every forward of the device it connects to: a forward
another app on that device is live on, and other tools' localabstract:
forwards, are left alone. An explicit --dist-port still wins.
Upgrade note: an existing app's dist port changes once. Nothing needs
doing: the next restarting mix mob.deploy (or mix mob.connect) starts the
app on the new port and records it in mob_dist, and
mix mob.connect --no-restart finds a still-running app on its old port
through EPMD. Scripts that hard-coded the old serial-derived port should
read the node's port from epmd -names or pass --dist-port.


[0.7.4] - 2026-09-30
Added
	The project's application config now reaches the device. Mob apps
boot from <app>:start(), not a release, so config/*.exs never got there
and Application.get_env/3 returned nil for everything but compile_env
values (mob_deliver's :endpoint, :app and :channel, for one). mob_dev
now evaluates config/config.exs with Config.Reader for the build's
Mix.env() and Mix.target(), merges config/runtime.exs on top when it
exists, drops :mob_dev, and compiles the result into the Erlang module
mob_app_config (config/0 returns [{app, [{key, value}]}]).
mob_app_config.beam is written next to <app>.beam in the app's compile
path, so it ships wherever the app's BEAMs do: every mix mob.deploy
(filesystem push and dist hot load, Android and iOS), the iOS simulator and
device builds, and the Android and iOS release builds. mob 0.9.6 applies it
with Application.put_all_env/2 at app start. runtime.exs is evaluated
on the host at build time, so System.get_env/1 there reads the
developer's environment, not the phone's. Values are embedded with
:erlang.term_to_binary/2; a key whose value can't mean anything on
another VM (an anonymous function, pid, port or reference, which includes a
compiled regex) is left out with a warning. A config change reaches a
running app at its next start. See MobDev.AppConfig.

	mix mob.connect --no-restart attaches to the running app instead of
restarting it, so it can inspect a live session. The restart stays the
default: it is what makes the app register in the Mac's EPMD through the
tunnels just set up. On Android the running node is looked up in EPMD under
either the deploy-time name (<app>_android_<suffix>) or the bare
<app>_android a launcher start registers, and the port it actually
registered is forwarded (never one another device already holds).

	The runtime plugin manifest lists every activated plugin as plugins:
(manifest :names, activation order). mob 0.9.6 starts each plugin's OTP
application before any plugin on_start, including NIF-only and
component-only plugins that have no lifecycle entry.

	mix mob.doctor and Android native builds flag an app missing the
lifecycle hooks. mob 0.9.6 delivers Mob.Device :app events on Android
only if the app-owned MainActivity.kt calls nativeNotifyAppLifecycle and
beam_jni.c forwards it to mob_send_app_lifecycle. An app generated
before mob_new 0.6.2 builds and runs without them and silently gets no
events. When the mob checkout exports mob_send_app_lifecycle and either
file lacks its half, both print which file and the exact code to add. An
app on an older mob isn't asked to add a call that wouldn't link.


Fixed
	An Android deploy that restarts the app sets up the dist tunnels first.
After an emulator reboot (or an adbd restart) nothing had re-created
adb reverse tcp:4369, so a restarted app logged Mob.Dist: no EPMD on port 4369 after 10s -- skipping dist, never registered, and
mix mob.connect --no-restart had nothing to attach to. The deployer now
reverses EPMD and forwards the dist port before am start, and warns if it
can't.

	mix mob.connect --device <android serial> no longer scans for iOS
devices. When every --device/--only pattern matches an Android device,
the iOS discovery (which probes the LAN for physical iPhones, ~17 s) is
skipped. --no-restart --device emulator-5558 went from ~33 s to ~8 s.

	iOS native builds of apps that depend on emlx can download MLX
(MOB-295). MobDev.MLXDownloader downloads
libmlx-0.25.1-ios-{device,sim}.tar.gz from the mlx-0.25.1 release of
GenericJam/mob, which had never been published, so every such build
stopped at a curl 404. The release now exists, built with
scripts/release/mlx/all_ios.sh from MLX 0.25.1 and EMLX 0.2.0 against
the otp-5c9c69fc iOS runtimes. mix mob.enable mlx now adds
{:emlx, "~> 0.2.0"} instead of ~> 0.2: the looser requirement resolves
to EMLX 0.4.x (MLX 0.31/0.32, a different NIF table), whose Elixir side
can't load the bundled 0.2.0 NIF. An iOS native build whose resolved EMLX
isn't 0.2.x now fails before downloading the bundle, with the migration
steps, instead of linking an app whose EMLX falls back to
Nx.BinaryBackend at runtime. To migrate an app enabled earlier, run
mix mob.enable mlx --yes (--yes now also answers the
replace-dependency prompt) or edit the requirement, then
mix deps.update emlx.

	A hot mix mob.deploy no longer breaks the app's next launch. Over dist
the deployer also persists the BEAMs to the device (restart off), but the
SELinux relabel of the files pushed as root ran only before a restart, and
the exqlite NIF symlink was recreated after the exqlite relabel. The next
launch from the launcher failed with dlopen failed: library ".../exqlite-<vsn>/priv/sqlite3_nif.so" not found. All of otp/ is now
relabelled once, after the last write, on every Android deploy. Other
exqlite-* versions on the device (the OTP tarball ships one) are removed
when the app's version is installed, as the iOS build already does.

	mix mob.deploy reports what happened to each device. A dist hot load
printed "Apps restarted" although the app kept running with the same pid.
The summary now says which devices were hot-loaded without a restart (and
how to attach to them) and which were restarted.

	A launcher start comes back under the deploy-time node name and port.
A deploy starts the app as <app>_android_<suffix> on the device's
serial-derived port, but a start from the launcher has no intent extras and
registered <app>_android on 9100, where no tooling looked. Every Android
deploy now records the suffix and port in files/otp/<app>/mob_dist, which
mob 0.9.6 reads when the intent carries none.

	A second host session no longer fails on a taken node name. mix mob.connect, mix mob.deploy and mix mob.watch start distribution as
mob_dev@127.0.0.1; when another process on the Mac already holds it they
now use mob_dev_<os pid>@127.0.0.1 instead of failing with "the name
mob_dev@127.0.0.1 seems to be in use" (connect) or silently falling back to
push-and-restart (deploy). An explicit --name is still used as given.

	mix mob.install and mix mob.icon write icons only for the platforms
the project has. An --android project got an ios/Assets.xcassets tree
right after "iOS OTP skipped — no ios/ in project". mix mob.install also
checked only the Android icon before writing its placeholder, so it could
overwrite a custom iOS icon; it now fills in only the platforms that have
none.


[0.7.3] - 2026-09-30
Security
	Plugin signatures now cover the files the native build reads from a
plugin (MOB-297). The signer hashed only .c/.h/.cpp/.zig inside a
NIF's native_dir, so every iOS Objective-C NIF (.m) was unsigned. It
also skipped cpp_archive sources, NIFs relying on the default
native_dir, and plugin migrations, fonts and images. The verifier
checked only the files the signature listed. mix mob.plugin.sign now
lists everything MobDev.Plugin.Sign.build_inputs/2 derives from the
build's own Merge gatherers: every compiled source and every file in its
directory, plus the copied files. It also adds a signed coverage marker
entry. cpp_archive includes: roots stay unsigned because a host can
provision them (mob_nx_eigen downloads Eigen). A host seeing the marker
refuses the plugin (:invalid_signature) if any build input is unlisted,
e.g. a header dropped into a NIF directory after
signing. Signatures made before this change carry no marker and verify
exactly as before (the published mob_scanner 0.1.4 is a test fixture).
New signatures still verify on mob_dev 0.7.2: the marker is a
file_hashes entry for a path that never exists, so there is no new
envelope key or atom for 0.7.2's :safe decode to reject, and 0.7.2
hashes the missing path as empty bytes, which matches. Only the
completeness check needs the upgrade. Plugin authors should re-sign. See
decisions/2026-09-30-plugin-signature-coverage.md.

[0.7.2] - 2026-09-30
Fixed
	Android mix mob.deploy refuses a device whose OTP runtime is only
half-installed (MOB-183). The per-app runtime probe checked for ERTS
(otp/erts-*/bin/erl_child_setup) but not the release bootfile
(otp/releases/*/start_clean.boot), so a device installed via adb install
without mix mob.deploy --native (or an interrupted native deploy) showed
"Deployed / Apps restarted" and then crashed at boot with
cannot get bootfile. The probe now checks both and prints which one is
missing before pushing; run mix mob.deploy --native to fix the device. See
decisions/2026-09-11-android-runtime-check-covers-bootfile.md.

	Plugin manifests no longer warn "unknown key(s) [:description]"
(MOB-291). The unknown-top-level-key warning in
MobDev.Plugin.Manifest.validate/1 did not recognize the keys it has no
validation for, so every mix mob.new_plugin scaffold (which writes
description:) logged a false "silently ignored" warning on every
validate. :description, :version, :tags, :host_config_keys and
:setup are recognized now: mix mob.plugin.trust prints :version,
mob's ~MOB sigil reads :tags, the generator host-config audit reads
:host_config_keys, and MOB_PLUGINS.md documents :description and
:setup.

	iOS release builds no longer warn "STATIC_ERLANG_NIF macro redefined" on
every plugin NIF compile (MOB-284). The release script passed
-DSTATIC_ERLANG_NIF alongside -DSTATIC_ERLANG_NIF_LIBNAME=<name>, but
erl_nif.h derives the former from the latter. Only _LIBNAME is passed
now; the mix mob.add_nif build guidance and plugin scaffold comment match.

	iOS physical-device native builds of apps without emlx no longer try to
download MLX (MOB-282). Bundling mlx.metallib into the .app called
MLXDownloader.ensure_ios_device/0 unconditionally, printing
Downloading MLX 0.25.1 (ios_device)... and a curl 404 on every build. The
copy is now gated on emlx being a project dep, like the MLX link step.

	A mob.exs that fails to evaluate now fails loudly instead of reading as
empty (MOB-280). MobDev.Plugin.activated_names/0 wrapped
Config.Reader.read! in a blanket rescue, so a syntax error (or a
raising expression) in mob.exs became "no plugins activated": the native
build linked no plugin NIFs, succeeded, and every plugin call raised
:nif_not_loaded at runtime with nothing pointing at mob.exs. The same
swallow is gone from MobDev.Style.activated_names/0 / default_style/0,
MobDev.Plugin.SignatureGate.acknowledged_unsafe/0,
MobDev.Plugin.TrustStore.load_trusted_plugins/1 (where mix mob.plugin.trust would otherwise rewrite the trust entry from an empty
map, dropping existing entries) and mix mob.plugins, which now reads
activation through MobDev.Plugin.activated_names/0. The Application-env /
empty fallback still applies when mob.exs is missing. Each reader takes
an optional project_dir.

	Plugin NIFs that never reached the installed app are now named, not left
to fail as {:nif_not_loaded, ...} at the first call (MOB-281). A
plugin's on_load tolerates a missing NIF, so both silent failure modes
built and booted clean. mix mob.deploy --native and mix mob.doctor now
warn about every device-runtime dep (not only: :dev / runtime: false)
that ships a priv/mob_plugin.exs declaring nifs: but isn't in
config :mob, :plugins, printing the exact config line to set. Each
successful native build records, per platform, which activated plugins it
compiled NIFs for (mob_native_plugins.txt under
Mix.Project.build_path/0); a BEAM-only mix mob.deploy or mix mob.push
warns when a NIF plugin was activated since ("the installed app was built
without it — run mix mob.deploy --native"), or that it can't tell when
there is no record for that platform yet. Warnings only, including a
record that can't be written. Kernels live in MobDev.Plugin.NifActivation.
Alongside: MobDev.Plugin.Verify now refuses a v2 signature envelope with
malformed file_hashes entries as corrupt instead of raising
FunctionClauseError mid-verification.

	mix mob.connect attaches to this project's app on a physical iPhone, at
the IP it actually registered (MOB-283). iOS discovery took the first
*_ios name in the phone's EPMD, so another Mob app on the same phone could
be connected instead; it now picks the project's <app>_ios node (any
*_ios only outside a Mix project) and reads every EPMD entry. A
USB-discovered iPhone no longer assumes its node is named after the USB
link-local IP: the link-local EPMD is queried, then the addresses registered
under the phone's .local mDNS name, and the WiFi address is used when its
EPMD lists the same node at the same dist port. Other LAN hosts are not
considered. The link-local name
remains the fallback when the app has not registered yet. EPMD replies are
read to close under an overall 2 s deadline, and the LAN scan reads
arp -an, skipping reverse-DNS lookups that took ~15 s per scan on a slow
resolver.

	mix mob.security_scan --strict no longer reports HIGH
MOB-DRIFT-ios_*-exqlite_beam for the exqlite an iOS native build installs
(MOB-289). iOS tarballs don't ship exqlite (manifest nil); the native build
installs the project's own exqlite into the cached OTP dir, and the
:hex_deps layer audits it. When the cached version equals the exqlite in the
scanned project's mix.lock, the scan now shows it as
exqlite <vsn> (deploy-installed, not tracked) instead of flagging it. If the
project has no exqlite or locks a different version, the cached copy is still
HIGH drift, and the finding now says it is not the project's exqlite.
Android exqlite and all other fields are checked as before.

	mob.exs is committed project config; machine paths go in the
gitignored mob.local.exs (MOB-286). mob.exs carries plugin
activation (config :mob, :plugins), trust and styles, but
mix mob.adopt.mob_exs gitignored it — a clone activated no plugins and
hit :nif_not_loaded at runtime — and mix mob.install rewrote the whole
file as config :mob_dev, mob_dir: <abs>, dropping all of it. Now
mob.install writes the prompted mob_dir to mob.local.exs (keeping
anything else there), gitignores mob.local.exs if needed, and only adds
the conditional import_config("mob.local.exs") line to mob.exs when
it doesn't already import that file in any form; mob.adopt.mob_exs
writes mob_new's portable mob.exs, gitignores mob.local.exs, and under
--local puts the checkout path in mob.local.exs. mob.plugin.trust,
mob.deploy --beam-flags and mob.enable liveview insert their stanza
above that import, so mob.local.exs values still win. Projects adopted
earlier must un-ignore and commit mob.exs by hand. See
decisions/2026-09-30-mob-local-exs-overrides.md.

	mob_dev now resolves alongside mob 0.9.x (MOB-285). 0.7.1 required
mob ~> 0.7.25 or ~> 0.8.1, so every app on mob 0.9 (all apps generated by
mob_new 0.6.0) locked mob_dev 0.7.0 and missed every fix since. The
requirement now also admits ~> 0.9.0.

	mint 1.10.0 → 1.11.0 (transitive, via req/finch) for EEF-CVE-2026-91043
(high) and three medium HTTP/1 + HTTP/2 framing advisories reported by
mix mob.security_scan.

	mix mob.deploy --native --device <id> can no longer report success after
skipping the named device's native build (MOB-225). The selected device now
makes its platform a required build target even without a redundant
--android / --ios flag. Android native deploys also create the gitignored
android/local.properties when the SDK is detectable, sharing
mix mob.install's path writer; when it is not detectable, the skipped
requested build exits non-zero.

	mix mob.connect --name is now honored end-to-end (MOB-69). The
option was parsed at the task layer, but Connector.connect_all/1
called ensure_local_dist/1 which hardcoded Node.start(:"mob_dev@127.0.0.1", ...).
By the time start_iex/3 tried to honor --name, Node.alive?/0 was
already true and the second Node.start was skipped — so the multi-
session workflow (one --name mob_dev_N@127.0.0.1 per developer,
documented in the task's moduledoc) crashed with the wrong node name
registered in EPMD. Threaded :name through connect_all/1 into a
new ensure_local_dist/2, backed by a public
Connector.local_name_from_opts/1 helper so the option-plumbing is
unit-testable.

	mix mob.deploy --slim is no longer a silent no-op (MOB-73).
NativeBuild.build_all/1 stored slim in the process dict
(Process.put(:mob_slim, slim)) but the actual gate at
maybe_slim_otp_bundle/2 reads System.get_env("MOB_SLIM") — so
--slim from the CLI never reached the strip pass. Only
mix mob.release produced a slim OTP bundle, because that path
explicitly sets the env var. Fixed by publishing MOB_SLIM=1 / =0
in __apply_slim_env__/1, which the gate already knows how to read.
Two revert-verified tests lock the env-var contract.

	Plugin signature verification now runs before Code.eval_file on the
manifest (MOB-74). The v1 signature covered the eval'd manifest map, so
verifiers needed the eval to run first to rebuild the payload — letting
a malicious priv/mob_plugin.exs execute arbitrary code on the
consumer's machine during plugin activation.
Envelope v2 puts the signed file_hashes list on disk alongside the
signature; verification runs entirely off the envelope and the file
bytes, no eval required. priv/mob_plugin.exs is one of those
file_hashes, so tampering with the manifest bytes shifts its hash and
fails verification. MobDev.Plugin.Verify.load_verified/1 is the new
safe consumer path: verify → then eval. MobDev.Plugin.activated/0,
mix mob.plugins, mix mob.audit_plugins, and MobDev.Plugin.Report
all migrated.
v1 envelopes are refused — accepting them silently reopens the
bug. The error is a distinguished :envelope_v1_unsupported reason
and the SignatureGate message tells the author to re-sign with a
mob_dev that produces envelope v2 (mix mob.plugin.sign). The one
exception is the MOB-287 transition rule, described in the next entry.
Follow-up tickets on file for the walk to data-only manifests
(safe-by-construction): MOB-185 (mix mob.plugin.lint),
MOB-186 (migrate first-party plugins to the pure-data subset),
MOB-187 (static JSON/TOML manifest at 1.0).
See decisions/2026-09-11-plugin-envelope-v2-verify-before-eval.md.

	Published first-party plugins keep building during the v2 transition
(MOB-287). Every first-party plugin on Hex (for example mob_scanner 0.1.3
and mob_camera 0.1.8) is v1-signed, because plugin CI signs with the Hex
mob_dev. Refusing all v1 envelopes would therefore break the next native
build of every app that activates one. For this release window a v1
envelope is accepted only when all of these hold:
	Mix resolves the plugin through Hex, and mix.lock pins it as a Hex
package from public hexpm.
	The plugin directory is that package's checkout in deps/. Path and git
deps don't qualify, including a path override that points into deps/.
	The fingerprint of its priv/mob_plugin.pub is trusted for that name in
config :mob, :trusted_plugins.
	Its v1 signature verifies.

The first three checks run before the manifest is evaluated, so a plugin
that fails them never has its priv/mob_plugin.exs run. Any other v1
envelope is still refused, and the SignatureGate error now states the
rule. Each plugin accepted this way prints one line per build:
<plugin> <vsn> uses a legacy v1 signature, accepted during the v2 transition (MOB-287); it will be refused once re-signed releases ship.
mix mob.plugin.sign still produces v2 only. The rule lives in
MobDev.Plugin.V1Transition and will be removed once every first-party
plugin has been republished with a v2 signature. See
decisions/2026-09-30-v1-envelope-transition.md.

	Play upload keystore no longer bakes a trailing newline into the stored
password (MOB-71). Mix.shell().prompt/1 returns the whole input line
including the trailing \n, and MobDev.GooglePlay.SetupWizard.generate_keystore/2
passed that value verbatim to both keytool -storepass and
android/keystore.properties. The keystore then contained a password
ending in \n that Gradle read literally on every subsequent release
signing — a value nobody could re-type at the next Play upload, and only
discovered when a signed AAB fails to upload with a stack trace deep
inside bundletool. The three prompts (passphrase, name, org) are now
trimmed at the source (prompt_trimmed/2), and
keystore_properties_content/1 is extracted and public so the trim is
covered by revert-verified unit tests.


Changed
	mix mob.add_nif --demo notice names both home-screen shapes
(MOB-188). Once mob_new #68 lands, the generated default app is the
Mishka Chelekom showcase, whose home lists demos through
Kit.compact_button/2 in demo_buttons/1; the notice shows that form
first and keeps the nav_button/2 form for --blank apps and for apps
generated before the change.

	mix mob.deploy now freezes an explicit target set before doing work
(MOB-169). A bare deploy automatically targets exactly one emulator or
simulator and never a physical phone. --device, --all-devices, and
--all-physical provide explicit single, development-device, and physical
scopes; ANDROID_SERIAL acts as the Android single-device selector on
Android-only runs.
Compatibility checks, native installs, and the final BEAM push all consume
the same snapshot, so a device appearing during the build cannot join the
operation. On the iOS path, the diagnostic that annotates a mid-copy
failure is now extracted (Deployer.finalize_ios_override_result/2) so
a :skipped result stays :skipped and only real :error finalizations
can inherit the incomplete-override wording.
Behaviour change — a bare mix mob.deploy with two or more emulators
or simulators running for parallel testing used to fan out to both, and
now refuses with an ambiguity error demanding an explicit selection
(--device <id> or --all-devices). This is the loudest new failure mode:
scripts and shell aliases that relied on the fan-out will need one of the
new flags. Physical devices also no longer receive an implicit deploy —
name one with --device or pass --all-physical to include them.
See decisions/2026-09-11-deploy-freezes-explicit-targets.md.



[0.7.1] - 2026-09-11
Added
	MobDev.Differential.run/3 emits divergences onto Mob.Defect.Bus
(MOB-159 phase 2). A {:divergence, ...} result now emits a
Mob.Defect.Capsule (kind: :divergence, owner: :mob) via
Mob.Defect.emit_divergence/2. New :fixture option threads a
caller-supplied identifier into the capsule's fingerprint key so
the same divergence in the same fixture groups across runs.
:ok and every documented {:error, _} shape (:not_ready,
:differential_unavailable, :tree_error, :comparator_error) do
not emit — nothing to report on a clean run, and a harness gap is
not a framework defect. A novel result shape logs at :error via
Logger and does not emit, so adding a new taxonomy member is an
explicit decision to compare or skip rather than silent absorption.
The emit path is guarded by Code.ensure_loaded?(Mob.Defect) and function_exported?(Mob.Defect, :emit_divergence, 2), so a resolver
picking a mob 0.7.x (still allowed by the widened dep spec below)
silently no-ops instead of crashing with UndefinedFunctionError.
Callers who require the emit should pin mob >= 0.8.1 themselves.


Changed
	{:mob, ...} dep spec widened to ~> 0.7.25 or ~> 0.8.1. Blocks
0.8.0 (which predates Mob.Defect.emit_divergence/2) while still
admitting the 0.7.x line for consumers who have not moved to the 0.8
series yet.


[0.7.0] - 2026-09-11
Added
	MobDev.Differential.run/3 drives the iOS/Android view-tree comparator
against two live device BEAMs (MOB-157). The orchestrator samples both
trees via :rpc.call(node, Mob.Test, :view_tree, [node]), then invokes
Mob.Differential.compare/3 on one of the devices, iOS by convention. If
iOS returns {:badrpc, {:EXIT, {:undef, _}}} (i.e. the device's mob build
predates the comparator) the orchestrator falls over to the Android node.
If either device has not rendered yet (a root with children: []) the run
short-circuits with {:error, :not_ready} before the comparator is called;
a :not_ready answer from the comparator itself is not retried on the
other node; any other {:error, _} from the comparator surfaces as
{:error, {:comparator_error, node, other}} so the documented error
taxonomy stays a closed set; if neither node has Mob.Differential
loaded (both apps predate the comparator), the run returns
{:error, :differential_unavailable}. An error tuple from Mob.Test.view_tree/1 (e.g. Android's
{:error, :not_loaded} when the Kotlin bridge predates
MobBridge.uiViewTree()) surfaces as {:error, {:tree_error, node, reason}}, distinct from :not_ready. frame_tolerance_dp is forwarded
to the comparator; rpc_timeout bounds every RPC (worst-case wall clock
is roughly 3 * rpc_timeout because the three round-trips are
sequential). Unknown options raise ArgumentError rather than being
silently dropped. The RPC module is injectable so callers can stub it in
tests.

Fixed
	Tier-2 projects from mix mob.new_plugin compile again (MOB-168). The
generated module documentation embedded one heredoc inside another, which
ended the outer string early and left the example markup as invalid Elixir.
The same compile check caught a tier-3 list referring to module data as a
screen assign; executable navigation coverage then caught a callback that did
not match its row-tap messages. Generated tier-3 lists now render and navigate
correctly. Scaffold tests compile a real generated project for every tier.

	mix mob.connect no longer force-quits every app on an attached iPhone
(MOB-70). Clearing other Mob apps off the device before a launch is
necessary — each one starts an in-process EPMD on 0.0.0.0:4369, so only one
can run at a time — but the code decided what to clear by matching every
process under Bundle/Application/, which is where all third-party apps
live. Plugging in a personal iPhone and running mix mob.connect terminated
every app its owner had open, and the except_bundle argument meant to spare
the target app was discarded outright.
Measured against an attached iPhone SE: the old code would have killed 15
user apps, TestFlight among them. It now kills 0 unless mob_dev installed
them itself.
mob_dev records what it installs (MobDev.IOSInstalls, ~/.mob/ios_installs.json)
and kills only that. An absent or unreadable record means kill nothing.
Behaviour change: a Mob app installed by another route — Xcode,
TestFlight, a colleague's build — is no longer cleared, so it will still hold
EPMD 4369 and the launch will fail as it did before mob_dev cleared anything.
See decisions/2026-09-06-mob-dev-kills-only-what-it-installed.md.


Changed
	mix mob.deploy rejects unrecognised options instead of ignoring them.
A run that passed an extra or misspelled flag used to carry on regardless;
it now fails and names the option. If you have a wrapper script, CI step
or shell alias passing a flag this task does not accept, it will start
failing. It also takes no positional arguments — mix mob.deploy --native ABC123 deployed to every device and said nothing, and now refuses.

Fixed
	mix mob.deploy hot-pushed over distribution without writing the BEAMs to
disk, so changes reverted on the next restart. The dist and filesystem
paths were mutually exclusive: when a device answered over dist, the new
modules were loaded into the running VM and the on-disk copies were left
stale. The app then reverted to the last filesystem deploy whenever it
restarted — and mix mob.connect restarts the app, so connecting to inspect
your change was enough to undo it. This is the long-standing "mix mob.deploy didn't do anything" report; --native was unaffected because it
skips dist entirely. The dist path now hot-loads and writes, without
restarting, and a failed write is reported instead of being hidden behind a
successful hot load. Verify with mix mob.attest after a restart.
Physical iPhones are excluded and get the hot load plus a warning: they
are often LAN-only with no devicectl route, and the write is a
no-undo replace that a mid-copy interruption would leave unbootable.

	mix mob.deploy --help and mix mob.mutate --help refused to help.
Strict option parsing turned the flag people try first, on the task they run
most, into Unrecognized or invalid option(s): --help — telling the reader
to go and read the help. Both now defer to MobDev.TaskHelp, as
mix mob.uninstall already did.

	mix mob.uninstall ignored :ios_bundle_id. The task resolved one
bundle id for both platforms and passed it down, so the per-platform clause
that was supposed to pick :ios_bundle_id for an iOS device never ran. On a
device holding the app under a different iOS id, uninstall removed nothing
and reported success. The accompanying test passed an opts shape the task
never sends, which is why the suite stayed green.

	mix mob.deploy's error told you the equals form was required for
dash-prefixed values. It stopped being true in the same commit that wrote
it, once the spaced form was handled.

	--beam-flags "-S 4:4 -A 4" aborted the deploy. OptionParser will not
consume a dash-prefixed argument as a string value, so the spelling this
repo prints in seven places — the moduledoc, five README recipes and both
battery-bench workflows — parsed as two unknown options. Under the previous
lenient parsing the value was silently dropped and the deploy carried on
with whatever mob.exs held; strict parsing turned that into a hard failure
whose message named --beam-flags itself as unknown. Both spellings work
now.

	The error said "Unknown option(s)" for options that are known.
--schedulers abc reported --schedulers as unknown and discarded the
value, sending the reader to a help page that lists it. It now distinguishes
an unrecognised flag from a bad value and prints both.


Added
	mix mob.attest — prove the device is running the code you just pushed.
Compares module_info(:md5) on the device against :beam_lib.md5/1 of the
local .beam, so a push that never landed, landed in the wrong place, or
landed and was never loaded all show up. Exits non-zero on a mismatch, and
also when the check could not run — a check that could not run is not a check
that passed. Modules the device has not loaded yet are reported and are not a
failure. Defaults to the exact set mix mob.deploy pushes, so what is
attested cannot drift from what was shipped. Written after a bundle-id
divergence let a BEAM push succeed against the wrong app's container,
printing a tick while the app kept running old code; it found a second live
instance (MOB-161) on its first real use.

	mix mob.mutate — mutation testing for the lines a branch changed.
Breaks the production code one line at a time and reports the changes nothing
noticed, which is the only cheap way to tell a test that guards something
from one that merely runs. Doing this by hand has found real defects every
time it has been tried here, and got the baseline comparison wrong once,
reporting a surviving mutation as caught. The baseline is always captured by
running, never supplied. --file, --base, --test-command, --max,
--json; exits non-zero when anything survives.

	mix mob.deploy --json — a machine-readable result on stdout listing the
deployed, failed and skipped devices with their per-device reasons, and an
outcome that mirrors the exit status. Progress output is redirected to
stderr for the run, so mix mob.deploy --json | jq receives exactly one
document. Emitted on the native-build failure path too, which is when a
caller most needs it.

	:ios_bundle_id in mob.exs, for when Android's applicationId is not a
legal Apple bundle id. Apple forbids the underscores Android allows, and
com.example.* is often already claimed by another Apple team, so the two
frequently cannot be the same string. Every iOS path — deploy, connect,
provision, battery bench, uninstall, the simulator and device builds,
code-signing, and the release IPA — resolves :ios_bundle_id || :bundle_id.
Android keeps using :bundle_id.


Changed
	mix mob.deploy no longer exits 0 after shipping nothing. Four ways it
could, all fixed (MOB-150):
	--android --native with no sdk.dir in android/local.properties
printed a skip warning, built nothing, and succeeded. The old rule was
ok_count == length(results), which is 0 == 0 for a run that produced no
results at all.
	--ios / --android where every device of that platform was skipped.
A skip stays non-fatal when it is incidental — a phone that happens to be
attached — and is fatal when the run named that platform. The rule is per
platform, not per device: one simulator deploying while a stale one is
skipped is a success, not a failure.
	--device X that reached X and deployed nothing to it, and --device NOPE
matching no device at all.
	--ios on Linux, which resolves to no platforms and enumerated no devices.

A --native run that built the artifact and found no device to push it to
still exits 0 — "build the APK now, attach the phone after" is unchanged.

	mix mob.deploy now exits non-zero when a device fails. A run that
printed Failed on 1 device(s) previously still returned status 0, so CI and
wrapper scripts read a failed deploy as success. Every device is still
attempted and the full summary still printed first — only the exit code
changed. A device that is skipped because the app is not installed on it
stays non-fatal on both platforms. If you have CI that deploys to several
devices and has been passing, it may now fail — check whether it was
passing on a partial deploy.


Fixed
	mix mob.deploy silently ignored unknown options. -d was never aliased
to --device here — mob.connect has aliased it all along — so
mix mob.deploy -d <udid> deployed to every connected device instead of
the one named, without a word. A typo'd --devcie did the same. Parsing is
strict now and the run refuses, naming the offending options.

	iOS deploys installed the app under one bundle id and pushed BEAMs at
another. :ios_bundle_id was resolved by the build but discarded by the
deployer and connector, so mix mob.deploy --native --device <udid> installed
successfully and then failed with "App '…' is not installed on this device."
On a machine that also had an older build under the other id it was worse: the
push silently succeeded against the wrong app and reported success.

	The simulator and device builds disagreed about the bundle id. The
simulator build took it verbatim from ios/Info.plist while the device build
used the configured id, so simctl launch <configured-id> failed. Both paths
now stamp and print the id they installed.

	The device build looked its provisioning profile up by the Android id, so
a profile minted by mix mob.provision (which uses the iOS id) was never
matched.

	The release IPA was stamped and signed with the Android applicationId,
which App Store Connect rejects when it contains an underscore.

	mix mob.uninstall targeted the Android id on iOS devices, removing
nothing and reporting success.

	mix mob.doctor warned that bundle_id was unset for a project that
correctly set only ios_bundle_id.

	Stamping CFBundleIdentifier crashed on an Info.plist that lacked the
key — plausible for mix mob.adopt projects — instead of adding it.


[0.6.33] - 2026-09-04
Fixed
	The shared OTP root keeps one version of an app, not every version it has
ever seen (MOB-143). The root is keyed by OTP hash rather than by project,
so every app on the machine shares one lib/. Installing a dependency
without removing its other versions left them side by side, and the code
server resolves an application to the highest version it finds there.
That splits an app in half. Its beams come from its own mix.lock and are
pushed to the device; code:lib_dir/1 — and so code:priv_dir/1, which is
where load_nif looks — resolves against the shared directory. An app
locking exqlite 0.38.0 would load 0.38.0's beams and 0.40.0's
sqlite3_nif.so, and on_load would fail with bad_lib, taking down every
database connection and the boot with it. The visible error talked about
database credentials and said nothing about a cached artifact.
It was also non-local: an app that built fine yesterday broke because a
different app upgraded a dependency. pythonx always swept by wildcard and
never had this; exqlite, emlx and the generic installer removed only a
malformed empty-version directory and let real versions accumulate.
All four install paths now sweep other versions, keep the target, and log
what they removed. A stale version left by an earlier build is cleaned on the
next native build, so the first build after upgrading may report removals.


[0.6.32] - 2026-08-31
Fixed
	Android plugin component registration is backward-compatible again
(regression in 0.6.31 — do not use 0.6.31; upgrade from 0.6.30
directly to 0.6.32 or later).
ui_components.android.composable remains the native registry key used by
existing plugin bridges instead of being treated as a callable Kotlin
symbol. Generated registration is now explicit through android.factory;
opted-in factories receive both props and the native event sender. The
generated factories run before bridge registration so a bridge-owned
factory remains authoritative for the same key.

	Skew note: android.factory is inert on mob_dev ≤ 0.6.30 (silently
ignored — the component renders only if bridge/host-registered).


[0.6.31] - 2026-08-31
Fixed
	Android hosts now register plugin ui_components composables
automatically (mob_scene3d-q03). The manifest's
ui_components.android.composable was data nobody consumed: every host had
to hand-register the Compose factory in MainActivity.onCreate, and a host
that forgot rendered the component as nothing —
MobNativeViewRegistry.render returns silently on an unknown key. The
generated MobPluginBootstrap.registerAll(this) (already called by every
generated/adopted MainActivity) now registers each activated plugin's
composable with the app's MobNativeViewRegistry, mirroring iOS's
mob_register_plugins() bootstrap (MobDev.Plugin.AndroidBootstrap). The
registry key is android.view_module, falling back to ios.view_module;
a bare composable is qualified with the bridge_class package. Silent
blanks are gone: a typo'd composable fails the Gradle Kotlin compile, a
malformed declaration (no key / no composable) fails the mob_dev build with
the manifest error, and a declared-but-unresolvable composable (the
hand-copied tier-2 workflow) registers a loud red "Missing native
component" placeholder + Log.e that the host's own later registration
overwrites. The validator also rejects an android.composable that isn't a
Kotlin identifier or dotted path, at validate time instead of Gradle time.

[0.6.30] - 2026-08-30
Fixed
	0.6.29's published package could not compile. The compile-time Zig-pin
reader loaded the repository-root .tool-versions, which Hex omits from
packages. The required version now lives in packaged source (lockstep test
against the repo's .tool-versions), and a packed-artifact regression
compiles the real Hex layout and exercises doctor/native exact, mismatch,
and failed probes. Use 0.6.30 instead of 0.6.29.

[0.6.29] - 2026-08-30
Changed
	Zig preflight now enforces the exact Android build toolchain.
mix mob.deploy --native and mix mob.doctor derive the required version
from .tool-versions (zig 0.17.0-dev.269+ebff43698) and report
missing/mismatched/broken zig with exact mise install commands, replacing
the stale zig 0.15.x advice (asdf guidance dropped — asdf cannot fetch
historical dev nightlies). Behavior change: a non-exact zig now fails
the preflight even for legacy projects with app-owned build.zig that
previously built with other versions — install the pinned version
(mise install zig@0.17.0-dev.269+ebff43698). Companion to mob_new
0.4.27, which pins the same version in generated projects.

[0.6.28] - 2026-08-28
Added
	mix mob.doctor warns when a project still carries the pre-MOB-104 sheet
dismissal wiring. An app generated before the fix routes
Mob.UI.sheet/2's :on_dismiss through MobBridge.nativeSendTap and
delivers {:tap, tag}, but the documented contract — and iOS — deliver
{:dismiss, tag}. A screen written to the contract never matches it and
dies with FunctionClauseError, or the dismissal is silently swallowed and
the sheet can never be re-presented. MobBridge.kt is app-owned and never
re-rendered, so mob_new's template fix doesn't reach existing projects (see
decisions/2026-08-25-detect-dont-autopatch-native-source.md for why this
repo detects rather than auto-patches). The check names the two-line port and
notes it needs mob >= 0.7.31. Only fires on projects that actually render
sheets, so apps predating Mob.UI.sheet/2 stay quiet (MOB-104).

Changed
	Physical iOS overrides are now replaced, not merged
(devicectl --remove-existing-content), and the transfer is verified before
the app is restarted. Note the trade-off: because mob_beam.m prefers
Documents/otp/<app> on directory existence alone, a transfer interrupted
after the copy begins leaves an incomplete override that the next launch will
still prefer over the signed bundle. There is no rollback — devicectl has no
delete verb, and an empty directory is still preferred — so the deploy now
says so explicitly and names the recoveries (re-run the deploy, or reinstall).

Fixed
	mix mob.deploy no longer drops dependencies reachable only through
extra_applications. The runtime filter stopped consulting the project's
own .app file, so a dep declared runtime: false and opted back in via
extra_applications: — the documented idiom — was silently never pushed. The
app booted and died with undef on first use. The project's .app is
traversed again, with dev-only deps subtracted afterwards rather than by
skipping the traversal.
	BEAM discovery follows Mix.Project.build_path/0 and compile_path/0 instead
of a hardcoded _build/dev, so a non-dev MIX_ENV or a custom :build_path
is honoured. Projects using build_per_environment: false previously pushed
no dependency BEAMs at all.
	mix mob.deploy from an umbrella root now reports that mob does not support
umbrellas instead of leaking a raw Mix.Project.app_path/1 error.
	A physical-iOS deploy targeting a WiFi-only device returns a per-device error
instead of throwing past the run and aborting every other device's summary.
	iOS staging directories are PID-qualified, so two concurrent deploys cannot
delete each other's staging mid-copy.

[0.6.27] - 2026-08-26
Added
	mix mob.doctor detects the pre-fix Android component-event JNI
mismatch (see mob's 0.7.25 CHANGELOG entry) in an already-generated
project's MobBridge.kt and points at the fix — this repo doesn't
auto-patch hand-editable native source (see
decisions/2026-08-25-detect-dont-autopatch-native-source.md), so an
existing app stays broken until a human ports the template fix or
regenerates; this surfaces it via mix mob.doctor instead of an
UnsatisfiedLinkError on first real interaction with a tier-2 native
component. (MOB-98)

Fixed
	mix mob.connect waited the full ~500ms iOS accessibility settle
delay even against physical devices, where it does nothing —
IOS.enable_accessibility/1 shells out to xcrun simctl, simulator-only
tooling. Now gated on simulator type as well as platform, matching the
same predicate already used elsewhere in this file for the identical
reason. (MOB-99)

[0.6.26] - 2026-08-25
Added
	MobDev.Plugin.Manifest.validate/1 now warns on unknown top-level
keys in priv/mob_plugin.exs. mix mob.plugins previously reported
"vetting clean" for a manifest carrying keys that meant nothing — the
validator only checked the shape of known keys, never that every key
was one of them. A styles: / default_style: key (which belongs in
the separate priv/mob_style.exs manifest — see mob's
MOB_PLUGINS.md) validated silently and then went nowhere. The
warning is spec-versioned: a manifest declaring a plugin_spec_version
this mob_dev doesn't support already errors separately
(check_spec_version), so an unrecognized key there doesn't pile a
second, noisier warning on top — forward-compat stays intact. For a
supported spec version, an unrecognized key is almost always author
error, and now says so instead of vanishing.

Found via a real report from someone building a style plugin against
this system.
[0.6.25] - 2026-08-25
Added
	Plugin-declared default fonts, part of the mob custom-fonts feature
(see mob's MOB_FONTS.md).
A capability plugin's priv/mob_plugin.exs manifest can now carry a
default_font: %{family:, file:} field — family is the iOS PostScript
name (can't be derived from the filename, so the plugin author supplies
it), file must be one of the plugin's own assets.fonts entries.
MobDev.Plugin.Manifest's validation pipeline checks the shape and the
file reference; MobDev.Plugin.Merge.default_font/1 gathers it;
MobDev.Plugin.Validator's conflict surface makes two plugins declaring
one a build error (only one can win, since Mob.Theme.fonts[:default]
is a single slot); MobDev.Plugin.RuntimeManifest.build/1 converts the
survivor to the on-device %{ios:, android:} spec read at boot by
Mob.Plugins.default_font/0.
	Mob.Font.android_resource_name/1 is now called from mob core instead
of a local copy. The plugin asset planner (MobDev.Plugin.Assets)
used to carry its own filename→Android-resource-name normalization,
kept in sync with mob's runtime copy (Mob.Theme.font/2) only by
convention. Both now call the one implementation in mob, so a build-time
bundled font and its runtime theme token can no longer drift apart.

Fixed
	{:mob, path: "../mob"} only resolved on a machine with a sibling
mob checkout — broke mob_dev's own CI, which has no such directory
(** (Mix) Cannot compile dependency :mob because it isn't available).
Switched to a git dependency during font development, and now to the
proper Hex constraint (~> 0.7.25) now that mob has published the
version carrying Mob.Font.

[0.6.24] - 2026-08-19
Fixed
	mix mob.deploy's ERTS preflight silently treated a non-debuggable
APK as healthy, so every subsequent run-as-based BEAM push failed
and got swallowed too. ensure_erts_on_device/2 only pattern-matched
the preflight run-as ... ls ... output for "No such file" /
"not found" (missing-ERTS signatures). A run-as: package not debuggable: <pkg> response — the normal signal for an APK built as a
release/non-debug variant — matched neither, so the check returned
:ok and deploy_android proceeded straight into
push_beams_android/push_priv_android/push_exqlite, each of which
shells out to run-as #{pkg} tar xf ... 2>/dev/null; true. That
trailing ; true exists to swallow Toybox tar's benign
chown-to-macOS-UID exit code, but it also swallowed the run-as
failure itself — so mix mob.deploy reported ✓ while nothing
reached the device. ensure_erts_on_device/2 now detects any
run-as:-prefixed response and returns a clear, actionable error
(rebuild via mix mob.deploy --native to get a debuggable install)
before any push is attempted.

[0.6.23] - 2026-07-12
Fixed
	cpp_archive / nx_eigen NDK resolution honors ANDROID_HOME.
MobDev.Plugin.CppArchive and MobDev.NxEigenNif hardcoded
~/Library/Android/sdk/ndk/<ver> (+ the darwin-x86_64 host), ignoring
ANDROID_HOME / ANDROID_SDK_ROOT — so a lang: :cpp_archive plugin build
failed with NDK toolchain not found wherever the NDK lives elsewhere (CI, a
shared SDK), unlike the main NativeBuild path. Extracted shared
MobDev.NdkVersion.{root,host,toolchain_bin,sysroot}/0 (on the existing
env-aware sdk_root/0) and routed cpp_archive, nx_eigen_nif, and
native_build's ndk_sysroot through them — one source of truth, so the NDK
path can't diverge again. (MOB-89)


[0.6.22] - 2026-07-11
Added
	ios_release_screenshot config — opt mob's public-API screenshot NIF into
release builds. Companion to mob 0.7.20 (mob#71), which carves screenshot/3
into #if !MOB_RELEASE || defined(MOB_ENABLE_SCREENSHOT). Setting
config :mob_dev, ios_release_screenshot: true exports MOB_ENABLE_SCREENSHOT=1,
and the generated release_device.sh compiles mob_nif.m with
${MOB_ENABLE_SCREENSHOT:+-DMOB_ENABLE_SCREENSHOT} — so a release build can ship the
screenshot NIF (letting an agent SEE a shipped app's screen to error-correct) while
the private synthetic-input NIFs (tap/type) stay stripped. Default is unchanged and
byte-identical (screenshot stays stripped); enabling it is a deliberate choice because
the NIF captures the app's own window with no OS prompt or indicator. (#39)

[0.6.21] - 2026-07-08
Fixed
	iOS app icons are flattened opaque so App Store upload validation accepts
them. A transparent source icon (a common design — a rounded badge on
transparent corners) produced transparent iOS icons and tripped altool error
90717 ("Invalid large app icon … can't be transparent or contain an alpha
channel"). IconGenerator.write_ios_icons now composites an alpha-bearing
source onto an opaque background (Image.flatten!) before resizing — using the
explicit --adaptive-bg colour when given, else the same colour sampled for
the Android adaptive background, so both platforms stay consistent; an opaque
source is left untouched. Android icons keep their transparency (adaptive
foregrounds + legacy launcher icons need it), and the bundled fallback
mob_logo iOS assets were pre-flattened. Verified: a transparent-badge icon
now passes App Store validation and reaches TestFlight. (#37)


[0.6.20] - 2026-07-07
Fixed
	iOS release builds now compile + link activated-plugin NIFs. mix mob.release --ios produced a binary that failed to link for any app with NIF
plugins — Undefined symbols: _<module>_nif_init, referenced from _erts_static_nif_tab in driver_tab_ios.o. iOS statically links every NIF into
the single app binary (no dlopen under the App Store sandbox), so the
generated driver_tab_ios.c references each activated plugin's
<module>_nif_init, but the release path (release.ex → release_device.sh)
hand-compiled a fixed object list and never touched plugins (the dev path
already compiled them via build.zig -Dplugin_c_nifs). release_env/2 now
emits MOB_PLUGIN_IOS_NIF_SOURCES + MOB_PLUGIN_IOS_FRAMEWORKS from
MobDev.Plugin.activated() (via the new pure, tested
MobDev.Release.plugin_ios_build_env/1); release_device.sh compiles each
plugin NIF source with -DSTATIC_ERLANG_NIF_LIBNAME=<basename> + -fmodules
(framework autolink) and links the objects plus the declared frameworks.
Verified end-to-end: a 10-plugin app links and the IPA validates against its
App Store distribution profile. Scope: covers nif_sources (lang: :c | :objc) + ios_frameworks; plugin swift_files and :cpp_archive static
archives on the release path remain a follow-up. (#36)
	Test: MobDev.Release.HelpersTest's git fixture no longer inherits the
ambient git environment. Run inside a git hook (.githooks/pre-push), git
exports GIT_DIR/GIT_WORK_TREE/GIT_INDEX_FILE; the fixture's git
commands inherited them and operated on the outer repo instead of their
tmpdir, crashing setup — so the suite passed standalone but failed only on
push. The fixture now clears those vars on every git invocation. (#36)


[0.6.19] - 2026-07-07
Added
	Plugins can contribute AndroidManifest <application> components and res/
files. Two new optional android: manifest keys —
manifest_application_snippets (XML fragments spliced into the app's
<application> block, idempotent per android:name) and res_files
(plugin-relative paths copied into the app res/ tree at their derived
res/<type>/<file> destination, path-contained + host-clobber-guarded +
signed). This closes the gap that forced plugins needing a
<service>/<receiver>/<provider> + resource (e.g. mob_nfc's HCE
HostApduService + apduservice.xml) to make it a manual host_requirement.
New MobDev.Plugin.Merge.android_manifest_snippets/1 + android_res_files/1
gatherers (classified in the cross-plugin conflict surface), manifest-schema
validation, and NativeBuild splice + copy (ledger-pruned like bridge_kt).
(MOB-39)

Changed
	Plugin contributions merged into host-owned build files are now reversible
(going forward). Plugin <uses-permission>s, <application> components, and
Gradle deps are fenced in a regenerated-each-build managed region
(MobDev.Plugin.ManagedBlock) in AndroidManifest.xml / build.gradle, so
removing a plugin drops its fenced contributions (no more dangling
<service> / orphan permission / orphan dep) while hand-authored content
outside the fence is untouched. Idempotent (strip(place(x)) == x); de-dupes
against existing entries; strip is orphan-BEGIN-safe (never deletes host
lines between a stray marker and a real region). Forward-only: entries an
older mob_dev already appended unfenced are indistinguishable from
hand-authored ones, so they're left in place (not double-added, not
auto-removed) — regenerate the app, or remove them by hand, to fence them.
(MOB-40)

Fixed
	mix mob.new_plugin no longer scaffolds plugins pinned to the abandoned
mob ~> 0.6. MobDev.Plugin.Scaffold hard-coded {:mob, "~> 0.6"} in the
generated mix.exs and mob_version: "~> 0.6" in every tier's manifest, so a
freshly scaffolded plugin could not activate against the published mob 0.7.x
(installed :mob 0.7.x does not satisfy mob_version "~> 0.6"). The requirement
is now derived at scaffold time from the mob actually resolved in the project
(Scaffold.detect_mob_requirement/0), falling back to a single
@fallback_mob_requirement constant ("~> 0.7") when mob isn't loadable.
mix.exs and the manifest always agree. A Scaffold test pins the default and
asserts a generated manifest validates against a matching mob version, so the
pin can't silently lag a future mob release. (#21)


[0.6.18] - 2026-07-05
Added
	mix mob.provision can authenticate via an App Store Connect API key, so
an unattended user — a CI runner or a headless agent account with no GUI login
— can provision without a signed-in Xcode Apple ID account. Set APP_STORE_CONNECT_KEY_ID,
APP_STORE_CONNECT_ISSUER_ID, and APP_STORE_CONNECT_API_KEY_PATH (the downloaded AuthKey_<id>.p8)
and the task passes them to xcodebuild as -authenticationKeyID /
-authenticationKeyIssuerID / -authenticationKeyPath. All three or none
(a partial set raises, naming what's missing); with none set the signed-in
Xcode account is used exactly as before. Pure, tested Mix.Tasks.Mob.Provision.asc_auth_args/1.
Signing still needs the certificate + private key in an unlocked keychain — the
API key only authorizes the profile/device calls. (#31)

[0.6.17] - 2026-06-29
Fixed
	mix mob.connect crashed on a Mac set up only for iOS. The dist-port
collision check shelled out to adb forward --list, and System.cmd("adb", …)
raises :enoent for a missing binary rather than returning a non-zero exit —
inside a linked Task, so the crash propagated and killed the whole connect.
MobDev.Tunnel.run_adb/1 now resolves adb via System.find_executable/1
first (mirroring Discovery.Android.list_devices/0) and returns {:error, …}
when it's absent, so the port scan degrades to "no forwards" and iOS-only
Macs work with no Android platform-tools installed. (#29)

Added
	mix mob.connect --ios-only / --android-only restrict discovery to one
platform — handy when a phone for another project is plugged in. Set it
project-wide in mob.exs with config :mob_dev, platforms: [:ios]. New pure
helpers MobDev.Config.parse_platforms/1 and
Mix.Tasks.Mob.Connect.resolve_platforms/2. (#29)


[0.6.16] - 2026-06-24
Added
	Plugins can contribute array-valued iOS plist keys (e.g.
UIBackgroundModes). apply_plugin_plist_keys! previously skipped any
non-scalar ios.plist_keys value as unsupported; a list value now merges
into the host Info.plist array (creating it if absent, appending only the
missing string entries, deduped) instead of clobbering it. So one plugin can
add bluetooth-central while another (e.g. mob_background) keeps audio.
Merge decision extracted to the pure, tested NativeBuild.plist_array_additions/2.


[0.6.15] - 2026-06-23
Security
	Bumped req 0.5.18 → 0.6.2 (pulls finch 0.22.0 → 0.23.0), clearing
EEF-CVE-2026-49755 (HIGH) and EEF-CVE-2026-49756 (LOW) flagged by
mix mob.security_scan. req is a transitive dep (via igniter); the bump
stays within igniter's ~> 0.5 requirement.


[0.6.14] - 2026-06-23
Added
	:extra_static_libs hook on :static_nifs entries — a Mob app can now
link external per-ABI static archives alongside its project NIF archives.
Some project NIFs intentionally declare extern symbols and don't host-link
their backing archive (avoiding a host/device archive mismatch during mix compile); this lets the native app link resolve those symbols against the
correct per-ABI .a. Entries require concrete per-ABI keys (:ios_sim,
:ios_device, :android_arm64, :android_arm32, :android_x86_64), and the
matching archive paths are appended to the existing -Dproject_rust_libs=
link argument. -D<module>_static=true is emitted only on the ABIs where the
entry applies, and iOS project-NIF filtering is now per-ABI so a device-only
guarded entry doesn't leak into simulator args. Also passes Zigler 0.16's
required generated-build flags when re-driving staged Zig NIF builds and
resolves Zigler dotfile sources with match_dot: true. Verified on a physical
SM-T577U (arm64-v8a) tablet via a Ghostty VT NIF. (#24)


[0.6.13] - 2026-06-20
Changed
	mix mob.deploy --native now preserves on-device app data when the signing
key matches. The Android install path previously ran an unconditional
adb uninstall before adb install, which wiped MOB_DATA_DIR (on-device
identity, screen stores) on every native deploy — even an in-place update
signed with the same (e.g. committed) debug keystore. It now attempts
adb install -r first and only falls back to uninstall + install when the
in-place update is genuinely rejected (INSTALL_FAILED_UPDATE_INCOMPATIBLE
from a signature mismatch, INSTALL_FAILED_VERSION_DOWNGRADE, etc.). Apps that
pin a committed debug keystore now keep their identity across --native
redeploys. Decision logic extracted to NativeBuild.needs_clean_reinstall?/2
and unit-tested.

Fixed
	mix mob.deploy --native --android now fails fast with the real cause when
zig is missing (landed in code before 0.6.13; previously undocumented).
The Android JNI build is driven by build.zig; with zig off PATH it used to
print a yellow "skipping build.zig step" warning and fall through to a CMake
fallback that references C sources mob 0.7+ no longer ships, dying ~150 lines
later with a misleading Cannot find source file: .../mob_nif.c. It now aborts
before Gradle with an actionable message (install zig 0.15.x, verify with
mix mob.doctor) when build.zig is present, zig is absent, and the legacy
C sources are gone. Decision extracted to NativeBuild.zig_build_plan/3. (#20)


[0.6.12] - 2026-06-19
Fixed
	16 KB page-size alignment enforced at build time for every app. Android
15+ devices use 16 KB memory pages and Google Play requires every bundled
.so to have 16 KB-aligned LOAD segments. The -Wl,-z,max-page-size=16384
link flag lives in the app's build.zig, which is copied once at mix mob.new
and never regenerated — so apps generated before the template carried the flag
kept linking 4 KB-aligned .so and failed Play. mix mob.deploy --native now
reads the app's build.zig and, if its -shared link lacks the flag, injects
it before linking (idempotent — a no-op when already present, e.g. the current
mob_new template or a hand-fixed app). Pure core in inject_page_size_flag/1.


[0.6.11] - 2026-06-19
Added
	mix mob.adopt — installs Mob into an existing Phoenix project,
the Igniter-based install-into-existing counterpart to mix mob.new
(which generates from scratch). Composable: the orchestrator runs the
sub-installers mob.adopt.{deps,bridge,screen,mob_app,mob_exs,native,finalize},
each invokable independently. Default LV-bridge mode wires window.mob
through a LiveView phx-hook and generates a mob_app.ex that boots the
host Phoenix endpoint on-device (SQLite Repo assumed); --no-live-view
generates a thin-client shell whose WebView opens a deployed server.
Pre-1.0: refuses loudly (via Igniter issues) on umbrella / non-Phoenix /
heavily-customised app.js or root layout / non-SQLite LV hosts rather
than risk breaking the app. The native Android/iOS trees (--android /
--ios) render from mob_new's templates and require the mob_new archive
installed (mix archive.install hex mob_new) — mob_new stays the single
source of native templates; the Elixir-side adoption needs no archive.
Contributed as mob_new#8
by @ken-kost and relocated here — adopt is
an Igniter task that mutates an existing project (like mob.add_nif /
mob.enable), so it belongs in mob_dev (a Hex dep), not in mob_new (a
self-contained Mix archive that can't carry Igniter). See
decisions/2026-06-19-mob-adopt-lives-in-mob_dev.md. The shared
patcher/generator helpers are duplicated from mob_new into
MobDev.Adopt.{Patcher,Generator} pending the Phase-5 Igniter
reunification.


[0.6.10] - 2026-06-19
Added
	Plugin :cpp_archive NIFs — ship a C++ static library (e.g. an Nx
backend) from a plugin. Manifest-driven cross-compile + --whole-archive
static link (rule #11), with <module>_nif_init symbol verification and
duplicate-init cross-validation. (#18)

Fixed
	cpp_archive builds now fail fast with a named error on an unsupported
Android ABI (e.g. the x86_64 emulator) instead of silently skipping — which
previously deferred an unresolved <module>_nif_init to an on-device link
failure.
	The plugin manifest now requires a lowercase :module atom for
:cpp_archive entries (fail-loud instead of fail-open / libnil.a).


[0.6.9] - 2026-06-18
Fixed
	mix mob.publish --android now commits when Google requires
changesNotSentForReview=true. Uploading a release while the app is under
policy review (or otherwise can't auto-send for review) made the Play Edits
:commit fail with HTTP 400 ("Please set the query parameter
changesNotSentForReview to true"), discarding the whole edit so nothing
reached the track. commit_edit/3 now detects that 400 and retries the commit
with ?changesNotSentForReview=true; the changes land on the track and are
sent for review from the Play Console UI. Verified uploading Io v13 to the
internal track.


[0.6.8] - 2026-06-18
Added
	mix mob.connect --only <serial> (alias --device/-d, repeatable).
Restricts the run to devices whose serial/udid contains the given substring.
Without it, connect attaches to every running device, so one slow or locked
device (typically a plugged-in physical iPhone whose app restart blocks) could
stall the whole session before any node connected. Verified end-to-end against
a single Android phone: mix mob.connect --only ZY22CRLMWK tunnels, restarts,
and connects livebook_mob_android_zy22crlmwk@127.0.0.1 on its serial-derived
port 9633, then RPC into the device BEAM works (read live state, eval code).


[0.6.7] - 2026-06-18
Breaking
	MobDev.Tunnel.setup/2 → setup/1. The dist port is now derived from
the device serial internally, so callers no longer pass an index. setup/1
is @doc'd public API, so out-of-tree callers (a custom deploy Mix task,
for example) break at compile time with MobDev.Tunnel.setup/2 is undefined or private. Did you mean: setup/1. Fix: drop the second argument — the
returned %Device{} carries the assigned dist_port.
(Noted retroactively. This shipped in 0.6.7 mentioned only as a
parenthetical inside a "Fixed" bullet about dist-port keying, where anyone
scanning for breaking changes would miss it — reported by @dl-alexandre in
GenericJam/mob_dev#25.)


Fixed
	mix mob.connect reliability — dist ports keyed by device serial, not run
index. The Mac runs one shared EPMD; assigning ports as 9100 + index meant
every project's first device claimed 9100, so two phones (or two projects'
device-0) registered the same port and adb forward tcp:9100 could only reach
one — the other silently timed out. Ports are now derived from the device
serial (Tunnel.serial_base_port/1, a crc32 hash into 9100..9899) and bumped
past any port another live node/forward already holds (assign_dist_port/2).
A given phone always gets the same unique port across runs and projects, and
deploy and connect agree on it.
	Stale-tunnel cleanup. Tunnel.setup removes the device's own old forwards
first (scoped to that serial), so prior runs no longer leave duplicate/wrong
forwards that poison the next connect.
	Real diagnostics on connect failure. A timed-out node now reports why —
app not running / Standby-killed, dist never registered in EPMD, registered at
a different port, no forward, or cookie mismatch — instead of a black-box
"timed out".


[0.6.6] - 2026-06-18
Fixed
	Android native build skips ABIs the app's build.zig doesn't handle
instead of hard-failing. mob_dev builds arm64-v8a/armeabi-v7a/x86_64 by
default, but an app's app-owned build.zig (copied at mix mob.new time)
may predate x86_64 support (mob_new < 0.4.5) and reject -Dabi=x86_64. That
used to fail the whole native build — aborting before the
io.mob.plugin.MobPluginBootstrap regen, so the next gradle build then failed
on an unresolved bootstrap. Now each ABI is pre-flighted against the build.zig
(build_zig_supports_abi?/2) and unsupported ones are skipped with a warning
(gradle abiFilters wouldn't ship them anyway). Real failures of a SUPPORTED
ABI still halt the build.


[0.6.5] - 2026-06-17
Changed
	Default OTP runtime → Elixir 1.20.1 (@otp_hash 7d46fdd4 → 5c9c69fc).
Same OTP-29 / erts-17.0 / OpenSSL 3.4.0 base; the bundled Elixir stdlib
(elixir/logger/eex) is swapped rc.5 → 1.20.1 across all five tarballs
(android, android-arm32, android-x86_64, ios-sim, ios-device), published as
the otp-5c9c69fc release on GenericJam/mob. bundled_versions.exs adds the
5c9c69fc bundle and flips active_hash. Backward compatible — apps pick up
1.20.1 on their next mix mob.deploy (recompile against the new runtime).
NOTE: the major.minor skew check treats rc.5 and 1.20.1 as both "1.20", so it
does NOT warn on this transition; the stdlib swap is what makes beams load.


[0.6.4] - 2026-06-16
Added
	Android x86_64 emulator support (resolves GenericJam/mob#20). The x86_64
ABI is now wired throughout: OtpDownloader.ensure_android("x86_64") (#11),
the x86_64 native build path (zig_build_android_objects, ensure_jni_libs,
otp_dir_for_abi), and an android_x86_64 target in mix mob.release.otp
plus the scripts/release/*x86_64* build scripts. The
otp-android-x86_64-<hash>.tar.gz runtime is published on the otp-<hash>
release. This is the slice x86_64 Linux / CI hosts need, where ARM emulation
isn't available.

[0.6.3] - 2026-06-16
Fixed
	exqlite NIF symlink now picks the device's actual ABI. The Android
deployer hardcoded lib/arm64 for the sqlite3_nif.so symlink target, so on
a 32-bit (armeabi-v7a) device the link dangled, exqlite was
:nif_not_loaded, and any generated app using ecto_sqlite3 crashed on boot.
It now probes lib/<abi>/libsqlite3_nif.so (Android extracts only the active
ABI). Found + fixed verifying the showcase on a 32-bit Moto E — SQLite
migrations now run and the app boots.

[0.6.2] - 2026-06-15
Fixed
	Create an app-level driver_tab when a NIF-bearing plugin is active. A
generated app ships no drivertab and links against mob's core static-NIF
table — which has no plugin entries. So a plugin's <module>_nif_init linked
but never registered, and the NIF was :nif_not_loaded on device (the home
rendered, the Kotlin/permission bridge worked, but the actual capability call
crashed). regen_driver_tab! now creates `priv/generated/driver_tab*.zig`
(core + plugin entries) when plugins contribute NIFs and the app has none.
Found + fixed verifying the showcase app on a physical Android phone and the
iOS simulator (location demo now returns a real fix on both).

[0.6.1] - 2026-06-15
Fixed
	Prune orphaned plugin artifacts when a plugin is removed. Plugin tier-3
merges copy files into the host tree (bridge Kotlin into the Kotlin sourceSet,
migrations, images); these lingered after a plugin was dropped, and an
orphaned bridge .kt could break the Gradle compile. NativeBuild's kotlin /
migration / image merges now ledger what they write (per concern, under
priv/generated/.mob_plugin_artifacts/) and delete what a prior build
produced but the current one no longer does — so add/remove of a plugin is
clean in both directions.

[0.6.0] - 2026-06-12
Added
	Style packages, tokens-only tier: MobDev.Style (priv/mob_style.exs loader + validator), config :mob, :styles/:default_style activation, runtime-manifest emission (misconfiguration fails the build), and mix mob.styles.
	ui_components expand: form honored (pure-Elixir composites): validated native-XOR-expand; expand-only plugins classify tier 2 but hot-push; the runtime manifest carries composites for boot registration.
	mix mob.doctor: pre-plugin build.zig detection (missing -Dplugin_* options) and the host_requirements lane.
	host_requirements manifest key printed by every native build; mix mob.new_plugin scaffolds starter test suites for every tier.

Changed
	Native builds auto-regenerate the static-NIF driver_tab (was a checked-in artifact whose staleness produced runtime :nif_not_loaded).
	mix mob.regen_plugin_manifest loads the host app first — spec-v2 generators may call host modules (mob_ash), not just read config.

Fixed
	Dep detection uses Mix.Project.deps_paths, not stale _build dirs — ends the spurious MLX-404 downloads for apps that never dep emlx.
	ExSlop is registered as a credo PLUGIN (it had silently never run).

[0.5.17]
Added
	mix mob.new_plugin scaffolds a starter test suite for every tier (test/test_helper.exs + test/<name>_test.exs): tiers 1–4 get stdlib-only structural manifest checks (required keys, NIF stub loadable, native_dir exists, screen modules compile) with a pointer at mix mob.validate_plugin for the full validator; tier 0 gets a compile smoke test. New plugins start covered instead of starting at zero tests.
	Plugin host_requirements manifest key. A plugin can declare human-readable host-app obligations the build can't automate (e.g. the AndroidManifest <service android:foregroundServiceType="mediaProjection"> fragment mob_screencast needs, or a capture FileProvider). The manifest validator enforces the shape, MobDev.Plugin.Merge.host_requirements/1 gathers them, and every native build prints them as a warning block — previously forgetting the manual step built + booted clean and only failed at first feature use.
	mix mob.doctor detects pre-plugin build files. When plugins are activated but a build.zig/build_device.zig declares no b.option for the -Dplugin_* flags the native build emits, doctor warns with the exact missing options — previously Zig rejected the unknown flag half a build in.

Changed
	mix mob.deploy --native regenerates the static-NIF driver table on every build (whatever formats the project uses, zig and/or c), exactly like the runtime plugin manifest: it's derived state. A stale checked-in driver_tab_* used to link a newly activated plugin's <module>_nif_init without registering it, so every NIF call raised :nif_not_loaded at runtime with nothing pointing at the cause.

Added
	mix mob.new_plugin scaffolds tiers 3 (multi-screen) and 4 (sub-app), not just 0–2. Tier 3 emits two Mob.Screen modules + a :screens/:migrations manifest + a namespaced Ecto migration; tier 4 emits a lifecycle module + supervised worker + notification handler + settings editor screen + a :lifecycle/:settings/:notifications manifest. Generated manifests validate and modules compile against real mob.
	Cross-plugin conflict detection. MobDev.Plugin.Validator.conflict_surface/0 classifies every merge gatherer; cross_validate/1 fails the build when two activated plugins clash on any shared resource — screen route, component atom, iOS/Android native view key, migration repo_namespace, NIF module, Swift/JNI source basename, Android bridge class, iOS plist key, supervised worker name, or notification match. A completeness meta-test forces every new shared-resource field to be classified; a property-based fuzzer checks detection is sound + complete across random N-plugin sets. A single plugin declaring a cross-platform NIF (one iOS + one Android entry sharing a :module) is correctly not flagged.

Changed
	mix mob.deploy --native regenerates the runtime plugin manifest (priv/generated/mob_plugins.exs) on every build, not only when config :mob, :plugins changes. Adding/changing a plugin's tier-3/4 sections previously shipped a stale manifest (the new sections silently didn't activate on device); it is now derived state, always rebuilt before bundling — like the driver table.

Fixed
	iOS simulator deploy now boots from a clean mix mob.deploy --native (was device-only). Three gaps made the sim deploy incomplete vs the device path, so the sim crashed on boot even though the device worked:	The Elixir-distribution apps elixir/logger were staged only under lib/<app>/ebin, which the sim's mob_beam.m doesn't add to the code path — boot failed at ensure_all_started(:elixir) with "elixir.app not found". They're now flattened into the flat BEAMS_DIR alongside eex (which already needed this), where the path resolves.
	priv/ was only partially staged (repo/migrations), so Application.app_dir(:<app>, "priv/cacerts.pem") was :enoent and Mob.Certs.load_cacerts! crashed the boot. The whole priv/ is now rsynced into the flat dir (cacerts, mix/hex ebins, vendored static, …), matching the device release.
	Paths.sim_runtime_dir/0 fell back to /tmp/otp-ios-sim for zig-based projects (no ios/build.sh), but the runtime is synced to ~/.mob/runtime/ios-sim — so the launcher and staging disagreed. It now recognizes ios/build.zig and returns the default runtime dir.
Verified: a clean mob.deploy --native to an iPhone 11 Pro Max sim boots Io, Phoenix endpoint up, embedded Livebook home renders — no manual runtime fixups.



[0.5.16]
Fixed
	Gate the plugin flags on the iOS device build path too. 0.5.15 gated the plugin-flag emission for Android and the iOS simulator build, but zig_build_binary_ios_device still emitted -Dplugin_swift_files/-Dplugin_frameworks (and generated the bootstrap, making plugin_swift_files always non-empty) unconditionally — so mix mob.deploy --native to a physical iPhone broke on an app scaffolded before the plugin system (invalid option: -Dplugin_swift_files). The device path now mirrors the sim path: bootstrap + flags only when plugins are activated. Verified mix mob.deploy --native to a physical iPhone — full OTP, Phoenix endpoint up, LiveView connected, embedded Livebook home rendered.

[0.5.15]
Fixed
	mix mob.release --android --no-slim now actually ships the full OTP tree. The Android release stripped OTP libs unconditionally (OtpAssetBundle.build/2 was called with no opts), so --no-slim was silently ignored on Android. slim is now threaded build_aab → OtpAssetBundle.build(slim:); with slim: false the OTP tree ships untouched. Required for apps that run arbitrary user code at runtime (e.g. an embedded Livebook host doing Mix.install) — stripping any OTP lib (inets, ssl, xmerl, runtime_tools, …) is a latent crash when a user's deps need it. Default stays slim: true.
	iOS --no-slim release passes App Store validation. The always-on Apple-policy strip cleared erts-*/bin and priv/bin but missed standalone executables inside OTP libs (e.g. erl_interface/bin/erl_call), which App Store validation rejects (90171). Now lib/*/bin/* executables are stripped too (always on), keeping every lib's .beam/.app — so a full-OTP --no-slim bundle is still Apple-compliant.
	Native builds no longer break on pre-plugin app scaffolding. native_build.ex emitted -Dplugin_c_nifs/-Dplugin_zig_nifs/-Dplugin_jni_sources (Android) and -Dplugin_swift_files/-Dplugin_frameworks (iOS) unconditionally, but an app scaffolded before the plugin system has no such options in its build.zig and Zig rejects the unknown -D flag. These flags (and the iOS plugin bootstrap) are now emitted only when plugins are activated; a plugin-aware build.zig defaults them to "" so behaviour is unchanged there.

[0.5.14]
Fixed
	iOS release: erl_errno_id_unknown shim written with a literal \n. The weak-stub line in release_device.sh used printf '%s\\n' inside the ~S (raw) heredoc, so bash received both backslashes and printf wrote a literal backslash-n into erl_errno_id_compat.c — clang then rejected the trailing }\n and mix mob.release --ios failed. Now printf '%s\n' (one backslash) emits a real newline. Regression guard added to release_script_test.
	iOS release: clear preflight when priv/generated/driver_tab_ios.c is missing. The release links a per-app static-NIF driver table, but the dev build uses the built-in Zig table and mix mob.regen_driver_tab defaults to Zig, so a project that never ran it with --format c died deep in release_device.sh with a cryptic cc: no such file. build_ipa now fails early with the exact command to run (mix mob.regen_driver_tab --format c).

[0.5.13]
Fixed
	iOS deploy now ships the whole priv/, not just priv/repo/migrations + priv/static. MobDev.Release's iOS bundler copied only migrations and priv/static, so apps that bundle extra runtime assets under priv/ — :mix/:hex ebins for on-device Mix.install, or a vendored library's own priv/ (e.g. Livebook's priv/static + priv/livebook) — silently never reached the device. Now rsyncs all of priv/, matching the Android deployer. Unblocks on-device Mix.install and embedded Livebook on iOS. Verified on a physical iPhone: priv/mix/ebin (103 beams) and priv/livebook/static present on device, embedded Livebook serves, and Mix.install([{:short_uuid, "~> 0.1"}]) returns :ok.

[0.5.12]
Changed
	OTP runtime bumped to 7d46fdd4 (Elixir 1.20.0-rc.5). @otp_hash now points at the otp-7d46fdd4 release: all four platform tarballs (ios-sim, ios-device, android, android-arm32) bundle Elixir 1.20.0-rc.5 matched to the OTP-29 erts. Completes the 1.19.5 to 1.20 runtime migration the bundled-versions manifest was already staged for. Verified end-to-end on a physical iPhone and a physical Android (Moto G): System.version 1.20.0-rc.5, OTP 29, Mix.install([{:short_uuid, "~> 0.1"}]) returns :ok with the dep compiled on-device.

Fixed
	iOS {spawn, <linked-in driver>} now works (erts erts_open_driver). The iOS-build #ifdef __IOS__ guard returned BADARG for any open_port whose spawntype included the EXECUTABLE bit (i.e. plain {spawn, Name}), firing before the linked-in-driver name lookup. This broke ram_file ({spawn, "ram_file_drv"}), and therefore `file:open(, [:ram]),erl_tarin-memory extract,hex_tarball.unpack, andMix.installon iOS. The guard now fires only when no linked-in driver matched the name. Bundled in the7d46fdd4` OTP tarballs.

[0.5.11]
Added
	mob.exs :project_swift_sources config key — optional list of extra Swift sources to compile into the iOS app module alongside Mob's bridge sources. Threaded into both zig_build_binary_ios_sim and zig_build_binary_ios_device as -Dproject_swift_sources=<absolute,paths>. Comma-containing entries are rejected at the boundary; nil/[] is a no-op. Pairs with mob_new's project_swift_sources build hook (mob_new#5). Originally proposed by @dl-alexandre.

[0.5.10]
Added
	mix mob.deploy --dist-port N and --node-suffix S flags — manual
override path for the BEAM-distribution surface. When set, all targeted
devices use the same value (use with --device <id> to be explicit).
Nil falls back to per-device auto-allocation
(Tunnel.dist_port(idx) + Discovery.Android.device_node_suffix /
SIMULATOR_UDID-derived suffix). Resolves the
register/listen error: no_reg_reply_from_epmd symptom seen when running
multiple sims/emulators of the same app concurrently for cross-platform
visual comparison.
	MobDev.Device struct gains a :node_suffix field for plumbing the
override per-device alongside :dist_port. Nil keeps auto-derive.
	MobDev.Discovery.IOS.launch_app/3 accepts :node_suffix opt and
forwards as SIMCTL_CHILD_MOB_NODE_SUFFIX to the launched sim. Companion
to mob 0.6.10's MOB_NODE_SUFFIX support in mob_beam.m.
	MobDev.Discovery.IOS.build_simctl_env/2 — pure helper extracted from
launch_app/3 so override behaviour is unit-testable without spawning
simctl. 7 new tests cover dist_port + node_suffix override paths.

Changed
	MobDev.Connector.restart_app/1 pattern-matches :node_suffix from
Device in both Android + iOS-sim variants, threading the value to the
launchers.
	MobDev.Deployer.deploy_all/1 accepts top-level :dist_port +
:node_suffix opts; threaded through deploy_android and
deploy_ios_simulator.

[0.5.9]
Changed
	mix mob.enable tflite now injects {:nx_tflite_mob, "~> 0.0.3"}
(Hex) instead of the GitHub-branch form. nx_tflite_mob v0.0.3 went
live on Hex with 16 integration tests + a reproducible Mac host
build path (see
its CHANGELOG).
Downstream Mob apps now get version-pinned deps + clean
mix deps.tree output, instead of a transient github: checkout.

Notes
	The Mac host-build path in nx_tflite_mob is for that package's own
test suite, not for downstream consumers — production phone builds
via mix mob.deploy --native continue to use the prebuilt Android
AAR + iOS xcframework that mob_dev's MobDev.TfliteDownloader
fetches.

[0.5.8]
Added
	End-to-end mix mob.enable tflite — what 0.5.7 promised as
"lands in 0.5.8". MobDev.NativeBuild now auto-detects the
:nx_tflite_mob dep and threads the full TFLite path through
Android + iOS sim + iOS device build pipelines:	maybe_build_tflite/1 → MobDev.TfliteDownloader.ensure/1 +
MobDev.TfliteNif.build/2 for each target arch
	tflite_zig_args_android/1 emits -Dtflite_static=true -Dtflite_lib=… for the per-ABI Android link
	tflite_zig_args_ios/1 emits -Dtflite_static=true -Dtflite_dir=… -Dtflite_framework_dir=… for the iOS link
	copy_tflite_runtime_lib_android/2 drops
libtensorflowlite_jni.so into android/app/src/main/jniLibs/<abi>/
during the assemble step


	copy_tflite_frameworks_ios/3 (kept as future-compat hook) — see
the iOS-deploy-fix gotcha below
	13 new tests covering the public NativeBuild plumbing
(native_build_tflite_test.exs), bringing the TFLite suite to 76
passing total

Fixed
	iOS deploy: TFLite framework binaries are MH_OBJECT, not
MH_DYLIB. TFLite's iOS xcframework slices ship their binaries as
filetype=1 relocatable objects, which the linker statically pulls
into the app's main Mach-O at build time. Trying to embed them as
runtime .framework bundles tripped iOS install twice during this
cut: first on missing per-framework Info.plist (which CocoaPods
generates), then on "code signature version no longer supported"
(iOS 26+ rejects v1 signatures, and codesign only makes v3 sigs
for MH_EXECUTE/MH_DYLIB). The fix is to do nothing — the framework
search-path arg already covers everything at build time.
	Resolve :nx_tflite_mob via Mix.Project.deps_paths() rather
than Path.join(deps_path, "nx_tflite_mob"). The latter assumes
the dep landed in deps/ (hex / git deps do), but path: deps
consume in-place from the user's source tree.

Verified on real hardware
	Moto G Power 5G (BXM-8-256, Android 15): 75-117 ms YOLOv8n via
NNAPI / mtk-gpu_shim
	iPhone SE 3rd gen (A15, iOS 26.4): 24 ms YOLOv8n via Core ML → ANE
(FP16 model; 214/385 nodes delegated)

[0.5.7]
Added
	mix mob.enable tflite — wires TensorFlow Lite into a Mob project on
iOS AND Android. Adds {:nx_tflite_mob, ...} to deps and generates
<App>.TfliteInit (returns per-platform default delegate opts —
NNAPI/mtk-gpu_shim on Android, Core ML delegate on iOS). The
static-NIF table entry %{module: :tflite_nif, guard: "MOB_STATIC_TFLITE_NIF"}
is registered in MobDev.StaticNifs.default_nifs/0, so the zig
build picks it up automatically once tflite_static=true is set.
	MobDev.TfliteDownloader — fetches tensorflow-lite-2.16.1.aar
(Maven Central, Android) and TensorFlowLiteC-2.17.0.tar.gz
(dl.google.com, iOS) into ~/.mob/cache/. Honours MOB_CACHE_DIR
for test redirection and MOB_TFLITE_LOCAL_TARBALL_DIR for offline
iteration.
	MobDev.TfliteNif — cross-compiles tflite_nif.c (from the
:nx_tflite_mob dep) per-arch and archives as libtflite_nif.a for
static linking. Mirrors MobDev.NxEigenNif shape. Validates the
produced symbol (tflite_nif_nif_init) before declaring success.

Bundle size impact: ~3-4 MB extracted (Android libtensorflowlite_jni.so),
~20-30 MB on iOS (TensorFlowLiteC + CoreML + Metal frameworks). Apps
that don't enable TFLite pay zero size cost — the guard keeps the
static-NIF table entry inactive.
End-to-end deploy (mob.deploy --native auto-build + runtime-lib
embedding) lands in 0.5.8; this release ships the building blocks.
[0.5.6]
Added
	CLAUDE.md "Release flow" section pointing at the canonical process
in mob/RELEASE.md
(URL form so it resolves without a local mob checkout). mob_dev
specifics: the pre-push hook additionally runs mix mob.security_scan
here (this is the only repo that ships the scanner), and the OTP
tarball workflow stays separate from mix.exs version bumps.
	.githooks/pre-push — same script shipped in mob (cheap preflight
always, release preflight when mix.exs changed). The
mob.security_scan step is gated via mix help availability so the
same hook script works in all three repos.

[0.5.5]
Fixed
	Android 15 segfault on launch (Pixel 7+, after the OS rolled out via OTA). Bumps @otp_hash from 550d7b78 → d9045670 to pick up OTP tarballs cross-compiled with -Wl,-z,max-page-size=16384. Without the flag, every .so in the bundled OTP runtime (crypto.so, asn1rt_nif.so, dyntrace.so, etc.) shipped with 4KB-aligned ELF PT_LOAD segments. Android 15 enforces 16KB alignment on devices with 16KB-page kernels and refuses to load misaligned libs, crashing the app at startup. New tarballs are 16KB-aligned (Align=0x4000).

[0.5.4]
Fixed
	HexDocs source links pointed at the non-existent main branch — corrected to master so each </> glyph in generated docs opens the actual source file.

Added
	.github/workflows/test.yml — runs mix test, mix format --check-formatted, mix credo --strict, and mix mob.security_scan on push to master and on every PR.
	.github/workflows/release.yml — on tag push, creates a GitHub Release whose body is the matching ## [X.Y.Z] section from this changelog.

[0.5.3]
Changed
	guides/nifs.md — rewrote the "Nx backends on mobile" section to match the current state (mix mob.enable nxeigen now real, mix mob.enable mlx includes the Metal GPU path on iOS device, EXLA "why not" preserved).
	guides/nifs.md — restructured the multi-Rust-NIF section to lead with filmor's preferred shape (one Rustler crate per app, multiple #[rustler::nif] functions inside it). Multi-crate static linking remains supported and documented as an escape hatch, with the specific tradeoffs called out.

[0.5.2]
Added
	mix mob.enable nxeigen — wires NxEigen (Eigen C++ CPU backend) into a Mob app. Builds as a C++ :static_nifs entry, cross-compiled per arch (arm64-ios, arm64-iossim, arm64-android, armv7a-android). FFT support uses Eigen's bundled kissfft.
	EMLX Metal GPU enabled on iOS device. lib/mob_dev/mlx_downloader.ex now fetches the Metal-enabled libmlx.a + mlx.metallib bundle; lib/mob_dev/native_build.ex#maybe_bundle_mlx_metallib/2 copies the precompiled kernel library into the .app at build time, so EMLX.Backend with device: :gpu works on device without runtime kernel compilation.
	scripts/release/mlx/ios_device_metal.sh + supporting build scripts for producing the Metal-enabled tarball; scripts/release/mlx/patches/0001-ios-metal-build.patch patches MLX 0.25.1's CMakeLists to switch SDK from macosx to iphoneos based on CMAKE_SYSTEM_NAME.

[0.5.1] and earlier
Earlier releases predate this changelog; consult the tag list and the per-tag commit messages for history.


  

    Building and Publishing OTP Release Tarballs

MobDev.OtpDownloader pulls pre-built OTP runtimes from a GitHub release on
GenericJam/mob. This file documents how to build and publish those tarballs
when upgrading OTP.
TL;DR — runnable form: every step below is also implemented as a script
under scripts/release/. See scripts/release/README.md
for the typical full-release flow. The markdown carries the narrative; the
scripts carry the imperative.


What's in each tarball
Both tarballs must extract (via --strip-components=1) into a flat directory
that looks like an OTP release root:
erts-<vsn>/
  bin/          # ERTS executables (erl_child_setup, inet_gethost, epmd, ...)
  include/      # Headers (iOS only — see below)
  lib/          # Static libs + ERTS internal libs
    libbeam.a
    libzstd.a       (iOS only)
    libepcre.a      (iOS only)
    libryu.a        (iOS only)
    asn1rt_nif.a    (iOS only)
    crypto.a              # OTP's crypto NIF, built with -DSTATIC_ERLANG_NIF
    libcrypto.a           # OpenSSL 3.x, statically linked into crypto.a
    internal/
      liberts_internal_r.a
      libethread.a
lib/            # OTP stdlib (kernel, stdlib, elixir, logger, ...)
              # Includes lib/crypto-VSN, lib/public_key-VSN, lib/ssl-VSN
              # — real crypto, not a shim.
releases/
  29/
    start_clean.boot
    start_sasl.boot
Android arm64 (otp-android-<hash>.tar.gz)
Built from a full cross-compiled OTP release for aarch64-unknown-linux-android.
Needs the same extra static libs and headers as iOS (see Step 2).
The ERTS helper binaries (erl_child_setup, inet_gethost, epmd) must be
in erts-<vsn>/bin/; mob_dev copies them into the APK as lib*.so (required
for SELinux execve permission on Android).
Android arm32 (otp-android-arm32-<hash>.tar.gz)
Built from a full cross-compiled OTP release for arm-unknown-linux-androideabi
(armeabi-v7a). Same structure as arm64. Required for 32-bit-only devices (e.g.
Motorola E 2020).
asn1rt_nif.a must be compiled separately — it is not emitted by the OTP build
system for arm32. Build it with:
NDK=~/Library/Android/sdk/ndk/27.2.12479018/toolchains/llvm/prebuilt/darwin-x86_64/bin
OTP_SRC=~/code/otp

$NDK/armv7a-linux-androideabi21-clang \
  -march=armv7-a -mfloat-abi=softfp -mthumb \
  -fvisibility=hidden -fno-common -fno-strict-aliasing \
  -fstack-protector-strong -O2 \
  -I "$OTP_SRC/erts/arm-unknown-linux-androideabi" \
  -I "$OTP_SRC/erts/include/arm-unknown-linux-androideabi" \
  -I "$OTP_SRC/erts/emulator/beam" \
  -I "$OTP_SRC/erts/include" \
  -DHAVE_CONFIG_H \
  -DSTATIC_ERLANG_NIF_LIBNAME=asn1rt_nif \
  -c "$OTP_SRC/lib/asn1/c_src/asn1_erl_nif.c" \
  -o /tmp/asn1rt_nif_arm32.o

$NDK/llvm-ar rc /tmp/asn1rt_nif_arm32.a /tmp/asn1rt_nif_arm32.o
$NDK/llvm-ranlib /tmp/asn1rt_nif_arm32.a

Then include it in the tarball at erts-<vsn>/lib/asn1rt_nif.a (see Step 2b).
iOS device (otp-ios-device-<hash>.tar.gz)
Built from a cross-compiled OTP for aarch64-apple-ios. Same install-tree
contents as the simulator tarball (libs, headers, ERTS bin), plus EPMD
source files and iOS configure output that mob_dev's build_device.sh
needs at native-build time to static-link EPMD into the app.
The extra files added on top of the install tree:
erts/
  epmd/src/{epmd,epmd_srv,epmd_cli}.c    # EPMD C sources
  aarch64-apple-ios/config.h             # generated by ./configure for iOS arm64
  include/                               # cross-platform ERTS headers
  include/internal/                      # ERTS-internal headers (ethread, etc.)
The path layout — erts/... next to erts-<vsn>/... — looks unusual but
intentional: erts-<vsn>/ is the install tree (compiled artifacts), erts/
is a stripped-down source tree fragment carrying just what build_device.sh
needs to compile EPMD against the iOS arm64 SDK.
MobDev.OtpDownloader validates these files are present after extraction;
older tarballs without them are treated as invalid and re-downloaded.
iOS simulator (otp-ios-sim-<hash>.tar.gz)
Built from a cross-compiled OTP for aarch64-apple-iossimulator. Needs:
	Headers at erts-<vsn>/include/ (same set for both platforms, arch-specific file differs):
	erl_nif.h — from erts/emulator/beam/erl_nif.h
	erl_nif_api_funcs.h — from erts/emulator/beam/erl_nif_api_funcs.h
	erl_drv_nif.h — from erts/emulator/beam/erl_drv_nif.h
	erl_int_sizes_config.h — iOS: erts/include/aarch64-apple-iossimulator/erl_int_sizes_config.h / Android: erts/include/aarch64-unknown-linux-android/erl_int_sizes_config.h
	erl_fixed_size_int_types.h — from erts/include/erl_fixed_size_int_types.h


	Extra static libs at erts-<vsn>/lib/:
	libzstd.a — erts/emulator/zstd/obj/aarch64-apple-iossimulator/opt/libzstd.a
	libepcre.a — erts/emulator/pcre/obj/aarch64-apple-iossimulator/opt/libepcre.a
	libryu.a — erts/emulator/ryu/obj/aarch64-apple-iossimulator/opt/libryu.a
	asn1rt_nif.a — lib/asn1/priv/lib/aarch64-apple-iossimulator/asn1rt_nif.a




Prerequisites
	A cross-compiled OTP build. The OTP source tree at ~/code/otp (commit 7721ab74)
has iOS simulator and Android targets already compiled.
	gh CLI authenticated to the GenericJam GitHub account.


Step 1 — Locate the OTP commit hash
cd ~/code/otp
git rev-parse --short HEAD   # e.g. 7721ab74

Use this hash everywhere below as <hash>.

Step 2 — Build the Android tarballs (arm64 + arm32)
The Android OTP release lives at the cross-compiled install dir (typically
/tmp/otp-android for arm64, /tmp/otp-android-arm32 for arm32 — check
where the previous build left it).
Before tarballing, make sure you have a project with exqlite compiled
(_build/dev/lib/exqlite/ebin/ must exist — run mix deps.get && mix compile
from any app that uses ecto_sqlite3). The exqlite BEAMs are platform-independent
bytecode and can be bundled directly; the native .so is already in the APK and
is symlinked at runtime by mob_beam.c.
arm64
OTP_SRC=~/code/otp
OTP_RELEASE=/tmp/otp-android   # adjust if different
EXQLITE_BUILD=~/code/mob_test_liveview/_build/dev/lib/exqlite  # any project with exqlite
HASH=<hash>
STAGE=$(mktemp -d)

cp -r "$OTP_RELEASE/." "$STAGE"

# Add extra static libs
ERTS_LIB="$STAGE/erts-16.3/lib"   # update version as needed
cp "$OTP_SRC/erts/emulator/zstd/obj/aarch64-unknown-linux-android/opt/libzstd.a" "$ERTS_LIB/"
cp "$OTP_SRC/erts/emulator/pcre/obj/aarch64-unknown-linux-android/opt/libepcre.a" "$ERTS_LIB/"
cp "$OTP_SRC/erts/emulator/ryu/obj/aarch64-unknown-linux-android/opt/libryu.a"   "$ERTS_LIB/"
cp "$OTP_SRC/lib/asn1/priv/lib/aarch64-unknown-linux-android/asn1rt_nif.a"       "$ERTS_LIB/"

# Add required headers
ERTS_INC="$STAGE/erts-16.3/include"
mkdir -p "$ERTS_INC"
cp "$OTP_SRC/erts/emulator/beam/erl_nif.h"                                        "$ERTS_INC/"
cp "$OTP_SRC/erts/emulator/beam/erl_nif_api_funcs.h"                              "$ERTS_INC/"
cp "$OTP_SRC/erts/emulator/beam/erl_drv_nif.h"                                    "$ERTS_INC/"
cp "$OTP_SRC/erts/include/aarch64-unknown-linux-android/erl_int_sizes_config.h"   "$ERTS_INC/"
cp "$OTP_SRC/erts/include/erl_fixed_size_int_types.h"                             "$ERTS_INC/"

# Add host Elixir stdlib (elixir, logger, eex) so the device starts with the
# correct version. Without this, Elixir version drift causes Regex.safe_run
# crashes when the host is upgraded between native deploys.
ELIXIR_LIB=$(elixir -e "IO.puts(:code.lib_dir(:elixir))" | xargs dirname)
for app in elixir logger eex; do
    mkdir -p "$STAGE/lib/$app/ebin"
    cp "$ELIXIR_LIB/$app/ebin/"* "$STAGE/lib/$app/ebin/"
done
echo "Bundled Elixir $(elixir --version | grep Elixir | awk '{print $2}')"

# Add exqlite BEAMs. The .so NIF is in the APK (symlinked at runtime by mob_beam.c);
# only the ebin/ bytecode goes in the tarball.
EXQLITE_VSN=$(grep '"exqlite"' "$EXQLITE_BUILD/../../../mix.lock" | grep -o '"[0-9][^"]*"' | head -1 | tr -d '"')
EXQLITE_LIB="$STAGE/lib/exqlite-$EXQLITE_VSN"
mkdir -p "$EXQLITE_LIB/ebin" "$EXQLITE_LIB/priv"
cp "$EXQLITE_BUILD/ebin/"* "$EXQLITE_LIB/ebin/"
echo "Bundled exqlite $EXQLITE_VSN"

BASE=$(basename $STAGE)
tar czf "/tmp/otp-android-$HASH.tar.gz" -C "$(dirname $STAGE)" "$BASE"

# Verify
tar tzf "/tmp/otp-android-$HASH.tar.gz" | grep "\.a$\|\.h$"
tar tzf "/tmp/otp-android-$HASH.tar.gz" | grep "lib/elixir/ebin/elixir.app"
tar tzf "/tmp/otp-android-$HASH.tar.gz" | grep "lib/exqlite"

arm32
Repeat the same steps with the arm32 OTP release and the arm32 asn1rt_nif.a (see
prerequisites above for how to build it). The Elixir and exqlite BEAMs are the same
— bytecode is architecture-independent.
OTP_RELEASE_ARM32=/tmp/otp-android-arm32   # adjust if different
STAGE32=$(mktemp -d)

cp -r "$OTP_RELEASE_ARM32/." "$STAGE32"

ERTS_LIB32="$STAGE32/erts-16.3/lib"
cp "$OTP_SRC/erts/emulator/zstd/obj/arm-unknown-linux-androideabi/opt/libzstd.a"   "$ERTS_LIB32/"
cp "$OTP_SRC/erts/emulator/pcre/obj/arm-unknown-linux-androideabi/opt/libepcre.a"  "$ERTS_LIB32/"
cp "$OTP_SRC/erts/emulator/ryu/obj/arm-unknown-linux-androideabi/opt/libryu.a"    "$ERTS_LIB32/"
cp /tmp/asn1rt_nif_arm32.a "$ERTS_LIB32/asn1rt_nif.a"

ERTS_INC32="$STAGE32/erts-16.3/include"
mkdir -p "$ERTS_INC32"
cp "$OTP_SRC/erts/emulator/beam/erl_nif.h"                                          "$ERTS_INC32/"
cp "$OTP_SRC/erts/emulator/beam/erl_nif_api_funcs.h"                                "$ERTS_INC32/"
cp "$OTP_SRC/erts/emulator/beam/erl_drv_nif.h"                                      "$ERTS_INC32/"
cp "$OTP_SRC/erts/include/arm-unknown-linux-androideabi/erl_int_sizes_config.h"     "$ERTS_INC32/"
cp "$OTP_SRC/erts/include/erl_fixed_size_int_types.h"                               "$ERTS_INC32/"

# Same Elixir and exqlite BEAMs (bytecode is arch-independent)
for app in elixir logger eex; do
    mkdir -p "$STAGE32/lib/$app/ebin"
    cp "$ELIXIR_LIB/$app/ebin/"* "$STAGE32/lib/$app/ebin/"
done
mkdir -p "$STAGE32/lib/exqlite-$EXQLITE_VSN/ebin" "$STAGE32/lib/exqlite-$EXQLITE_VSN/priv"
cp "$EXQLITE_BUILD/ebin/"* "$STAGE32/lib/exqlite-$EXQLITE_VSN/ebin/"

BASE32=$(basename $STAGE32)
tar czf "/tmp/otp-android-arm32-$HASH.tar.gz" -C "$(dirname $STAGE32)" "$BASE32"
tar tzf "/tmp/otp-android-arm32-$HASH.tar.gz" | grep "lib/elixir/ebin/elixir.app"
tar tzf "/tmp/otp-android-arm32-$HASH.tar.gz" | grep "lib/exqlite"


Step 3 — Build the iOS simulator tarball
The iOS OTP runtime typically lives at /tmp/otp-ios-sim. App-specific BEAM
directories (created by ios/build.sh runs) must be excluded.
OTP_SRC=~/code/otp
OTP_ROOT=/tmp/otp-ios-sim
HASH=<hash>
STAGE=$(mktemp -d)

# Copy the OTP runtime
cp -r "$OTP_ROOT/." "$STAGE"

# Add extra static libs
ERTS_LIB="$STAGE/erts-16.3/lib"   # update version as needed
cp "$OTP_SRC/erts/emulator/zstd/obj/aarch64-apple-iossimulator/opt/libzstd.a" "$ERTS_LIB/"
cp "$OTP_SRC/erts/emulator/pcre/obj/aarch64-apple-iossimulator/opt/libepcre.a" "$ERTS_LIB/"
cp "$OTP_SRC/erts/emulator/ryu/obj/aarch64-apple-iossimulator/opt/libryu.a"   "$ERTS_LIB/"
cp "$OTP_SRC/lib/asn1/priv/lib/aarch64-apple-iossimulator/asn1rt_nif.a"       "$ERTS_LIB/"

# Add required headers
ERTS_INC="$STAGE/erts-16.3/include"
cp "$OTP_SRC/erts/emulator/beam/erl_nif.h"                                     "$ERTS_INC/"
cp "$OTP_SRC/erts/emulator/beam/erl_nif_api_funcs.h"                           "$ERTS_INC/"
cp "$OTP_SRC/erts/emulator/beam/erl_drv_nif.h"                                 "$ERTS_INC/"
cp "$OTP_SRC/erts/include/aarch64-apple-iossimulator/erl_int_sizes_config.h"   "$ERTS_INC/"
cp "$OTP_SRC/erts/include/erl_fixed_size_int_types.h"                          "$ERTS_INC/"

# Add host Elixir stdlib (same reasoning as Android — bake in so fresh installs
# start with the correct version and don't hit Regex.safe_run crashes).
ELIXIR_LIB=$(elixir -e "IO.puts(:code.lib_dir(:elixir))" | xargs dirname)
for app in elixir logger eex; do
    mkdir -p "$STAGE/lib/$app/ebin"
    cp "$ELIXIR_LIB/$app/ebin/"* "$STAGE/lib/$app/ebin/"
done
echo "Bundled Elixir $(elixir --version | grep Elixir | awk '{print $2}')"

# List any app-specific BEAM dirs to exclude (ls $OTP_ROOT | grep -vE "^(erts|lib|releases|misc|usr)$")
BASE=$(basename $STAGE)
tar czf "/tmp/otp-ios-sim-$HASH.tar.gz" \
    --exclude="$BASE/beamhello" \
    --exclude="$BASE/test_app" \
    --exclude="$BASE/test_app0" \
    -C "$(dirname $STAGE)" "$BASE"

# Verify
tar tzf "/tmp/otp-ios-sim-$HASH.tar.gz" | grep "\.a$"
tar tzf "/tmp/otp-ios-sim-$HASH.tar.gz" | grep "\.h$"
tar tzf "/tmp/otp-ios-sim-$HASH.tar.gz" | grep "lib/elixir/ebin/elixir.app"


Step 3b — Build the iOS device tarball
The iOS device runtime is the cross-compiled install dir for aarch64-apple-ios.
On top of the runtime, this tarball must ship EPMD source files and the iOS-arm64
configure output so mix mob.deploy --native can static-link EPMD into the iOS
app at build time.
3b.0 — Cross-compile OTP for iOS arm64 (only needed once per OTP version)
One required source patch: the iOS device sandbox blocks fork(),
which the BEAM unconditionally calls at startup via forker_start. The
simulator runs as a Mac process and allows fork, which is why iOS-sim
builds work without modification. The patch lives at
scripts/release/patches/0001-ios-device-skip-forker-fork.patch;
xcompile_ios_device.sh applies it automatically (idempotent — detects
if it's already in the source). Without it, the device app dies at
launch with Sandbox: <App>(<pid>) deny(1) process-fork in the device
log and tears down before any UI shows.

This mirrors the iOS-sim cross-compile (which produced erts/aarch64-apple-iossimulator/)
but uses the device xcomp config instead. OTP ships both configs out of the box —
see xcomp/erl-xcomp-arm64-ios.conf (device) vs erl-xcomp-arm64-iossimulator.conf
(simulator). The device conf differs only in the host triple (arm64-apple-ios)
and SDK (iphoneos); flow is identical to the sim one. OTP's own walkthrough is
at HOWTO/INSTALL-IOS.md.
cd ~/code/otp

# Sanity check: the iPhoneOS SDK must be installed.
xcrun --sdk iphoneos --show-sdk-path

# iOS doesn't allow shared libraries; this env var tells the build to emit
# libbeam.a (static) instead of libbeam.so. Same flag as for the sim build.
export RELEASE_LIBBEAM=yes

# Configure for the iOS arm64 device target.
#
# `--with-ssl=$OPENSSL_PREFIX` points at a previously cross-compiled
# OpenSSL 3.x install (see scripts/release/openssl/ios_device.sh).
# `--disable-dynamic-ssl-lib` keeps OpenSSL static-linked into the
# crypto NIF; no separate libcrypto.so/.dylib ends up in the app.
# `--enable-static-nifs` registers crypto (and asn1rt_nif) in the
# BEAM's static_nif_tab[] so `erlang:load_nif("crypto", ...)` resolves
# `crypto_nif_init` via dlsym(RTLD_DEFAULT) — no dlopen of crypto.so.
# The latter is required: Android's RTLD_LOCAL default makes a dlopen'd
# crypto.so unable to see libpigeon.so's enif_* symbols.
./otp_build configure \
    --xcomp-conf=./xcomp/erl-xcomp-arm64-ios.conf \
    --with-ssl="$OPENSSL_PREFIX" \
    --disable-dynamic-ssl-lib \
    --enable-static-nifs

# Build everything (ERTS, stdlib, and all OTP apps for the target).
./otp_build boot

# Assemble the install tree at /tmp/otp-ios-device — this is the dir that
# the staging step below copies from.
make release RELEASE_ROOT=/tmp/otp-ios-device

After this completes you should have:
	erts/aarch64-apple-ios/config.h (the configure output the staging step bundles)
	erts/emulator/{zstd,pcre,ryu}/obj/aarch64-apple-ios/opt/lib*.a
	lib/asn1/priv/lib/aarch64-apple-ios/asn1rt_nif.a
	/tmp/otp-ios-device/{bin,erts-<vsn>,lib,releases,...} (the install tree)

OTP_SRC=~/code/otp
OTP_RELEASE=/tmp/otp-ios-device   # wherever the iOS-arm64 install lives
HASH=<hash>
STAGE=$(mktemp -d)

# Copy the OTP runtime (install tree)
cp -r "$OTP_RELEASE/." "$STAGE"

# Add extra static libs (same set as the sim tarball, but iOS-device arch)
ERTS_LIB="$STAGE/erts-16.3/lib"   # update version as needed
cp "$OTP_SRC/erts/emulator/zstd/obj/aarch64-apple-ios/opt/libzstd.a"   "$ERTS_LIB/"
cp "$OTP_SRC/erts/emulator/pcre/obj/aarch64-apple-ios/opt/libepcre.a"  "$ERTS_LIB/"
cp "$OTP_SRC/erts/emulator/ryu/obj/aarch64-apple-ios/opt/libryu.a"     "$ERTS_LIB/"
cp "$OTP_SRC/lib/asn1/priv/lib/aarch64-apple-ios/asn1rt_nif.a"         "$ERTS_LIB/"

# Add required headers
ERTS_INC="$STAGE/erts-16.3/include"
mkdir -p "$ERTS_INC"
cp "$OTP_SRC/erts/emulator/beam/erl_nif.h"                              "$ERTS_INC/"
cp "$OTP_SRC/erts/emulator/beam/erl_nif_api_funcs.h"                    "$ERTS_INC/"
cp "$OTP_SRC/erts/emulator/beam/erl_drv_nif.h"                          "$ERTS_INC/"
cp "$OTP_SRC/erts/include/aarch64-apple-ios/erl_int_sizes_config.h"     "$ERTS_INC/"
cp "$OTP_SRC/erts/include/erl_fixed_size_int_types.h"                   "$ERTS_INC/"

# Add Elixir stdlib (same as sim — bake in for version stability)
ELIXIR_LIB=$(elixir -e "IO.puts(:code.lib_dir(:elixir))" | xargs dirname)
for app in elixir logger eex; do
    mkdir -p "$STAGE/lib/$app/ebin"
    cp "$ELIXIR_LIB/$app/ebin/"* "$STAGE/lib/$app/ebin/"
done
echo "Bundled Elixir $(elixir --version | grep Elixir | awk '{print $2}')"

# ── EPMD source + iOS-arm64 configure output ─────────────────────────────────
# build_device.sh static-links EPMD into the iOS app. The .c sources and the
# arch-specific config.h must be present alongside the install tree. The
# downloader's `valid_otp_dir?/2` checks for these and re-downloads if absent.
mkdir -p "$STAGE/erts/epmd/src"
cp "$OTP_SRC/erts/epmd/src/epmd.c"     "$STAGE/erts/epmd/src/"
cp "$OTP_SRC/erts/epmd/src/epmd_srv.c" "$STAGE/erts/epmd/src/"
cp "$OTP_SRC/erts/epmd/src/epmd_cli.c" "$STAGE/erts/epmd/src/"
# epmd.c → epmd.h, epmd_int.h, both in erts/epmd/src/.
cp "$OTP_SRC/erts/epmd/src/"*.h        "$STAGE/erts/epmd/src/"

mkdir -p "$STAGE/erts/aarch64-apple-ios"
cp -r "$OTP_SRC/erts/aarch64-apple-ios/"* "$STAGE/erts/aarch64-apple-ios/"

mkdir -p "$STAGE/erts/include" "$STAGE/erts/include/internal"
cp -r "$OTP_SRC/erts/include/"*          "$STAGE/erts/include/"
cp -r "$OTP_SRC/erts/include/internal/"* "$STAGE/erts/include/internal/"

# Tar it up — exclude any stray app build dirs left in OTP_RELEASE
BASE=$(basename $STAGE)
tar czf "/tmp/otp-ios-device-$HASH.tar.gz" -C "$(dirname $STAGE)" "$BASE"

# Verify all four schema requirements: erts-*/ install, EPMD source files,
# iOS-arm64 config.h, and Elixir stdlib.
tar tzf "/tmp/otp-ios-device-$HASH.tar.gz" | grep "erts-16"           | head -1
tar tzf "/tmp/otp-ios-device-$HASH.tar.gz" | grep "erts/epmd/src/epmd.c"
tar tzf "/tmp/otp-ios-device-$HASH.tar.gz" | grep "erts/epmd/src/epmd_srv.c"
tar tzf "/tmp/otp-ios-device-$HASH.tar.gz" | grep "erts/epmd/src/epmd_cli.c"
tar tzf "/tmp/otp-ios-device-$HASH.tar.gz" | grep "erts/aarch64-apple-ios/config.h"
tar tzf "/tmp/otp-ios-device-$HASH.tar.gz" | grep "lib/elixir/ebin/elixir.app"


Step 4 — Publish the GitHub release
Tag format: otp-<hash> (e.g. otp-7721ab74).
HASH=<hash>

# Create the release (or use an existing one)
gh release create "otp-$HASH" \
    --repo GenericJam/mob \
    --title "OTP pre-built runtime $HASH" \
    --notes "Pre-built OTP for Android (aarch64 + arm32), iOS simulator (aarch64-apple-iossimulator), and iOS device (aarch64-apple-ios). OTP source commit: $HASH."

# Upload tarballs (all four)
gh release upload "otp-$HASH" \
    "/tmp/otp-android-$HASH.tar.gz" \
    "/tmp/otp-android-arm32-$HASH.tar.gz" \
    "/tmp/otp-ios-sim-$HASH.tar.gz" \
    "/tmp/otp-ios-device-$HASH.tar.gz" \
    --repo GenericJam/mob

# Verify
gh release view "otp-$HASH" --repo GenericJam/mob --json assets \
    -q '.assets[] | "\(.name) \(.size)"'

To replace a bad asset:
gh release delete-asset "otp-$HASH" otp-ios-sim-$HASH.tar.gz --repo GenericJam/mob --yes
gh release upload "otp-$HASH" /tmp/otp-ios-sim-$HASH.tar.gz --repo GenericJam/mob

Re-uploading without bumping the hash (schema-bump pattern)
When the tarball contents change but the underlying OTP commit hasn't (e.g.
adding EPMD source to the iOS device tarball), the canonical move is to
re-upload at the same hash. MobDev.OtpDownloader.valid_otp_dir?/2 is the
gate that decides whether a cached extracted dir is still acceptable — if you
add a new schema requirement there, existing users' caches fail validation
and the next mix mob.deploy --native re-downloads the asset automatically.
No hash bump, no user action needed.

Step 5 — Update OtpDownloader
Edit lib/mob_dev/otp_downloader.ex — update the hash and ERTS version:
@otp_hash    "7721ab74"    # ← new hash
If the ERTS version changed (e.g. from 16.3 to 16.4), update build_release.md
to match.
Step 6 — Update the bundled-versions manifest
Edit priv/security/bundled_versions.exs
— update :active_hash and add (or modify) the :bundles entry for the new
hash with the versions baked into the new tarballs:
%{
  active_hash: "<new-hash>",
  bundles: %{
    "<new-hash>" => %{
      erts: "16.3",            # erts-* directory in the tarball
      otp_release: "28",
      elixir: "1.19.5",
      openssl: "3.4.0",        # `strings libcrypto.a | grep '^OpenSSL'`
      exqlite_beam: "0.36.0",
      openssl_release_date: "2024-10-22"
    }
  }
}
This file is the source of truth that mix mob.security_scan checks against.
The bundled-runtime scan layer fingerprints the cached tarball and raises if
the binary disagrees with what's declared here — drift between what we say
shipped and what actually shipped is exactly what this manifest is designed
to catch. Update it in the same PR as the OTP hash bump; otherwise the
scan will report a :high "manifest mismatch" finding for every Mob app.

Troubleshooting
"No erts-* directory found in $OTP_ROOT" — tarball extracted incorrectly.
Check that --strip-components=1 produces erts-<vsn>/ at the top level:
tar tzf otp-ios-sim-<hash>.tar.gz | head -5
tar tzf otp-ios-sim-<hash>.tar.gz | sed 's|[^/]*/||' | head -5   # after strip

iOS build fails with missing header — confirm erl_nif.h is in the tarball:
tar tzf otp-ios-sim-<hash>.tar.gz | grep "\.h$"

Android BEAM crash {undef, app:start} — OTP runtime not on device. Check
that ensure_android/0 succeeded and push_otp_release_android ran.
Wrong tarball uploaded — the iOS tarball once accidentally contained a compiled
.app bundle instead of OTP. Always verify with:
tar tzf otp-ios-sim-<hash>.tar.gz | grep "erts-"



  

    Static NIFs

Mob ships NIFs statically linked into the main app binary. This is
non-negotiable on mobile:
	iOS App Store rejects bundled .dylib files outright. A
dlopen'd NIF can't pass review.
	Android RTLD_LOCAL hides the parent process's enif_*
symbols from a child library loaded by System.loadLibrary or
dlopen. A NIF that looks for enif_make_atom at load time
doesn't find it.

Both platforms point at the same answer: link the NIF's init function
into the main binary alongside libbeam.a, and register it in a
static NIF table so load_nif/2 resolves to the embedded code
instead of opening a shared library.
mix mob.add_nif <name> is the single entry point. The four backends
(c, rustler, zigler, elixir-only) all produce the same shape
of artifact for the linker — a lib<name>.a (or <name>.o, for C)
exporting <name>_nif_init. What differs is the language you write
the NIF body in and the toolchain that produces the archive.
This guide is the contract per backend: how each upstream library
normally works, and what Mob changes (or leaves alone) to make
on-device static linking work. The aim is that a user — or an agent
acting on their behalf — never has to read the build code to answer
"what does Mob do with my Rust crate?"
For app-level integration of Python specifically (wheel handling,
asset extraction, the host-dev fallback), see
python_embedding.md — this guide covers only
the NIF-layer story.

Anatomy of a static NIF in Mob
Every backend ends up at the same three artifacts in the same three
places. The differences below are about how each gets generated,
not what it is at link time.
	Artifact	Where it lives	Who writes it
	Elixir stub module	lib/<app>/nifs/<name>.ex	mob.add_nif scaffolds; you fill in function signatures
	Native source	c_src/<name>.c, native/<name>/src/lib.rs, or ~Z block in the stub	depends on backend
	Static archive	lib<name>.a (cross-compiled per arch)	mob_dev invokes the backend's toolchain

The link-time dispatch table — priv/generated/driver_tab_ios.zig
and priv/generated/driver_tab_android.zig — declares
<name>_nif_init as extern fn and adds it to
erts_static_nif_tab[], which the BEAM consults instead of dlopen
when the Elixir stub calls :erlang.load_nif/2. The table is
regenerated from mob.exs's :static_nifs list by
mix mob.regen_driver_tab (which mob.add_nif composes
automatically, so you rarely call it directly).
MobDev.StaticNifs is the schema reference for
the manifest entries.

C
How erl_nif normally works
A C NIF is a .c file that includes <erl_nif.h>, defines a few
functions matching the ErlNifFunc table, and ends with the
ERL_NIF_INIT macro. The Erlang VM compiles it as a shared library,
the Elixir module's :erlang.load_nif/2 dlopens that library, and
the BEAM looks up the init symbol — which is hardcoded as plain
nif_init in dynamic mode.
Upstream reference: the erl_nif man page
and the User's Guide tutorial.
How Mob handles it
Mob compiles the same .c source as a regular .o file and links it
straight into the app binary alongside libbeam.a. One compile-time
flag, -DSTATIC_ERLANG_NIF_LIBNAME=<name>, switches <erl_nif.h> from
"dlopen mode" into "static mode" and names the init symbol
<name>_nif_init:
	erl_nif.h defines STATIC_ERLANG_NIF itself when _LIBNAME is set,
so ERL_NIF_INIT takes the static-link path instead of emitting the
dynamic nif_init symbol, which collides across multiple NIFs. Don't
pass -DSTATIC_ERLANG_NIF as well; that's a macro-redefined warning.
	The static table declares <name>_nif_init by that exact name, so they
have to match. Without the override, the macro mangles to
Elixir.<...>_nif_init, which isn't a valid C identifier and fails to
compile.

The bare -DSTATIC_ERLANG_NIF is only for units compiled without a
_LIBNAME (Mob's own mob_nif.m, OTP's crypto NIF).
That's all. The C code itself is identical to a portable NIF — no
Mob-specific includes, no special prologue. You can prototype a NIF
against any vanilla BEAM via mix compile then drop it into Mob
unchanged.
Scaffold:
mix mob.add_nif audio_engine --type c

Drops c_src/audio_engine.c with the macro pre-wired, generates the
Elixir stub, appends %{module: :audio_engine, archs: [:all]} to
mob.exs's :static_nifs, and re-runs mob.regen_driver_tab.

Rust via Rustler
How Rustler normally works
A standard Rustler project has a Cargo crate (typically at
native/<crate>/) declared with crate-type = ["cdylib"]. Cargo
builds a .so containing #[rustler::nif]-annotated functions
registered via the rustler::init!(...) macro. The Elixir side calls
use Rustler, otp_app: :app, crate: "name", which:
	Invokes Cargo at compile time
	Copies the produced .so to priv/native/<crate>.so
	Wires :erlang.load_nif/2 to that path so the BEAM dlopens it

Upstream reference: the Rustler crate and
the Rustler GitHub README.
How Mob handles it
Three differences from the standard flow. None of them touch the Rust
source code.
1. Dual crate-type. Mob's scaffolded Cargo.toml has:
crate-type = ["staticlib", "cdylib"]
The cdylib keeps host-dev's mix compile working — same
dlopen-the-.so path Rustler users know. The staticlib is what
mob_dev's cross-compile actually consumes: cargo rustc --crate-type staticlib --target <arch> produces a lib<name>.a that's linked
into the main app binary on-device.
2. Symbol convention requires rustler 0.37+. Rustler 0.37 changed
the static-NIF init symbol to derive from CARGO_CRATE_NAME as
<crate>_nif_init. Earlier versions hardcoded plain nif_init,
which would collide if you had multiple Rust NIFs in one app (linker
errors on duplicate symbols). Mob's driver_tab declares each NIF
by <crate>_nif_init, so the pin to 0.37 is load-bearing — don't
silently downgrade it.
3. Android dlsym workaround (transient). Rustler 0.37's
nif_filler uses dlopen(NULL) to locate enif_* symbols at NIF
init. On Bionic that handle resolves to a namespace which doesn't
include the app's own .so siblings, even when they're marked
RTLD_GLOBAL. Every NIF init panics with undefined symbol: enif_priv_data.
The scaffolded Cargo.toml carries a [patch.crates-io] block
pointing at GenericJam/rustler:genericjam-android-rtld-default,
which patches the Android branch to do dladdr + dlopen(self, RTLD_NOLOAD) for an explicit self-handle. iOS/macOS/Linux paths in
the fork are unchanged. Tracker: mob#7.
Drop the patch block (and bump the version pin) once upstream
rustler merges the fix.
What stays standard
Everything in the Rust source. You can:
	Put as many .rs files in native/<name>/src/ as you want, organized
via standard mod foo; / mod bar; declarations.
	Add any Cargo dependency to [dependencies] — serde, tokio,
bytes, anything. Cargo handles resolution and linking.
	Write unit tests with cargo test and run them on the host like
any other crate.
	Use Rustler's full surface — Term, Atom, Encoder/Decoder,
ResourceArc, NifTuple, etc. — without modification.

Preferred shape: one Rust crate, many NIFs
If you have several pieces of Rust functionality, the recommended
shape is one Rustler crate per app, with multiple #[rustler::nif]
functions inside it, registered by a single rustler::init!(...)
call. This is what Rustler is designed around — dynamic loading of one
shared library is the well-supported path, and our static-link pipeline
inherits the same single-<crate>_nif_init symbol model.
// native/my_app/src/lib.rs
#[rustler::nif] fn audio_decode(bytes: Binary) -> NifResult<...> { ... }
#[rustler::nif] fn audio_encode(samples: Vec<f32>) -> NifResult<...> { ... }
#[rustler::nif] fn image_resize(buf: Binary, w: u32, h: u32) -> NifResult<...> { ... }

rustler::init!("Elixir.MyApp.Native", [audio_decode, audio_encode, image_resize]);
# Elixir-side wrappers can still live in topical modules:
defmodule MyApp.Audio do
  defdelegate decode(bytes), to: MyApp.Native, as: :audio_decode
  defdelegate encode(samples), to: MyApp.Native, as: :audio_encode
end
Why this is preferred (paraphrasing the upstream Rustler maintainer
filmor):
Rustler's design assumes one shared library loaded via load_nif.
Static linking is something we layer on top with a recompiled BEAM
(see libbeam.a) and Rustler 0.37's per-crate symbol mangling — the
narrower you stay to "one crate, one init", the more upstream
fixes and updates apply to you cleanly.
Internal organisation inside the single crate is unrestricted —
mod audio;, mod image;, separate sub-modules with their own
sub-deps in [dependencies], anything Cargo allows.
Multiple Rust crates per app (escape hatch)
If you genuinely need multiple separate Rustler crates in one app
(e.g., crates whose Cargo dependency trees would conflict, or where
you want each Elixir-side module to own its own :erlang.load_nif/2),
Mob supports it: each mob.exs :static_nifs entry whose name matches
a native/<name>/Cargo.toml is cross-compiled to its own lib<name>.a
and linked. nif_combo ships three NIFs (greet_c + greet_rust +
greet_zig) in one app as a working example.
Caveats compared to the single-crate preferred shape:
	Each crate brings its own copy of any shared dependency unless you
set up a Cargo workspace (which the scaffold doesn't generate but
Cargo discovers transparently if you add native/Cargo.toml).
	Symbol collisions are avoided only because Rustler 0.37+ mangles
nif_init to <crate>_nif_init per CARGO_CRATE_NAME — silently
downgrading rustler will break the build at link time.
	Bug reports against rustler upstream are more likely to bounce
("we don't support that configuration") since this is outside the
well-trodden dynamic-load path. The escape valves we ship (the
GenericJam rustler fork for Android, the <crate>_nif_init
driver_tab generator) are ours to maintain.

Scaffold a new crate:
mix mob.add_nif audio_engine --type rustler

If you're scaffolding a second Rustler-backed NIF, prefer adding the
new functions to your existing crate over running mob.add_nif
again.
Bringing in an existing Rust crate
mob.add_nif is for scaffolding a new NIF from scratch. If you already
have a Rust crate written elsewhere — your own work, a multi-crate
project authored against vanilla Rustler, anything that produces NIFs
the standard way — Mob doesn't auto-import it, but the manual hookup
is short. The four steps below are the whole list.
1. Drop the crate(s) into native/<name>/. Each crate gets its own
directory with its own Cargo.toml and src/ tree. Mob doesn't care
about Rust-internal structure — files, submodules, build.rs, bench
targets, external deps, subdirectory module trees — that's all cargo's
business. Mob compiles each crate via:
cargo rustc --release --target <arch> --crate-type staticlib \
            --manifest-path native/<name>/Cargo.toml
Whatever cargo can build, Mob can ship.
2. Per Cargo.toml: add staticlib to crate-type. A standard
Rustler crate has:
[lib]
crate-type = ["cdylib"]
Mob needs:
[lib]
crate-type = ["staticlib", "cdylib"]
The cdylib keeps host-dev (mix compile on Mac/Linux) working
through Rustler's normal dlopen path. The staticlib is what Mob's
cross-compile consumes for the on-device link. One-line edit per
crate.
3. Per Cargo.toml: add the Android dlsym patch. Until upstream
rustler ships the dladdr+dlopen(NOLOAD) fix (see "When the upstream
lands its own fix" below), each crate's Cargo.toml needs:
[patch.crates-io]
rustler = { git = "https://github.com/GenericJam/rustler.git",
            branch = "genericjam-android-rtld-default" }
Without it, NIF init panics on Android with undefined symbol: enif_priv_data. iOS/macOS/Linux are unaffected.
4. Register each crate in mob.exs. Open mob.exs and add one
entry per crate to :static_nifs:
config :mob_dev,
  static_nifs: [
    %{module: :dsp_utils, archs: [:all]},
    %{module: :phy_modem, archs: [:all]},
    %{module: :melpe,     archs: [:all]}
  ]
The module: atom matches the directory name under native/ and
the [lib] name = "..." in that Cargo.toml. Then run:
mix mob.regen_driver_tab

which rewrites priv/generated/driver_tab_{ios,android}.zig to
declare and dispatch each new init function. mob.add_nif calls this
for you; when bringing in crates by hand, run it explicitly.
The Elixir-side stubs (lib/<app>/nifs/<name>.ex) are also up to you
to write. The pattern is:
defmodule MyApp.Nifs.PhyModem do
  use Rustler, otp_app: :my_app, crate: "phy_modem"

  def modulate(_input), do: :erlang.nif_error(:nif_not_loaded)
  # … one stub per #[rustler::nif] fn in the crate …
end
That's the full list. No further wiring is needed. mix mob.deploy --native cross-compiles every registered crate, links each
lib<name>.a into the app binary, and :erlang.load_nif/2 resolves
to the static dispatch table at startup.
Where to run mob commands from. Mob resolves native/<name>/
relative to the current working directory. For a standalone project
that's the project root. For an umbrella project, run mob commands
from the child app directory (the one whose apps/<app>/ contains
mob.exs + ios/ + android/ + native/), not from the umbrella
root. There is no umbrella-aware app selection (yet); running from
the wrong directory silently finds no native/ entries and emits no
NIFs.
One-time toolchain prerequisites — same as any cross-compiled
Rust project, not Mob-specific:
rustup target add aarch64-apple-ios aarch64-apple-ios-sim aarch64-linux-android armv7-linux-androideabi

mix mob.doctor verifies these are installed and flags missing ones.
Caveat for external Cargo deps. Pure-Rust dependencies
(rustfft, serde, tokio, etc.) cross-compile cleanly to all four
Mob targets and need no special handling. Crates that pull in C via
build.rs or bindgen may need the corresponding C library
available for the target — that's upstream's concern, same as in any
non-Mob cross-compile. If cargo rustc --target aarch64-linux-android
fails for a transitive C dep, that's not a Mob issue; check the dep's
own cross-compile instructions.

Zig via Zigler
How Zigler normally works
Zigler lets you embed Zig directly
in an Elixir module via the ~Z sigil, compiles it through Zig's
build system at mix compile time, and exposes each pub fn as a
NIF function on the module. Standard usage produces a dynamically
loaded .so — same dlopen-at-load model as Rustler's default.
Upstream reference: the Zigler hex docs
and the Zigler GitHub README.
How Mob handles it
Mob uses a fork of Zigler pinned via the scaffolded mix.exs:
{:zigler, github: "GenericJam/zigler", branch: "zig-016-port"}
Two reasons the fork exists, both invisible to Zig source code:
1. macOS 26 (Sequoia/Tahoe) compatibility. Upstream Zigler pins
Zig 0.15.x, whose bundled compiler_rt references
__availability_version_check and friends that aren't present in
the macOS 26 SDK. Compiles fail with a cascade of POSIX
symbol-undefined errors on developer machines that have upgraded
past the SDK boundary. The fork ports priv/beam/ to Zig 0.16.0,
which works against the macOS 26 SDK.
2. Static-NIF init symbol collision. Zigler 0.16's emitted NIF
init function was a bare nif_init (same name Rustler ≤0.36 used).
When you statically link a Zig NIF alongside any other NIF in
mob's driver_tab, the linker merges them into one symbol and
silently corrupts per-module dispatch. The fork honors a
-Dnif_init_alias=<name>_nif_init flag so each Zig NIF gets a
unique exported init symbol, matching what driver_tab declares.
Once upstream Zigler ships Zig 0.16 support natively and accepts a
per-NIF init alias, the fork dissolves. Track upstream issue #578 and
PR #579.
The mob.add_nif --type zigler scaffold also runs mix zig.get
afterward so Zigler's executable_path lookup finds the cached Zig
0.16.0 before falling through to PATH (which on most mob
developer machines points at Zig 0.17-dev — wrong stdlib for the
port).
What stays standard
The Zig source itself. Any pub fn becomes a NIF; Zigler's
type-mapping table works as documented upstream; resource types,
beam.send, etc. all behave identically to non-Mob Zigler projects.
Scaffold:
mix mob.add_nif audio_engine --type zigler


Python via Pythonx
Python is a different beast from C/Rust/Zig — it's not a single NIF
crate you compile, it's a whole interpreter that ships inside the
app. The static-link mechanics still apply (the Pythonx NIF is
statically linked, just like any other Rust NIF), but the Python
runtime + standard library + C extensions need to come from
somewhere, and there's no upstream that ships one binary
distribution covering iOS and Android.
How Pythonx normally works
Pythonx embeds CPython into the
BEAM via a NIF (written in Rust, using
PyO3). On a developer machine, it
fetches CPython through uv on
first run, installs it under a project-local cache, and dlopens
libpython from there. Pythonx.eval/2 runs Python code in that
in-process interpreter.
Upstream reference: Pythonx hex docs
and the Pythonx GitHub README.
How Mob handles it
The Pythonx NIF itself is treated like any other Rust NIF —
cross-compiled to libpythonx.a, linked into the main binary,
registered in driver_tab. Same static-link story as Rustler above.
The Python runtime is the part that differs. There's no
uv install on iOS or Android (no shell, no PATH, sandboxed
filesystem), and Pythonx's normal fetch flow can't run on-device. Mob
ships a pre-built CPython distribution for each platform, bundled
into the app artifact and extracted on first launch.
Both platforms target Python 3.13 so user code is portable. The
sources differ because no single upstream ships both:
iOS — BeeWare's Python-Apple-support.
	Version pinned to 3.13-b13 (BeeWare's release tag — Python
3.13 plus their b13 build revision).
	Distribution shape: an Python.xcframework containing the
arch slices for iOS device + iOS simulator, plus the stdlib
and standard C extensions (_ssl, _ctypes, _hashlib, etc.).
	Tarball URL pattern: https://github.com/beeware/Python-Apple-support/releases/download/3.13-b13/Python-3.13-iOS-support.b13.tar.gz
	Implementation: MobDev.PythonAppleSupport
in mob_dev. Cached at ~/.mob/cache/python-apple-support-<version>/.

Android — Chaquopy's target distribution.
	Version pinned to 3.13.9-0 (Chaquopy's <python>.<patch>-<chaquopy-rev>
versioning — Python 3.13.9 plus Chaquopy revision 0).
	Distribution shape: per-ABI zips (arm64-v8a + x86_64) containing
libpython3.13.so plus libcrypto_python.so, libssl_python.so,
libsqlite3_python.so, the lib-dynload C extensions, and a
separate stdlib zip.
	Maven Central URL pattern: https://repo1.maven.org/maven2/com/chaquo/python/target/...
	License: Apache 2.0 (as of 2025).
	Implementation: MobDev.PythonAndroidSupport
in mob_dev. Cached at ~/.mob/cache/python-android-support-<version>/.

Why two sources? BeeWare's Python-Android-support (the natural
sibling of Python-Apple-support) hasn't shipped a release since
Python 3.10. Chaquopy is currently the only actively-maintained
source of pre-built CPython binaries for Android 3.11+. We use it
for the binaries only — Chaquopy's Java↔Python bridge is bypassed
entirely; Pythonx talks to libpython3.13.so through the same FFI
contract on both platforms.
What this means in practice:
	Your Python code runs against CPython 3.13 on both platforms. The
stdlib is BeeWare's pure-Python copy on iOS and Chaquopy's pure-
Python copy on Android — both come straight from python.org's
3.13 source tree, so they're functionally identical for stdlib
surface.
	Standard C extensions (_ssl, socket, _hashlib, …) are
present on both. Build flags differ slightly between BeeWare and
Chaquopy, so a determined user could find a corner case where
e.g. SSL cipher suites differ — but for nearly all code, the
platforms are interchangeable.
	Patch versions can drift mildly. Today iOS is on Python 3.13.x
(BeeWare b13's underlying CPython tag) and Android is on Python
3.13.9 (Chaquopy's pin). Both move together in lockstep with our
manual end-to-end validation when either upstream cuts a new
release.
	Third-party wheels are out of scope. See
python_embedding.md for the "build your
own wheel" guidance per platform.

What stays standard
Pythonx itself is unchanged. Pythonx.eval/2, Pythonx.encode/1,
Pythonx.decode/1, the Pythonx.Object resource — all behave
identically to a host-dev project. Your Python code never sees
that the interpreter came from a different upstream.
Scaffold:
mix mob.enable pythonx     # not `mob.add_nif` — Pythonx is an enable, not a generic NIF

For the app-integration story (when Pythonx initializes, where
extracted files live, how to ship third-party wheels, host-dev
fallback), see python_embedding.md.

Multiple NIFs per app, generally
mob.exs's :static_nifs is a list. Each entry follows the schema:
%{module: :nif_name, archs: [:all]}        # link on all targets
%{module: :nif_name, archs: [:ios]}        # link only on iOS targets
%{module: :nif_name, archs: [:android_arm64], guard: "MOB_STATIC_NIF_NAME_NIF"}
                                           # narrow to one Android ABI
An entry whose :archs narrows a platform ([:ios_device], [:ios_sim],
[:android_arm64], [:android_arm32]) also needs a :guard: a C macro name,
conventionally MOB_STATIC_<NAME>_NIF, other than the built-in NIFs' own
(MOB_STATIC_SQLITE_NIF, MOB_STATIC_EMLX_NIF, MOB_STATIC_NX_EIGEN_NIF,
MOB_STATIC_TFLITE_NIF, which are feature switches). The generated driver table then
registers the NIF only on the targets :archs names, by the compiler's own
target, so a simulator or other-ABI build doesn't reference a NIF it never
compiled. Your build files need nothing for this. (Before mob_dev 0.7.12, a
guarded entry failed mix mob.deploy --native with
invalid option: -D<name>_static.)
See MobDev.StaticNifs for the full schema,
arch atoms, and the per-arch _nif_init symbol-name mapping. The
order in the list determines link order, which matters if NIFs have
inter-symbol dependencies (rare) but is otherwise cosmetic.
mob.add_nif always appends with archs: [:all] and assumes you'll
narrow that manually if needed. Hand-editing mob.exs is the supported way
to adjust :archs and :guard after the fact; the next
mix mob.deploy --native regenerates the driver table.

Nx backends on mobile
Nx applications often ask "which backend should I use on phone?" Three
real options, picked by what your app actually needs:
	Backend	iOS device	iOS sim	Android arm64	Android arm32	Enable with
	Nx.BinaryBackend (pure Elixir)	✓	✓	✓	✓	nothing — default
	NxEigen (Eigen C++, CPU)	✓	✓	✓	✓	mix mob.enable nxeigen
	EMLX (Apple MLX, CPU + Metal GPU)	✓	✓	—	—	mix mob.enable mlx
	EXLA (Google XLA, JIT)	✗	✗	✗	✗	not viable on mobile — see below

Nx.BinaryBackend
Pure Elixir. Works everywhere with no setup. Slow for real numerics
work, but if your app is mostly stdlib ops or small tensors, it's the
zero-friction option.
NxEigen — the CPU choice that works on both platforms
NxEigen is a CPU Nx backend
over the Eigen C++ template library.
Eigen is header-only, vectorised via SSE/NEON, and portable — clang
with any Darwin or Android NDK target will compile it. For Android
this is the only real numerics path (EMLX is Apple-only); for iOS
without a Metal GPU available it's a fine CPU peer to EMLX.
Run mix mob.enable nxeigen in your app and follow the printed next
steps. Mob handles the cross-compile by treating NxEigen's NIF as a
C++ static-NIF entry — the build pipeline cross-compiles a
libnx_eigen.a per target arch (arm64-ios, arm64-android,
armv7a-android, etc.) and statically links it into the BEAM the same
way it does the framework's own NIFs. No per-target prebuilt downloads;
the source is two .cpp files + Eigen headers, compiled once per
arch.
FFT support uses Eigen's bundled kissfft (header-only); a FFTW
variant can be substituted later if you need higher throughput.
EMLX — Metal GPU on iOS, CPU on iOS sim
EMLX is the Elixir wrapper around
Apple's MLX framework. iOS only — Android isn't possible (MLX is
hard-tied to Metal + the Apple BLAS). Run mix mob.enable mlx and
follow the printed next steps. The first cross-build downloads
~5 MB compressed (~30 MB on disk per arch) of pre-built libmlx.a +
libemlx.a into ~/.mob/cache/.
By default EMLX uses Apple Accelerate (CPU) — fast, no GPU requirement.
For Metal GPU on iOS device, opt in per backend reference:
Nx.global_default_backend({EMLX.Backend, device: :gpu})
Mob's deploy pipeline ships the precompiled mlx.metallib (Metal
kernel library) inside the .app bundle so the GPU path works on device
without runtime kernel compilation. iOS simulator doesn't have Metal;
the :gpu backend silently falls back to CPU there.
Why not EXLA
EXLA sounds attractive — XLA's JIT compiler is genuinely fast — but
isn't realistic on mobile today. Empirically: EXLA's BEAM modules
ship and the Elixir layer loads, but EXLA.NIF is unloadable because:
	mix compile on the Mac builds libexla.dylib for macOS arm64
only — nothing for iOS or Android targets.
	Mob's cross-compile pipeline doesn't touch EXLA's NIF (it only
drives entries declared in mob.exs :static_nifs or recognised
Rustler/Zigler crates; EXLA isn't structured as either).
	Even if we did cross-compile EXLA's NIF, the runtime would then
dlopen libxla.so from the xla Hex package — which only ships
prebuilts for desktop/server (x86_64-linux, arm64-darwin,
etc.). No arm64-android or arm64-ios prebuilt exists.

Getting EXLA to work on either mobile platform is two missing
cross-compiles deep — building XLA itself for arm64-ios/android via
Bazel (no published recipe, multi-day project, hundreds of MB output),
then cross-compiling EXLA against that, then wiring both into the
deploy pipeline. Not on the roadmap.
For ML model inference on mobile via Elixir, the natural future
addition is TFLite (TensorFlow Lite), which is Google's blessed
mobile path with native iOS + Android support. Would require writing
TFLite-bindings as a NIF; not in mob today.

Inspecting what got linked
After mix mob.deploy --native finishes:
# iOS sim binary, list every static NIF init exported
nm -gU ios/MobApp.app/MobApp | grep _nif_init

# Android arm64 .so, same
llvm-readelf --dyn-syms android/app/build/intermediates/stripped_native_libs/debug/out/lib/arm64-v8a/lib<app>.so | grep _nif_init

Each :static_nifs entry should appear exactly once. A missing
symbol means the link step didn't see the archive (check
-Dproject_rust_libs in the zig invocation); a duplicate means
two scaffolds collided (rename one).

When the upstream lands its own fix
The three transient items above will each have a clean exit:
	Backend	Workaround	Drop when
	Rustler	[patch.crates-io] block in scaffold's Cargo.toml	upstream rustler ships the dladdr+dlopen(NOLOAD) fix for Android (tracker: mob#7)
	Zigler	github: "GenericJam/zigler", branch: "zig-016-port" pin	upstream Zigler ships Zig 0.16 support AND honors a per-NIF nif_init_alias flag (tracker: upstream #578 / #579)
	Python (Android)	Chaquopy as the source	BeeWare's Python-Android-support returns to active maintenance with a 3.11+ release

Until then these stay where they are — the scaffold writes them out
loudly, with comments pointing at this guide.


  

    Security scanning

Mob ships three commands for tracking known vulnerabilities across
every surface a Mob app actually compiles into the binary:
	Command	When to use it
	mix mob.security_scan	One-off scan. Pretty terminal output for the human at the keyboard.
	mix mob.security_scan.log	Scheduled run (cron / GitHub Actions). Writes a current snapshot, prepends a delta entry to a changelog, and persists state across runs.
	mix mob.release --security-gate	Release-time gate. Runs the scan, aborts the build on any critical/high/medium finding.

All three sit on top of the same scan engine — pick the wrapper
that matches your trigger.

What gets scanned
Seven layers, each running independently and aggregated into one
report. A missing external scanner is a soft warning (the layer
reports tool missing), not a failure.
	Layer	Tool(s)	Surface area
	hex_deps	mix_audit + osv-scanner	Hex deps in mix.lock. Two sources because they miss different things — the Erlef CNA feed (osv-scanner) tends to surface CVE-numbered advisories Mirego's curated database (mix_audit) hasn't ingested yet.
	gradle_deps	osv-scanner	Android Gradle deps. Best results when you've turned on Gradle dependency locking — see "Enabling Gradle dependency locking" below.
	swift_deps	osv-scanner	iOS Swift Package Manager (Package.resolved) and CocoaPods (Podfile.lock).
	bundled_runtime	manifest + binary fingerprint	OpenSSL, ERTS, Elixir, exqlite, SQLite baked into Mob's pre-built OTP tarball. Generic dep scanners can't see these because they're in static archives, not lockfiles.
	c_source	semgrep + flawfinder	Mob's NIF C/Objective-C plus the exqlite NIF wrapper. Excludes the SQLite amalgamation (huge, battle-tested, would generate thousands of low-value findings).
	kotlin_source	detekt	Kotlin/Java under android/app/src/main/. Set MOB_DETEKT_CONFIG=path to use a security-focused rule config.
	swift_source	swiftlint	Swift under ios/. Mob's iOS bridge is mostly Objective-C, which is covered by c_source instead.

The bundled_runtime layer is the one that makes Mob's scan
unusual. It opens libcrypto.a from the cached OTP tarball, scans
the .rodata section for the OpenSSL version banner, and emits a
:high finding if the binary disagrees with what
priv/security/bundled_versions.exs
claims shipped. That manifest is the source of truth for what's
inside the static archives Mob distributes; the fingerprinter is
the receipt that proves the manifest is honest.

One-time setup
brew install osv-scanner semgrep flawfinder detekt swiftlint

mix_audit is a Hex dependency of mob_dev, no extra install.
The OpenSSL/SQLite/OTP fingerprinting is pure Elixir — no external
strings(1) or similar required.
Each layer soft-degrades when its scanner is missing, so install
incrementally as you want fuller coverage. osv-scanner is the
highest-value install (it drives three layers).

mix mob.security_scan
The interactive entry point. Run it whenever you want to know "what
does this project look like right now?".
mix mob.security_scan                         # full scan, terminal output
mix mob.security_scan --json                  # machine-readable to stdout
mix mob.security_scan --skip kotlin_source,c_source
mix mob.security_scan --strict                # exit 1 on any critical/high/medium
mix mob.security_scan --write-report SECURITY_SCAN.md

Output is severity-coloured, sorted critical → unknown, with
fixed_in versions when known and clickable advisory URLs.

mix mob.security_scan.log
The scheduled-run wrapper. Designed for cron, GitHub Actions, or
any other recurring trigger. Each run writes three files at the
project root:
	File	Role
	SECURITY_SCAN.md	Current-state snapshot, overwritten each run.
	SECURITY_HISTORY.md	Append-only changelog, newest entry on top. Each entry has New since last scan, Resolved since last scan, and Still present from last scan sections. Persisting findings carry a _(first seen N days ago)_ patch-lag suffix.
	.security_scan/state.json	JSON sidecar that records the last-known finding set + per-finding first_seen_at timestamps.

Commit all three. The state file is what makes the changelog
meaningful across machines and CI runs — without it, every run
reports every finding as "new" and the timeline loses signal.
A typical history entry
## 2026-05-07T13:59:24Z

**Project:** `/Users/me/myapp`
**Total findings:** 2 (0 critical, 2 high, 0 medium, 0 low, 0 unknown)

### New since last scan (1)
- **HIGH** `mob/otp-tarball@ios_sim` `[MOB-DRIFT-ios_sim-elixir]` —
  Bundled-versions drift: Elixir manifest=1.19.5 binary=1.20.0-rc.4

### Resolved since last scan (1) ✓
- **HIGH** `phoenix@1.8.5` `[EEF-CVE-2026-32689]` —
  Long-poll NDJSON body splitting causes unbounded memory allocation

### Still present from last scan (1)
- **CRITICAL** `openssl@3.4.0` ... _(first seen 22 days ago)_
Cron entry
# daily at 06:00 local
0 6 * * *  cd /path/to/project && mix mob.security_scan.log >> /tmp/security_scan.log 2>&1

GitHub Actions workflow
Opens a PR each week with the three files updated:
name: security-scan
on:
  schedule: [{cron: "0 6 * * 1"}]
  workflow_dispatch:
jobs:
  scan:
    runs-on: macos-latest
    steps:
      - uses: actions/checkout@v4
      - uses: erlef/setup-beam@v1
        with: {elixir-version: "1.19", otp-version: "28"}
      - run: brew install osv-scanner semgrep flawfinder detekt swiftlint
      - run: mix deps.get
      - run: mix mob.security_scan.log
      - uses: peter-evans/create-pull-request@v6
        with:
          title: "security: weekly scan update"
          branch: security-scan-update
          add-paths: |
            SECURITY_SCAN.md
            SECURITY_HISTORY.md
            .security_scan/state.json
Each scan becomes a small, reviewable PR that explicitly tells you
"this week we fixed N, found M new, still owe these K."

mix mob.release --security-gate
The release gate. Wraps mix mob.security_scan --strict around
your release build so a vulnerable artifact never reaches signing.
mix mob.release --android --security-gate
mix mob.release --ios --security-gate

If the scan surfaces any critical/high/medium finding, the release
aborts with exit code 1 — nothing is built, nothing is signed.
Low/unknown findings are non-blocking (you can review them in
SECURITY_SCAN.md).
The same flag works alongside the existing release flags:
mix mob.release --ios --slim --security-gate

The success printouts of mix mob.release mention --security-gate
as a tip whenever the gate wasn't used, so the option stays visible.

Updating after rebuilding the OTP tarballs
When Mob's pre-built OTP runtime is rebuilt
(build_release.md),
priv/security/bundled_versions.exs
must be updated to declare the new versions baked into each
tarball. The bundled_runtime layer fingerprints the cached
binaries on disk and emits a :high "manifest drift" finding if
the manifest disagrees with what's actually shipping — that's the
exact failure mode the manifest exists to catch. Update it in the
same PR as the OTP hash bump.

Enabling Gradle dependency locking
By default, Gradle doesn't lock transitive dependencies, which
means osv-scanner only sees the deps you've declared in
build.gradle. To get full transitive coverage, opt into Gradle's
dependency locking:
// android/build.gradle
allprojects {
  configurations.all {
    resolutionStrategy.activateDependencyLocking()
  }
}

// android/app/build.gradle
dependencyLocking {
  lockAllConfigurations()
}
Then run:
cd android && ./gradlew :app:dependencies --write-locks

gradle.lockfile will appear under android/app/. Commit it.
Subsequent scans will pick up every transitive dep and surface
its CVEs.

Tradeoffs and limitations
	No live OpenSSL/SQLite CVE feed. OpenSSL retired its JSON
feed and OSV.dev doesn't index native libraries as packages.
The bundled_runtime layer instead reports the exact OpenSSL
and SQLite versions it found and points you at the upstream
advisory pages (openssl-library.org/news/vulnerabilities/,
sqlite.org/cves.html) so you can verify manually. The
manifest-drift detection is real and runs every scan — that
catches the most common failure mode (your manifest is lying
about what shipped).

	xcodebuild analyze is not in the Swift layer. The Clang
Static Analyzer is the gold standard for Objective-C and Swift
but requires a buildable Xcode project (signing, provisioning,
the works). swiftlint is the pragmatic substitute that doesn't
need a build. If you want clang-analyze in CI, run it as a
separate step.

	SQLite amalgamation is excluded from C-source scanning. It's
~9MB of well-tested code; running general C rules over it would
produce thousands of low-value findings. Use the
bundled_runtime layer to track its version against the SQLite
advisory page instead.




  

    Slim Release — Cutting the iOS bundle from 45 MB to 19.8 MB

This guide is the working record of how the Mob iOS bundle went from
45 MB (the size that kept TestFlight rejecting builds for being
"unnecessarily large") down to 19.8 MB — a 56% reduction, all
without dropping a single feature.
It also documents the toolchain we built along the way, why the
defaults are asymmetric between dev and release, and how to bisect a
broken build using the per-step [SLIM:<tag>] traceability markers.
The decision to eventually extract this work as a standalone Hex
package (lean_release) is tracked in
lean_release_extraction.md. For
now, everything ships inside mob_dev.


TL;DR
mix mob.deploy             # dev iteration — slim OFF (fast, ~2-3s saved per build)
mix mob.deploy --slim      # dev iteration — slim ON (verify before TestFlight)
mix mob.release            # App Store / TestFlight — slim ON
mix mob.release --no-slim  # App Store / TestFlight — slim OFF (debugging only)

Search for [SLIM:<step>] in the build log to see how many KB each
strip pass shaved off. If a step breaks the build, this is your bisect
log.

The 45 → 19.8 → ?? MB journey
	Build	IPA size	What changed
	Before	45 MB	Vanilla mix mob.release — full OTP runtime, no strips
	Step 1	37 MB	Apple-policy strips made traceable + made always-on
	Step 2	27 MB	Added prefix_libs, foreign_apps, dedup_versions, src_and_headers
	Step 3	19.8 MB	beam_chunks strip (Dbgi/Docs chunks, :beam_lib.strip_release/1)
	Step 4	TBD	Pass 1: C-side -Os -ffunction-sections -fdata-sections + --gc-sections

Pass 1: C-side dead-section elimination (2026-05-06)
Inspired by the GRiSP nano writeup (2025-06-11)
where the same flags were the single biggest C-side shrink for fitting
the BEAM into 16 MB of OctoSPI DRAM. The mechanic:
	-Os (size-optimised) over the default -O2 / -O3.
	-ffunction-sections -fdata-sections puts every function and global
data object in its own ELF/Mach-O section.
	-Wl,--gc-sections (GNU ld, used on Android) and -Wl,-dead_strip
(ld64, used on iOS) drop sections nothing references at link time.

Together they let the linker delete unused functions from libbeam.a,
libcrypto.a, our crypto.a static NIF wrapper, and our own
libpigeon.so / iOS app binary. This is the C-side analog of what
beam_lib:strip_release/1 does for .beam files.
Applied to:
	All four OTP cross-compiles (xcomp/erl-xcomp-*-android.conf,
xcomp/erl-xcomp-arm64-ios{,simulator}.conf).
	All four OpenSSL cross-compile scripts in scripts/release/openssl/.
	The custom build_crypto_static_*.sh scripts that recompile
crypto's NIF C sources with -DSTATIC_ERLANG_NIF -fPIC.
	The Android CMakeLists.txt template in mob_new and
mob_dev/lib/mob_dev/native_build.ex's generated iOS-device link.
	The iOS build.sh.eex template (sim-build link).

Size delta recorded in ~/code/mob/crypto_plan.md once the rebuild +
republish cycle completes.
Sample [SLIM:...] log from a recent release build:
[SLIM:prefix_libs]    120824 KB → 74756 KB   (-46068 KB)
[SLIM:foreign_apps]    74756 KB → 74020 KB     (-736 KB)
[SLIM:dedup_versions]  74020 KB → 64012 KB  (-10008 KB)
[SLIM:src_and_headers] 64012 KB → 47840 KB  (-16172 KB)
[SLIM:beam_chunks]     47840 KB → 27552 KB  (-20288 KB)
Note that the first column above is the OTP runtime tree (~120 MB
unzipped on disk), not the IPA. The IPA is the codesigned .app
zipped with ditto after these strips, plus the main Mach-O.

What gets stripped (and why)
Every step is a separate bash invocation routed through the
slim_step <tag> <command> helper. Each prints a tagged size delta so
the build log makes the impact of each step obvious — and so a
regression in a single step can be bisected from the log alone.
apple_binaries (always on, never gated)
Apple's App Store validator (error 90171) rejects bundles with .so,
.a, or any standalone Mach-O other than the CFBundleExecutable.
We strip all of these from the bundled OTP runtime. This is the one
strip that runs even with --no-slim — it's not optional for
shipping to TestFlight or the App Store.
What goes:
	*.so and *.a everywhere under OTP_BUNDLE
	priv/bin/* (memsup, cpu_sup, et al.)
	erts-*/bin/* (erl_call, erlexec, et al.)

prefix_libs
Strips OTP applications by name prefix that no Mob app ever loads.
The biggest single saving — typically 40–50 MB.
The current strip set:
megaco runtime_tools erl_interface os_mon wx et eunit
observer debugger diameter edoc tools snmp dialyzer
syntax_tools parsetools xmerl reltool inets ftp tftp
common_test mnesia eldap odbc
compiler ssh                                     # 2026-05-06
The 2026-05-06 additions came from Mob.Diag.loaded_snapshot/0 against
a running pigeon iOS-sim build: 0 of 59 compiler-9.0.5 modules and
0 of 43 ssh-5.5.1 modules ever loaded. ~4.4 MB win, no observed
regressions on either platform. Risk floor: any mob app that calls
Code.eval_string/1, Code.compile_string/1, :erl_eval.eval_str/1,
or starts an :ssh client/server breaks. None of the apps in this
tree do; new apps with those needs need to drop the strip in
MobDev.Release / MobDev.NativeBuild.
Empirical-snapshot-driven additions are the way. Apps that
shouldn't have made the strip set show up in the next loaded_snapshot
diff. The dance: deploy → mob.snapshot_loaded → see what's loaded
that shouldn't be vs. shipped that's never used → iterate.
Adding to this list is a one-line change in lib/mob_dev/release.ex
(and the matching lib/mob_dev/native_build.ex for dev parity, plus
the test list in test/mob_dev/release_script_test.exs). Any prefix
on this list will balloon the bundle if removed — only do that if a
specific app actually depends on it at runtime.
foreign_apps
If you've ever run mix mob.release from a checkout that shares a
dep cache with another project, you may end up with toy_*,
test_*, mob_test, or scratch_* apps shipping in the bundle.
These are not OTP apps and definitely not your app — they leaked in
from another release tree. This strip drops them.
dedup_versions
asn1-5.4 and asn1-5.4.3. public_key-1.18 and public_key-1.20.2
and public_key-1.20.3. The OTP runtime cache accumulates older
versions of libraries when you upgrade. Only the newest version is
ever loaded; older versions are dead weight. This step keeps the
highest version of each library and removes the rest.
The duplicate detection logic is in
MobDev.OtpAudit.collapse_duplicates/1 — covered by unit tests in
test/mob_dev/otp_audit_test.exs.
src_and_headers
src/*.erl and include/*.hrl are compile-time only. They are not
loaded at runtime. They sit in the bundle out of habit because OTP's
release packager copies the whole library directory. We drop them.
This is a ~16 MB win on a typical Mob app.
beam_chunks
:beam_lib.strip_release/1 removes the Dbgi, Docs, Atom, and
Locals chunks from every .beam file in the bundle. Roughly 30%
saved per .beam — usually 15–25 MB total across the OTP runtime
tree.
Mix has a strip_beams: true release option that does the same thing,
but mix mob.release does not go through mix release (we build a
custom .ipa that bypasses Mix's release packaging entirely), so we
call :beam_lib.strip_release/1 directly on the bundle.
xcrun strip -x (main binary symbol strip)
Run after the OTP strips, before codesigning. Removes non-global
symbols from the main Mach-O. Smaller win (~1–2 MB) but mandatory for
clean App Store submission.

Asymmetric defaults (dev OFF, release ON)
The slim pass adds 5–10 seconds per build:
	:beam_lib.strip_release/1 spawns an erl process and walks every
.beam in the bundle.
	xcrun strip -x rewrites the main Mach-O.
	Cache cleanup (dedup_versions, foreign_apps) does I/O across the
full lib tree.

For dev iteration, that's 5–10 seconds you don't get back. For App
Store delivery, that's 5–10 seconds against a 20-minute TestFlight
round-trip plus the cost of confusing testers with a second build
number — easy trade.
So the defaults are flipped between paths:
	Task	Slim default	Override flag
	mix mob.deploy	OFF	--slim
	mix mob.deploy --native	OFF	--slim
	mix mob.release	ON	--no-slim

The opt-in for dev exists so you can verify a slim build runs on
device before you round-trip it through TestFlight. The opt-out for
release exists for the case where you're debugging a strip-induced
regression and need symbols + Dbgi chunks to do it.

Plumbing
The slim flag travels from the Mix task to the bash script through
three hops:
	mix mob.deploy / mix mob.release parse --slim / --no-slim,
defaulting to false / true respectively.
	The Mix task calls MobDev.NativeBuild.build_all(slim: bool) (dev)
or MobDev.Release.build_ipa(slim: bool) (release).
	Both stash the value in the process dictionary
(Process.put(:mob_slim, bool)), and the env-var builder reads it
into MOB_SLIM=0 or MOB_SLIM=1.
	The generated bash script gates the slim block on
if [ "${MOB_SLIM:-1}" = "1" ]; then (release default 1) or
if [ "${MOB_SLIM:-0}" = "1" ]; then (dev default 0).

The bash default differs between paths so that if MOB_SLIM is unset
entirely (e.g. someone runs the generated script by hand), the right
behavior happens for that path.

Per-step traceability — the [SLIM:<tag>] log
Every strip step is wrapped with the slim_step bash function:
slim_step() {
    local label=$1
    local before=$(du -sk "$OTP_BUNDLE" 2>/dev/null | awk '{print $1}')
    shift
    "$@"
    local after=$(du -sk "$OTP_BUNDLE" 2>/dev/null | awk '{print $1}')
    local delta=$((before - after))
    printf "[SLIM:%s] %s KB → %s KB  (-%s KB)\n" "$label" "$before" "$after" "$delta"
}

Sample output:
[SLIM:prefix_libs] 120824 KB → 74756 KB  (-46068 KB)
If a build breaks and the breakage is in the slim pass, the
[SLIM:<tag>] log tells you exactly which step did it. The build log
should be the first place you look:
grep '\[SLIM:' build.log

If the failing step's [SLIM:<tag>] line is missing entirely, the
breakage happened during that step — look at the lines just above
the next [SLIM:...] line for the actual error. If every step is
present but the build still fails, the breakage is downstream
(codesigning, ditto packaging, plist surgery).

Tool inventory
These all live under mix mob.* and are documented per-task with
mix help <task>. The slim build itself is always-on infrastructure;
the rest are diagnostic tools you reach for when investigating bundle
size or stripping aggressiveness.
mix mob.audit_otp
Static reachability analysis. Walks every .beam file under an OTP
root, extracts the imports chunk, computes the transitive closure
from your app's entry-point modules. Anything not reachable is a
strip candidate.
mix mob.audit_otp

The output reports unreachable libraries (candidates for the
prefix_libs set), duplicate library versions (caught by
dedup_versions), and foreign apps from cache pollution (caught by
foreign_apps).
This is how the original 10 MB of cruft was found.
Implementation: MobDev.OtpAudit (covered by unit tests in
test/mob_dev/otp_audit_test.exs).
mix mob.trace_otp
Empirical trace of what an app actually loads at runtime. Wraps
:erlang.trace_pattern/3 to capture every MFA called by a synthetic
harness that exercises the basic Elixir/OTP surface (collections,
strings, processes, OTP behaviours, errors). The result is a set of
59 modules / 447 MFAs that we treat as the floor — anything not in
this set is at least worth questioning.
This is the empirical complement to mix mob.audit_otp's static
analysis. The static call graph misses dynamic dispatch
(apply/3, GenServer callbacks, behaviour callbacks, hot-loaded
modules); the trace catches them.
mix mob.verify_strip
Eager-loads every .beam file in the deployed bundle on a connected
device (via Erlang distribution). If the strip pass dropped something
the app can no longer load, this surfaces it before a user does.
mix mob.connect      # in one terminal
mix mob.verify_strip # in another

Implementation: Mob.Diag.verify_loaded_modules/0 (lives in mob
itself, not mob_dev, so it ships in every app).
mix mob.snapshot_loaded
Snapshot of which modules are actually loaded right now on a
connected device, plus the list of .beam files in the bundle that
have NOT been loaded. Useful for spotting strip candidates that
slipped through audit_otp because the import graph was wrong, or
for confirming a rare code path actually loads what you expected.

Tests
Coverage as of 2026-05-02:
	File	Tests	Covers
	test/mob_dev/release_script_test.exs	29	Bash shape: Apple-policy strips, slim_step helper, [SLIM:tag] markers, codesign
	test/mob_dev/otp_audit_test.exs	10	Synthetic OTP tree: discovery, dedup, foreign-app detection, size accounting
	test/mob_dev/otp_asset_bundle_test.exs	7	Default strip set sanity, build/3 error paths
	test/mob_dev/otp_trace_test.exs	4	Trace harness phases, MFA collector normalization

Run the slim-related subset:
mix test test/mob_dev/release_script_test.exs \
         test/mob_dev/otp_audit_test.exs \
         test/mob_dev/otp_asset_bundle_test.exs \
         test/mob_dev/otp_trace_test.exs

Gaps still on the list (none blocking):
	Mob.Diag.verify_loaded_modules/0 lives in the mob repo and
needs a connected device; no synthetic-fixture test yet.
	Mob.Diag.loaded_snapshot/0 same.
	Live-device round-trip of mix mob.verify_strip against a slim
build, blocked at time of writing by an eaddrinuse flake on the
EPMD tunnel.


Adding a new strip step
The pattern is:
	Decide what to strip and why. Look for prior art in
MobDev.OtpAudit reports — most strip ideas come from finding
something unreachable that nobody noticed.
	Add the step to MobDev.Release.release_device_sh/0 (release
path) AND MobDev.NativeBuild.maybe_slim_otp_bundle/2 (dev
path — Phase 2 iter 13a moved the dev slim pipeline into Mix),
wrapped in slim_step <tag> ....
	Add a string-shape test in test/mob_dev/release_script_test.exs
under the "MOB_SLIM gating and per-step traceability" describe
block — every tag in the strip set should appear in the
Enum.each list for "every strip step routes through slim_step".
	Update the table at the top of this guide with the new size
delta.

The dev and release paths must stay in lockstep on which strips run
(both gated on MOB_SLIM); divergence means a slim build that works
on the dev path can break on TestFlight, which is exactly the trap
this asymmetric-defaults setup is designed to avoid.


  

    Publishing a Mob app to TestFlight (iOS)

This is the full, step-by-step recipe for taking a Mob app from "runs on
my iPhone via mix mob.deploy --native" to "uploaded to App Store
Connect, ready for TestFlight beta testing".
It assumes you already have a working development setup — mix mob.deploy
runs your app on a connected iPhone. If you don't, work through
Getting Started first.
Status (mob 0.5.12 / mob_dev 0.3.30): End-to-end works. A real
Mob app (Air Cart Maximizer) shipped through this exact pipeline on
2026-05-02. If you follow the steps below in order you should land a
build in TestFlight on your first or second attempt.
Apple's validator runs in two separate stages — an upload
validator (catches obvious bundle problems) and a secondary scanner
(runs after upload, emails you if it finds anything). Most of the
troubleshooting at the bottom of this guide is for errors from the
second stage. They typically don't show up until after mix mob.publish
reports success. See Two-stage validation
for the model.


Prerequisites
	macOS with Xcode (Xcode 16+ tested; Xcode 26 produces App Store-grade
builds without quirks)

	An Apple Developer Program membership ($99/year) — TestFlight requires
this; the free tier can sideload but not publish

	An iPhone you've successfully run the app on via mix mob.deploy --native
(proves your dev signing works end-to-end)

	iOS 17.0 simulator deployment target. If your project was generated
by mix mob.new from a mob_new before 0.1.30, your ios/build.sh
may say version-min=16.0 — bump it:
sed -i '' \
  -e 's/version-min=16.0/version-min=17.0/g' \
  -e 's/arm64-apple-ios16.0-simulator/arm64-apple-ios17.0-simulator/g' \
  -e 's/--minimum-deployment-target 16.0/--minimum-deployment-target 17.0/g' \
  ios/build.sh

iOS 17 was released September 2023; older targets fail because the
framework's Swift code uses iOS 17+ APIs (modern onChange(of:_:)
closure form).


You'll also create things in three Apple web portals during this guide:
	Portal	URL	What lives here
	Apple Developer	https://developer.apple.com/account/resources/identifiers/list	App IDs, certificates, provisioning profiles
	App Store Connect	https://appstoreconnect.apple.com/apps	App records, TestFlight, App Store API keys
	App Store Connect API	https://appstoreconnect.apple.com/access/integrations/api	API keys for altool upload auth

These are different portals serving different parts of the process.
Easy to confuse them — the bundle ID lives in the developer portal, the
app record (where the bundle ID is attached to a public-facing app)
lives in App Store Connect.

Part 1 — One-time setup (per app)
You only do these once per Mob app. After this, every release is just
mix mob.release → mix mob.publish.
1.1 Pick a real bundle ID
The bundle ID generated by mix mob.new defaults to com.example.<app>
which Apple won't accept for App Store distribution. You need a
reverse-DNS identifier under a domain you control.
Examples:
	com.beyondagronomy.aircartmax (your team owns beyondagronomy.com)
	ca.larocque.aircartmax (Canadian convention, your name)
	com.genericjam.somecoolapp (your dev handle)

Bundle IDs are forever — once Apple registers it under your team you
can't transfer it cleanly. Pick something you'll be happy with in 5 years.
When iOS and Android cannot share one id
mob.exs has a single :bundle_id, which Android uses as its
applicationId. The two platforms frequently cannot be the same string:
	Apple rejects underscores; Android's applicationId allows them, so a
generated com.example.my_app is legal on Android and illegal on iOS.
	com.example.* is often already registered to a different Apple team.

Set :ios_bundle_id for those cases. It overrides :bundle_id on iOS only,
and Android keeps using :bundle_id:
config :mob_dev,
  bundle_id: "com.example.my_app",            # Android applicationId
  ios_bundle_id: "com.beyondagronomy.myapp"   # iOS, everywhere
"Everywhere" means everywhere: the simulator and device builds, code-signing,
the provisioning profile lookup, mix mob.provision, mix mob.deploy,
mix mob.connect, mix mob.uninstall, the battery bench, and the release IPA. Before this was
consistent, a deploy could install the app under one id and then push BEAMs at
another — succeeding, or failing with "App '…' is not installed on this
device" immediately after a successful install.
The build stamps CFBundleIdentifier from this value, so §1.2's iOS plist
edit below is not needed once you set :ios_bundle_id — whatever
ios/Info.plist holds is overwritten at build time. Set it in one place.
If you set only :bundle_id, nothing changes: :ios_bundle_id falls back to
it.
1.2 Update the bundle ID + display name in your project
iOS — edit ios/Info.plist:
<key>CFBundleIdentifier</key>
<string>com.beyondagronomy.aircartmax</string>

<!-- Optional but nice: how the app shows up on the home screen.
     Without this, iOS uses CFBundleName which is usually the technical
     PascalCase name. -->
<key>CFBundleDisplayName</key>
<string>Air Cart Maximizer</string>

<!-- Apple's convention: integer build number + semver public version.
     Bump CFBundleVersion every upload (even rebuilds of the same
     version). CFBundleShortVersionString is what users see. -->
<key>CFBundleVersion</key>
<string>1</string>
<key>CFBundleShortVersionString</key>
<string>1.0.0</string>
Android — edit android/app/build.gradle:
defaultConfig {
    // The Kotlin `namespace` above can stay as the generator default
    // (`com.example.foo`). Renaming it would mean moving every .kt
    // file's package declaration. Android allows applicationId and
    // namespace to differ — only applicationId is user-visible.
    applicationId "com.beyondagronomy.aircartmax"
    versionCode 1
    versionName "1.0.0"
    ...
}
1.3 Keep usage strings in Info.plist (counterintuitive — read this)
Your first instinct will be to strip the NSCameraUsageDescription,
NSMicrophoneUsageDescription, etc. that mix mob.new scaffolds —
"my offline calculator doesn't use the camera, why declare it?"
Don't strip them. Apple's secondary validator (the post-upload
scanner that emails you) flags ITMS-90683 if any code in the bundle
references a sensitive-data API and the corresponding usage string is
missing. The Mob framework's NIFs in mob_nif.m reference all of these
APIs (camera, mic, location, photo library, motion) regardless of
whether your specific app calls them — Apple's scanner sees the API
references and demands the strings.
You have two valid paths:
Path A — keep all the usage strings (recommended, easiest)
Leave the strings as scaffolded. They only trigger user-visible
permission prompts when the API is actually called at runtime — and
your app never calls them, so users never see a prompt. From the App
Store reviewer's perspective the strings are framework-required boilerplate.
If your app legitimately doesn't use a capability, write an honest string
that says so — App Store reviewers appreciate the clarity:
<key>NSCameraUsageDescription</key>
<string>This app does not use the camera. The permission is declared
because of a framework dependency only.</string>
<key>NSMicrophoneUsageDescription</key>
<string>This app does not use the microphone. The permission is declared
because of a framework dependency only.</string>
<key>NSLocationWhenInUseUsageDescription</key>
<string>This app does not use your location. The permission is declared
because of a framework dependency only.</string>
<key>NSPhotoLibraryUsageDescription</key>
<string>This app does not access your photo library. The permission is
declared because of a framework dependency only.</string>
<key>NSMotionUsageDescription</key>
<string>This app does not use motion sensors. The permission is declared
because of a framework dependency only.</string>
Path B — strip strings AND opt out of the corresponding NIFs (future)
The clean fix is to compile the unused capability NIFs out of release
builds via per-feature flags. mob doesn't currently expose this surface,
but it's planned. When that lands, this section will get a "Path C —
opt out per capability" subsection and Path A will become "if you don't
care about the strings."
For everything else — UIBackgroundModes, custom URL schemes,
UIRequiredDeviceCapabilities — strip what your app legitimately
doesn't need. Only the privacy usage strings are subject to the
ITMS-90683 weirdness.
1.4 Register the App ID at Apple
Apple's developer portal needs to know your bundle ID exists before
anything else (App Store Connect, distribution profiles, the API)
can reference it.
Why we don't automate this: mix mob.provision --distribution
uses xcodebuild -allowProvisioningUpdates, which manages existing
profiles and certs but won't register a brand-new bundle ID for
distribution. The Apple-blessed automation path goes through the App
Store Connect API, which mob_dev hasn't yet integrated.

	Go to https://developer.apple.com/account/resources/identifiers/list
	Click + → App IDs → Continue → App → Continue
	Fill in:	Description: a human-readable name (e.g. Air Cart Maximizer)
	Bundle ID: select Explicit, paste your bundle ID exactly
as it appears in Info.plist
	Capabilities: leave at defaults unless your app needs special
entitlements (push notifications, app groups, iCloud, etc.). Most
Mob apps don't need any.


	Click Continue → Register

The registration is instant. The bundle ID will now appear in
selectors throughout Apple's portals.
1.5 Create the Apple Distribution certificate
You need a distribution-signing cert in your Mac's keychain. The Apple
Development cert your team already has (used for mix mob.deploy) is
not the same thing — App Store builds need an Apple Distribution cert.
In Xcode:
	Settings (⌘,) → Accounts
	Click your team in the left list
	Click Manage Certificates...
	Click + in the bottom-left → Apple Distribution
	Done

Xcode generates a CSR locally, uploads it, downloads the signed cert,
and installs it in your login keychain. One time only.
You can verify with:
security find-identity -v -p codesigning | grep "Apple Distribution"

1.6 Create an App Store provisioning profile
A provisioning profile binds a cert + an App ID + an entitlements set
into a signed blob your Mac can use to sign builds.
Why we don't automate this either: the same xcodebuild -allowProvisioningUpdates limitation. Once a profile exists, mob_dev
can fetch it; creating one for a brand-new App ID under manual
signing is the gap.

	Go to https://developer.apple.com/account/resources/profiles/list
	Click +
	Distribution → App Store → Continue
	App ID: select your bundle ID from step 1.4 → Continue
	Certificates: select the Apple Distribution cert from step 1.5 → Continue
	Profile name: anything. Common conventions:	<AppName> App Store (e.g. AirCartMax App Store)
	The Apple-default iOS Team Store Provisioning Profile: <bundle_id>


	Generate → Download

mix mob.provision --distribution discovers profiles by parsing the
files in ~/Library/Developer/Xcode/UserData/Provisioning Profiles/
and matching by bundle ID + team — so the profile name doesn't matter.
1.7 Install the profile
Double-click the downloaded .mobileprovision file. macOS installs it
into ~/Library/Developer/Xcode/UserData/Provisioning Profiles/ with
a UUID-based filename.
You can verify with:
ls ~/Library/Developer/Xcode/UserData/Provisioning\ Profiles/

1.8 Run mix mob.provision --distribution
cd path/to/your/app
mix mob.provision --distribution

This:
	Reads bundle ID from ios/Info.plist
	Auto-detects your team ID from your existing dev profile
	Verifies the Apple Distribution cert is in keychain
	Discovers the App Store profile UUID by scanning the local
profiles directory for a non-dev/non-ad-hoc profile matching your
bundle ID + team — works regardless of what you named the profile
	Generates ios/Provision.xcodeproj (a minimal Xcode project) wired
up with manual signing, the discovered profile UUID, and the Apple
Distribution identity
	Runs xcodebuild archive — proves the cert + profile + bundle ID
form a valid signing chain end-to-end
	Confirms the profile is in place

Output should end with:
✓ App Store provisioning profile ready
✓ Provisioning complete!
Next step: mix mob.release
1.9 Create the App Store Connect app record
The bundle ID + your developer account is one half of the picture. The
app record (where store metadata, TestFlight builds, and screenshots
live) is the other half — and it's in a different portal.
	Go to https://appstoreconnect.apple.com/apps
	Click + → New App
	Fill in:	Platforms: iOS
	Name: the public-facing name (60 char limit, must be unique
across the entire App Store — try variants if it's taken)
	Primary Language: pick whatever's appropriate
	Bundle ID: pick from the dropdown — your bundle ID from step
1.4 should appear here. If it doesn't, either step 1.4 didn't
succeed or you need to wait a minute for Apple's portals to sync
	SKU: anything you want. Doesn't need to match the bundle ID;
a common convention is <short-name>-001. The SKU is for your
internal tracking.
	User Access: Full Access


	Create

You don't need to fill in screenshots, descriptions, age ratings, etc.
yet — those are required for App Store review, not for TestFlight
beta testing.
1.10 Create an App Store Connect API key
The upload step (mix mob.publish) uses Apple's altool with an API
key for authentication — much smoother than older app-specific-password
flows.
	Go to https://appstoreconnect.apple.com/access/integrations/api
	Switch to the Team Keys tab (not Individual Keys)
	Note the Issuer ID at the top of the page — copy it somewhere safe
	Click +
	Fill in:	Name: anything (e.g. Mob CLI Upload)
	Access: App Manager (the minimum role that can upload builds)


	Generate

Now Apple shows you a one-time download:
	Click Download API Key — you get AuthKey_<KEY_ID>.p8. This
is the only chance to download it. Apple does not store the
private key. If you close this page without downloading, revoke the
key and create a new one.
	Note the Key ID (10 chars, also visible in the table after you
download) — copy it somewhere safe
	Move the file somewhere persistent and lock it down:

mkdir -p ~/.appstoreconnect
mv ~/Downloads/AuthKey_*.p8 ~/.appstoreconnect/
chmod 600 ~/.appstoreconnect/AuthKey_*.p8     # owner read/write only

1.11 Configure mob.local.exs
The key path is specific to your machine, so add the API key block to
mob.local.exs — the gitignored override file that mob.exs imports as
its last statement — rather than the committed mob.exs:
import Config

config :mob_dev,
  app_store_connect: [
    key_id:    "ABC123XYZ4",                            # 10-char Key ID
    issuer_id: "69a6de76-aaaa-bbbb-cccc-1234567890ab",  # team Issuer ID
    key_path:  "~/.appstoreconnect/AuthKey_ABC123XYZ4.p8"
  ]
If your mob.exs doesn't end with
if File.exists?(Path.join(__DIR__, "mob.local.exs")), do: import_config("mob.local.exs"),
add that line (and mob.local.exs to .gitignore). Don't commit the
.p8 — treat it like an SSH private key.
That's the one-time setup. Everything below is the per-release flow.

Part 2 — Per-release flow
Once Part 1 is done, every subsequent release is one command:
mix mob.republish --ios     # bump build number, mob.release, mob.publish --ios

That wraps the three steps below. Use the wrapper for the common path;
drop down to the individual commands if you need to troubleshoot one
in isolation, or you've bumped the build number some other way and
just want to rebuild + upload.
2.1 (Optional) mix mob.provision --distribution
Idempotent — re-runs against existing artifacts and tells you if
anything's missing or stale. App Store profiles expire annually; this
is the command to refresh one. Skip it if you ran it recently and
nothing's changed. mix mob.republish does NOT re-run this — bake it
into your annual calendar.
2.2 mix mob.republish --ios (the wrapper)
What it does, exactly:
	Bump CFBundleVersion — reads the current value from
ios/Info.plist, integer-bumps by 1, writes back. Refuses if the
current value isn't a clean integer (e.g. someone wrote "1.0" —
that's CFBundleShortVersionString's job, not CFBundleVersion's).
	mix mob.release — builds the .ipa. See section 2.3 for what
happens here.
	mix mob.publish --ios — uploads via xcrun altool. See
section 2.4 for what happens here.

Flags:
	--ios — required. Mob is platform-agnostic; you must pick.
	--android — errors with "not yet implemented" (Android publish
pipeline is on the roadmap).
	--no-bump — skip step 1 (Apple will reject the same build number,
so this is mostly useful for testing the pipeline itself).
	--verbose — passes through to mix mob.publish to show altool's
per-chunk upload progress.

2.3 mix mob.release (manual equivalent of step 2 of mix mob.republish --ios)
Builds a release-signed .ipa at _build/mob_release/<App>.ipa:
	Compiles BEAMs, strips them down to the apps your release actually
uses, drops the unused OTP libs (megaco, runtime_tools, erl_interface,
os_mon, wx, et, eunit, etc.) from the bundle
	Removes .so/.a/standalone executables from the bundle (Apple's
one-Mach-O-per-.app policy) — the static archives are linked into
the main binary instead
	Builds native sources with -DMOB_RELEASE to drop the Erlang
distribution surface, EPMD, AND the test harness (whose synthetic
touch NIFs use private UIKit selectors that App Store auto-rejects)
	Runs the plugin signature, trust and capability checks mix mob.deploy --native runs (a plugin the dev build refuses stops the release too), then
builds the same app-specific native code as a device build: the activated
plugins' iOS C/ObjC NIF and Swift sources, their :cpp_archive NIFs, the
generated plugin bootstrap (mob_register_plugins, which AppDelegate.m
calls), and your project's mob.exs project_swift_sources and
:static_nifs (C, Rust and Zig NIFs, :extra_static_libs, :guards). The
MLX / NxEigen / TFLite NIFs (mix mob.enable mlx|nxeigen|tflite) are not yet
part of a release build
	Synthesizes the full set of DT* build-environment plist keys
(DTSDKName, DTSDKBuild, DTPlatformName, DTPlatformVersion,
DTPlatformBuild, DTXcode, DTXcodeBuild, DTCompiler,
BuildMachineOSBuild) plus MinimumOSVersion, UIDeviceFamily,
and CFBundleSupportedPlatforms
	Signs the .app with your distribution identity (no get-task-allow)
	Packages with ditto -c -k --keepParent --norsrc --noextattr --noqtn
to preserve the _CodeSignature/CodeResources symlink and avoid
__MACOSX//._<file> AppleDouble pollution

The resulting .ipa is typically ~19.8 MB for a basic Mob app
(down from ~45 MB before the slim build was added). The full breakdown
of what gets stripped, why, and how to bisect a broken slim build is in
slim_release.md.
To validate a slim build runs on device before the TestFlight
round-trip, use:
mix mob.deploy --slim   # dev build with the same strips applied

2.4 mix mob.publish --ios (manual equivalent of step 3 of mix mob.republish --ios)
Uploads _build/mob_release/<App>.ipa to App Store Connect via
xcrun altool --upload-app with API-key auth.
Platform flag is required (--ios or --android) — Mob refuses to
default to either side so it's obvious from the command which store
you're hitting. --android errors with "not yet implemented".
The upload is silent for several minutes — altool doesn't print
progress unless you pass --verbose. This is normal, not a hang.
To verify it's still alive:
ps aux | grep -E "altool|java" | grep -v grep

Should show altool + a child Java process (altool's actual upload
engine). CPU and TIME columns climbing means it's working.
If you want to see real-time progress:
mix mob.publish --ios --verbose

You'll likely see noise like:
[SSZipArchive] Set attributes failed for directory: ...Info.plist
[SSZipArchive] Error setting directory file modification date attribute
Harmless — Info.plist is a file, not a directory, and altool's
warning is bogus. Long-standing Apple-side noise.
Successful upload ends with:
UPLOAD SUCCEEDED with no errors
Delivery UUID: 6a1711f4-2f11-4023-9711-9ddcef583a73
✓ Upload accepted by App Store Connect
This is not the same as "your build is in TestFlight" — see Part 3
below.
2.5 If the wrapper isn't working — the manual three-step
If mix mob.republish fails partway and you need to recover, or you'd
rather run each step yourself, here's the long form. Each command is
exactly what mix mob.republish --ios runs internally:
# 1. Bump the build number (Apple rejects re-uploads of the same number).
#    Reads CFBundleVersion, integer-bumps by 1, writes back.
CURRENT=$(/usr/libexec/PlistBuddy -c "Print :CFBundleVersion" ios/Info.plist)
/usr/libexec/PlistBuddy -c "Set :CFBundleVersion $((CURRENT + 1))" ios/Info.plist

# 2. Build the IPA.
mix mob.release

# 3. Upload to App Store Connect.
mix mob.publish --ios

The bump is a separate first step intentionally — the build number is
baked into the binary at compile time, not added later. If you skip
the bump and go straight to mix mob.release, the resulting .ipa
will have the SAME build number as the previous one and Apple will
reject the upload at validation time.
Common recovery scenarios:
	mix mob.release failed — fix the build error, then run mix mob.release && mix mob.publish --ios. Don't bump again — the bump
already happened.
	mix mob.publish --ios failed mid-upload — the bump is
"consumed" from Apple's POV (they've seen that build number now,
even if upload didn't complete). Bump again then re-publish:
mix mob.republish --ios.
	You bumped manually and want to re-build with the new number —
mix mob.republish --ios --no-bump skips the bump step.

2.6 Add testers in TestFlight
App Store Connect → your app → TestFlight tab → Internal Testing
group → + to add testers by email.
Internal testers (up to 100, must be users on your App Store Connect
team) get the build immediately, no review.
External testers (up to 10,000, no team membership required) need a
one-time Beta App Review per major version (~24h typical), then get
the build via a public link or by email invite.
For the first round of TestFlight beta testing, internal is usually
the fastest path — you and a couple of trusted testers can be added as
admins on your App Store Connect team.

Part 3 — Two-stage validation
The single most non-obvious thing about App Store uploads. Apple
runs your build through TWO completely separate validators, and
"upload succeeded" only means you cleared the first one.
mix mob.publish
   │
   ▼
┌─ Stage 1: Upload validator ──────────────────────────────┐
│ Runs while altool uploads. Catches obvious bundle        │
│ problems (missing required keys, wrong file structure,   │
│ disallowed content like .so/.a in the bundle, signature  │
│ issues). If it fails, altool exits non-zero and prints   │
│ the errors. mix mob.publish reports a failure.           │
└──────────────────────────────────────────────────────────┘
   │ "UPLOAD SUCCEEDED" → mix mob.publish exits 0
   ▼
┌─ Apple processes the build (5–15 min) ───────────────────┐
│ App Store Connect ingests the .ipa, generates assets,    │
│ runs the secondary validator against the ingested copy.  │
└──────────────────────────────────────────────────────────┘
   │
   ▼
┌─ Stage 2: Secondary scanner ─────────────────────────────┐
│ Static-analyses the binary for symbol references         │
│ (private API usage, missing usage strings for referenced │
│ APIs), checks DT* keys against an allow-list of accepted │
│ Xcode/SDK versions, etc. Issues are emailed to your      │
│ team's primary contact and visible in App Store Connect  │
│ → app → TestFlight tab → the build's "View Details"      │
│ link.                                                    │
└──────────────────────────────────────────────────────────┘
   │
   ▼
Build either appears in TestFlight as "Ready to Test" or shows
"Missing Compliance" / "Invalid Binary" with errors to fix.
Practical consequence: when mix mob.publish reports success, the
real test is what arrives in your inbox 5-15 minutes later. If you
don't see the build in the TestFlight tab after ~20 minutes, check
your email for an "App Store Connect" message titled "We noticed one
or more issues with a recent delivery". Those are stage-2 errors.
The pipeline mob_dev 0.3.30 ships clears all the stage-1 errors and
the common stage-2 errors (missing usage strings, missing
CFBundleSupportedPlatforms, missing DT* keys, missing
UIDeviceFamily) — your first stage-2 surprise will likely be
something app-specific, not framework-level.
The full list of stage-2 error codes Apple uses lives in the
Troubleshooting section below.

Troubleshooting
Undefined symbols: "_mob_register_plugins", referenced from: ___mob_boot_runtime_block_invoke in AppDelegate.o
The generated AppDelegate.m calls mob_register_plugins(), which the
generated plugin bootstrap defines. Before mob_dev 0.7.10 the release build
never compiled that bootstrap, so every app from a current mix mob.new
(plugins or not) failed to link here while mix mob.deploy --native worked.
mob_dev 0.7.10+ compiles it. Upgrade.
xcodebuild: error: The flag -scheme is required when specifying -archivePath but not -exportArchive
Xcode 16 tightened the rules: -archivePath paired with -target now
errors out. mob_dev 0.3.27+ uses -scheme for archive actions. If you
hit this on an older mob_dev, upgrade.
BuildProductsPath couldn't be opened
Xcode 26's archive action needs its own DerivedData layout for
intermediate paths. Don't override SYMROOT/OBJROOT for the archive
action. mob_dev 0.3.27+ handles this.
MobProvision has conflicting provisioning settings. MobProvision is automatically signed for development, but a conflicting code signing identity Apple Distribution has been manually specified.
You're on an older mob_dev that uses automatic signing for the Release
config. The wildcard Apple Development profile your team owns satisfies
your specific bundle, so automatic signing never enters distribution
mode — even with archive action. The fix is manual signing for Release
plus a discovered PROVISIONING_PROFILE_SPECIFIER. mob_dev 0.3.27+
does this.
No profile for team '<X>' matching '<profile name>' found
xcodebuild is looking for a specific profile name and not finding it.
Two common causes:
	The App ID isn't registered yet at Apple Developer (step 1.4) — the
profile can't exist until the App ID does
	An older mob_dev hardcoded the Apple-default profile name; if you
named your profile something else, the lookup fails

mob_dev 0.3.27+ discovers profiles by UUID (parsing the local
profiles directory) so the profile name doesn't matter.
Distribution profile can't be auto-created for an unregistered App ID
mob_dev's diagnostic for the "No profile for team..." case when the
App ID hasn't been registered. Walks you through step 1.4. Once the App
ID exists, re-run mix mob.provision --distribution.
[SSZipArchive] Set attributes failed for directory: ...Info.plist
altool noise during IPA validation. Harmless — Info.plist is a file,
not a directory, and the warning is bogus. Long-standing altool issue
that Apple hasn't cleaned up.
mix mob.publish appears to hang for several minutes
Not hung. altool is silent during upload unless --verbose is set.
Expect 2–10 minutes of no output for a 60–80MB IPA. Use the ps aux
check above to confirm it's still running.
Missing :app_store_connect in mob.exs
You haven't done step 1.10/1.11. Get an API key and add the
app_store_connect: config block to mob.exs.
One-time download warning was missed for the API key
If you closed the API key creation page without downloading the .p8,
the private key is gone — Apple doesn't store it. Go back to the API
key list, find the row, revoke it, create a fresh one. Costs nothing.
Stage-2 email: ITMS-90683 Missing purpose string in Info.plist
You'll get an email from Apple titled "We noticed one or more issues
with a recent delivery". Body says:
The Info.plist file for the "<App>.app" bundle should contain a
NSCameraUsageDescription key with a user-facing purpose string
explaining clearly and completely why your app needs the data.
Apple's static analyser found a reference to a sensitive-data API
(camera, microphone, location, photos, motion, contacts, …) in your
binary and the matching NS<X>UsageDescription key isn't present in
Info.plist.
For Mob apps this almost always comes from the framework's NIFs in
mob_nif.m, not your app code. See Section 1.3.
Don't strip usage strings even when your app doesn't use the capability.
The email lists ALL the missing strings, separated into "required to
fix" (will block the build from TestFlight) and "wanted to make you
aware of" (warnings — not blocking but worth fixing for App Store
review later).
Fix → bump CFBundleVersion → mix mob.release → mix mob.publish.
Stage-2: error 90562 — CFBundleSupportedPlatforms missing
Invalid Bundle. Info.plist should specify CFBundleSupportedPlatforms
with an array containing a single platform.
mob_dev 0.3.30+ adds this defensively. Older versions don't —
upgrade.
Stage-2: error 90534 — Unsupported SDK or Xcode version
Your app was built with an SDK or version of Xcode that isn't supported.
Apple cross-references DTSDKBuild + DTXcodeBuild in your bundle
Info.plist against an allow-list of accepted Xcode releases. Two ways
this hits:
	Your DT* keys are missing or wrong. mob_dev 0.3.30+ synthesizes
the full set; older versions don't — upgrade.
	Your Xcode itself is too old (or a beta that hasn't been moved to
the accepted list yet). Update Xcode to the current release.

Stage-2: error 90102 — UIDeviceFamily missing
The UIDeviceFamily key must be present when requiring a MinimumOSVersion
of at least 3.2.
mob_dev 0.3.30+ adds this defensively when the plist has none (defaults
to [1] = iPhone-only). Apps generated by mob_new after 0.6.3 declare
[1, 2] (universal). To choose, set it in mob.exs, which overrides
ios/Info.plist in every build:
config :mob_dev,
  ios_target_devices: [:iphone, :ipad]   # or [:iphone]
or set UIDeviceFamily in ios/Info.plist:
<key>UIDeviceFamily</key>
<array>
    <integer>1</integer>
    <integer>2</integer>
</array>
A universal app needs iPad screenshots in App Store Connect, and once it
has shipped iPad support it can't drop it in an update.
Stage-1: errors 90065 / 90507 / 90530 — Info.plist gaps
Invalid MinimumOSVersion.
Missing Info.plist value. A value for the key 'DTPlatformName' is required.
Missing Deployment Target.
mob_dev 0.3.30+ synthesizes these. Older versions don't.
Stage-1: error 90071 — CodeResources not a symbolic link
The CodeResources file must be a symbolic link to _CodeSignature/CodeResources.
mob_dev 0.3.30+ uses ditto with the right flags; older versions
used zip which flattens the symlink.
Stage-1: error 90171 — .so / .a / standalone binary in bundle
The "<App>.app/otp/lib/<otp_lib>/priv/lib/<thing>.so" binary file is not
permitted. Your app cannot contain standalone executables or libraries,
other than a valid CFBundleExecutable of supported bundles.
Apple's bundle policy: one Mach-O per .app. mob_dev 0.3.30+ strips
all .so/.a/standalone executables from the bundled OTP tree
(static archives are linked into the main binary; unused OTP libs
like megaco/runtime_tools/erl_interface are dropped entirely). Older
versions copy the OTP tree wholesale and trip this rule.
Stage-1: error 50 — non-public selectors
The app references non-public selectors in Payload/<App>.app/<App>:
_addTouch:forDelayedDelivery:, _clearTouches, _hidEvent,
_initWithEvent:touches:, _setHIDEvent:, ...
Mob's test harness uses private UIKit selectors for synthetic touch
injection. mob 0.5.12+ wraps the harness in #if !MOB_RELEASE so it
compiles out of release builds. mob_dev 0.3.29+ defines MOB_RELEASE
when compiling mob_nif.m for release. Both upgrades together clear
this; either one alone won't.
"I see no email but the build isn't in TestFlight after 20 minutes"
App Store Connect → your app → Activity tab. Pending or rejected
builds show up here with a status. "Invalid Binary" usually means a
stage-2 error and the email is on its way (or in spam). "Processing"
means Apple is still ingesting — wait another 10 minutes.
"Build appears in TestFlight as Missing Compliance"
Click into the build → answer the encryption-export-compliance question
(most apps qualify for the standard exemption). Not blocking for
internal testers but blocks external testing.


  

    Publishing a Mob app to Google Play (Android)

This is the full, step-by-step recipe for taking a Mob app from "runs on
my Android device via mix mob.deploy --native" to "uploaded to Google
Play, available on the internal testing track."
It assumes you already have a working development setup — mix mob.deploy
runs your app on a connected Android device or emulator.
Status (mob 0.5.12 / mob_dev 0.3.33): End-to-end works. A real
Mob app (Air Cart Maximizer) shipped through this exact pipeline on
2026-05-05. If you follow the steps below in order you should land a
build on the internal testing track on your first or second attempt.
The one-time setup (Part 1) is the painful part — Google's console is
spread across three separate portals and the terminology is inconsistent.
The per-release flow (Part 2) is a single command: mix mob.republish --android.

CLI wizard (recommended for first-time setup)
Most of the Google Cloud steps in Part 1 can be automated. Run this instead
of following sections 1.4.1–1.4.5 manually:
mix mob.setup.google_play

The wizard opens your browser for a one-time Google sign-in (no gcloud
CLI or external tools required — just a browser), then automatically:
	Lets you pick your Google Cloud project
	Enables the Android Publisher API
	Creates the play-publisher service account
	Generates a JSON key and saves it to ~/.google_play/
	Attempts to grant Release Manager access via the Play Developer API
	Prints the mob.exs config block to add

What the wizard cannot automate (manual steps regardless of path):
	Creating the Google Play Developer account ($25, browser only)
	Identity verification (government ID upload)
	Creating the app record in Play Console (no create-app API)
	Linking the Cloud project to Play Console:
Play Console → Setup → API access → Link to a Google Cloud project

The wizard walks you through these four steps with exact instructions.
Note: The CLI wizard requires an OAuth client ID registered in Google
Cloud Console. If the wizard reports OAuth client not registered yet, see
the MobDev.GooglePlay.OAuth moduledoc for the one-time registration steps.

If you prefer to do everything manually, or need to debug a specific step,
continue with the browser-based instructions below (Part 1).

Prerequisites
	A Mob Android project that runs via mix mob.deploy --native
	An Android device you've run the app on (proves your native build works)
	android/upload_jks.keystore + android/keystore.properties filled in.
See Setting up the upload keystore below.

You'll touch two Google portals during setup:
	Portal	URL	What lives here
	Google Play Console	https://play.google.com/console	App listings, releases, testers, API access
	Google Cloud Console	https://console.cloud.google.com	Service accounts, JSON keys

These are separate products. Easy to confuse — the Play Console is where
you manage your apps and grant publishing permissions; Google Cloud is
where you create the service account credentials.

Setting up the upload keystore
Every release AAB must be signed with an upload keystore — a private
key that Google uses to verify future updates come from you.
This key is forever. If you lose it you cannot publish updates to
your app. Back it up to 1Password or similar as soon as you create it.
It must never be committed to git.

Generate the keystore (one-time)
keytool -genkey -v \
  -keystore android/upload_jks.keystore \
  -alias upload \
  -keyalg RSA -keysize 2048 -validity 10000 \
  -storetype JKS

Use a strong passphrase. When prompted for your name, org, etc., fill in
something real (it goes into the certificate, which Google sees).
Format note: Generate a JKS keystore, not PKCS12. Android's
bundletool (the signing tool Gradle calls under the hood) rejects PKCS12
keystores with a misleading "keystore password was incorrect" error even
when the password is right. JKS avoids this entirely.
If you already have a PKCS12 keystore (upload.keystore), convert it:
keytool -importkeystore \
  -srckeystore android/upload.keystore  -srcstoretype PKCS12 \
  -destkeystore android/upload_jks.keystore -deststoretype JKS \
  -srcalias upload -destalias upload


Fill in android/keystore.properties
Copy from the example and fill in your passphrase:
cp android/keystore.properties.example android/keystore.properties

Edit android/keystore.properties:
storeFile=upload_jks.keystore
storePassword=your-passphrase
keyAlias=upload
keyPassword=your-passphrase
Both passwords are the same unless you explicitly set them differently
during keytool -genkey.
Both android/upload_jks.keystore and android/keystore.properties are
in .gitignore — confirm they stay there:
git check-ignore -v android/upload_jks.keystore android/keystore.properties


Part 1 — One-time setup (per developer account + app)
1.1 Create a Google Play Developer account
Go to https://play.google.com/console and sign in with the Google account
you want to publish under.
You'll be asked to pay a one-time $25 USD registration fee. This is
per developer account, not per app.
ADC early access — During registration or later, Google may show
you the "Android Developer Console" at get.google.com/adc-early-access.
This is a preview of a future replacement for the Play Console.
Ignore it — you don't need it and it will not help you publish.
Everything in this guide uses https://play.google.com/console.

1.2 Complete identity verification
Google now requires identity verification before your account can
publish apps. This is separate from the $25 fee and is free.
You'll be asked to submit:
	A government-issued ID (passport or driver's license), OR
	Business registration documents (if registering as an organization)

Submit via the prompts in the Play Console. Review typically takes a few
hours to one business day. You can't publish until verification clears.
1.3 Create the app record in Play Console
Once verified, you'll see the main developer dashboard at
https://play.google.com/console.
Click Create app and fill in:
	Field	Value
	App name	Your public-facing name (e.g. Air Cart Max)
	Default language	English (or your primary market)
	App or game	App
	Free or paid	Your choice
	Declarations	Check both boxes

Click Create app. This gives you an app record with a stable
package ID slot — you'll fill in the AAB and store listing separately.
1.4 Set up the Android API service account
CLI shortcut: mix mob.setup.google_play automates all of section 1.4
(except the Play Console link step in 1.4.1, which has no API).
The manual steps below are the fallback if the wizard is unavailable or
if you need to understand what's happening.

mix mob.publish --android uses the Google Play Developer API to upload
AABs without going through the browser. The API authenticates with a
service account — a non-human Google account that holds upload
credentials.
This involves steps in both the Play Console and Google Cloud Console.
Read the navigation notes carefully — it's easy to end up in the wrong
portal.
1.4.1 Link a Google Cloud project (Play Console)
In Play Console (https://play.google.com/console):
	Make sure you're at the account level — the main developer
dashboard, not inside any specific app. If you see app-specific
menus in the sidebar, click your developer account name at the top
of the left nav to go back.
	Left sidebar → Setup → API access
	Click Link to a Google Cloud project → let Google create a new
project (the auto-created project is fine), or link an existing one.

This one-time link is what allows service accounts in your Cloud project
to reach the Play API.
1.4.2 Enable the Android Publisher API (Google Cloud Console)
Switch to Google Cloud Console (https://console.cloud.google.com):
	Make sure the correct project is selected in the top dropdown
(same project you linked in 1.4.1)
	Left sidebar → APIs & Services → Library
	Search for Google Play Android Developer API → click the result
	Click Enable

Do this before creating the service account key. If you skip it,
mix mob.publish --android will fail with:
HTTP 403: Google Play Android Developer API has not been used in project …
Enabling the API and waiting ~2 minutes fixes it.

1.4.3 Create a service account (Google Cloud Console)
Still in Google Cloud Console (https://console.cloud.google.com):
	Make sure the correct project is selected in the top dropdown
(the same project you linked in step 1.4.1)

	Left sidebar → IAM & Admin → Service Accounts

	Click + Create Service Account

	Fill in a name (e.g. play-publisher) — click Create and continue

	Skip the role assignment step — click Continue, then Done
Important: Do NOT assign a Google Cloud IAM role here (like
"Cloud Deploy Releaser", "Resource Manager", "Editor", etc.).
Those are GCP infrastructure roles, not Play Console roles.
Play Console permissions are granted separately in step 1.4.4.


	You'll land back on the service accounts list. Click your new
service account → Keys tab → Add key → Create new key →
JSON → Create

	A .json file downloads automatically. This is a one-time
download — Google does not store the private key. If you close
the page without downloading, delete the key and create a new one.


Move the file into place:
mkdir -p ~/.google_play
mv ~/Downloads/*.json ~/.google_play/aircartmax-service-account.json
chmod 600 ~/.google_play/aircartmax-service-account.json

The service account email is inside the file — you'll need it in the
next step:
cat ~/.google_play/aircartmax-service-account.json | grep client_email
# "client_email": "play-publisher@your-project.iam.gserviceaccount.com"

1.4.4 Grant the service account Play Console access
This requires two separate actions in Play Console — both are needed.
Part A — Grant access via API access page
In Play Console (https://play.google.com/console), account level:
	Left sidebar → Setup → API access
	Your service account appears in the list. Click Grant access next
to it.
	You'll be taken to a permission screen. Set role to Release manager.
	Click Apply → Invite user

Part B — Invite via Users and permissions
Still in Play Console, account level:
	Left sidebar → Users and permissions

	Click Invite new users

	Email address: paste the client_email from the JSON file
(looks like play-publisher@your-project.iam.gserviceaccount.com)

	Under Permissions, find Release manager role and select it.
If you don't see named roles and instead see a permission checklist,
enable at minimum:
	Release apps to testing tracks and production
	Manage production releases

Do not select Google Cloud IAM roles — if you see "Cloud Deploy
Releaser", "Resource Manager", or anything Cloud-prefixed, you're in
the wrong section. These are GCP infrastructure roles with no effect
on Play publishing.


	Click Apply → Invite user


Both paths must be completed. Doing only one results in HTTP 403
"The caller does not have permission" when uploading. Service accounts
auto-accept invitations — permissions are active within a few minutes.
1.4.5 Configure mob.local.exs
The service-account path is specific to your machine, so add the Google
Play config block to mob.local.exs — the gitignored override file that
mob.exs imports as its last statement — rather than the committed
mob.exs:
import Config

config :mob_dev,
  google_play: [
    package_name:         "com.example.myapp",          # your applicationId
    service_account_json: "~/.google_play/my-service-account.json",
    track:                "internal"                    # start here; promote later
  ]
If your mob.exs doesn't end with
if File.exists?(Path.join(__DIR__, "mob.local.exs")), do: import_config("mob.local.exs"),
add that line (and mob.local.exs to .gitignore). The JSON key file
should never be committed.
The track field controls which Play track the AAB lands on:
	Track	Who can install	Review required
	"internal"	Up to 100 testers you invite by email (must have a Play account)	None — instant
	"alpha"	Closed group, any Google account	None
	"beta"	Open or closed, any Google account	None
	"production"	Everyone	Google review (typically 1–3 days)

Start with "internal" and promote to "production" from the Play
Console web UI once you've verified the build works on real devices.
1.5 Configure Android target SDK
Google Play rejects AABs that don't target the current required SDK level.
As of 2026, that's targetSdk 35.
In android/app/build.gradle:
android {
    compileSdk 35

    defaultConfig {
        targetSdk 35
        minSdk 28
        ...
    }
}
Keep compileSdk ≥ targetSdk. Update both together.
1.6 Set the application ID
The default mix mob.new scaffold uses com.example.<app> for
applicationId. You need to change this to a unique reverse-DNS
identifier under a domain you control. This is the permanent Play Store
package name — it cannot be changed after the first release.
In android/app/build.gradle:
defaultConfig {
    applicationId "com.yourcompany.yourapp"
    ...
}
1.7 Set the app label
The android:label in AndroidManifest.xml is what users see as the
app name on their device. The scaffold default is a concatenated string
without spaces:
<application
    android:label="Air Cart Max"   <!-- spaces, human-readable -->
    ...>

Part 2 — Per-release flow
Once Part 1 is done, every subsequent release is one command:
mix mob.republish --android

That runs the three steps below in sequence. Use the wrapper for the
common path; drop down to individual commands if you need to troubleshoot
one in isolation.
2.1 mix mob.republish --android (the wrapper)
What it does, exactly:
	Bump versionCode — reads the current integer from
android/app/build.gradle, bumps by 1, writes back. Google Play
rejects AABs with a versionCode it has already seen for this app,
even if the upload never succeeded.
	mix mob.release --android — builds the OTP zip + signed AAB.
See section 2.2.
	mix mob.publish --android — uploads the AAB to Play. See
section 2.3.

Flags:
	--android — required. Mob is platform-agnostic; you must pick a side.
	--track internal|alpha|beta|production — override the track from
mob.exs. Useful for promoting a build: mix mob.republish --android --track production.
	--no-bump — skip the versionCode bump (only useful if you bumped
manually and want to rebuild + re-upload without bumping again).

2.2 mix mob.release --android (manual equivalent of step 2)
Builds everything needed for a signed release AAB:
	Compiles the Elixir project (mix compile)
	Downloads the Android OTP runtime from the Mob release cache if not
already present
	Stages a temp tree: OTP runtime + app BEAMs (all runtime deps,
flattened) + priv/ + exqlite BEAMs in the OTP lib structure
	Runs MobDev.OtpAssetBundle.build/2:	Strips unused OTP libs (megaco, runtime_tools, wx, observer, etc.)
	Strips standalone executables from erts-*/bin/ (the ones Mob
actually needs — erl_child_setup, inet_gethost, epmd — are
already in the APK's jniLibs/ as .so files)
	Strips static archives (.a) — already linked into the native lib
	Strips optional BEAM chunks to shrink file size
	Zips the tree to android/app/src/main/assets/otp.zip


	Runs ./gradlew bundleRelease to produce the signed .aab

Output: android/app/build/outputs/bundle/release/app-release.aab
Why does otp.zip matter?
MobBridge.extractOtpIfNeeded() in Kotlin extracts this zip into
<filesDir>/otp/ on first launch. This is how the BEAM runtime and
your app's compiled code reach the device — Play Store installs can't
adb push files the way development builds do. If otp.zip is absent,
the app starts, finds no BEAM runtime to load, and crashes immediately.
Building via ./gradlew bundleRelease directly (without first running
mix mob.release --android) produces an AAB missing otp.zip — the
app will crash on every device.

2.3 mix mob.publish --android (manual equivalent of step 3)
Uploads the AAB at
android/app/build/outputs/bundle/release/app-release.aab to Google Play
via the Play Developer API.
You can also pass an explicit path:
mix mob.publish --android path/to/app-release.aab

Or override the track from mob.exs:
mix mob.publish --android --track production

The upload creates a Play edit (a transaction-style change), uploads
the bundle, assigns it to the track, and commits — all atomically. If
any step fails, the edit is abandoned and the Play Console is unchanged.
Successful output:
=== Uploading to Google Play ===
  AAB:          /path/to/app-release.aab
  Package:      com.example.myapp
  Track:        internal

  Authenticating with Google...
  Creating edit...
  Uploading 38.3MB...
  Assigning versionCode 3 to internal track...
  Committing edit...

✓ Upload accepted by Google Play
  versionCode 3 is on the internal track.

View it at:
  https://play.google.com/console
2.4 If the wrapper isn't working — the manual three-step
# 1. Bump versionCode (Play rejects re-uploads of the same versionCode).
#    Edit android/app/build.gradle: versionCode N → versionCode N+1

# 2. Build the release AAB (otp.zip + Gradle).
mix mob.release --android

# 3. Upload to Google Play.
mix mob.publish --android

Common recovery scenarios:
	mix mob.release --android failed — fix the error, then run
mix mob.release --android && mix mob.publish --android. Don't bump
again — the bump already happened.
	mix mob.publish --android failed — unlike Apple, Google's API
uses an edit/commit model: if the upload fails before commit, the
versionCode is NOT consumed. You can re-run mix mob.publish --android
without bumping.
	You bumped manually — mix mob.republish --android --no-bump skips
the bump step.

2.5 Add testers on the internal track
In the Play Console → your app → Testing → Internal testing:
	Click Testers tab → Create email list (or use the default list)
	Add tester email addresses
	Each tester receives a link to opt in to the test
	Once opted in, they install the app from the Play Store directly

Internal testing requires no review. The build is available immediately
after upload.
To promote to production, go to the Play Console → Release →
Production → Create new release → promote the internal testing
release.

Troubleshooting
"Your app currently targets API level 34 and must target at least API level 35"
Play Console rejects AABs with targetSdk < 35 (as of 2026). Update
android/app/build.gradle:
android {
    compileSdk 35
    defaultConfig {
        targetSdk 35
        ...
    }
}
"Version code X has already been used"
Play rejects any AAB with a versionCode it's already seen for this app.
Bump the versionCode in android/app/build.gradle and rebuild:
# Manual bump:
# Edit android/app/build.gradle: versionCode N → versionCode N+1
mix mob.release --android
mix mob.publish --android

# Or let mob.republish handle it:
mix mob.republish --android

App installed from Play Store crashes on launch — ERTS helpers not found (inet_gethost : enoent)
Symptom: App works fine when installed with adb install but crashes immediately
when installed from the Play Store (internal testing or production). Logcat shows
something like:
erl_child_setup: : no such file or directory
or the BEAM fails to start distribution with inet_gethost : enoent.
Root cause: Play Store delivers apps as split APKs (one per device ABI). On
Android 6+, the system does not extract .so files from split APKs to
nativeLibraryDir — they remain compressed inside the split APK zip file.
mob_beam.c creates symlinks from erts-VER/bin/<name> to
<nativeLibraryDir>/lib<name>.so. When installed from Play Store,
nativeLibraryDir is empty — all symlinks dangle and the BEAM's exec calls
fail with ENOENT.
Fix: This is handled automatically by MobBridge.extractBeamHelpersFromSplitApk()
(in the generated MobBridge.kt). On first launch, if nativeLibraryDir is empty,
it locates the ABI-specific split APK from ApplicationInfo.splitSourceDirs, opens
it as a zip, and extracts:
	lib/<abi>/liberl_child_setup.so → <filesDir>/otp/erts-VER/bin/erl_child_setup
	lib/<abi>/libinet_gethost.so → <filesDir>/otp/erts-VER/bin/inet_gethost
	lib/<abi>/libepmd.so → <filesDir>/otp/erts-VER/bin/epmd
	lib/<abi>/libsqlite3_nif.so → <filesDir>/otp/lib/exqlite-VER/priv/sqlite3_nif.so

mob_beam.c was also updated to detect pre-extracted helpers (stat check before
symlinking) so extraction and symlink creation don't conflict.
If you regenerated your Android project from an older mob.new template, MobBridge.kt
may be missing extractBeamHelpersFromSplitApk. Re-generate or manually add the function —
see the current template for the canonical implementation.
Does not affect adb installs: adb install unpacks a full APK where the system
does extract .so to nativeLibraryDir normally. The issue is Play Store split APK
delivery only.
App installs from Play Store, BEAM starts, but screen stays black — crypto.app not found
Symptom: App is installed from Play Store, does not crash with a native signal, but
shows only a black screen. Logcat (filter: adb logcat -s Elixir) shows:
step 5 => {'EXIT',{{badmatch,{error,{crypto,{"no such file or directory","crypto.app"}}}},...}}
The BEAM started, but application boot failed when starting :ecto_sqlite3 → :ecto
→ :crypto.
Root cause: The Mob pre-built Android OTP release does not include the :crypto
OTP application. Cross-compiling OpenSSL for Android was not part of the initial OTP
build. Many common deps (ecto, phoenix_pubsub, plug_crypto, phoenix) declare
:crypto in their {applications, [...]} list in their .app files. When
Application.ensure_all_started walks the dep tree, the OTP application controller
tries to load crypto.app and fails — even if crypto.beam were present, the
controller requires the .app spec to register the application before starting it.
Fix: mix mob.release --android (via MobDev.ReleaseAndroid) now handles this
automatically in two steps during staging:
	Patch all .app files (patch_crypto_deps!/1): Walks every *.app file in
the staging tree and removes :crypto from each {applications, [...]} list.
This prevents ensure_all_started from even trying to start :crypto as a dep.

	Inject a crypto stub (add_crypto_stub!/2): Compiles
mob_dev/priv/android/crypto.erl — a minimal module that implements only
crypto:strong_rand_bytes/1 via :rand (the only function Ecto calls at runtime,
for UUID generation). Also writes a crypto.app spec with no {mod, ...} entry,
so the app controller can load and "start" :crypto without invoking any NIF
initialization.


This is transparent as of the version where these functions were added. If you are on
an older mob_dev that doesn't have patch_crypto_deps!/1, upgrade mob_dev or
check release_android.ex for the current staging pipeline.
Note on cryptographic strength: The stub uses :rand seeded at BEAM start —
not a cryptographically secure RNG. This is acceptable for a local-only mobile app
that has no TLS or encryption use cases. If your app does require real crypto, you
will need to cross-compile OpenSSL and include the real :crypto NIF.
App crashes immediately on launch (before any UI appears)
Almost certainly a missing otp.zip. This happens when you build the
AAB with ./gradlew bundleRelease directly instead of going through
mix mob.release --android.
The app boots, MobBridge.extractOtpIfNeeded() finds no assets/otp.zip,
returns early, and then mob_start_beam tries to start BEAM from an
empty <filesDir>/otp/ directory — crash.
Fix: always build release AABs with:
mix mob.release --android   # stages otp.zip, THEN runs gradlew

Never run ./gradlew bundleRelease directly for a release build.
"keystore password was incorrect" during Gradle release build
This is a misleading error. The likely cause is that your keystore is in
PKCS12 format and bundletool (which Gradle uses to sign AABs) doesn't
handle PKCS12 reliably even when the password is correct.
Convert to JKS:
keytool -importkeystore \
  -srckeystore android/upload.keystore  -srcstoretype PKCS12 \
  -destkeystore android/upload_jks.keystore -deststoretype JKS \
  -srcalias upload -destalias upload

Then update android/keystore.properties to use upload_jks.keystore.
"Cannot read service account file: no such file or directory"
The file path in mob.exs google_play.service_account_json doesn't
exist. Check with:
cat mob.exs | grep service_account
ls ~/.google_play/

If the JSON file is missing, go to Google Cloud Console → IAM & Admin →
Service Accounts → your service account → Keys → Add key → Create new
key → JSON.
"HTTP 401" or "Request had invalid authentication credentials"
The service account JSON key is invalid or revoked. Generate a new one:
Google Cloud Console → Service Accounts → your account → Keys → Add key.
Also confirm the client_email from the JSON is invited in Play Console →
Users and permissions with a Release manager role.
"HTTP 403: Google Play Android Developer API has not been used in project … before or it is disabled"
The Android Publisher API isn't enabled in the linked Google Cloud project.
	Go to https://console.cloud.google.com → correct project selected
	APIs & Services → Library → search Google Play Android Developer API → Enable
	Wait ~2 minutes for the change to propagate, then retry.

This is a one-time step per Cloud project.
"HTTP 403" or "The caller does not have permission"
The service account exists and the API is enabled, but Play Console
publishing permission isn't fully wired. There are two required steps —
missing either one causes this error.
Step 1 — Grant access via API access page:
Play Console (account level) → Setup → API access → find your
service account in the list → click Grant access → set role to
Release manager → Apply.
Step 2 — Invite via Users and permissions:
Play Console (account level) → Users and permissions → Invite new
users → paste client_email from the JSON → role Release manager →
Apply → Invite user.
Both steps are required. Doing only the Users and permissions invite (Step 2)
without the API access Grant (Step 1) is the most common cause of this error.
Also confirm you're working in Play Console (https://play.google.com/console),
not Google Cloud Console — GCP IAM roles have no effect on Play publishing.
"I see Cloud roles like 'Cloud Deploy Releaser' when trying to grant access"
You're in the wrong portal. That's Google Cloud Console IAM — those roles
control GCP infrastructure (Kubernetes, Cloud Run, etc.), not Play Store
publishing.
Go to https://play.google.com/console → Users and permissions → Invite new
users. The roles here (Release manager, Finance, etc.) are Play-specific.
"I can't find API access in the Play Console"
API access is at the account level, not inside any specific app. If
you're inside an app's settings you'll only see app-level menus.
Click your developer account name or the back arrow at the top of the
left sidebar to reach the main developer dashboard. Then: Setup → API access.
"There's a new ADC (Android Developer Console) asking for additional verification"
That's get.google.com/adc-early-access — a preview of Google's future
replacement for the Play Console. It may ask for additional verification
or fees as part of its early-access terms.
You don't need it. Publish using https://play.google.com/console, which
uses the $25 account you already registered. The ADC early access is
completely optional.
"My build is on internal testing but testers can't find the app"
Testers must opt in via a link before the Play Store will show them the
app. In the Play Console → Testing → Internal testing → Testers tab,
there's a copy link button. Send that link to each tester. They click
it, choose to become a tester, and then the Play Store shows them the app.
Internal testing is tied to specific email addresses — testers must be
signed in to Play with the invited email.


  

    Embedded CPython

mix mob.enable pythonx adds Pythonx
support to a Mob app and bundles a real CPython interpreter into both
the iOS and Android app artifacts. Once enabled you can call
Pythonx.eval/2 from BEAM to run Python code that ships inside the
app — no network, no sandbox-escape required, same API on either
platform.
This guide is the contract between what Mob owns and what it doesn't.
Read the scope section before deciding to use it.

Scope
Mob's Python support is deliberately narrow.
In scope (Mob owns this):
	A working CPython 3.13 interpreter on:	iOS device + iOS simulator (BeeWare's
Python-Apple-support)
	Android arm64 emulator + arm64 device (Chaquopy's
prebuilt distribution)


	The Python standard library (the pure-Python bits)
	Standard arch-specific C extensions: _ssl, _ctypes, _hashlib,
_socket, _md5, _sha*, _decimal, _ctypes_test, …
	Build pipeline: cross-compiling libpythonx.so (the Pythonx NIF)
for each target, bundling the interpreter + stdlib + dynload
extensions, codesigning on iOS, asset extraction on Android first
launch.

Out of scope (Mob does not own this):
	Third-party wheels. Anything beyond the standard library —
cryptography, numpy, RNS, etc. — requires a cross-compiled
wheel for the right target.
	iOS: BeeWare's mobile-forge
ships some pre-built; for anything else you build the wheel
yourself.
	Android: Chaquopy has its own wheel pipeline (see
Chaquopy's docs on package compatibility).

Mob does not manage a wheel registry, does not know what wheels are
compatible, and does not field bug reports about specific Python
packages failing to import.

	Android x86/x86_64. The Android pipeline is wired for
arm64-v8a only. Most modern devices and the default Android
Studio emulator are arm64; if you specifically need to run on a
legacy x86 emulator you'll need to extend the build yourself.

	App Store / Play Store review for Python apps. The Mob
templates pass review for vanilla apps; CPython embedding adds
dynamic libraries store reviewers may flag. We've validated dev
signing on physical devices on both platforms; an actual
TestFlight or Play Console upload of a Pythonx-enabled app hasn't
been smoke-tested by the Mob team yet.


If you need wheels or non-arm64 Android, that's fine — you just can't
expect Mob to be the place that solves it for you.

Quick start
From scratch
mix mob.new my_app --python
cd my_app
mix mob.deploy --native --device <udid>

In an existing project
cd my_app
mix mob.enable pythonx
mix deps.get
mix mob.deploy --native --device <udid>

The first mob.deploy --native downloads the per-platform CPython
distribution into ~/.mob/cache/ and reuses it across projects:
	Platform	Source	Cache key
	iOS	BeeWare's Python-Apple-support (~70 MB)	python-apple-support-<vsn>/
	Android	Chaquopy prebuilts (~30 MB after pruning)	python-android-support-<vsn>/

mix mob.enable pythonx runs a freshness check on existing projects
and warns if ios/build.sh, android/.../CMakeLists.txt, or
MainActivity.kt are missing the build-time hooks the deploy
expects. If you see that warning, regenerate from the latest
mob_new archive or copy the bracketed regions across.

Wiring it up
mix mob.enable pythonx writes:
	lib/<app>/python_paths.ex — a pure detection module that returns
:desktop / {:ios, paths} / {:android, paths} /
{:partial, missing} based on what artifacts it finds at runtime.
	A :pythonx, :uv_init block in config/config.exs. The same
config lands at compile and runtime, so Pythonx's
validate_compile_env check is satisfied unconditionally — no
env-var gate.

You still need to wire Pythonx.init/4 into your app's on_start/0
for the mobile branches. The recipe:
defmodule MyApp.App do
  use Mob.App

  @impl Mob.App
  def navigation(_platform), do: stack(:main, root: MyApp.HomeScreen)

  @impl Mob.App
  def on_start do
    case MyApp.PythonPaths.detect(to_string(:code.root_dir())) do
      :desktop ->
        # Desktop: uv handles venv setup at app start. This is the
        # only branch that calls ensure_all_started — on device,
        # `Pythonx.UvInit.init/1` would shell out to `uv` and fail.
        {:ok, _} = Application.ensure_all_started(:pythonx)

      {:ios, %{dl_path: dl, home_path: home}} ->
        # iOS: bundle is at <App>.app/otp/python/. Pythonx.init/4
        # loads the NIF directly against the bundled framework.
        Pythonx.init(dl, home, dl, sys_paths: [])

      {:android, %{dl_path: dl, home_path: home}} ->
        # Android: MainActivity has unpacked Chaquopy's distribution
        # to filesDir/python/ and exported MOB_PYTHON_HOME +
        # MOB_PYTHON_DL before BEAM startup. Add stdlib explicitly
        # because Chaquopy's layout doesn't auto-resolve it.
        Pythonx.init(dl, home, dl,
          sys_paths: [Path.join([home, "lib", "python3.13"])])

      {:partial, missing} ->
        # The directory exists but artifacts are missing. Means the
        # build pipeline broke between cross-compile and bundling.
        # Surface this — don't let the screen try to call into a
        # half-initialized interpreter.
        Logger.error("Python bundle incomplete; missing: #{inspect(missing)}")
    end

    Mob.Screen.start_root(MyApp.HomeScreen)
  end
end
After Pythonx.init/4 returns, Pythonx.eval/2 is callable from any
screen. A minimal HomeScreen that proves the interpreter works:
defmodule MyApp.HomeScreen do
  use Mob.Screen

  def mount(_params, _session, socket) do
    version =
      try do
        {result, _} = Pythonx.eval("import sys; sys.version", %{})
        Pythonx.decode(result) |> to_string() |> String.split("\n", parts: 2) |> hd()
      rescue
        e -> "eval failed: " <> Exception.message(e)
      end

    {:ok, Mob.Socket.assign(socket, :python_version, version)}
  end

  def render(assigns) do
    ~MOB"""
    <Column padding={:space_lg}>
      <Label text={"Python: " <> @python_version} />
    </Column>
    """
  end
end

How it works
iOS
Three pieces ship in your <App>.app bundle:
	<App>.app/otp/python/Python.framework/Python — the CPython
interpreter binary (a Mach-O dylib with libpython statically
linked, plus libssl/libcrypto for _ssl / _hashlib).
	<App>.app/otp/python/lib/python3.13/ — the pure-Python
standard library (os.py, urllib/, email/, …) following the
PYTHONHOME contract.
	<App>.app/otp/python/lib/python3.13/lib-dynload/*.so —
arch-specific compiled C extensions, codesigned individually with
your dev/distribution identity.

The fourth piece — <App>.app/otp/lib/pythonx-VSN/priv/libpythonx.so —
is the Pythonx NIF, cross-compiled for iphoneos/iphonesimulator arm64
during mix mob.deploy --native. It dlopens
Python.framework/Python at runtime when Pythonx.init/4 is called.
mix mob.deploy --native orchestrates this:
	Step	Module
	Download + cache BeeWare bundle	MobDev.PythonAppleSupport.ensure/0
	Detect Pythonx in user's project	MobDev.NativeBuild.pythonx_in_project?/1
	Install pythonx as OTP lib + cross-compile libpythonx.so	MobDev.NativeBuild.maybe_setup_pythonx_device/5 (Mix-driven, calls xcrun -sdk iphoneos clang++ directly)
	Generate enif_keepalive.c (174 enif_* refs)	MobDev.NativeBuild.generate_enif_keepalive/3
	Bundle framework + stdlib + lib-dynload into <otp_root>/python/	inside maybe_setup_pythonx_device/5
	Codesign every dylib bottom-up	MobDev.NativeBuild.codesign_ios_device_app/3 (codesign per .so + framework binary, then .app)

Android
Three pieces ship in your APK:
	jniLibs/arm64-v8a/libpython3.13.so + libpythonx.so —
the CPython interpreter and the Pythonx NIF, packaged into the
APK's native lib directory. Android's installer auto-extracts to
the app's nativeLibraryDir. libpythonx.so was cross-compiled
with the NDK against a stub libpython3.13.so carrying the right
SONAME, so the dynamic loader's NEEDED entry resolves at
runtime.
	assets/python/lib/python3.13/ — the stdlib, packed into the
APK as assets. MainActivity.extractPythonAssetsIfNeeded()
unpacks to filesDir/python/lib/python3.13/ on first launch
(idempotent via a .extracted marker).
	assets/python/lib/python3.13/lib-dynload/<abi>/*.so —
arch-specific C extensions. Chaquopy ships them per-abi;
MainActivity.flattenLibDynload() picks the device's primary ABI
and moves the files up to lib-dynload/ to match CPython's
expected flat layout.

MainActivity.onCreate exports MOB_PYTHON_DL (path to
libpython3.13.so in nativeLibraryDir) and MOB_PYTHON_HOME (path
to the extracted stdlib root) before calling nativeStartBeam. The
<App>.PythonPaths.build_android_paths/0 function reads those vars
back and feeds them to Pythonx.init/4.
	Step	Module
	Download + cache Chaquopy distribution	MobDev.PythonAndroidSupport.ensure/0
	Detect Pythonx in user's project	MobDev.NativeBuild.pythonx_in_project?/1
	Build stub libpython3.13.so for cross-link	MobDev.NativeBuild.build_libpython_android_test_stub_so/1
	Cross-compile libpythonx.so (NDK)	aarch64-linux-android28-clang++
	Generate enif_keepalive.c (NDK llvm-nm scan)	MobDev.NativeBuild.generate_android_enif_keepalive/2
	Install Pythonx as OTP lib (mirrors exqlite)	MobDev.NativeBuild.install_pythonx_otp_lib_android/2
	Bundle stdlib + lib-dynload as assets	MobDev.NativeBuild.bundle_python_android_assets/2
	Symlink Pythonx NIF into nativeLibraryDir	mob_beam.c (at app launch)

The build script's Pythonx work is gated on
if [ -d "_build/dev/lib/pythonx" ] — projects that have never run
mix mob.enable pythonx see the gate as a no-op and pay no overhead.

Bundle size
	Piece	iOS	Android
	Interpreter binary	~5.2 MB (Python.framework/Python)	~6 MB (libpython3.13.so)
	Stdlib	~61 MB	~22 MB (Chaquopy ships pyc-only)
	C extensions (lib-dynload)	~3 MB (68 extensions)	~2 MB (per-arch only)
	libpythonx.so (Pythonx NIF)	~150 KB	~150 KB
	Total Python overhead	~70 MB	~30 MB

This is one-time, not per-feature. If your app already ships Python,
adding more Python code (your own .py files, additional imports
from stdlib) doesn't grow the bundle further.
A vanilla Mob app (no Python) is ~3 MB. Apply this only when you
actually want to call Python from BEAM.

When not to use this
	You only want one or two pure functions implemented in Python.
Port them. The bundle cost dwarfs the productivity win for small
uses.
	You want a Python web framework or async runtime. BEAM is the
better runtime for that on Mob — Phoenix is a dep away.
	You're targeting App Store / Play Store distribution and your
timeline is tight. We've validated dev signing on physical
devices; store review of a CPython-bundled app is unproven by the
Mob team. Budget time for unknown rejection categories.


Going further: third-party wheels
If you need a Python package beyond stdlib (the original push for
this feature was Reticulum, which depends on cryptography):
iOS
	Use BeeWare's mobile-forge
to cross-compile the wheel for iOS.
	Place the wheel in your project at priv/python_wheels/<name>.whl.
	Patch your mix mob.deploy --native flow to extract the wheel
into <App>.app/otp/python/lib/python3.13/site-packages/ and
codesign any .so files inside it before the final app sign.

Android
	Build the wheel via Chaquopy's own pipeline, or grab a prebuilt
one from their package index.
	Place the wheel at priv/python_wheels/<name>.whl.
	Extract into assets/python/lib/python3.13/site-packages/ (so it
gets bundled at build time and unpacked by
extractPythonAssetsIfNeeded).

Mob does not currently script step 3 on either platform. You'll need
to maintain a post-mob.deploy --native patch step in your project
that handles the wheels you need. Each wheel is its own per-platform
compatibility problem; Mob explicitly does not own that surface.
If you find yourself building this for your own project and it
generalizes well, please share your approach upstream — we may
revisit the scope decision if there's a clean abstraction that
doesn't lock Mob into wheel ecosystem maintenance.

Troubleshooting
App crashes silently on launch with no Python output. First check
for OTP version mismatch — your local Erlang must match the device
runtime's ERTS (currently OTP 29 / erts-17.0). mise reads
.tool-versions; if mise current disagrees with mise exec -- erl,
your shell hasn't picked up the project's pinned version.
Pythonx.eval raises ModuleNotFoundError: No module named '_ctypes'.
	iOS: the arch-specific lib-dynload/ wasn't bundled. Check that
<App>.app/otp/python/lib/python3.13/lib-dynload/ exists in your
build output — mix mob.deploy --native should print
lib-dynload: 68 extensions during the bundling step.
	Android: flattenLibDynload didn't run, or the device's primary
ABI didn't match what was bundled. Check
filesDir/python/lib/python3.13/lib-dynload/ after first launch
and confirm _ctypes.cpython-313.so is present (flat, not nested
under arm64-v8a/).

Python Failed to import encodings. The stdlib path doesn't
match PYTHONHOME's lib/python3.13/ expectation. On Android, the
extracted assets must land at filesDir/python/lib/python3.13/
(not filesDir/python/stdlib/); the MainActivity template ships
the right layout — if you patched it, double-check.
Build fails with pythonx in deps but PYTHON_APPLE_SUPPORT not set. You ran bash ios/build_device.sh directly. Use
mix mob.deploy --native instead — it calls
MobDev.PythonAppleSupport.ensure/0 to download the BeeWare bundle
and exposes the path to the script.
Android dlopen fails with library "libpython3.13.so" not found. The Pythonx NIF's NEEDED entry isn't resolving at
runtime. This usually means libpython3.13.so didn't get packaged
into jniLibs/arm64-v8a/. Check the APK with
unzip -l build/outputs/apk/debug/app-debug.apk | grep libpython.
Codesign failure on libpythonx.so or a lib-dynload .so (iOS).
Likely your signing identity doesn't match the team in your
provisioning profile. mix mob.doctor flags this; otherwise,
regenerate provisioning via mix mob.provision.
Compile-env mismatch error: the application :pythonx has a different value set for key :uv_init during runtime compared to compile time. Old projects had a MOB_TARGET=ios-gated
:uv_init block in config/config.exs. Mob no longer uses a gate —
delete the if System.get_env("MOB_TARGET") in [nil, ""] do
wrapper and leave the config :pythonx, :uv_init, ... block at
top level. The mobile-vs-desktop split lives in on_start/0 now
(the desktop branch calls Application.ensure_all_started(:pythonx),
mobile branches don't).


  

    
MobDev.Server.DashboardLive 
    






  

    
MobDev.Server.DevicePoller 
    



      
Polls adb and simctl every 2 seconds, broadcasting device state changes via PubSub.
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    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        get_devices()

      


        Returns the current device list synchronously.



    


    
      
        start_link(opts \\ [])
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Returns a specification to start this module under a supervisor.
See Supervisor.
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          @spec get_devices() :: [map()]


      


Returns the current device list synchronously.
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          @spec start_link(keyword()) :: GenServer.on_start()


      



  


        

      


  

    
MobDev.Server.ElixirLogBuffer 
    



      
Holds the last 200 server-side Elixir log lines in memory so the dashboard
can restore them on reconnect. Fed by MobDev.Server.ElixirLogger.
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    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.
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        start_link(opts \\ [])

      


    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.
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          @spec clear() :: :ok
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          @spec get() :: [map()]
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          @spec push(map()) :: :ok
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          @spec start_link(keyword()) :: GenServer.on_start()


      



  


        

      


  

    
MobDev.Server.ElixirLogger 
    



      
OTP logger handler that captures Elixir Logger output and forwards it
to the Mob dev server dashboard.
Attached by mix mob.server after the supervision tree starts, so
ElixirLogBuffer and PubSub are guaranteed to be running.
Only captures events with domain: [:elixir] — the domain Elixir's Logger
uses for all Logger.info/debug/warning/error calls. Raw :logger calls
and OTP system messages are excluded.
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    Functions
  


    
      
        adding_handler(config)

      


    


    
      
        attach()

      


        Attach the handler to OTP's logger. Call after the server supervisor starts.



    


    
      
        detach()

      


        Detach the handler.



    


    
      
        log(event, config)

      


    


    
      
        removing_handler(config)
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          @spec adding_handler(map()) :: {:ok, map()}
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          @spec attach() :: :ok | {:error, term()}


      


Attach the handler to OTP's logger. Call after the server supervisor starts.
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          @spec detach() :: :ok | {:error, term()}


      


Detach the handler.
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          @spec log(map(), map()) :: :ok
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          @spec removing_handler(map()) :: :ok


      



  


        

      


  

    
MobDev.Server.Endpoint 
    




      
        Summary


  
    Functions
  


    
      
        broadcast(topic, event, msg)

      


        Callback implementation for Phoenix.Endpoint.broadcast/3.



    


    
      
        broadcast!(topic, event, msg)

      


        Callback implementation for Phoenix.Endpoint.broadcast!/3.



    


    
      
        broadcast_from(from, topic, event, msg)

      


        Callback implementation for Phoenix.Endpoint.broadcast_from/4.



    


    
      
        broadcast_from!(from, topic, event, msg)

      


        Callback implementation for Phoenix.Endpoint.broadcast_from!/4.



    


    
      
        call(conn, opts)

      


        Callback implementation for Plug.call/2.



    


    
      
        child_spec(opts)

      


        Returns the child specification to start the endpoint
under a supervision tree.



    


    
      
        config(key, default \\ nil)

      


        Returns the endpoint configuration for key



    


    
      
        config_change(changed, removed)

      


        Reloads the configuration given the application environment changes.



    


    
      
        host()

      


        Returns the host for the given endpoint.



    


    
      
        init(opts)

      


        Callback implementation for Plug.init/1.



    


    
      
        local_broadcast(topic, event, msg)

      


        Callback implementation for Phoenix.Endpoint.local_broadcast/3.



    


    
      
        local_broadcast_from(from, topic, event, msg)

      


        Callback implementation for Phoenix.Endpoint.local_broadcast_from/4.



    


    
      
        path(path)

      


        Generates the path information when routing to this endpoint.



    


    
      
        script_name()

      


        Generates the script name.



    


    
      
        server_info(scheme)

      


        Returns the address and port that the server is running on



    


    
      
        start_link(opts \\ [])

      


        Starts the endpoint supervision tree.



    


    
      
        static_integrity(path)

      


        Generates a base64-encoded cryptographic hash (sha512) to a static file
in priv/static. Meant to be used for Subresource Integrity with CDNs.



    


    
      
        static_lookup(path)

      


        Returns a two item tuple with the first item being the static_path
and the second item being the static_integrity.



    


    
      
        static_path(path)

      


        Generates a route to a static file in priv/static.



    


    
      
        static_url()

      


        Generates the static URL without any path information.



    


    
      
        struct_url()

      


        Generates the endpoint base URL but as a URI struct.



    


    
      
        subscribe(topic, opts \\ [])

      


        Callback implementation for Phoenix.Endpoint.subscribe/2.



    


    
      
        unsubscribe(topic)

      


        Callback implementation for Phoenix.Endpoint.unsubscribe/1.



    


    
      
        url()

      


        Generates the endpoint base URL without any path information.



    





      


      
        Functions


        


  
    
      
    
    
      broadcast(topic, event, msg)



        
          
        

    

  


  

Callback implementation for Phoenix.Endpoint.broadcast/3.

  



  
    
      
    
    
      broadcast!(topic, event, msg)



        
          
        

    

  


  

Callback implementation for Phoenix.Endpoint.broadcast!/3.

  



  
    
      
    
    
      broadcast_from(from, topic, event, msg)



        
          
        

    

  


  

Callback implementation for Phoenix.Endpoint.broadcast_from/4.

  



  
    
      
    
    
      broadcast_from!(from, topic, event, msg)



        
          
        

    

  


  

Callback implementation for Phoenix.Endpoint.broadcast_from!/4.

  



  
    
      
    
    
      call(conn, opts)



        
          
        

    

  


  

Callback implementation for Plug.call/2.

  



  
    
      
    
    
      child_spec(opts)



        
          
        

    

  


  

Returns the child specification to start the endpoint
under a supervision tree.

  



    

  
    
      
    
    
      config(key, default \\ nil)



        
          
        

    

  


  

Returns the endpoint configuration for key
Returns default if the key does not exist.

  



  
    
      
    
    
      config_change(changed, removed)



        
          
        

    

  


  

Reloads the configuration given the application environment changes.

  



  
    
      
    
    
      host()



        
          
        

    

  


  

Returns the host for the given endpoint.

  



  
    
      
    
    
      init(opts)



        
          
        

    

  


  

Callback implementation for Plug.init/1.

  



  
    
      
    
    
      local_broadcast(topic, event, msg)



        
          
        

    

  


  

Callback implementation for Phoenix.Endpoint.local_broadcast/3.

  



  
    
      
    
    
      local_broadcast_from(from, topic, event, msg)



        
          
        

    

  


  

Callback implementation for Phoenix.Endpoint.local_broadcast_from/4.

  



  
    
      
    
    
      path(path)



        
          
        

    

  


  

Generates the path information when routing to this endpoint.

  



  
    
      
    
    
      script_name()



        
          
        

    

  


  

Generates the script name.

  



  
    
      
    
    
      server_info(scheme)



        
          
        

    

  


  

Returns the address and port that the server is running on

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

Starts the endpoint supervision tree.
All other options are merged into the endpoint configuration.

  



  
    
      
    
    
      static_integrity(path)



        
          
        

    

  


  

Generates a base64-encoded cryptographic hash (sha512) to a static file
in priv/static. Meant to be used for Subresource Integrity with CDNs.

  



  
    
      
    
    
      static_lookup(path)



        
          
        

    

  


  

Returns a two item tuple with the first item being the static_path
and the second item being the static_integrity.

  



  
    
      
    
    
      static_path(path)



        
          
        

    

  


  

Generates a route to a static file in priv/static.

  



  
    
      
    
    
      static_url()



        
          
        

    

  


  

Generates the static URL without any path information.
It uses the configuration under :static_url to generate
such. It falls back to :url if :static_url is not set.

  



  
    
      
    
    
      struct_url()



        
          
        

    

  


  

Generates the endpoint base URL but as a URI struct.
It uses the configuration under :url to generate such.
Useful for manipulating the URL data and passing it to
URL helpers.

  



    

  
    
      
    
    
      subscribe(topic, opts \\ [])



        
          
        

    

  


  

Callback implementation for Phoenix.Endpoint.subscribe/2.

  



  
    
      
    
    
      unsubscribe(topic)



        
          
        

    

  


  

Callback implementation for Phoenix.Endpoint.unsubscribe/1.

  



  
    
      
    
    
      url()



        
          
        

    

  


  

Generates the endpoint base URL without any path information.
It uses the configuration under :url to generate such.

  


        

      


  

    
MobDev.Server.Layouts 
    




      
        Summary


  
    Functions
  


    
      
        app(assigns)

      


    


    
      
        root(assigns)

      


    





      


      
        Functions


        


  
    
      
    
    
      app(assigns)



        
          
        

    

  


  

      

          @spec app(map()) :: Phoenix.LiveView.Rendered.t()


      



  



  
    
      
    
    
      root(assigns)



        
          
        

    

  


  

      

          @spec root(map()) :: Phoenix.LiveView.Rendered.t()


      



  


        

      


  

    
MobDev.Server.LogBuffer 
    



      
Holds the last 500 log lines in memory so the LiveView can restore them on
reconnect without losing context from before a crash or page refresh.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        clear()

      


    


    
      
        get()

      


    


    
      
        push(line)

      


    


    
      
        start_link(opts \\ [])

      


    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      clear()



        
          
        

    

  


  

      

          @spec clear() :: :ok


      



  



  
    
      
    
    
      get()



        
          
        

    

  


  

      

          @spec get() :: [map()]


      



  



  
    
      
    
    
      push(line)



        
          
        

    

  


  

      

          @spec push(map()) :: :ok


      



  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      



  


        

      


  

    
MobDev.Server.LogFilter 
    



      
Pure filter functions for the log stream. Extracted here so they can be
unit-tested without mounting a LiveView.

      


      
        Summary


  
    Types
  


    
      
        filter()

      


    


    
      
        line()

      


    





  
    Functions
  


    
      
        apply(lines, filter, text)

      


        Filters a list of log lines by device/category filter, then by text.



    


    
      
        by_device(lines, serial)

      


    


    
      
        by_device?(line, serial)

      


    


    
      
        by_text(lines, text)

      


    


    
      
        by_text?(line, text)

      


    


    
      
        matches?(line, filter, text)

      


        Returns true if the line passes both the device filter and the text filter.



    





      


      
        Types


        


  
    
      
    
    
      filter()



        
          
        

    

  


  

      

          @type filter() :: :all | :app | String.t()


      



  



  
    
      
    
    
      line()



        
          
        

    

  


  

      

          @type line() :: map()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      apply(lines, filter, text)



        
          
        

    

  


  

      

          @spec apply([line()], filter(), String.t()) :: [line()]


      


Filters a list of log lines by device/category filter, then by text.
filter is :all, :app, or a device serial string.
text is a comma-separated list of search terms (empty string = no filter).
Lines newest-first; order is preserved.

  



  
    
      
    
    
      by_device(lines, serial)



        
          
        

    

  


  

      

          @spec by_device([line()], filter()) :: [line()]


      



  



  
    
      
    
    
      by_device?(line, serial)



        
          
        

    

  


  

      

          @spec by_device?(line(), filter()) :: boolean()


      



  



  
    
      
    
    
      by_text(lines, text)



        
          
        

    

  


  

      

          @spec by_text([line()], String.t()) :: [line()]


      



  



  
    
      
    
    
      by_text?(line, text)



        
          
        

    

  


  

      

          @spec by_text?(line(), String.t()) :: boolean()


      



  



  
    
      
    
    
      matches?(line, filter, text)



        
          
        

    

  


  

      

          @spec matches?(line(), filter(), String.t()) :: boolean()


      


Returns true if the line passes both the device filter and the text filter.

  


        

      


  

    
MobDev.Server.LogStreamer 
    



      
Streams logcat from connected Android devices and iOS simulator console,
broadcasting parsed lines via PubSub.
One Port per device. Automatically starts/stops ports as devices
connect and disconnect (driven by :devices_updated PubSub events).

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        parse_line(raw, serial)

      


        Parses a logcat brief-format line into a map.



    


    
      
        start_link(opts \\ [])

      


    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      parse_line(raw, serial)



        
          
        

    

  


  

      

          @spec parse_line(String.t(), String.t()) :: map()


      


Parses a logcat brief-format line into a map.
Brief format: I/TagName(PID): message

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      



  


        

      


  

    
MobDev.Server.LogStreamerSupervisor 
    



      
Isolated supervisor for LogStreamer.
LogStreamer opens OS ports (adb logcat, xcrun) that can exit unexpectedly,
causing crashes. Keeping it under its own supervisor means those crashes
never bubble up to restart LogBuffer, the Endpoint, or the LiveView.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start_link(opts \\ [])

      


    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: Supervisor.on_start()


      



  


        

      


  

    
MobDev.Server.Router 
    




      
        Summary


  
    Functions
  


    
      
        browser(conn, _)

      


    


    
      
        call(conn, opts)

      


        Callback invoked by Plug on every request.



    


    
      
        formatted_routes(_)

      


        Callback implementation for Phoenix.VerifiedRoutes.formatted_routes/1.



    


    
      
        init(opts)

      


        Callback required by Plug that initializes the router
for serving web requests.



    


    
      
        verified_route?(_, split_path)

      


        Callback implementation for Phoenix.VerifiedRoutes.verified_route?/2.



    





      


      
        Functions


        


  
    
      
    
    
      browser(conn, _)



        
          
        

    

  


  


  



  
    
      
    
    
      call(conn, opts)



        
          
        

    

  


  

Callback invoked by Plug on every request.

  



  
    
      
    
    
      formatted_routes(_)



        
          
        

    

  


  

Callback implementation for Phoenix.VerifiedRoutes.formatted_routes/1.

  



  
    
      
    
    
      init(opts)



        
          
        

    

  


  

Callback required by Plug that initializes the router
for serving web requests.

  



  
    
      
    
    
      verified_route?(_, split_path)



        
          
        

    

  


  

Callback implementation for Phoenix.VerifiedRoutes.verified_route?/2.

  


        

      


  

    
MobDev.Server.WatchWorker 
    



      
GenServer that runs the mob.watch loop inside the mob.server process.
Polls lib/**/*.ex for changes every 500ms. When files change it
debounces, recompiles, and hot-pushes changed modules to all connected
device nodes via Erlang dist — same logic as mix mob.watch but driven
from the dashboard UI instead of a terminal.
Events broadcast to the "watch" PubSub topic:
  {:watch_status,  :watching | :idle}
  {:watch_push,    %{pushed: n, failed: [...], nodes: [...], files: [...]}}

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start_link(_)

      


    


    
      
        start_watching()

      


        Start watching. Idempotent — safe to call when already watching.



    


    
      
        status()

      


        Returns %{watching: bool, nodes: [node()], last_push: map | nil}.



    


    
      
        stop_watching()

      


        Stop watching.



    


    
      
        subscribe()

      


        Subscribe the calling process to watch PubSub events.



    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      start_link(_)



        
          
        

    

  


  

      

          @spec start_link(term()) :: GenServer.on_start()


      



  



  
    
      
    
    
      start_watching()



        
          
        

    

  


  

      

          @spec start_watching() :: term()


      


Start watching. Idempotent — safe to call when already watching.

  



  
    
      
    
    
      status()



        
          
        

    

  


  

      

          @spec status() :: map()


      


Returns %{watching: bool, nodes: [node()], last_push: map | nil}.

  



  
    
      
    
    
      stop_watching()



        
          
        

    

  


  

      

          @spec stop_watching() :: term()


      


Stop watching.

  



  
    
      
    
    
      subscribe()



        
          
        

    

  


  

      

          @spec subscribe() :: :ok | {:error, term()}


      


Subscribe the calling process to watch PubSub events.

  


        

      


  

    
MobDev.Adopt.Generator 
    



      
EEx-template assigns, native-tree template/static roots, dep
resolution, and Pythonx wiring for mix mob.adopt.
Duplicated from MobNew.ProjectGenerator (mob_new, the project
generator archive). Only the transitive closure mix mob.adopt
exercises was copied — the full mix mob.new generation pipeline
(generate/3, liveview_generate/3, the mix phx.new shell-out,
the config/router patchers) stays in mob_new. Phase 5 of
build_system_migration.md reunifies the two copies behind a single
Igniter-based path; until then both repos carry their own copy
(mob_new can't depend on mob_dev — it's a self-contained Mix archive;
see ArchiveSelfContainedTest).
Native templates come from the installed mob_new archive
The Android/iOS native trees mob.adopt emits are rendered from
mob_new's priv/templates/mob.new/ and priv/static/mob.new/. Those
template files belong to the generator and are deliberately NOT
duplicated here. By design, mix mob.adopt --android/--ios requires the
mob_new archive installed (mix archive.install hex mob_new) in addition
to mob_dev as a project dep — mob_new stays the single source of native
templates, so the two can't drift. Mix puts an installed archive on the
code path, so :code.priv_dir(:mob_new) resolves its bundled priv at
runtime — the same way mob_new's own mix mob.new loads them.
templates_root/1 / static_root/1 prefer that, then fall back to a
local checkout via $MOB_NEW_DIR / ~/code/mob_new for development. See
decisions/2026-06-19-mob-adopt-lives-in-mob_dev.md.
Compile-time regex
Compiles regexes at runtime via Regex.compile!/1, never ~r//
literals (OTP 28.0 dropped :re.import/1). See mob AGENTS.md,
pre-empt-failure rule "Compile-time ~r// literals are unsafe on OTP 28".

      


      
        Summary


  
    Functions
  


    
      
        apply_python_patches(project_dir, app_name)

      


        Patches a generated project to enable Pythonx (embedded CPython,
iOS + Android).



    


    
      
        assigns(app_name, opts \\ [])

      


        Returns the EEx template assigns map for app_name.



    


    
      
        bundle_prefix()

      


    


    
      
        resolve_deps(opts)

      


        Returns {mob_dep, mob_dev_dep, mob_local_dir}. mob_local_dir is the
absolute mob checkout under --local (it belongs in the gitignored
mob.local.exs, never the committed mob.exs), otherwise nil.



    





      


      
        Functions


        


  
    
      
    
    
      apply_python_patches(project_dir, app_name)



        
          
        

    

  


  

      

          @spec apply_python_patches(String.t(), String.t()) :: :ok


      


Patches a generated project to enable Pythonx (embedded CPython,
iOS + Android).
Two patches:
	mix.exs — adds {:pythonx, "~> 0.4"} to deps.
	lib/<app>/python_paths.ex — pure detection module that reads
:code.root_dir/0 for iOS and MOB_PYTHON_HOME / MOB_PYTHON_DL
env vars (set by Android's MainActivity) for Android.

Mirrors mix mob.enable pythonx. Idempotent — safe to run twice.

  



    

  
    
      
    
    
      assigns(app_name, opts \\ [])



        
          
        

    

  


  

      

          @spec assigns(
  String.t(),
  keyword()
) :: map()


      


Returns the EEx template assigns map for app_name.
Options:
	:local — when true, generates path: deps pointing to local mob/mob_dev
repos instead of hex version constraints. Paths are resolved from the
MOB_DIR and MOB_DEV_DIR environment variables, falling back to
../mob and ../mob_dev relative to the generated project location.


  



  
    
      
    
    
      bundle_prefix()



        
          
        

    

  


  

      

          @spec bundle_prefix() :: String.t()


      



  



  
    
      
    
    
      resolve_deps(opts)



        
          
        

    

  


  

      

          @spec resolve_deps(keyword()) :: {String.t(), String.t(), String.t() | nil}


      


Returns {mob_dep, mob_dev_dep, mob_local_dir}. mob_local_dir is the
absolute mob checkout under --local (it belongs in the gitignored
mob.local.exs, never the committed mob.exs), otherwise nil.

  


        

      


  

    
MobDev.Adopt.Patcher 
    



      
Pure helpers for the mix mob.adopt Elixir-source patches and
content generators: the LiveView bridge patches (assets/js/app.js
MobHook + root.html.heex bridge div), the mix.exs dep injection,
and the generated mob_screen.ex / mob_app.ex / mob.exs /
src/<app>.erl contents.
Duplicated from MobNew.LiveViewPatcher (mob_new, the project
generator archive). Only the transitive closure mix mob.adopt
actually exercises was copied — mob.new's notes-app generators
(repo_content, note_content, the LiveView starter screens, …)
stay in mob_new. Phase 5 of build_system_migration.md reunifies the
two copies behind a single Igniter-based path; until then both repos
carry their own copy (mob_new can't depend on mob_dev — it's a
self-contained Mix archive; see ArchiveSelfContainedTest).
Compile-time regex
Like the mob_new original, this module compiles regexes at runtime via
Regex.compile!/1 rather than ~r// literals — the ~r// form bakes
a bytecode pattern that calls :re.import/1, removed in OTP 28.0 (the
version Mob's bundled iOS/Android tarballs ship). See mob AGENTS.md
pre-empt-failure rule "Compile-time ~r// literals are unsafe on OTP 28".

      


      
        Summary


  
    Functions
  


    
      
        erlang_entry_content(module_name, app_name)

      


        Generates the Erlang bootstrap for a LiveView project.



    


    
      
        inject_deps(content, mob_dep, mob_dev_dep)

      


        Injects mob / mob_dev dependencies into the deps/0 function in mix.exs content.



    


    
      
        inject_ecto_sqlite3(content)

      


        Adds {:ecto_sqlite3, "~> 0.18"} to the deps list in mix.exs content
if not already present. The generated mob_app.ex (LiveView flavour)
calls Application.ensure_all_started(:ecto_sqlite3) and runs
Ecto.Migrator on-device, so the dep is required whenever that
template is emitted.



    


    
      
        inject_mob_bridge_element(content)

      


        Injects the hidden bridge <div> immediately after the opening <body> tag.



    


    
      
        inject_mob_hook(content)

      


        Injects the MobHook definition and registration into the given app.js content.



    


    
      
        mob_app_content_thin(module_name, app_name)

      


        Generates a thin-client <App>.MobApp for projects where the BEAM on
device does NOT host Phoenix/Hologram/game state — instead the WebView
points at a deployed Phoenix server and the device's BEAM is just the
native interop layer.



    


    
      
        mob_bridge_element()

      


        Returns the hidden bridge element string (for test assertions).



    


    
      
        mob_exs_content()

      


        Generates mob.exs config content for a LiveView project.



    


    
      
        mob_hook_js()

      


        Returns the MobHook JS string (for tests and warning messages).



    


    
      
        mob_live_app_content(module_name, app_name, secret_key_base, signing_salt)

      


        Generates the mob_app.ex entry point for a LiveView project.



    


    
      
        mob_screen_content_install(module_name)

      


        Generates MobScreen content for mix mob.adopt.



    





      


      
        Functions


        


  
    
      
    
    
      erlang_entry_content(module_name, app_name)



        
          
        

    

  


  

      

          @spec erlang_entry_content(String.t(), String.t()) :: String.t()


      


Generates the Erlang bootstrap for a LiveView project.
Calls ModuleName.MobApp.start() instead of ModuleName.App.start().

  



  
    
      
    
    
      inject_deps(content, mob_dep, mob_dev_dep)



        
          
        

    

  


  

      

          @spec inject_deps(String.t(), String.t(), String.t()) :: String.t()


      


Injects mob / mob_dev dependencies into the deps/0 function in mix.exs content.
mob_dep and mob_dev_dep are dependency tuple strings (already formatted —
e.g. ~s({:mob, "~> 0.5"}) or ~s({:mob, path: "/path"})). They are parsed
back to AST and inserted at the end of the user's deps list.
Idempotent: no-op if :mob is already declared in the user's deps list,
regardless of indentation or trailing-comma shape.
Implementation note
Deps are injected by an AST walk (robust against Phoenix-version / formatter
variation), then serialized with stdlib only (Macro.to_string +
Code.format_string!). The mob_new original is reachable from mix mob.new
running as a Mix archive, and archives don't bundle runtime deps — so it
must not call any non-stdlib module (Sourceror). Preserved here verbatim.

  



  
    
      
    
    
      inject_ecto_sqlite3(content)



        
          
        

    

  


  

      

          @spec inject_ecto_sqlite3(String.t()) :: String.t()


      


Adds {:ecto_sqlite3, "~> 0.18"} to the deps list in mix.exs content
if not already present. The generated mob_app.ex (LiveView flavour)
calls Application.ensure_all_started(:ecto_sqlite3) and runs
Ecto.Migrator on-device, so the dep is required whenever that
template is emitted.
Idempotent — no-op when ecto_sqlite3 is already in the deps string.

  



  
    
      
    
    
      inject_mob_bridge_element(content)



        
          
        

    

  


  

      

          @spec inject_mob_bridge_element(String.t()) :: String.t()


      


Injects the hidden bridge <div> immediately after the opening <body> tag.
Idempotent: returns unchanged content if mob-bridge is already present.

  



  
    
      
    
    
      inject_mob_hook(content)



        
          
        

    

  


  

      

          @spec inject_mob_hook(String.t()) :: String.t()


      


Injects the MobHook definition and registration into the given app.js content.
Idempotent: returns unchanged content if MobHook is already present.

  



  
    
      
    
    
      mob_app_content_thin(module_name, app_name)



        
          
        

    

  


  

      

          @spec mob_app_content_thin(String.t(), String.t()) :: String.t()


      


Generates a thin-client <App>.MobApp for projects where the BEAM on
device does NOT host Phoenix/Hologram/game state — instead the WebView
points at a deployed Phoenix server and the device's BEAM is just the
native interop layer.
Produced when mix mob.adopt --no-live-view is invoked. The thin
variant uses use Mob.App with navigation/1 + on_start/0
callbacks (the same shape mix mob.new generates for native mode),
rather than the LV-flavored def start do ... end that boots the
host Phoenix endpoint on-device.

  



  
    
      
    
    
      mob_bridge_element()



        
          
        

    

  


  

      

          @spec mob_bridge_element() :: String.t()


      


Returns the hidden bridge element string (for test assertions).

  



  
    
      
    
    
      mob_exs_content()



        
          
        

    

  


  

      

          @spec mob_exs_content() :: String.t()


      


Generates mob.exs config content for a LiveView project.
The content is portable (no machine paths) so the file can be committed;
machine-local overrides go in a gitignored mob.local.exs, imported last.

  



  
    
      
    
    
      mob_hook_js()



        
          
        

    

  


  

      

          @spec mob_hook_js() :: String.t()


      


Returns the MobHook JS string (for tests and warning messages).

  



  
    
      
    
    
      mob_live_app_content(module_name, app_name, secret_key_base, signing_salt)



        
          
        

    

  


  

      

          @spec mob_live_app_content(String.t(), String.t(), String.t(), String.t()) ::
  String.t()


      


Generates the mob_app.ex entry point for a LiveView project.
This module is called from the Erlang bootstrap (src/app_name.erl) instead
of a native Mob.App module. It starts the Phoenix OTP application (which
boots the endpoint) and then starts MobScreen to open the WebView.
Unlike native Mob apps, this does NOT use Mob.App — Phoenix owns the
supervision tree. Mob is wired in at the BEAM entry level only.
secret_key_base and signing_salt are embedded directly because Mix config
files (config/*.exs) are not loaded on-device — Application.put_env/3 is
the only way to configure the endpoint before ensure_all_started/1 runs.
The on-device port defaults to a per-app hash (4200..4999) — see
default_liveview_port/0 for the collision rationale.

  



  
    
      
    
    
      mob_screen_content_install(module_name)



        
          
        

    

  


  

      

          @spec mob_screen_content_install(String.t()) :: String.t()


      


Generates MobScreen content for mix mob.adopt.
The generated module reads the WebView URL from application config:
config :mob, host_url: "https://your-app.example.com/"
Default if unset is http://127.0.0.1:4000/, suitable for on-device
BEAM hitting a local Phoenix endpoint. mix mob.adopt --host-url <URL> writes the config entry so the user doesn't need to edit
config/config.exs by hand.

  


        

      


  

    
MobDev.AppConfig 
    



      
Ships the project's application config to the device as the generated
Erlang module mob_app_config.
A Mob app boots from <app>:start() rather than an OTP release, so nothing
loads config/*.exs on the device and Application.get_env/3 returns nil
for everything except compile_env values. mob_dev therefore evaluates the
config on the host and compiles it into a module:
mob_app_config:config() :: [{App :: atom(), [{Key :: atom(), Value :: term()}]}]
Mob.App.start/0 (mob 0.9.6 and later) loads it first thing and applies it
with Application.put_all_env/2.
What goes in
	config/config.exs (the project's :config_path), read with
Config.Reader for the build's Mix.env() and Mix.target(), so its
import_config and config_env()/config_target() branches resolve as
they do on the host.
	config/runtime.exs next to it, when present, merged on top.
It is evaluated on the host, at build time, not on the device at
boot: System.get_env/1 there reads the developer's environment.
	minus :mob_dev, which is host tooling configuration.

The config is embedded with :erlang.term_to_binary/2 and decoded by
config/0, so values Macro.escape/1 can't turn into literals (tuples of
references to modules, large nested maps, ...) survive. Values that can't
mean anything on another VM (local funs such as fn literals in a config
file, pids, ports, references, which includes compiled regexes) are dropped
per key with a warning; external funs (&Mod.fun/1) are kept.
Where it goes
write!/0 puts mob_app_config.beam into the app's own compile path, next
to <app>.beam. Every path that ships the app's BEAMs copies that
directory, so the module rides along with no per-platform step: the
filesystem and dist pushes of mix mob.deploy (through
MobDev.HotPush.runtime_beam_dirs/0), the iOS simulator and device builds,
and the Android and iOS release builds. The file is only rewritten when its
bytes change, so mix mob.watch doesn't push it on every save.
A config change reaches a running app on its next start: a hot push loads the
new module but does not re-apply it.

      


      
        Summary


  
    Types
  


    
      
        skipped()

      


        {app, key} of a value dropped as non-portable, with the reason.



    





  
    Functions
  


    
      
        compile(config, meta \\ [])

      


        Compiles config into the mob_app_config module's BEAM bytes.



    


    
      
        module()

      


        The generated module's name.



    


    
      
        read(opts \\ [])

      


        Evaluates the project config for the device.



    


    
      
        write!(ebin \\ Mix.Project.compile_path(), opts \\ [])

      


        Generates mob_app_config.beam into ebin (default: the project's compile
path) and returns its path. Warns about each dropped key, once per run
(mix mob.watch regenerates on every save).



    





      


      
        Types


        


  
    
      
    
    
      skipped()



        
          
        

    

  


  

      

          @type skipped() :: {atom(), atom(), String.t()}


      


{app, key} of a value dropped as non-portable, with the reason.

  


        

      

      
        Functions


        


    

  
    
      
    
    
      compile(config, meta \\ [])



        
          
        

    

  


  

      

          @spec compile(
  [{atom(), keyword()}],
  keyword()
) :: binary()


      


Compiles config into the mob_app_config module's BEAM bytes.
Deterministic: the same config always produces the same bytes. env and
target are recorded as the mob_app_config module attribute so a device
can tell which build produced its config.

  



  
    
      
    
    
      module()



        
          
        

    

  


  

      

          @spec module() :: atom()


      


The generated module's name.

  



    

  
    
      
    
    
      read(opts \\ [])



        
          
        

    

  


  

      

          @spec read(keyword()) :: {[{atom(), keyword()}], [skipped()]}


      


Evaluates the project config for the device.
Options: :config_path (default: the project's :config_path), :env
(default Mix.env()), :target (default Mix.target()).
Returns {config, skipped}; skipped lists the keys dropped because their
value is non-portable.

  



    

    

  
    
      
    
    
      write!(ebin \\ Mix.Project.compile_path(), opts \\ [])



        
          
        

    

  


  

      

          @spec write!(
  Path.t(),
  keyword()
) :: Path.t()


      


Generates mob_app_config.beam into ebin (default: the project's compile
path) and returns its path. Warns about each dropped key, once per run
(mix mob.watch regenerates on every save).
The file is left untouched when its content would not change.

  


        

      


  

    
MobDev.AppLifecycleHooks 
    



      
Detects an Android app that predates the Mob.Device :app lifecycle hooks.
mob 0.9.6 exports mob_send_app_lifecycle/1 and delivers :did_become_active,
:did_enter_background etc. on Android, but only if the app's own
MainActivity.kt calls nativeNotifyAppLifecycle and its beam_jni.c
forwards that to mob_send_app_lifecycle. Both files are app-owned and never
re-rendered, so an existing app that upgrades mob gets no events and
Mob.Device.foreground?/0 stays true, with no error anywhere. mob_dev
detects rather than patches app-owned native source (see
decisions/2026-08-25-detect-dont-autopatch-native-source.md).

      


      
        Summary


  
    Functions
  


    
      
        check(project_root, mob_dir)

      


        What the app in project_root is missing, given the mob checkout it
builds against: :ok, or {:missing, files} with the relative paths that
lack their half of the hook. Always :ok for a project without android/
or a mob that doesn't export mob_send_app_lifecycle (adding the hook there
would fail to link).



    


    
      
        fix()

      


        The upgrade steps, with the code to add.



    


    
      
        mob_supports?(mob_dir)

      


        Whether the mob checkout at mob_dir exports mob_send_app_lifecycle (mob 0.9.6+).



    


    
      
        problem()

      


        The one-line problem statement.



    





      


      
        Functions


        


  
    
      
    
    
      check(project_root, mob_dir)



        
          
        

    

  


  

      

          @spec check(Path.t(), Path.t() | nil) :: :ok | {:missing, [String.t()]}


      


What the app in project_root is missing, given the mob checkout it
builds against: :ok, or {:missing, files} with the relative paths that
lack their half of the hook. Always :ok for a project without android/
or a mob that doesn't export mob_send_app_lifecycle (adding the hook there
would fail to link).

  



  
    
      
    
    
      fix()



        
          
        

    

  


  

      

          @spec fix() :: String.t()


      


The upgrade steps, with the code to add.

  



  
    
      
    
    
      mob_supports?(mob_dir)



        
          
        

    

  


  

      

          @spec mob_supports?(Path.t() | nil) :: boolean()


      


Whether the mob checkout at mob_dir exports mob_send_app_lifecycle (mob 0.9.6+).

  



  
    
      
    
    
      problem()



        
          
        

    

  


  

      

          @spec problem() :: String.t()


      


The one-line problem statement.

  


        

      


  

    
MobDev.Attest 
    



      
Prove that the code running on a device is the code you just pushed.
mix mob.deploy reports what it did, not what is now true. Those come
apart more often than the exit code suggests, and the interesting failures
are the quiet ones — a deploy that prints a tick while the app keeps running
something else entirely.
The case that produced this module: two bundle ids diverged, so the BEAM push
addressed one app's container while a different app was running. It did not
fail with "not installed". It succeeded, printed a tick, and the app carried
on with the old code. Both containers existed on the device, so every layer
of the deploy was telling the truth about its own step, and the run as a whole
was a lie.
Every guide in these repos says "verify effects, not exit codes". That
instruction exists because the tools cannot be trusted, and it only works
while a human remembers to follow it. This makes it a property the tool
checks.
How
module_info(:md5) on a loaded module is the same digest :beam_lib.md5/1
reports for the .beam it was loaded from. Ask the device for one, compute
the other locally, compare. A module that never arrived, arrived somewhere
else, or arrived and was never loaded all show up.
This deliberately does not hash whole files or directories: two builds of the
same source differ in timestamps and paths, and a check that cries wolf gets
turned off.
Note the side effect: the device runs an interactive code server, so probing
a module it has not loaded causes it to load. That makes the comparison
stronger — it is the file on the code path, not just the resident set — at
the cost of nudging the thing being measured.

      


      
        Summary


  
    Types
  


    
      
        finding()

      


    


    
      
        verdict()

      


        What a single module's comparison found.



    





  
    Functions
  


    
      
        compare(module, expected, digest)

      


        Compare one module's local digest against what the device reports.



    


    
      
        local_digest(path)

      


        The digest of a module as built locally.



    


    
      
        tally(findings)

      


        Counts per verdict, for the summary line and the JSON payload.



    


    
      
        verdict(findings)

      


        Whether a set of findings means the deploy can be believed.



    





      


      
        Types


        


  
    
      
    
    
      finding()



        
          
        

    

  


  

      

          @type finding() :: %{
  module: module(),
  verdict: verdict(),
  expected: binary() | nil,
  actual: binary() | nil
}


      



  



  
    
      
    
    
      verdict()



        
          
        

    

  


  

      

          @type verdict() :: :match | :stale | :missing | :unreadable


      


What a single module's comparison found.
	:match — the device is running the bytes we have.
	:stale — it is running something, but not this. The push did not land,
or landed somewhere else, or landed and was not loaded.
	:missing — the device answered :undef. On an interactive code server —
which is what Mob devices run — that means the module is on no code path
at all, because asking for it would otherwise have loaded it. For a module
mix mob.deploy pushed, that is a real failure, so it is fatal.
	:unreadable — the check could not run: the local .beam would not
digest, or the RPC failed for any reason other than :undef. Not a pass.


  


        

      

      
        Functions


        


  
    
      
    
    
      compare(module, expected, digest)



        
          
        

    

  


  

      

          @spec compare(module(), binary() | nil, term()) :: finding()


      


Compare one module's local digest against what the device reports.
remote is whatever module_info(:md5) came back with, including the
failure shapes: nil, {:badrpc, _}, or an :undef exit for a module the
device has never loaded.

  



  
    
      
    
    
      local_digest(path)



        
          
        

    

  


  

      

          @spec local_digest(Path.t()) :: {module(), binary()} | nil


      


The digest of a module as built locally.
Returns nil when the file cannot be read or is not a beam — the caller must
treat that as "cannot tell", never as agreement.

  



  
    
      
    
    
      tally(findings)



        
          
        

    

  


  

      

          @spec tally([finding()]) :: %{required(verdict()) => non_neg_integer()}


      


Counts per verdict, for the summary line and the JSON payload.
Every verdict is present whether or not it occurred, so a consumer reading
.stale never gets nil on the runs that found nothing — the same reason
mix mob.mutate's summary has a fixed shape.

  



  
    
      
    
    
      verdict(findings)



        
          
        

    

  


  

      

          @spec verdict([finding()]) :: :ok | {:error, String.t()}


      


Whether a set of findings means the deploy can be believed.
:stale is always fatal: the device is running code we did not build, which
is the failure this module exists to catch.
:unreadable is fatal too. It means the check could not run, and a check that
could not run must not report success — that is the same defect as a deploy
exiting 0 having shipped nothing.
:missing is fatal, and the reason is the opposite of what an earlier version
of this doc claimed. That version said interactive BEAM loads a module on
first call, so most of a bundle is legitimately unloaded and :missing must
be tolerated. Measured on a real device, the inference runs the other way:
the code server is interactive, so asking for module_info(:md5) triggers
the load and returns a digest. :undef therefore does not mean "not loaded
yet" — it means the module is on no code path at all, which for something
mix mob.deploy pushed is a genuine failure.
Two consequences worth stating plainly. The check is stronger than first
documented: it compares the file the device would load, not merely the set
that happens to be resident. And it has a side effect — probing an unloaded
module loads it. That is a small mutation of the thing being measured, and
it is the reason this connects without restarting: a restart would reload
everything and destroy far more than a probe does.

  


        

      


  

    
MobDev.Bench.DeviceObserver 
    



      
Subscribes to Mob.Device events on the running app over Erlang
distribution and tracks ground-truth screen/app state for the bench.
Without this, the bench only knows what it asked the device to do
("we just ran lock_screen, so the screen should be off"). With this,
the bench learns from the device what's actually happening
({:mob_device, :did_enter_background}, {:mob_device, :screen_off}),
and the probe snapshots reflect reality.
Lifecycle
observer = DeviceObserver.subscribe(node, categories: [:app, :display])
...
observer = DeviceObserver.consume_messages(observer)  # call each tick
observer.screen   # => :on | :off | :unknown
observer.app      # => :running | :background | :suspended | :unknown
observer.events   # => list of recent events (most recent first)
Subscription is best-effort — if the device's BEAM doesn't have
Mob.Device.subscribe/1 exported (older app build), subscribe/2
returns an observer that just passes through the caller's expected
state.

      


      
        Summary


  
    Types
  


    
      
        app_state()

      


    


    
      
        screen_state()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        apply_to_probe(obs, probe)

      


        Merge the observer's ground-truth state into a Probe snapshot. If the
observer has authoritative state, prefer it over what the probe inferred;
fall back to the probe's view otherwise.



    


    
      
        consume_messages(obs)

      


        Drain the calling process's mailbox of pending Mob.Device messages and
update the observer's tracked state. Returns the updated observer.



    


    
      
        subscribe(node, opts)

      


        Try to subscribe the calling process to Mob.Device events on node.
Returns an observer struct, possibly with subscribed?: false if the
device's app doesn't support it (older build).



    





      


      
        Types


        


  
    
      
    
    
      app_state()



        
          
        

    

  


  

      

          @type app_state() :: :running | :background | :suspended | :unknown


      



  



  
    
      
    
    
      screen_state()



        
          
        

    

  


  

      

          @type screen_state() :: :on | :off | :unknown


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %MobDev.Bench.DeviceObserver{
  app: app_state(),
  events: [{integer(), atom(), term()}],
  last_event_ts_ms: integer() | nil,
  node: atom() | nil,
  screen: screen_state(),
  subscribed?: boolean()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      apply_to_probe(obs, probe)



        
          
        

    

  


  

      

          @spec apply_to_probe(t(), MobDev.Bench.Probe.t()) :: MobDev.Bench.Probe.t()


      


Merge the observer's ground-truth state into a Probe snapshot. If the
observer has authoritative state, prefer it over what the probe inferred;
fall back to the probe's view otherwise.

  



  
    
      
    
    
      consume_messages(obs)



        
          
        

    

  


  

      

          @spec consume_messages(t()) :: t()


      


Drain the calling process's mailbox of pending Mob.Device messages and
update the observer's tracked state. Returns the updated observer.
Call this at the top of each poll cycle. Non-blocking — uses receive
with after 0.

  



  
    
      
    
    
      subscribe(node, opts)



        
          
        

    

  


  

      

          @spec subscribe(
  atom() | nil,
  keyword()
) :: t()


      


Try to subscribe the calling process to Mob.Device events on node.
Returns an observer struct, possibly with subscribed?: false if the
device's app doesn't support it (older build).

  


        

      


  

    
MobDev.Bench.Logger 
    



      
Append-only CSV log of bench probe snapshots.
Format:
ts_ms,elapsed_sec,reachability,app_process,usb,screen,battery_pct,reason
Reading:
	ts_ms is monotonic — safe to subtract for intervals
	elapsed_sec is seconds since the run started (set on open/2)
	reachability, app_process, usb, screen are atoms (string-encoded)
	battery_pct is integer or empty
	reason is a string (CSV-escaped)

Use summary/1 after a run to compute % success, gap distribution,
reconnect count, etc.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        append(log, probe)

      


        Append a probe snapshot. Returns the updated logger struct.



    


    
      
        close(log)

      


        Close the log file. Idempotent.



    


    
      
        open(path, opts \\ [])

      


        Open a log file for writing. Creates parent dirs as needed.



    


    
      
        read(path)

      


        Read a CSV file and return a list of probe-like maps. Useful for tests
and for summary/1.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %MobDev.Bench.Logger{
  file: File.io_device() | nil,
  path: Path.t(),
  rows: non_neg_integer(),
  start_ts_ms: integer()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      append(log, probe)



        
          
        

    

  


  

      

          @spec append(t(), MobDev.Bench.Probe.t()) :: t()


      


Append a probe snapshot. Returns the updated logger struct.

  



  
    
      
    
    
      close(log)



        
          
        

    

  


  

      

          @spec close(t()) :: t()


      


Close the log file. Idempotent.

  



    

  
    
      
    
    
      open(path, opts \\ [])



        
          
        

    

  


  

      

          @spec open(
  Path.t(),
  keyword()
) :: t()


      


Open a log file for writing. Creates parent dirs as needed.
Returns a struct that's passed to subsequent append/2 and close/1 calls.

  



  
    
      
    
    
      read(path)



        
          
        

    

  


  

      

          @spec read(Path.t()) :: [map()]


      


Read a CSV file and return a list of probe-like maps. Useful for tests
and for summary/1.
Each row is %{ts_ms, elapsed_sec, reachability, app_process, usb, screen, battery_pct, reason} with atoms restored.

  


        

      


  

    
MobDev.Bench.Preflight 
    



      
Pre-run checklist for the iOS battery bench.
Walks through the things that have to be right before locking the screen
and running for 30 minutes. Each check returns :ok | {:error, message}.
Goals:
	Catch the misconfigurations that would invalidate a run before the run
starts (saves ~30 min of wasted bench time).
	Tell the user exactly what's wrong and how to fix it.
	Be testable — each check is a pure function returning a tagged result.

Checks performed
	USB / hardware UDID — at least one of: USB-connected device
reachable via idevice_id -l, or a configured :hw_udid.
	App installed — bundle id appears in xcrun devicectl device info apps.
	BEAM reachable — Node.connect succeeds.
	RPC responsive — rpc.call(node, :erlang, :node, []) returns within
2 seconds. Distinguishes "BEAM up but suspended" from "fully alive".
	NIF version — mob_nif:battery_level/0 is exported. (Indicates the
installed app build is recent enough.)
	Background NIF — mob_nif:background_keep_alive/0 is exported.
Required for screen-off bench mode.

Each check is independent — failure in (3) doesn't skip (5); we run them
all and report a complete picture.

      


      
        Summary


  
    Types
  


    
      
        check_result()

      


        Result for a single check.



    





  
    Functions
  


    
      
        all_ok?(results)

      


        Returns true if every result is {:ok, _}. Stricter overall check than
examining individual results — useful for deciding whether to abort.



    


    
      
        pretty(results)

      


        Format the results as a multi-line string with ✓/✗ markers.



    


    
      
        run(opts)

      


        Run all preflight checks and return a list of {name, result} tuples in
the order they were run.



    





      


      
        Types


        


  
    
      
    
    
      check_result()



        
          
        

    

  


  

      

          @type check_result() :: {:ok, String.t()} | {:error, String.t()}


      


Result for a single check.

  


        

      

      
        Functions


        


  
    
      
    
    
      all_ok?(results)



        
          
        

    

  


  

      

          @spec all_ok?([{atom(), check_result()}]) :: boolean()


      


Returns true if every result is {:ok, _}. Stricter overall check than
examining individual results — useful for deciding whether to abort.

  



  
    
      
    
    
      pretty(results)



        
          
        

    

  


  

      

          @spec pretty([{atom(), check_result()}]) :: String.t()


      


Format the results as a multi-line string with ✓/✗ markers.

  



  
    
      
    
    
      run(opts)



        
          
        

    

  


  

      

          @spec run(keyword()) :: [{atom(), check_result()}]


      


Run all preflight checks and return a list of {name, result} tuples in
the order they were run.
Common options:
	:platform — :ios (default) or :android — selects platform-specific
hardware and app_installed checks
	:node — node atom (required for BEAM checks)
	:cookie — cookie atom
	:bundle_id — app bundle id
	:host — IP/host for EPMD (default: derive from node)
	:require_keep_alive — boolean, default true (set false for screen-on bench)

iOS-specific:
	:device_id — devicectl identifier (CoreDevice UUID)
	:hw_udid — hardware UDID for USB checks

Android-specific:
	:adb_serial — ADB serial / IP:port for adb checks


  


        

      


  

    
MobDev.Bench.Probe 
    



      
Multi-source state probe for the battery bench.
When a battery read fails, we want to know why: is the BEAM dead, just
unreachable, suspended in the background? The probe walks a short pipeline
of network checks and returns a typed state. The bench uses this to
produce informative trace lines and decide whether to attempt reconnection.
State derivation
epmd_reachable?  Node.connect  rpc_ping        →  state
──────────────  ─────────────  ──────────────     ─────
false           —              —                  :unreachable
true            false          —                  :alive_epmd_only
true            true           timeout            :alive_dist_only
true            true           ok                 :alive_rpc
When a hw_udid is provided and ideviceinfo is available, we additionally
probe USB battery readiness:
ideviceinfo battery → :usb_ok | :usb_failed | :no_usb
And app-process liveness via xcrun devicectl device info processes:
app_pid_alive?  →  :app_running | :app_dead | :app_unknown
All probes are independent and failure-tolerant — any single probe failing
doesn't crash the whole snapshot.

      


      
        Summary


  
    Types
  


    
      
        app_process()

      


        Foreground/background/dead, or unknown if we can't tell.



    


    
      
        reachability()

      


        


    


    
      
        screen()

      


        Screen state, where derivable. :unknown is the honest default.



    


    
      
        t()

      


    


    
      
        usb()

      


        USB battery readiness via ideviceinfo.



    





  
    Functions
  


    
      
        format(p)

      


        Format the probe result as a one-line trace fragment.



    


    
      
        snapshot(opts \\ [])

      


        Run the full probe and return a populated state struct.



    





      


      
        Types


        


  
    
      
    
    
      app_process()



        
          
        

    

  


  

      

          @type app_process() :: :app_running | :app_suspended | :app_dead | :app_unknown


      


Foreground/background/dead, or unknown if we can't tell.

  



  
    
      
    
    
      reachability()



        
          
        

    

  


  

      

          @type reachability() ::
  :alive_rpc | :alive_dist_only | :alive_epmd_only | :unreachable


      


	:alive_rpc — RPC just succeeded; BEAM is fully responsive
	:alive_dist_only — Node.connect works, RPC times out (suspended?)
	:alive_epmd_only — TCP to EPMD works, dist refused (BEAM up but no dist)
	:unreachable — Phone offline or BEAM dead


  



  
    
      
    
    
      screen()



        
          
        

    

  


  

      

          @type screen() :: :on | :off | :unknown


      


Screen state, where derivable. :unknown is the honest default.

  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %MobDev.Bench.Probe{
  app_process: app_process(),
  battery_pct: integer() | nil,
  reachability: reachability(),
  reason: String.t() | nil,
  screen: screen(),
  ts_ms: integer(),
  usb: usb()
}


      



  



  
    
      
    
    
      usb()



        
          
        

    

  


  

      

          @type usb() :: :usb_ok | :usb_failed | :no_usb


      


USB battery readiness via ideviceinfo.

  


        

      

      
        Functions


        


  
    
      
    
    
      format(p)



        
          
        

    

  


  

      

          @spec format(t()) :: String.t()


      


Format the probe result as a one-line trace fragment.
iex> probe = %MobDev.Bench.Probe{
...>   ts_ms: 0, reachability: :alive_rpc, app_process: :app_running,
...>   usb: :no_usb, screen: :off, battery_pct: 87, reason: nil
...> }
iex> MobDev.Bench.Probe.format(probe)
"screen:off app:running rpc:ok battery:87%"

  



    

  
    
      
    
    
      snapshot(opts \\ [])



        
          
        

    

  


  

      

          @spec snapshot(keyword()) :: t()


      


Run the full probe and return a populated state struct.
Common options:
	:platform — :ios (default) or :android — selects which USB / app-
process probes to run
	:node — node atom to probe (required for dist/RPC checks)
	:host — IP/host for EPMD probe (defaults to host portion of :node)
	:rpc_timeout_ms — defaults to 2000
	:tcp_timeout_ms — defaults to 1000
	:expected_screen — :on | :off | :unknown — what we believe the
screen state to be (e.g. after lock_screen). Recorded with the snapshot.


iOS-specific:
	:hw_udid — hardware UDID for ideviceinfo USB probe
	:device_id — CoreDevice UUID for devicectl process check
	:app_pid — pid launched at bench start; checked against device_id

Android-specific:
	:adb_serial — ADB serial / IP:port for adb shell battery + process probes
	:bundle_id — app bundle identifier for the process-running check


  


        

      


  

    
MobDev.Bench.Reconnector 
    



      
Auto-reconnect logic for the bench's BEAM dist connection.
When a probe says the dist connection has dropped (:alive_epmd_only or
:alive_dist_only after an RPC timeout), we want to attempt to reconnect
automatically rather than leaving the bench in a stuck state for the rest
of the run.
This module is pure logic — no GenServer, no timers. The bench polling
loop calls tick/2 once per cycle, which decides whether to attempt a
reconnect based on the current reachability and elapsed time since the
last attempt. This keeps the reconnect logic testable and lets the
caller control the cadence.
Backoff schedule (defaults)
1st attempt: immediate
2nd attempt: 2 s after 1st
3rd attempt: 4 s after 2nd
4th attempt: 8 s after 3rd
Subsequent: 30 s cap
Reset to immediate on a successful reconnect.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        current_backoff_ms(reconnector)

      


        Returns the backoff (in ms) that applies to the next attempt.



    


    
      
        new(node, cookie, opts \\ [])

      


        Initialise a reconnector for node with cookie. Optional :max_backoff_ms.



    


    
      
        record_success(r)

      


        Record that the most recent reconnect attempt succeeded — resets the
backoff counter and bumps the total_reconnects counter.



    


    
      
        tick(reconnector, probe, now_ms)

      


        Decide whether the caller should attempt a reconnect right now, given the
current probe state and current time. Returns {action, updated_reconnector}.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %MobDev.Bench.Reconnector{
  attempts: non_neg_integer(),
  cookie: atom(),
  last_attempt_ms: integer() | nil,
  max_backoff_ms: pos_integer(),
  node: atom(),
  total_reconnects: non_neg_integer()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      current_backoff_ms(reconnector)



        
          
        

    

  


  

      

          @spec current_backoff_ms(t()) :: non_neg_integer()


      


Returns the backoff (in ms) that applies to the next attempt.
iex> r = MobDev.Bench.Reconnector.new(:node@host, :secret)
iex> MobDev.Bench.Reconnector.current_backoff_ms(r)
0

iex> r = %{MobDev.Bench.Reconnector.new(:node@host, :secret) | attempts: 3}
iex> MobDev.Bench.Reconnector.current_backoff_ms(r)
8000

  



    

  
    
      
    
    
      new(node, cookie, opts \\ [])



        
          
        

    

  


  

      

          @spec new(atom(), atom(), keyword()) :: t()


      


Initialise a reconnector for node with cookie. Optional :max_backoff_ms.

  



  
    
      
    
    
      record_success(r)



        
          
        

    

  


  

      

          @spec record_success(t()) :: t()


      


Record that the most recent reconnect attempt succeeded — resets the
backoff counter and bumps the total_reconnects counter.

  



  
    
      
    
    
      tick(reconnector, probe, now_ms)



        
          
        

    

  


  

      

          @spec tick(t(), MobDev.Bench.Probe.t() | atom(), integer()) ::
  {:no_action | :attempt, t()}


      


Decide whether the caller should attempt a reconnect right now, given the
current probe state and current time. Returns {action, updated_reconnector}.
Actions:
	:no_action — connection is healthy or it's not time yet
	:attempt — caller should try Node.connect(reconnector.node) now

After a successful reconnect, call record_success/1 to reset the backoff.

  


        

      


  

    
MobDev.Bench.Summary 
    



      
Post-run analysis of a bench CSV log.
Reads a MobDev.Bench.Logger CSV and produces a summary map with
metrics that tell you whether the bench measurement is trustworthy:
	total_samples — how many polls completed
	successful_samples — those that produced a battery reading
	success_rate — fraction (0.0..1.0)
	reconnect_count — number of times we transitioned :unreachable / :alive_*_only → :alive_rpc
	longest_gap_sec — longest interval between successful battery reads
	state_durations — total time (sec) spent in each reachability state
	screen_off_duration_sec — time the screen was off
	screen_on_duration_sec — time the screen was on
	start_battery, end_battery, drain_pct — first and last successful reads
	effective_rate_pct_per_hour — drain extrapolated to per-hour


      


      
        Summary


  
    Types
  


    
      
        metrics()

      


    





  
    Functions
  


    
      
        from_csv(path)

      


        Compute summary metrics for a bench CSV.



    


    
      
        from_rows(rows)

      


        Compute summary metrics from already-parsed rows. Useful for tests.



    


    
      
        pretty(m)

      


        Render a summary as a human-readable multi-line string.



    





      


      
        Types


        


  
    
      
    
    
      metrics()



        
          
        

    

  


  

      

          @type metrics() :: %{
  total_samples: non_neg_integer(),
  successful_samples: non_neg_integer(),
  success_rate: float(),
  reconnect_count: non_neg_integer(),
  longest_gap_sec: float(),
  state_durations: %{required(atom()) => float()},
  screen_off_duration_sec: float(),
  screen_on_duration_sec: float(),
  start_battery: integer() | nil,
  end_battery: integer() | nil,
  drain_pct: integer() | nil,
  effective_rate_pct_per_hour: float() | nil,
  taint_warnings: [String.t()]
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      from_csv(path)



        
          
        

    

  


  

      

          @spec from_csv(Path.t()) :: metrics()


      


Compute summary metrics for a bench CSV.

  



  
    
      
    
    
      from_rows(rows)



        
          
        

    

  


  

      

          @spec from_rows([map()]) :: metrics()


      


Compute summary metrics from already-parsed rows. Useful for tests.

  



  
    
      
    
    
      pretty(m)



        
          
        

    

  


  

      

          @spec pretty(metrics()) :: String.t()


      


Render a summary as a human-readable multi-line string.

  


        

      


  

    
MobDev.Connector 
    



      
Orchestrates device discovery, tunnel setup, app restart, and node connection.
By default each app is restarted so it registers in the Mac's EPMD through
the tunnels just set up, under the node name and dist port mob_dev expects
(an app started before adb reverse tcp:4369 existed never registered at
all). restart: false attaches to the running app instead and leaves its
state alone; on Android it looks the node up in EPMD under either the
deploy-time name or the bare <app>_android a launcher start uses, and
forwards the port that node actually registered.

      


      
        Summary


  
    Functions
  


    
      
        connect_all(opts \\ [])

      


        Discovers all connected devices, sets up tunnels, restarts apps (unless
restart: false), and waits for Erlang nodes to come online.



    


    
      
        local_name_from_opts(opts)

      


        Reads the :name option from connect_all/1's keyword list and returns
it as an atom, or nil when unset: the host node is then
mob_dev@127.0.0.1, or a per-process name when that one is taken (see
MobDev.NodeUtil.start_host_dist/3).



    





      


      
        Functions


        


    

  
    
      
    
    
      connect_all(opts \\ [])



        
          
        

    

  


  

      

          @spec connect_all(keyword()) :: {[MobDev.Device.t()], [MobDev.Device.t()]}


      


Discovers all connected devices, sets up tunnels, restarts apps (unless
restart: false), and waits for Erlang nodes to come online.
Returns {connected, failed} lists of %Device{}.

  



  
    
      
    
    
      local_name_from_opts(opts)



        
          
        

    

  


  

      

          @spec local_name_from_opts(keyword()) :: node() | nil


      


Reads the :name option from connect_all/1's keyword list and returns
it as an atom, or nil when unset: the host node is then
mob_dev@127.0.0.1, or a per-process name when that one is taken (see
MobDev.NodeUtil.start_host_dist/3).
Public so the option-plumbing is unit-testable without needing to actually
call Node.start/2 (which would mutate BEAM-global distribution state
and require an async: false test module). See MOB-69.

  


        

      


  

    
MobDev.Deployer 
    



      
Pushes compiled BEAM files from the active Mix build path to connected devices.
Does NOT rebuild APKs or recompile native code — that's deploy.sh (first-time setup).
Use this for day-to-day code iteration: edit Elixir → mix mob.deploy → code running.
Transport selection
Erlang dist (preferred): when a device node is already reachable via Erlang
distribution, BEAMs are hot-loaded via RPC. No restart needed — modules are
loaded in place exactly like nl/1 in IEx.
adb push / cp (fallback): when no dist connection exists (first deploy, app not
running), falls back to the traditional push-then-restart path.
Platform behaviour
Android: pushes via adb push (requires adb root, i.e. emulator or debug build),
or falls back to adb push → /data/local/tmp/ → run-as tar xf for real devices.
iOS simulator: copies files locally into /tmp/otp-ios-sim/beamhello/ (no network
hop — the simulator shares the Mac filesystem).

      


      
        Summary


  
    Functions
  


    
      
        android_package_installed?(pm_output, package_name)

      


        True when the adb shell pm list packages <pkg> output indicates
<pkg> is installed on the device.



    


    
      
        categorize_results(results)

      


        Bucket a per-device results list into {deployed, failed, skipped}.



    


    
      
        classify_android_runtime_ls(out, erts_glob, boot_glob)

      


        Classifies the output of the Android per-app runtime ls probe.



    


    
      
        deploy_all(opts \\ [])

      


        Discovers devices, pushes BEAMs, and optionally restarts apps.
Returns {deployed, failed, skipped} lists of %Device{}.
skipped is the deploy-isn't-applicable case — e.g. the app
isn't installed on a device because only the other platform was
built. Distinct from failed (real error during push).



    





      


      
        Functions


        


  
    
      
    
    
      android_package_installed?(pm_output, package_name)



        
          
        

    

  


  

      

          @spec android_package_installed?(String.t(), String.t()) :: boolean()


      


True when the adb shell pm list packages <pkg> output indicates
<pkg> is installed on the device.
The check is a substring match for package:<pkg> because adb's
output is one package:<name> line per matching package — empty
output means "no match" (not "package called empty").
Public so the rule can be regression-tested without an emulator.

  



  
    
      
    
    
      categorize_results(results)



        
          
        

    

  


  

      

          @spec categorize_results([{:ok | :skipped | :error, MobDev.Device.t()}]) ::
  {[MobDev.Device.t()], [MobDev.Device.t()], [MobDev.Device.t()]}


      


Bucket a per-device results list into {deployed, failed, skipped}.
Three outcomes:
	:ok — push succeeded → deployed
	:skipped — device wasn't a target (e.g. app not installed,
typical when only one platform was built) → skipped
	:error — push attempted and failed for a real reason → failed

Public so the categorization invariant (skipped never crosses into
failed; an unknown outcome isn't silently dropped) can be tested
independent of the hardware-dependent push pipeline.

  



  
    
      
    
    
      classify_android_runtime_ls(out, erts_glob, boot_glob)



        
          
        

    

  


  

      

          @spec classify_android_runtime_ls(String.t() | nil, String.t(), String.t()) ::
  :ok | {:error, :run_as_unavailable | :erts_missing | :bootfile_missing}


      


Classifies the output of the Android per-app runtime ls probe.
Returns :ok when both erts_glob and boot_glob resolve to a real
file. Returns one of the failure tags in preference order:
	{:error, :run_as_unavailable} — the shell couldn't run-as the
package (release build, non-debuggable APK). Nothing under
/data/data/<pkg>/files/otp/ is reachable to ls at all.
	{:error, :erts_missing} — no erts-*/bin/erl_child_setup. The
BEAM can't launch; the app crashes at ERTS start.
	{:error, :bootfile_missing} — ERTS is present but no
releases/*/start_clean.boot. The emulator starts, then dies with
"cannot get bootfile". MOB-183.

Public so the classifier can be tested against captured adb output
without an emulator.

  



    

  
    
      
    
    
      deploy_all(opts \\ [])



        
          
        

    

  


  

      

          @spec deploy_all(keyword()) ::
  {[MobDev.Device.t()], [MobDev.Device.t()], [MobDev.Device.t()]}


      


Discovers devices, pushes BEAMs, and optionally restarts apps.
Returns {deployed, failed, skipped} lists of %Device{}.
skipped is the deploy-isn't-applicable case — e.g. the app
isn't installed on a device because only the other platform was
built. Distinct from failed (real error during push).

  


        

      


  

    
MobDev.Device 
    



      
Represents a connected or available device (physical or emulator/simulator).

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        display_id(device)

      


        Returns the short ID shown in mix mob.devices and accepted by --device.



    


    
      
        ios_node_base()

      


        The name the current project's iOS BEAM registers in EPMD, before any
_<suffix>: <app>_ios. nil outside a Mix project, where there is no app
to match a node against.



    


    
      
        match_id?(device, input)

      


        Returns true if input identifies this device.



    


    
      
        node_name(device)

      


        Returns the Erlang node name atom for a device.



    


    
      
        physical?(device)

      


        True for devices that aren't a development emulator/simulator.



    


    
      
        short_id(serial)

      


        Derives a short identifier from a serial for use in node names.



    


    
      
        summary(d)

      


        Human-readable one-line summary.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %MobDev.Device{
  abi: term(),
  dist_port: term(),
  error: term(),
  host_ip: term(),
  name: term(),
  node: term(),
  node_suffix: term(),
  platform: term(),
  sdk_level: term(),
  serial: term(),
  status: term(),
  type: term(),
  version: term()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      display_id(device)



        
          
        

    

  


  

      

          @spec display_id(t()) :: String.t()


      


Returns the short ID shown in mix mob.devices and accepted by --device.
	Android: the serial as-is (emulator-5554, R5CW3089HVB)
	iOS simulator: first 8 hex chars of the UDID, lowercased (78354490) —
same prefix used in the node name
	iOS physical: full UDID


  



  
    
      
    
    
      ios_node_base()



        
          
        

    

  


  

      

          @spec ios_node_base() :: String.t() | nil


      


The name the current project's iOS BEAM registers in EPMD, before any
_<suffix>: <app>_ios. nil outside a Mix project, where there is no app
to match a node against.

  



  
    
      
    
    
      match_id?(device, input)



        
          
        

    

  


  

      

          @spec match_id?(t(), String.t()) :: boolean()


      


Returns true if input identifies this device.
Matches display_id/1 or the full serial, case-insensitively. Used by
mix mob.deploy --device <id> to target a specific device.

  



  
    
      
    
    
      node_name(device)



        
          
        

    

  


  

      

          @spec node_name(t()) :: atom()


      


Returns the Erlang node name atom for a device.
	Android (emulator/physical): <app>_android_<serial-stub>@127.0.0.1
(unique per device — Mac's EPMD is shared via adb-reverse so the suffix
is required to avoid collisions when two phones run the same app)
	iOS simulator: <app>_ios_<8-char-udid>@127.0.0.1 (unique per simulator,
matches the name mob_beam.m builds using SIMULATOR_UDID)
	iOS physical: <app>_ios@<device-ip> (mob_beam.m finds IP: WiFi/LAN/Tailscale >
USB link-local > 127.0.0.1). This is a prediction; when the node is already
registered, MobDev.Discovery.IOS reads the real name and IP from EPMD instead.


  



  
    
      
    
    
      physical?(device)



        
          
        

    

  


  

      

          @spec physical?(t()) :: boolean()


      


True for devices that aren't a development emulator/simulator.
Used as a safety predicate by destructive Mix tasks (mix mob.uninstall --all-devices) so that the broad-sweep flags only
hit dev-disposable targets by default. Sweeping a personal
iPhone or shared physical Android is opt-in via --all-physical
or --device <id>.
iex> MobDev.Device.physical?(%MobDev.Device{type: :physical})
true

iex> MobDev.Device.physical?(%MobDev.Device{type: :emulator})
false

iex> MobDev.Device.physical?(%MobDev.Device{type: :simulator})
false

  



  
    
      
    
    
      short_id(serial)



        
          
        

    

  


  

      

          @spec short_id(String.t()) :: String.t()


      


Derives a short identifier from a serial for use in node names.
  iex> MobDev.Device.short_id("emulator-5554")
  "5554"
  iex> MobDev.Device.short_id("R5CW3089HVB")
  "HVBA"  # last 4 chars, uppercased
  iex> MobDev.Device.short_id("78354490-EF38-44D7-A437-DD941C20524D")
  "524D"

  



  
    
      
    
    
      summary(d)



        
          
        

    

  


  

      

          @spec summary(t()) :: String.t()


      


Human-readable one-line summary.

  


        

      


  

    
MobDev.DeviceLeases 
    



      
agent-device device claims, read as leases, so a task that picks devices on
its own leaves alone a device another agent has claimed (MOB-330).
Several agents share one machine's phones, emulators and simulators, and
each claims the device it works on with agent-device open --serial <s> --session <name>. Only agent-device enforces those claims; adb and the mob
tasks never saw them, so a bare mix mob.deploy once installed and launched
an app on an emulator another agent was driving.
The claims come from agent-device device status --json, which reads the
host-local claim records without contacting the daemon or any device.
When agent-device is not on PATH there are no claims and selection is
unchanged.
A claim is yours when its session equals AGENT_DEVICE_SESSION, the
variable agent-device itself reads for the session name. With the variable
unset every claim belongs to someone else: a lease only counts as yours when
you have said who you are.
The policy, applied by every task that chooses devices:
	Auto-selection skips claimed devices and prints each one it skipped
and who holds it (exclude_claimed/2). That covers single-device
auto-selection and the broad --all-devices / --all-physical scopes
(MobDev.TaskTargets), mix mob.connect without --device,
mix mob.push / mix mob.watch (MobDev.HotPush.connect/1) and the
battery benches' device auto-detection.
	A device named explicitly is used anyway, with a loud warning
(warn_claimed/2). Naming the device is the same consent
--device already gives for a phone; refusing would leave no
way to reach a device whose lease outlived its owner short of releasing
someone else's claim.

An iPhone found over the LAN (MobDev.Discovery.IOS.find_physical_at/1)
carries its IP as its serial: EPMD names the app's node, not the phone,
so there is no hardware UDID to match against a claim. Such an iPhone
counts as claimed whenever another session claims a device that could be
a physical iPhone (an iOS claim, or one of unknown platform, that is not a
simulator). That can skip a free phone, which --device <ip> still
reaches; the alternative deploys onto a leased one.

      


      
        Summary


  
    Types
  


    
      
        claim()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        describe(map)

      


        "claimed by agent-device session \"name\" (in /workspace)".



    


    
      
        exclude_claimed(devices, leases, hint \\ "Name it with --device to use it anyway.")

      


        Auto-selection's filter: drop every device another session has claimed,
printing one line per skipped device. Returns the devices left.



    


    
      
        foreign_claim(device, device_leases)

      


        The claim another session holds on device, or nil when it is free or
claimed by this session.



    


    
      
        from_status(output)

      


        Leases from agent-device device status --json output a caller already
ran, with the same warning as load/0 when it can't be read.



    


    
      
        load()

      


        Read the current claims, and this process's session from
AGENT_DEVICE_SESSION.



    


    
      
        partition(devices, leases)

      


        Split devices into the ones auto-selection may use and the ones another
session has claimed, each paired with its claim. Order is preserved.



    


    
      
        warn_claimed(devices, leases)

      


        For devices the user named: warn loudly about each one another session has
claimed, and return the list unchanged.



    





      


      
        Types


        


  
    
      
    
    
      claim()



        
          
        

    

  


  

      

          @type claim() :: %{
  id: String.t(),
  platform: :android | :ios | nil,
  kind: :device | :emulator | :simulator | nil,
  session: String.t() | nil,
  workspace: String.t() | nil
}


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %MobDev.DeviceLeases{claims: [claim()], session: String.t() | nil}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      describe(map)



        
          
        

    

  


  

      

          @spec describe(claim()) :: String.t()


      


"claimed by agent-device session \"name\" (in /workspace)".

  



    

  
    
      
    
    
      exclude_claimed(devices, leases, hint \\ "Name it with --device to use it anyway.")



        
          
        

    

  


  

      

          @spec exclude_claimed([MobDev.Device.t()], t(), String.t()) :: [MobDev.Device.t()]


      


Auto-selection's filter: drop every device another session has claimed,
printing one line per skipped device. Returns the devices left.
hint ends each line; the default points at --device, for tasks that
have one.

  



  
    
      
    
    
      foreign_claim(device, device_leases)



        
          
        

    

  


  

      

          @spec foreign_claim(MobDev.Device.t(), t()) :: claim() | nil


      


The claim another session holds on device, or nil when it is free or
claimed by this session.

  



  
    
      
    
    
      from_status(output)



        
          
        

    

  


  

      

          @spec from_status(String.t()) :: t()


      


Leases from agent-device device status --json output a caller already
ran, with the same warning as load/0 when it can't be read.

  



  
    
      
    
    
      load()



        
          
        

    

  


  

      

          @spec load() :: t()


      


Read the current claims, and this process's session from
AGENT_DEVICE_SESSION.
Returns no claims when agent-device is not on PATH. When it is installed
but its output can't be read, warns that leases are not being honoured and
returns no claims, rather than blocking every deploy on a broken tool.

  



  
    
      
    
    
      partition(devices, leases)



        
          
        

    

  


  

      

          @spec partition([MobDev.Device.t()], t()) ::
  {[MobDev.Device.t()], [{MobDev.Device.t(), claim()}]}


      


Split devices into the ones auto-selection may use and the ones another
session has claimed, each paired with its claim. Order is preserved.

  



  
    
      
    
    
      warn_claimed(devices, leases)



        
          
        

    

  


  

      

          @spec warn_claimed([MobDev.Device.t()], t()) :: [MobDev.Device.t()]


      


For devices the user named: warn loudly about each one another session has
claimed, and return the list unchanged.

  


        

      


  

    
MobDev.Differential 
    



      
Drive Mob.Differential.compare/3 against two live device nodes.
Mob's product claim is one design, both platforms. mob ships the pure
comparator; this module is the observer side of that: sample the semantic
tree from each device, feed the pair through the comparator, report.
The comparator itself runs on one of the device nodes, via :rpc.call,
not in this process. Two reasons:
	A device with a recent mob already has Mob.Differential loaded. The
host (this process) may not: mob_dev pins the mob dep at a Hex
version that need not match what the app was built against.
	Feeding the trees to a comparator on the device keeps the tree payloads
from crossing the dist boundary twice.

The iOS node is chosen by convention: iOS shipped first in this project,
and the comparator is symmetric (either device would give the same answer).
If the iOS node's mob does not carry Mob.Differential yet, the call
falls over to Android; if neither side does, that is reported as
{:error, :differential_unavailable} rather than being hidden as a
divergence. Note the semantic implication: while both devices have the
comparator, the iOS device's mob version decides what "compare" means.
If a comparator refinement lands on one platform before the other, the
answer follows the iOS build, not the newer of the two.
What this does not do yet
	No fixture management. Both apps are already running the screen you
want to compare; orchestrating the same fixture across two devices is a
separate change on top of this.

Divergences emit to the defect bus
On a {:divergence, ...} result the run also emits a
Mob.Defect.Capsule onto Mob.Defect.Bus (kind: :divergence, owner:
:mob). This is MOB-159 phase 2 — the observer half of the closing
loop that phase 1 built in mob.
The capsule's fingerprint key is %{fixture: fixture, reason: reason, path: path} — so runs that both omit :fixture group with each other
on reason + path, but a run that passes :fixture never groups
with a run that omits it (they hash a different key). Pass :fixture
as a caller-supplied identifier when you want the same divergence in
the same fixture to group across runs; omit it for ad-hoc runs where
grouping by reason + path alone is what you want.
:ok and the documented {:error, _} variants do not emit — nothing to
report on a clean run, and a harness gap (:not_ready,
:differential_unavailable, :tree_error, :comparator_error) is not
a framework defect. A novel result shape logs a warning and is likewise
not emitted (see the fallback clause of the emit helper); adding a new
taxonomy member is an explicit decision to compare or skip it, not
silent absorption.
The emit path is a no-op when the resolved mob version does not
export Mob.Defect.emit_divergence/2 — the dep spec allows a 0.7.x
mob for consumers who have not moved to 0.8.1 yet, and the older
library has no defect bus to emit onto. Callers who require the emit
should pin mob >= 0.8.1 in their own mix.exs.
Usage
MobDev.Differential.run(:"my_app_ios@127.0.0.1", :"my_app_android_emulator_5554@127.0.0.1", fixture: :counter_screen)
#=> :ok | {:divergence, %{path: [...], reason: :type, ios: ..., android: ...}}
#=> {:error, :not_ready | :differential_unavailable | {:tree_error | :comparator_error, node, term}}

      


      
        Summary


  
    Types
  


    
      
        node_name()

      


        Node name reachable over Erlang distribution.



    


    
      
        result()

      


    


    
      
        run_error()

      


        Reason a run could not produce a comparison result.



    





  
    Functions
  


    
      
        run(ios_node, android_node, opts \\ [])

      


        Sample Mob.Test.view_tree/1 on both nodes and compare.



    





      


      
        Types


        


  
    
      
    
    
      node_name()



        
          
        

    

  


  

      

          @type node_name() :: node()


      


Node name reachable over Erlang distribution.

  



  
    
      
    
    
      result()



        
          
        

    

  


  

      

          @type result() :: :ok | {:divergence, map()} | {:error, run_error()}


      



  



  
    
      
    
    
      run_error()



        
          
        

    

  


  

      

          @type run_error() ::
  :not_ready
  | :differential_unavailable
  | {:tree_error, node_name(), term()}
  | {:comparator_error, node_name(), term()}


      


Reason a run could not produce a comparison result.

  


        

      

      
        Functions


        


    

  
    
      
    
    
      run(ios_node, android_node, opts \\ [])



        
          
        

    

  


  

      

          @spec run(node_name(), node_name(), keyword()) :: result()


      


Sample Mob.Test.view_tree/1 on both nodes and compare.
Options:
	:frame_tolerance_dp - forwarded to Mob.Differential.compare/3.
	:rpc_timeout - per-RPC timeout in ms. Default 15000.
A run performs up to three sequential RPCs (iOS sample, Android
sample, one comparator dispatch), so the worst-case wall clock is
roughly 3 * rpc_timeout.
	:rpc - module implementing :rpc.call/5. For tests. Real callers
should not pass this.
	:fixture - a caller-supplied identifier for what is being compared
(an atom, string, or module). Recorded on the emitted defect capsule's
fingerprint key when a divergence is reported, so the same divergence
in the same fixture groups across runs. Omit for ad-hoc runs where
grouping across fixtures is acceptable.

Unknown keys raise ArgumentError rather than being silently ignored:
a run that thinks it tightened frame_tolerance_dp but actually used
the default is worse than a loud failure.

  


        

      


  

    
MobDev.Discovery.Android 
    



      
Discovers Android devices and emulators via adb.

      


      
        Summary


  
    Functions
  


    
      
        developer_mode(serial)

      


        Check if developer mode is enabled on the device.
Returns :enabled | :disabled | :unknown.



    


    
      
        device_node_suffix(adb_id)

      


        Returns the Mob node-name suffix for the device reachable via the given
adb identifier. The suffix is derived from the device's hardware serial
(ro.serialno), which is stable across USB and WiFi-adb identifiers for
the same physical phone — so a deploy that targets ZY22K6BSJM (USB)
and a bench that targets 10.0.0.17:5555 (WiFi) both end up using the
same node name.



    


    
      
        emulator_adb_id?(adb_id)

      


    


    
      
        emulator_serial?(serial)

      


    


    
      
        list_devices()

      


        Returns a list of %Device{} for all adb-visible Android devices.



    


    
      
        node_suffix_for(serial)

      


        Sanitizes a string into a Mob node-name suffix. Pure — no adb calls.



    


    
      
        parse_devices_output(output)

      


        Parses the raw output of adb devices -l into a list of %Device{}.
Does not perform enrichment (no adb calls for name/version).
Exposed for testing.



    


    
      
        pick_registered_node(registered, candidates)

      


        The first of candidates (node names without @host, in preference order)
that registered (EPMD's {name, port} pairs) lists, with its port, or nil.



    


    
      
        registered_at_port(registered, port)

      


        The EPMD entry listening on port, or nil. mob_dev launches each app on a
per-device, per-app dist port, so the entry there is the app's node whatever
base name its Mob.Dist.ensure_started/1 call chose.



    


    
      
        restart_app(serial, package, activity, opts \\ [])

      


        Restarts the app on the device, optionally passing a dist_port intent extra.



    


    
      
        write_dist_cookie(serial, package, app, cookie)

      


        Writes the app's private distribution cookie to
/data/data/<package>/files/otp/<app>/mob_dist_cookie, where Mob.Dist
reads it when the app starts (MOB-49).



    





      


      
        Functions


        


  
    
      
    
    
      developer_mode(serial)



        
          
        

    

  


  

      

          @spec developer_mode(String.t()) :: :enabled | :disabled | :unknown


      


Check if developer mode is enabled on the device.
Returns :enabled | :disabled | :unknown.

  



  
    
      
    
    
      device_node_suffix(adb_id)



        
          
        

    

  


  

      

          @spec device_node_suffix(String.t()) :: String.t()


      


Returns the Mob node-name suffix for the device reachable via the given
adb identifier. The suffix is derived from the device's hardware serial
(ro.serialno), which is stable across USB and WiFi-adb identifiers for
the same physical phone — so a deploy that targets ZY22K6BSJM (USB)
and a bench that targets 10.0.0.17:5555 (WiFi) both end up using the
same node name.
Falls back to sanitizing the adb identifier itself when getprop fails
(e.g. unrooted device, missing executable, dead transport). The
fallback is the legacy behaviour, kept so a bench against a
pre-suffix-aware deploy still converges on some deterministic name.
Single adb shell call (~100–300 ms). Suitable for once-per-launch use
by the deployer and bench.

  



  
    
      
    
    
      emulator_adb_id?(adb_id)



        
          
        

    

  


  

      

          @spec emulator_adb_id?(String.t()) :: boolean()


      



  



  
    
      
    
    
      emulator_serial?(serial)



        
          
        

    

  


  

      

          @spec emulator_serial?(String.t()) :: boolean()


      



  



  
    
      
    
    
      list_devices()



        
          
        

    

  


  

      

          @spec list_devices() :: [MobDev.Device.t()]


      


Returns a list of %Device{} for all adb-visible Android devices.

  



  
    
      
    
    
      node_suffix_for(serial)



        
          
        

    

  


  

      

          @spec node_suffix_for(String.t()) :: String.t()


      


Sanitizes a string into a Mob node-name suffix. Pure — no adb calls.
node_suffix_for("ZY22CRLMWK")        → "zy22crlmwk"
node_suffix_for("10.0.0.82:5555")    → "10_0_0_82"
node_suffix_for("emulator-5554")     → "emulator_5554"
Used as the final transformation step by device_node_suffix/1 (which
asks the device for a stable hardware serial and runs it through here).
Tests use it directly to verify the sanitization rules.

  



  
    
      
    
    
      parse_devices_output(output)



        
          
        

    

  


  

      

          @spec parse_devices_output(String.t()) :: [MobDev.Device.t()]


      


Parses the raw output of adb devices -l into a list of %Device{}.
Does not perform enrichment (no adb calls for name/version).
Exposed for testing.

  



  
    
      
    
    
      pick_registered_node(registered, candidates)



        
          
        

    

  


  

      

          @spec pick_registered_node([{String.t(), pos_integer()}], [String.t()]) ::
  {String.t(), pos_integer()} | nil


      


The first of candidates (node names without @host, in preference order)
that registered (EPMD's {name, port} pairs) lists, with its port, or nil.
An app started by mix mob.deploy registers <app>_android_<suffix> on the
port mob_dev chose; one started from the launcher, with no intent extras,
registers the bare <app>_android on 9100. Attaching has to find whichever
is running.

  



  
    
      
    
    
      registered_at_port(registered, port)



        
          
        

    

  


  

      

          @spec registered_at_port([{String.t(), pos_integer()}], pos_integer()) ::
  {String.t(), pos_integer()} | nil


      


The EPMD entry listening on port, or nil. mob_dev launches each app on a
per-device, per-app dist port, so the entry there is the app's node whatever
base name its Mob.Dist.ensure_started/1 call chose.

  



    

  
    
      
    
    
      restart_app(serial, package, activity, opts \\ [])



        
          
        

    

  


  

      

          @spec restart_app(String.t(), String.t(), String.t(), keyword()) ::
  {:ok, String.t()} | {:error, String.t()}


      


Restarts the app on the device, optionally passing a dist_port intent extra.
Runs chcon before am start to heal any SELinux MCS category mismatch on OTP
files. This mismatch happens when the APK is reinstalled and Android assigns a new
MCS category to the package — files pushed via adb push retain the old label and
the BEAM can't access them.
The label is copied from the app's cache/ directory, not files/. On Android 15
the files/ directory itself lacks MCS categories (s0 only), whereas cache/
always carries the full s0:cXXX,cYYY label that installd assigns to the package.
The chcon requires root (adb root) — it's silently skipped on non-rooted devices
where the OTP files were pushed with the correct label to begin with.

  



  
    
      
    
    
      write_dist_cookie(serial, package, app, cookie)



        
          
        

    

  


  

      

          @spec write_dist_cookie(String.t(), String.t(), atom() | String.t(), atom()) ::
  :ok | {:error, String.t()}


      


Writes the app's private distribution cookie to
/data/data/<package>/files/otp/<app>/mob_dist_cookie, where Mob.Dist
reads it when the app starts (MOB-49).
run-as writes it with the app's owner, label and a 077 umask, so other
apps on the phone can't read it. The cookie travels on adb's stdin rather
than in an argument, which ps would show to every user on the Mac.

  


        

      


  

    
MobDev.Discovery.IOS 
    



      
Discovers iOS simulators via xcrun simctl.
Physical iOS device support requires libimobiledevice (ideviceinfo, iproxy).
Best-effort: works if tools are installed, degrades gracefully if not.

      


      
        Summary


  
    Types
  


    
      
        epmd_probe()

      


        What EPMD at one IP says about the project's iOS node.



    





  
    Functions
  


    
      
        build_simctl_env(opts, runtime_dir)

      


        Builds the SIMCTL_CHILD_* env-var list launch_app/3 passes to
simctl. Extracted as a pure function so the override behaviour can be
unit-tested without spawning subprocesses.



    


    
      
        choose_usb_node(arg1, same_phone_probes)

      


        Picks the IP a USB-attached iPhone's node is registered at, from EPMD
probes ({ip, epmd_probe}) of the phone's USB link-local IP and of the
phone's own other addresses (see resolve_usb_node/1).



    


    
      
        devicectl_ipv4_addresses()

      


        Returns the IPv4 addresses every connected physical device is known to
reach Mac at, derived from xcrun devicectl list devices --json-output.
Sources, in order



    


    
      
        enable_accessibility(udid)

      


        Enables the iOS accessibility system for the given simulator (or "booted").



    


    
      
        except_app_name_for(ours, bundle_id)

      


        The .app name for bundle_id, or nil if we have no record of it.



    


    
      
        find_physical_at(ip)

      


        Queries EPMD at a specific IP for the current project's iOS node (see
select_ios_node/2) and returns a Device, or nil if that node is not
reachable there. Used for direct connection when the IP is already known
(e.g. from xcrun devicectl) and ARP may not be warm.



    


    
      
        launch_app(udid, bundle_id, opts \\ [])

      


        Launches the app on a booted simulator.



    


    
      
        list_devices()

      


        Returns all iOS devices (simulators + physical).



    


    
      
        list_physical()

      


        Returns connected physical iOS devices.



    


    
      
        list_simulators()

      


        Returns booted iOS simulators.



    


    
      
        mob_pids_to_kill(process_output, ours, except_app_name \\ nil)

      


        Process ids on the device that belong to Mob apps we may kill.



    


    
      
        parse_epmd_names(arg1)

      


        Every {name, port} in an EPMD NAMES_REQ reply — a 4-byte EPMD port, then
one name <node> at port <port> line per registered node — in EPMD order.
An iPhone's EPMD can list more than one Mob app, so all entries matter.



    


    
      
        parse_runtime_version(runtime)

      


        Parses a CoreSimulator runtime key into a human-readable version string. Exposed for testing.



    


    
      
        parse_simctl_json(json_string)

      


        Parses the JSON output of xcrun simctl list devices booted --json.
Exposed for testing.



    


    
      
        parse_simctl_text(output)

      


        Parses the plain-text output of xcrun simctl list devices booted.
Exposed for testing.



    


    
      
        resolve_usb_node(link_local_ip)

      


        Resolves where a USB-discovered iPhone's node is registered: probes EPMD on
link_local_ip (the phone's USB address, or nil if unknown) and on the
phone's other IPv4 addresses, then decides with choose_usb_node/2.



    


    
      
        restart_app_physical(udid, bundle_id, opts \\ [])

      


        Restarts the app on a physical iOS device via xcrun devicectl.



    


    
      
        select_ios_node(entries, base)

      


        The EPMD entry that is the project's iOS node, or nil.



    


    
      
        terminate_app(udid, bundle_id)

      


    





      


      
        Types


        


  
    
      
    
    
      epmd_probe()



        
          
        

    

  


  

      

          @type epmd_probe() :: {:ok, String.t(), pos_integer()} | {:error, atom()}


      


What EPMD at one IP says about the project's iOS node.

  


        

      

      
        Functions


        


  
    
      
    
    
      build_simctl_env(opts, runtime_dir)



        
          
        

    

  


  

      

          @spec build_simctl_env(
  keyword(),
  String.t()
) :: [{String.t(), String.t()}]


      


Builds the SIMCTL_CHILD_* env-var list launch_app/3 passes to
simctl. Extracted as a pure function so the override behaviour can be
unit-tested without spawning subprocesses.
Always emits:
	SIMCTL_CHILD_MOB_DIST_PORT        — :dist_port opt, default 9100
	SIMCTL_CHILD_MOB_SIM_RUNTIME_DIR  — runtime_dir arg

Conditionally emits:
	SIMCTL_CHILD_MOB_NODE_SUFFIX      — only when :node_suffix is a
non-empty string. nil / "" → mob_beam.m auto-derives from
SIMULATOR_UDID.


  



  
    
      
    
    
      choose_usb_node(arg1, same_phone_probes)



        
          
        

    

  


  

      

          @spec choose_usb_node({String.t(), epmd_probe()} | nil, [{String.t(), epmd_probe()}]) ::
  {:registered, String.t(), String.t(), pos_integer()}
  | {:predicted, String.t()}
  | :none


      


Picks the IP a USB-attached iPhone's node is registered at, from EPMD
probes ({ip, epmd_probe}) of the phone's USB link-local IP and of the
phone's own other addresses (see resolve_usb_node/1).
mob_beam.m names the node after the phone's WiFi/LAN IP whenever it has one
and uses the link-local IP only without WiFi. The phone's EPMD binds
0.0.0.0, so the link-local probe lists the node even when its name carries
the WiFi IP. The link-local probe is the one that reached the phone on the
cable, so it is the reference: another address is taken only if its EPMD
lists the same node at the same dist port — the same BEAM, seen twice — and
it is the only such address. Anything else (another address's entry
disagrees, several agree, or the link-local EPMD lists nothing) keeps the
link-local IP, because nothing proves the other entry is this phone's.
Returns {:registered, ip, name, dist_port} from EPMD,
{:predicted, link_local_ip} when the link-local EPMD does not list the
node yet (the app is not running; mix mob.connect launches it after
tunnel setup), or :none without a link-local IP.

  



  
    
      
    
    
      devicectl_ipv4_addresses()



        
          
        

    

  


  

      

          @spec devicectl_ipv4_addresses() :: [String.t()]


      


Returns the IPv4 addresses every connected physical device is known to
reach Mac at, derived from xcrun devicectl list devices --json-output.
Sources, in order:
	connectionProperties.tunnelIPAddress if it's an IPv4 (CoreDevice
USB tunnel; sometimes IPv6, which Erlang dist doesn't speak)
	connectionProperties.localHostnames resolved via :inet.gethostbyname/1
(mDNS hostnames like Kevins-iPhone.coredevice.local, which usually
resolve to the device's WiFi IPv4)

Returns [] if xcrun isn't installed, the JSON parse fails, or no
device has any IPv4. Pure of side effects beyond the temp file used to
capture devicectl's JSON output.

  



  
    
      
    
    
      enable_accessibility(udid)



        
          
        

    

  


  

      

          @spec enable_accessibility(String.t()) :: :ok


      


Enables the iOS accessibility system for the given simulator (or "booted").
SwiftUI lazily populates its accessibility tree only when an accessibility
service is active. pegleg_nif:ui_tree/0 requires this to be called once
per simulator session before it can return elements. Writes the VoiceOver
preference into the simulator's preference store and posts the Darwin
notification that UIKit listens to.
Safe to call repeatedly — idempotent.

  



  
    
      
    
    
      except_app_name_for(ours, bundle_id)



        
          
        

    

  


  

      

          @spec except_app_name_for([MobDev.IOSInstalls.app()], String.t() | nil) ::
  String.t() | nil


      


The .app name for bundle_id, or nil if we have no record of it.
Extracted so the translation is testable. Getting it wrong is not
cosmetic: returning nil for the app about to be launched puts that app
back in the kill set, so mob_dev --kills it moments before devicectl launch targets it — the exact race the caller avoids by excluding it.

  



  
    
      
    
    
      find_physical_at(ip)



        
          
        

    

  


  

      

          @spec find_physical_at(String.t()) :: MobDev.Device.t() | nil


      


Queries EPMD at a specific IP for the current project's iOS node (see
select_ios_node/2) and returns a Device, or nil if that node is not
reachable there. Used for direct connection when the IP is already known
(e.g. from xcrun devicectl) and ARP may not be warm.

  



    

  
    
      
    
    
      launch_app(udid, bundle_id, opts \\ [])



        
          
        

    

  


  

      

          @spec launch_app(String.t(), String.t(), keyword()) :: {String.t(), non_neg_integer()}


      


Launches the app on a booted simulator.
Passes env vars through to the simulator app via simctl's
SIMCTL_CHILD_* mechanism (the prefix is stripped before delivery
to the child process):
	MOB_DIST_PORT        — Erlang dist listen port
	MOB_NODE_SUFFIX      — appended to the BEAM node name. When
absent, mob_beam.m falls back to deriving a suffix from
SIMULATOR_UDID so concurrent sims still get unique names.
	MOB_DIST_COOKIE      — private development distribution cookie.
	MOB_SIM_RUNTIME_DIR  — directory the OTP runtime was written
to; mob_beam.m reads from the same place ios/build.sh wrote.

Options:
	:dist_port    — pin the dist listen port (default 9100).
	:node_suffix  — override the BEAM node-name suffix. nil lets
mob_beam.m auto-derive from SIMULATOR_UDID.
	:dist_cookie  — private development distribution cookie.


  



  
    
      
    
    
      list_devices()



        
          
        

    

  


  

      

          @spec list_devices() :: [MobDev.Device.t()]


      


Returns all iOS devices (simulators + physical).

  



  
    
      
    
    
      list_physical()



        
          
        

    

  


  

      

          @spec list_physical() :: [MobDev.Device.t()]


      


Returns connected physical iOS devices.
Always runs both USB discovery (ideviceinfo) and a LAN EPMD scan in
parallel. The LAN scan finds the device's actual node IP (which is
WiFi-first since mob_beam.m prefers a stable LAN address) — only for the
current project's app (select_ios_node/2); another Mob app's node on the
same phone is not this project's device. The USB scan provides the UDID and
device name. Results are merged: one device with the correct WiFi IP and
full USB metadata.
If only one path finds the device, that result is used directly — so this
works on USB-only setups and WiFi-only setups equally. When USB finds a
device but LAN scan doesn't (cold ARP, rapid app launch, etc.), the
result is enriched via xcrun devicectl — we ask for the device's known
hostnames + tunnel IPs, resolve to IPv4, and probe each with EPMD. Single
TCP probe per candidate, so it costs ~50 ms in the success case and
doesn't slow down the no-iOS path.

  



  
    
      
    
    
      list_simulators()



        
          
        

    

  


  

      

          @spec list_simulators() :: [MobDev.Device.t()]


      


Returns booted iOS simulators.

  



    

  
    
      
    
    
      mob_pids_to_kill(process_output, ours, except_app_name \\ nil)



        
          
        

    

  


  

      

          @spec mob_pids_to_kill(String.t(), [String.t()], String.t() | nil) :: [pos_integer()]


      


Process ids on the device that belong to Mob apps we may kill.
Pure, so the decision that used to be untestable is now the testable part.
process_output is devicectl device info processes output; ours is what
MobDev.IOSInstalls says we installed on this device; except_app_name is
the app about to be launched, which the caller launches with
--terminate-existing anyway.
Matching is on the .app bundle name in the executable path, because that
is the only identifier the process listing carries — it has no bundle ids.
Anything not in ours is left alone. The bug this replaced matched every
process under Bundle/Application/, which is where all third-party apps
live, so running mix mob.connect with a personal iPhone attached force-quit
every app the owner had open (MOB-70). An empty ours returns []: not
knowing what is ours means killing nothing.

  



  
    
      
    
    
      parse_epmd_names(arg1)



        
          
        

    

  


  

      

          @spec parse_epmd_names(binary()) :: [{String.t(), pos_integer()}]


      


Every {name, port} in an EPMD NAMES_REQ reply — a 4-byte EPMD port, then
one name <node> at port <port> line per registered node — in EPMD order.
An iPhone's EPMD can list more than one Mob app, so all entries matter.

  



  
    
      
    
    
      parse_runtime_version(runtime)



        
          
        

    

  


  

      

          @spec parse_runtime_version(String.t()) :: String.t()


      


Parses a CoreSimulator runtime key into a human-readable version string. Exposed for testing.

  



  
    
      
    
    
      parse_simctl_json(json_string)



        
          
        

    

  


  

      

          @spec parse_simctl_json(String.t()) :: [MobDev.Device.t()]


      


Parses the JSON output of xcrun simctl list devices booted --json.
Exposed for testing.

  



  
    
      
    
    
      parse_simctl_text(output)



        
          
        

    

  


  

      

          @spec parse_simctl_text(String.t()) :: [MobDev.Device.t()]


      


Parses the plain-text output of xcrun simctl list devices booted.
Exposed for testing.

  



  
    
      
    
    
      resolve_usb_node(link_local_ip)



        
          
        

    

  


  

      

          @spec resolve_usb_node(String.t() | nil) ::
  {:registered, String.t(), String.t(), pos_integer()}
  | {:predicted, String.t()}
  | :none


      


Resolves where a USB-discovered iPhone's node is registered: probes EPMD on
link_local_ip (the phone's USB address, or nil if unknown) and on the
phone's other IPv4 addresses, then decides with choose_usb_node/2.
The other addresses are looked up from the phone, not collected from the
LAN: the link-local IP reverse-resolves to the phone's mDNS name
(kevins-iphone.local), which forward-resolves to the addresses registered
under that name, its WiFi IP included. Scanning ARP neighbours instead
finds any phone running this app, and every phone's BEAM listens on the same
dist port (mob_beam.m's 9101 default), so EPMD cannot tell them apart.
This narrows the candidates but does not prove they are the same phone. The
lookups are not scoped to the USB interface, and mDNS allows the same
.local name on different links (RFC 6762 §14). A known limitation: if two
phones share a .local name, one USB-only and one on the LAN running the
same app, the LAN phone's address can be taken for the USB phone's. Scoping
the lookups to the USB interface (dns-sd -i <enN>) would close that.
The lookups are native and synchronous, and each can take seconds, so they
share a deadline (same_phone_ipv4s/3); running out means no other
addresses, and the link-local IP is used.

  



    

  
    
      
    
    
      restart_app_physical(udid, bundle_id, opts \\ [])



        
          
        

    

  


  

      

          @spec restart_app_physical(String.t(), String.t(), keyword()) ::
  {String.t(), non_neg_integer()}


      


Restarts the app on a physical iOS device via xcrun devicectl.
First clears other Mob apps that mob_dev installed on this device — they
each hold EPMD 4369 and only one can run at a time — then launches the
target app fresh. Apps mob_dev did not install are never touched, whoever
they belong to. See MobDev.IOSInstalls and MOB-70.

  



  
    
      
    
    
      select_ios_node(entries, base)



        
          
        

    

  


  

      

          @spec select_ios_node([{String.t(), pos_integer()}], String.t() | nil) ::
  {String.t(), pos_integer()} | nil


      


The EPMD entry that is the project's iOS node, or nil.
base is Device.ios_node_base/0 (<app>_ios). The entry must be base
itself or base_<suffix> (mob_beam.m appends MOB_NODE_SUFFIX when set);
the unsuffixed name wins when both are listed. Another app's node on the
same EPMD never matches — taking the first *_ios entry attached
mix mob.connect to a different app on the same phone (MOB-283).
base is nil only outside a Mix project, where no app is known; then the
first *_ios entry is the only choice there is.

  



  
    
      
    
    
      terminate_app(udid, bundle_id)



        
          
        

    

  


  

      

          @spec terminate_app(String.t(), String.t()) :: {String.t(), non_neg_integer()}


      



  


        

      


  

    
MobDev.DistCookie 
    



      
The private distribution cookie for a project's development builds.
One random 256-bit cookie per app (keyed by its bundle id), shared by iOS,
Android and the Mac-side node, so concurrent mob.connect sessions attach
without restarting the app under different credentials. It lives in an
owner-only directory under ~/.mob/dist_cookies/, reaches the app only at
deploy/launch time, and is never printed. Deploy also writes it to
mob_dist_cookie in the app's beams directory (write_app_file!/2), where
the app reads it at boot, so a relaunch outside mob_dev keeps it.
A hand-started node loads it with
Node.set_cookie(MobDev.DistCookie.for_project!()) from the project, which
keeps it out of process arguments (--cookie would show it in ps).
Apps built against a mob from before MOB-49 still answer to the public
:mob_secret. Without an explicit cookie, connect/2 tries the private
cookie first and falls back to that legacy one with a warning, so existing
apps stay reachable until they are redeployed.

      


      
        Summary


  
    Functions
  


    
      
        app_file()

      


        Name of the cookie file in an app's beams directory. Android's Mob.Dist
and iOS's mob_beam.m read $MOB_BEAMS_DIR/mob_dist_cookie at boot when
the launch environment carries no cookie.



    


    
      
        candidates(explicit \\ nil, loader \\ &for_project!/0)

      


        Cookies to try against a device node, in order.



    


    
      
        connect(node, cookies)

      


        Connects to node, trying each cookie in cookies in order.



    


    
      
        for_project!()

      


        Returns the private cookie for the current project, creating it on first use.



    


    
      
        parse!(cookie)

      


        Validates an explicit cookie given on the command line.



    


    
      
        write_app_file!(dir, cookie)

      


        Writes cookie to dir/mob_dist_cookie, owner-only, and returns the path.



    





      


      
        Functions


        


  
    
      
    
    
      app_file()



        
          
        

    

  


  

      

          @spec app_file() :: String.t()


      


Name of the cookie file in an app's beams directory. Android's Mob.Dist
and iOS's mob_beam.m read $MOB_BEAMS_DIR/mob_dist_cookie at boot when
the launch environment carries no cookie.

  



    

    

  
    
      
    
    
      candidates(explicit \\ nil, loader \\ &for_project!/0)



        
          
        

    

  


  

      

          @spec candidates(atom() | String.t() | nil, (-> atom())) :: [atom(), ...]


      


Cookies to try against a device node, in order.
An explicit cookie (--cookie) is the only candidate. Without one, the
project's private cookie comes first and the legacy public cookie second.
The first entry is also the right default cookie for the Mac-side node.

  



  
    
      
    
    
      connect(node, cookies)



        
          
        

    

  


  

      

          @spec connect(node(), [atom(), ...]) :: {:ok, atom()} | :error


      


Connects to node, trying each cookie in cookies in order.
Returns {:ok, cookie} with the cookie that worked. An already connected
node answers with the cookie it was connected under, untouched: OTP reports
an existing connection as success without a handshake, so trying a
candidate on it would prove nothing and overwrite the cookie that did
authenticate. When no cookie works, the node's cookie is reset to the first
candidate: a per-node cookie also authenticates incoming connections
claiming that name, so the legacy public cookie must not stay set for a
node that did not need it.

  



  
    
      
    
    
      for_project!()



        
          
        

    

  


  

      

          @spec for_project!() :: atom()


      


Returns the private cookie for the current project, creating it on first use.

  



  
    
      
    
    
      parse!(cookie)



        
          
        

    

  


  

      

          @spec parse!(atom() | String.t()) :: atom()


      


Validates an explicit cookie given on the command line.

  



  
    
      
    
    
      write_app_file!(dir, cookie)



        
          
        

    

  


  

      

          @spec write_app_file!(String.t(), atom()) :: String.t()


      


Writes cookie to dir/mob_dist_cookie, owner-only, and returns the path.
For directories on this Mac that an app reads its BEAMs from: the iOS
simulator runtime dir, or the staging dir a physical-iPhone deploy copies to
the device. The cookie is written inside a fresh 0700 directory, made
0600, then renamed over any previous file: nobody else can open it at any
point (a descriptor opened on the parent before the chmod doesn't help,
since lookups check the directory's current mode), and a booting app never
sees half a file.

  


        

      


  

    
MobDev.Emulators 
    



      
List, start, and stop Android emulators (AVDs) and iOS simulators.
Backs mix mob.emulators. Pure-ish — each function shells out to emulator,
adb, or xcrun simctl exactly once and returns a parsed result. UI-shape
decisions (formatting, colors, exit codes) live in the Mix task.
Naming
Android calls them "emulators", iOS calls them "simulators". This module
uses "emulator" for the cross-platform concept (configured-but-runnable
virtual device) and reserves "simulator" for iOS-specific descriptions in
the help text. The struct's :platform field disambiguates.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        list_android()

      


        Returns all configured Android AVDs, including whether each is currently
running. Returns {:error, reason} when the Android SDK isn't reachable.



    


    
      
        list_ios()

      


        Returns all installed iOS simulators (across runtimes) marked with their
current state. Returns {:error, reason} on a non-macOS host or when
xcrun isn't available.



    


    
      
        start_android(avd_name)

      


        Starts an Android AVD by name. Returns :ok once the emulator process is
spawned (it boots in the background; adb wait-for-device is the caller's
responsibility if they need to know when it's ready).



    


    
      
        start_ios(udid)

      


        Boots an iOS simulator by UDID and brings the Simulator.app to focus.
No-op-with-success if the sim is already booted.



    


    
      
        stop_android(serial)

      


        Shuts down a running Android emulator by adb serial (e.g. "emulator-5554").



    


    
      
        stop_ios(udid_or_all)

      


        Shuts down a booted iOS simulator by UDID. Pass the literal string "all"
to shut down every booted simulator at once (xcrun simctl shutdown all).



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %MobDev.Emulators{
  id: String.t(),
  name: String.t(),
  platform: :android | :ios,
  running: boolean(),
  runtime: String.t() | nil,
  serial: String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      list_android()



        
          
        

    

  


  

      

          @spec list_android() :: {:ok, [t()]} | {:error, String.t()}


      


Returns all configured Android AVDs, including whether each is currently
running. Returns {:error, reason} when the Android SDK isn't reachable.

  



  
    
      
    
    
      list_ios()



        
          
        

    

  


  

      

          @spec list_ios() :: {:ok, [t()]} | {:error, String.t()}


      


Returns all installed iOS simulators (across runtimes) marked with their
current state. Returns {:error, reason} on a non-macOS host or when
xcrun isn't available.

  



  
    
      
    
    
      start_android(avd_name)



        
          
        

    

  


  

      

          @spec start_android(String.t()) :: :ok | {:error, String.t()}


      


Starts an Android AVD by name. Returns :ok once the emulator process is
spawned (it boots in the background; adb wait-for-device is the caller's
responsibility if they need to know when it's ready).

  



  
    
      
    
    
      start_ios(udid)



        
          
        

    

  


  

      

          @spec start_ios(String.t()) :: :ok | {:error, String.t()}


      


Boots an iOS simulator by UDID and brings the Simulator.app to focus.
No-op-with-success if the sim is already booted.

  



  
    
      
    
    
      stop_android(serial)



        
          
        

    

  


  

      

          @spec stop_android(String.t()) :: :ok | {:error, String.t()}


      


Shuts down a running Android emulator by adb serial (e.g. "emulator-5554").

  



  
    
      
    
    
      stop_ios(udid_or_all)



        
          
        

    

  


  

      

          @spec stop_ios(String.t()) :: :ok | {:error, String.t()}


      


Shuts down a booted iOS simulator by UDID. Pass the literal string "all"
to shut down every booted simulator at once (xcrun simctl shutdown all).

  


        

      


  

    
MobDev.Enable 
    



      
Pure helpers for mix mob.enable — extracted for testability.
LiveView bridge architecture
Enabling LiveView mode involves three coordinated patches. Understanding why
all three are necessary prevents subtle bugs when setting up projects manually.
The two bridges
The native WebView (iOS WKWebView / Android WebView) injects a window.mob
JavaScript object into every page it loads. This object routes calls through
the NIF bridge:
window.mob.send(data)      // JS → NIF → Elixir handle_info
window.mob.onMessage(fn)   // registers handler for NIF → JS messages
window.mob._dispatch(json) // called by the NIF to deliver messages to JS
In LiveView mode you want a different routing: JS messages should travel over
the LiveView WebSocket so that handle_event/3 in your LiveView receives them
and push_event/3 delivers server messages to JS. The MobHook replaces
window.mob with a LiveView-backed version on mount:
window.mob.send(data)      // JS → pushEvent("mob_message") → handle_event/3
window.mob.onMessage(fn)   // registers handler for handleEvent("mob_push")
window.mob._dispatch       // no-op: server messages arrive via handleEvent
Why a DOM element is required (the non-obvious part)
Phoenix LiveView hooks only execute their mounted() callback when an element
carrying phx-hook="MobHook" is present in the rendered HTML and the
LiveView WebSocket has connected. Registering MobHook in the hooks: map in
app.js is necessary but not sufficient — the hook is dormant until LiveView
finds a matching DOM element.
Without the element:
	MobHook never mounts
	window.mob is never replaced with the LiveView version
	window.mob.send() routes through the native NIF bridge instead of LiveView
	handle_event/3 never fires; your LiveView cannot receive JS messages

The element is a hidden <div> placed immediately after the opening <body>
tag in root.html.heex:
<div id="mob-bridge" phx-hook="MobHook" style="display:none"></div>
Placing it at the top of <body> ensures the hook mounts as early as possible,
so window.mob is overridden before any page-specific JS runs.
Android timing note
iOS injects the native window.mob shim via WKUserScript at
.atDocumentStart — before any page JS runs. Android injects it via
evaluateJavascript in onPageFinished — after the page has loaded. Between
page load and onPageFinished on Android, window.mob is undefined. In
practice LiveView connects after onPageFinished, so both shims are available
by the time the MobHook mounts. If you call window.mob during
DOMContentLoaded, guard with if (window.mob).

      


      
        Summary


  
    Functions
  


    
      
        build_plist_entry(key, value, opts \\ [])

      


        Builds a plist <key>/<value> entry for Info.plist injection.



    


    
      
        default_pyproject_toml(app_name)

      


        Returns the canonical pyproject.toml string for a freshly-enabled
Pythonx project. Used by the on_start template generator and by the
desktop Pythonx.Uv.fetch/init calls in user code.



    


    
      
        detect_stale_pythonx_templates(project_dir, app_name)

      


        Inspects the project's existing native build templates for the markers
mix mob.deploy --native expects when Pythonx is enabled. Returns a
list of {relative_path, missing_marker} tuples for every file that
exists but is missing the marker. An empty list means everything looks
fresh.



    


    
      
        find_root_html(project_dir, app_name)

      


        Finds root.html.heex in a Phoenix project rooted at project_dir.



    


    
      
        inject_android_network_security_config(manifest_content)

      


        Adds android:networkSecurityConfig="@xml/network_security_config" to the
<application> tag in an AndroidManifest.xml string.



    


    
      
        inject_mob_bridge_element(content)

      


        Injects the hidden bridge <div> into content (a root.html.heex file).



    


    
      
        inject_mob_hook(content)

      


        Injects the MobHook definition and registration into content (the full
text of assets/js/app.js).



    


    
      
        inject_pythonx_dep(content)

      


        Patches mix.exs content to add {:pythonx, "~> 0.4"} to the
deps list when missing. Idempotent.



    


    
      
        mob_bridge_element()

      


        Returns the hidden bridge <div> element that must appear in root.html.heex.



    


    
      
        mob_hook_js()

      


        Returns the MobHook JS constant to inject into app.js.



    


    
      
        network_security_config_xml()

      


        Returns the XML content for the Android network security config.



    


    
      
        python_paths_module_template(module_name)

      


        Returns the source for the <App>.PythonPaths module that
mix mob.enable pythonx writes to lib/<app>/python_paths.ex.



    


    
      
        read_app_name_from(mix_exs_path)

      


        Reads the app: atom from the given mix.exs path and returns the app
name as a string, or raises.



    





      


      
        Functions


        


    

  
    
      
    
    
      build_plist_entry(key, value, opts \\ [])



        
          
        

    

  


  

      

          @spec build_plist_entry(String.t(), term(), keyword()) :: String.t()


      


Builds a plist <key>/<value> entry for Info.plist injection.
Options:
	type: :bool — emits <true/> or <false/> instead of <string>


  



  
    
      
    
    
      default_pyproject_toml(app_name)



        
          
        

    

  


  

      

          @spec default_pyproject_toml(String.t()) :: String.t()


      


Returns the canonical pyproject.toml string for a freshly-enabled
Pythonx project. Used by the on_start template generator and by the
desktop Pythonx.Uv.fetch/init calls in user code.

  



  
    
      
    
    
      detect_stale_pythonx_templates(project_dir, app_name)



        
          
        

    

  


  

      

          @spec detect_stale_pythonx_templates(Path.t(), String.t()) :: [
  {String.t(), String.t()}
]


      


Inspects the project's existing native build templates for the markers
mix mob.deploy --native expects when Pythonx is enabled. Returns a
list of {relative_path, missing_marker} tuples for every file that
exists but is missing the marker. An empty list means everything looks
fresh.
We deliberately do not auto-patch — these files are typically
hand-customized after mix mob.new, and silently inserting blocks is
riskier than asking the user to copy from the template.
Files that don't exist yet (e.g. a project that never generated an
ios/build.sh) are skipped — this is "stale-template detection," not
"missing-platform detection."

  



  
    
      
    
    
      find_root_html(project_dir, app_name)



        
          
        

    

  


  

      

          @spec find_root_html(String.t(), String.t()) :: String.t() | nil


      


Finds root.html.heex in a Phoenix project rooted at project_dir.
Checks both the Phoenix 1.7+ convention:
lib/<app_name>_web/components/layouts/root.html.heex
and the pre-1.7 convention:
lib/<app_name>_web/templates/layout/root.html.heex
Returns the path string or nil if neither file exists.

  



  
    
      
    
    
      inject_android_network_security_config(manifest_content)



        
          
        

    

  


  

      

          @spec inject_android_network_security_config(String.t()) :: String.t()


      


Adds android:networkSecurityConfig="@xml/network_security_config" to the
<application> tag in an AndroidManifest.xml string.
Idempotent — returns the content unchanged if the attribute is already present.

  



  
    
      
    
    
      inject_mob_bridge_element(content)



        
          
        

    

  


  

      

          @spec inject_mob_bridge_element(String.t()) :: String.t()


      


Injects the hidden bridge <div> into content (a root.html.heex file).
The element is placed immediately after the opening <body> tag. This is
the mount point for MobHook — without it the hook never executes and
window.mob is never replaced with the LiveView version. See the module doc
for the full explanation.
Returns the patched HTML string unchanged if id="mob-bridge" is already
present.

  



  
    
      
    
    
      inject_mob_hook(content)



        
          
        

    

  


  

      

          @spec inject_mob_hook(String.t()) :: String.t()


      


Injects the MobHook definition and registration into content (the full
text of assets/js/app.js).
	Inserts the hook constant after the last top-level import line.
	Registers MobHook in the hooks: option passed to LiveSocket.

Returns the patched JS string. Idempotency (skip if already present) is
handled by the calling task, not by this function.

  



  
    
      
    
    
      inject_pythonx_dep(content)



        
          
        

    

  


  

      

          @spec inject_pythonx_dep(String.t()) :: String.t()


      


Patches mix.exs content to add {:pythonx, "~> 0.4"} to the
deps list when missing. Idempotent.
Returns the (possibly-modified) content. Returns the original content
unchanged when there's no recognizable defp deps do [ block — caller is
expected to fall back to a friendly "couldn't find deps block" message.

  



  
    
      
    
    
      mob_bridge_element()



        
          
        

    

  


  

      

          @spec mob_bridge_element() :: String.t()


      


Returns the hidden bridge <div> element that must appear in root.html.heex.
See the module doc for why this element is required.

  



  
    
      
    
    
      mob_hook_js()



        
          
        

    

  


  

      

          @spec mob_hook_js() :: String.t()


      


Returns the MobHook JS constant to inject into app.js.

  



  
    
      
    
    
      network_security_config_xml()



        
          
        

    

  


  

      

          @spec network_security_config_xml() :: String.t()


      


Returns the XML content for the Android network security config.

  



  
    
      
    
    
      python_paths_module_template(module_name)



        
          
        

    

  


  

      

          @spec python_paths_module_template(String.t()) :: String.t()


      


Returns the source for the <App>.PythonPaths module that
mix mob.enable pythonx writes to lib/<app>/python_paths.ex.
Pure — no filesystem access. The generated module supports iOS
(paths under <otp_root>/python/) and Android (paths from
MOB_PYTHON_HOME / MOB_PYTHON_DL env vars set by the user's
MainActivity.kt before BEAM startup).

  



  
    
      
    
    
      read_app_name_from(mix_exs_path)



        
          
        

    

  


  

      

          @spec read_app_name_from(String.t()) :: String.t()


      


Reads the app: atom from the given mix.exs path and returns the app
name as a string, or raises.

  


        

      


  

    
MobDev.Enable.Igniter 
    



      
Igniter-aware feature handlers for mix mob.enable.
One function per <feature> returning igniter -> igniter. Phase 4 of
the build-system migration moves each handler off the legacy
string-mutation path (where each helper writes files immediately) and
onto Igniter's update_file / create_new_file flow (where every
change rolls into a single dry-run-able diff before any file is
written).
Per-feature state:
	Feature	Igniter-routed (iter 1)	Elixir AST-aware
	camera	yes	(no Elixir surface)
	photo_library	yes	(no Elixir surface)
	location	yes	(no Elixir surface)
	file_sharing	yes	(no Elixir surface)
	notifications	yes	(no Elixir surface)
	liveview	yes	mob_screen.ex via create_module (iter 1)
	python	yes	dep via add_dep (iter 2); paths module via create_module (iter 1)

iter 1 wrapped every feature in Igniter so the diff preview + atomic
apply flow applies uniformly. iter 2 swapped python's mix.exs
dep-injection from MobDev.Enable.inject_pythonx_dep (regex) to
Igniter.Project.Deps.add_dep (AST). The remaining text-level
patches (assets/js/app.js, root.html.heex) are non-Elixir source
and stay text-level — AST tooling for those isn't a win.
All handlers are called with the project root as cwd (Igniter expects
paths relative to cwd). The app_name arg is the project's :app
Mix config (a string like "my_app") for any feature that needs to
template it into generated source.

      


      
        Summary


  
    Functions
  


    
      
        add_android_permission(igniter, permission)

      


        Adds an Android <uses-permission> line to AndroidManifest.xml.



    


    
      
        add_ios_plist_key(igniter, key, value, opts \\ [])

      


        Adds an iOS Info.plist <key>...<string>... pair if not already present.



    


    
      
        enable_camera(igniter, app_name)

      


    


    
      
        enable_file_sharing(igniter, app_name)

      


    


    
      
        enable_liveview(igniter, app_name)

      


    


    
      
        enable_location(igniter, app_name)

      


    


    
      
        enable_mlx(igniter, app_name)

      


        Enables MLX + EMLX (Apple's MLX numerics + the EMLX Nx backend) for
iOS. Adds :nx and :emlx to deps; generates a tiny
<App>.MLInit helper that picks EMLX.Backend at boot with a clean
fallback to Nx.BinaryBackend if the NIF can't load.



    


    
      
        enable_notifications(igniter, app_name)

      


    


    
      
        enable_nxeigen(igniter, app_name)

      


        Enables the NxEigen Nx backend (Eigen-backed C++ NIF) on both iOS and
Android. mob_dev cross-compiles libnx_eigen.a per arch from the
:nx_eigen Hex dep + the Eigen header tarball it auto-downloads.



    


    
      
        enable_photo_library(igniter, app_name)

      


    


    
      
        enable_python(igniter, app_name)

      


    


    
      
        enable_tflite(igniter, app_name)

      


        Enables the TensorFlow Lite NIF (:nx_tflite_mob) on both iOS and
Android. Adds the dep, generates a small <App>.TfliteInit helper that
surfaces per-platform default opts (NNAPI accelerator on Android, Core
ML delegate on iOS), and registers the static-NIF guard via the
build pipeline.



    





      


      
        Functions


        


  
    
      
    
    
      add_android_permission(igniter, permission)



        
          
        

    

  


  

      

          @spec add_android_permission(Igniter.t(), String.t()) :: Igniter.t()


      


Adds an Android <uses-permission> line to AndroidManifest.xml.
No-op (with a notice) when no AndroidManifest.xml is found. Idempotent
on the permission name — re-running with the same permission skips
the patch silently.

  



    

  
    
      
    
    
      add_ios_plist_key(igniter, key, value, opts \\ [])



        
          
        

    

  


  

      

          @spec add_ios_plist_key(Igniter.t(), String.t(), String.t(), keyword()) :: Igniter.t()


      


Adds an iOS Info.plist <key>...<string>... pair if not already present.
No-op (with a notice) when no Info.plist is found under ios/. The
insertion is idempotent — runs that find the key already present skip
the patch silently.

  



  
    
      
    
    
      enable_camera(igniter, app_name)



        
          
        

    

  


  

      

          @spec enable_camera(Igniter.t(), String.t()) :: Igniter.t()


      



  



  
    
      
    
    
      enable_file_sharing(igniter, app_name)



        
          
        

    

  


  

      

          @spec enable_file_sharing(Igniter.t(), String.t()) :: Igniter.t()


      



  



  
    
      
    
    
      enable_liveview(igniter, app_name)



        
          
        

    

  


  

      

          @spec enable_liveview(Igniter.t(), String.t()) :: Igniter.t()


      



  



  
    
      
    
    
      enable_location(igniter, app_name)



        
          
        

    

  


  

      

          @spec enable_location(Igniter.t(), String.t()) :: Igniter.t()


      



  



  
    
      
    
    
      enable_mlx(igniter, app_name)



        
          
        

    

  


  

      

          @spec enable_mlx(Igniter.t(), String.t()) :: Igniter.t()


      


Enables MLX + EMLX (Apple's MLX numerics + the EMLX Nx backend) for
iOS. Adds :nx and :emlx to deps; generates a tiny
<App>.MLInit helper that picks EMLX.Backend at boot with a clean
fallback to Nx.BinaryBackend if the NIF can't load.
The :emlx_nif static NIF entry is already in MobDev.StaticNifs
defaults — MobDev.NativeBuild auto-detects the :emlx dep, downloads
the cross-compiled MLX bundle, and sets MOB_STATIC_EMLX_NIF so the
driver_tab + linker include EMLX. So mob.enable mlx is mostly about
the dep wiring and the helper module.

  



  
    
      
    
    
      enable_notifications(igniter, app_name)



        
          
        

    

  


  

      

          @spec enable_notifications(Igniter.t(), String.t()) :: Igniter.t()


      



  



  
    
      
    
    
      enable_nxeigen(igniter, app_name)



        
          
        

    

  


  

      

          @spec enable_nxeigen(Igniter.t(), String.t()) :: Igniter.t()


      


Enables the NxEigen Nx backend (Eigen-backed C++ NIF) on both iOS and
Android. mob_dev cross-compiles libnx_eigen.a per arch from the
:nx_eigen Hex dep + the Eigen header tarball it auto-downloads.
The :nx_eigen static-NIF entry is already in
MobDev.StaticNifs defaults — MobDev.NativeBuild auto-detects the
:nx_eigen dep and sets MOB_STATIC_NX_EIGEN_NIF so the driver_tab
	linker include it. mob.enable nxeigen does the dep wiring + the
helper module.


  



  
    
      
    
    
      enable_photo_library(igniter, app_name)



        
          
        

    

  


  

      

          @spec enable_photo_library(Igniter.t(), String.t()) :: Igniter.t()


      



  



  
    
      
    
    
      enable_python(igniter, app_name)



        
          
        

    

  


  

      

          @spec enable_python(Igniter.t(), String.t()) :: Igniter.t()


      



  



  
    
      
    
    
      enable_tflite(igniter, app_name)



        
          
        

    

  


  

      

          @spec enable_tflite(Igniter.t(), String.t()) :: Igniter.t()


      


Enables the TensorFlow Lite NIF (:nx_tflite_mob) on both iOS and
Android. Adds the dep, generates a small <App>.TfliteInit helper that
surfaces per-platform default opts (NNAPI accelerator on Android, Core
ML delegate on iOS), and registers the static-NIF guard via the
build pipeline.
Unlike mlx / nxeigen, this is not an Nx backend — NxTfliteMob
wraps TFLite's model-inference API directly. The user loads a
.tflite model and calls NxTfliteMob.call(handle, inputs). The
generated <App>.TfliteInit only provides convenience helpers for
picking the right delegate + accelerator for the host platform.

  


        

      


  

    
MobDev.ErrorView 
    




      
        Summary


  
    Functions
  


    
      
        render(template, assigns)

      


    





      


      
        Functions


        


  
    
      
    
    
      render(template, assigns)



        
          
        

    

  


  

      

          @spec render(String.t(), map()) :: Phoenix.LiveView.Rendered.t() | String.t()


      



  


        

      


  

    
MobDev.GooglePlay 
    



      
Google Play Developer API client for uploading Android App Bundles.
Authenticates using a service account JSON key (RSA JWT → OAuth2 access token),
then drives the Play edit workflow:
  create edit → upload .aab → assign track → commit
Service account setup (one-time)
	Go to Play Console → Setup → API access → link to a Google Cloud project.
	In Google Cloud Console → IAM → Service Accounts → Create a service account.
	Download the JSON key for that service account.
	Back in Play Console → Setup → API access → grant the service account
"Release manager" (or "Admin") permission.

mob.exs config
config :mob_dev,
  google_play: [
    package_name:         "com.example.myapp",
    service_account_json: "~/.google_play/my-service-account.json",
    track:                "internal"   # internal | alpha | beta | production
  ]

      


      
        Summary


  
    Functions
  


    
      
        upload(aab_path, opts)

      


        Uploads aab_path to Google Play and assigns it to track.



    





      


      
        Functions


        


  
    
      
    
    
      upload(aab_path, opts)



        
          
        

    

  


  

      

          @spec upload(
  Path.t(),
  keyword()
) :: {:ok, integer()} | {:error, String.t()}


      


Uploads aab_path to Google Play and assigns it to track.
Options (all required unless noted):
	:service_account_json — path to the service account JSON key file
	:package_name — Android applicationId (e.g. "com.beyondagronomy.aircartmax")
	:track — "internal" | "alpha" | "beta" | "production" (default: "internal")


Returns {:ok, version_code} or {:error, reason}.

  


        

      


  

    
MobDev.GooglePlay.CloudSetup 
    



      
Google Cloud REST API operations for the Play Store setup wizard.
Covers the three Google Cloud steps that mix mob.setup.google_play automates:
	Enabling the Android Publisher API in a Cloud project
	Creating a play-publisher service account
	Generating and saving a JSON key for that service account

All functions take an OAuth2 access_token obtained from MobDev.GooglePlay.OAuth.
API surface used
	Step	API
	List projects	Cloud Resource Manager v3
	Enable Android Publisher API	Service Usage v1
	Create service account	IAM v1
	Create JSON key	IAM v1


      


      
        Summary


  
    Functions
  


    
      
        build_enable_api_url(project_id, service_name)

      


        Builds the Service Usage API URL for enabling a specific service.



    


    
      
        create_and_save_key(token, project_id, service_account_email, filename)

      


        Creates a JSON key for the given service account and saves it to disk.



    


    
      
        create_service_account(token, project_id, display_name \\ "Mob Play Publisher")

      


        Creates the play-publisher service account in the given Cloud project.



    


    
      
        enable_publisher_api(token, project_id)

      


        Enables the Android Publisher API in the given Cloud project.



    


    
      
        list_projects(token)

      


        Lists Google Cloud projects accessible to the authenticated user.



    


    
      
        parse_projects_response(arg1)

      


        Parses the projects list from a Cloud Resource Manager response body.



    


    
      
        save_key_file(b64_json, filename)

      


        Decodes a base64url-encoded service account JSON key and saves it to disk.



    





      


      
        Functions


        


  
    
      
    
    
      build_enable_api_url(project_id, service_name)



        
          
        

    

  


  

      

          @spec build_enable_api_url(String.t(), String.t()) :: String.t()


      


Builds the Service Usage API URL for enabling a specific service.
Pure function — useful for testing and debugging.

  



  
    
      
    
    
      create_and_save_key(token, project_id, service_account_email, filename)



        
          
        

    

  


  

      

          @spec create_and_save_key(String.t(), String.t(), String.t(), String.t()) ::
  {:ok, Path.t()} | {:error, String.t()}


      


Creates a JSON key for the given service account and saves it to disk.
The key is written to ~/.google_play/{filename}.json (mode 600).
Returns {:ok, path} where path is the absolute path to the saved file,
or {:error, reason}.

  



    

  
    
      
    
    
      create_service_account(token, project_id, display_name \\ "Mob Play Publisher")



        
          
        

    

  


  

      

          @spec create_service_account(String.t(), String.t(), String.t()) ::
  {:ok, String.t()} | {:error, String.t()}


      


Creates the play-publisher service account in the given Cloud project.
Returns {:ok, email} where email is the service account email, or
{:error, reason}.
If the service account already exists (HTTP 409), returns its email
without error.

  



  
    
      
    
    
      enable_publisher_api(token, project_id)



        
          
        

    

  


  

      

          @spec enable_publisher_api(String.t(), String.t()) :: :ok | {:error, String.t()}


      


Enables the Android Publisher API in the given Cloud project.
The operation may take up to 60 seconds; this function polls until complete.
Returns :ok or {:error, reason}.

  



  
    
      
    
    
      list_projects(token)



        
          
        

    

  


  

      

          @spec list_projects(String.t()) :: {:ok, [map()]} | {:error, String.t()}


      


Lists Google Cloud projects accessible to the authenticated user.
Returns {:ok, [%{"projectId" => id, "displayName" => name, ...}]} or
{:error, reason}.

  



  
    
      
    
    
      parse_projects_response(arg1)



        
          
        

    

  


  

      

          @spec parse_projects_response(map()) :: [map()]


      


Parses the projects list from a Cloud Resource Manager response body.
Pure function — used for testing without HTTP calls.

  



  
    
      
    
    
      save_key_file(b64_json, filename)



        
          
        

    

  


  

      

          @spec save_key_file(String.t(), String.t()) :: {:ok, Path.t()} | {:error, String.t()}


      


Decodes a base64url-encoded service account JSON key and saves it to disk.
The b64_json parameter is the privateKeyData field from the IAM keys API
response (standard base64, not URL-safe). Saved to ~/.google_play/{filename}.json
with mode 600.
Pure IO side-effect (no HTTP) — useful for testing.

  


        

      


  

    
MobDev.GooglePlay.OAuth 
    



      
OAuth2 browser-based authorization for Google APIs.
Opens the user's default browser to Google's consent screen, then listens
on a random localhost port for the authorization code callback. No external
CLI tool (gcloud, etc.) is required — only a browser.
OAuth client registration
This module ships with placeholder client credentials. Before authorize/1
will work you must register a Google OAuth "Desktop app" client:
	Go to https://console.cloud.google.com/apis/credentials
	Click Create credentials → OAuth client ID
	Application type: Desktop app — name it mob_dev CLI
	Click Create — note the Client ID and Client secret
	Fill in @default_client_id and @default_client_secret in this file

For installed CLI tools, the client_secret is not actually secret — this
follows Google's documented guidance for desktop applications (the same
model used by the gcloud CLI). The token is only obtainable by a user who
explicitly grants consent via their browser.
You can also override with environment variables:
GOOGLE_OAUTH_CLIENT_ID / GOOGLE_OAUTH_CLIENT_SECRET.

      


      
        Summary


  
    Functions
  


    
      
        authorize(opts \\ [])

      


        Runs the browser-based OAuth2 flow and returns a bearer access token.



    


    
      
        build_auth_url(client_id, scopes, redirect_uri)

      


        Builds the Google OAuth2 authorization URL.



    


    
      
        parse_callback_request(request_line)

      


        Parses the authorization code from an OAuth callback HTTP request line.



    


    
      
        setup_scopes()

      


        Returns the scopes requested during the setup wizard OAuth flow.



    





      


      
        Functions


        


    

  
    
      
    
    
      authorize(opts \\ [])



        
          
        

    

  


  

      

          @spec authorize(keyword()) :: {:ok, String.t()} | {:error, String.t()}


      


Runs the browser-based OAuth2 flow and returns a bearer access token.
Opens the user's browser to the Google consent screen, then waits up to
timeout_ms milliseconds (default 120 000) for the callback redirect.
Options:
	:scopes — list of OAuth scope strings (required)
	:timeout_ms — callback wait timeout in ms (default: 120_000)

Returns {:ok, access_token} or {:error, reason}.

  



  
    
      
    
    
      build_auth_url(client_id, scopes, redirect_uri)



        
          
        

    

  


  

      

          @spec build_auth_url(String.t(), [String.t()], String.t()) :: String.t()


      


Builds the Google OAuth2 authorization URL.
Pure function — useful for testing and for displaying the URL in case
the automatic browser open fails.

  



  
    
      
    
    
      parse_callback_request(request_line)



        
          
        

    

  


  

      

          @spec parse_callback_request(String.t()) :: {:ok, String.t()} | {:error, String.t()}


      


Parses the authorization code from an OAuth callback HTTP request line.
The request line has the form:
GET /callback?code=AUTH_CODE&scope=... HTTP/1.1
Returns {:ok, code} or {:error, reason}.

  



  
    
      
    
    
      setup_scopes()



        
          
        

    

  


  

      

          @spec setup_scopes() :: [String.t()]


      


Returns the scopes requested during the setup wizard OAuth flow.

  


        

      


  

    
MobDev.GooglePlay.PlaySetup 
    



      
Google Play Developer API operations for granting service account access.
Handles the one automatable step in the Play Console setup: granting
"Release manager" permissions to the service account via the Play
Developer API accounts.grants resource.
What this replaces
The manual steps documented in the publishing guide (Part A and Part B of
section 1.4.4) grant the service account two types of access:
	API access page (Part A) — account-level permissions to manage releases
	Users and permissions (Part B) — the same grant surfaced via a different
Play Console UI path

Both are handled by a single accounts.grants.create API call here.
Prerequisite that cannot be automated
Before this call will work, you must manually link your Google Cloud project
to Play Console:
  Play Console → Setup → API access → Link to a Google Cloud project
This one-time step has no API — it must be done in the browser.
Finding your developer account ID
The developer_account_id is the numeric ID visible in the Play Console URL:
https://play.google.com/console/u/0/developers/**5074092065751960701**/...
It is also printed on the Play Console dashboard.
Permission note
The Release Manager role grants CAN_MANAGE_RELEASES and CAN_ACCESS_DRAFT_APPS.
Verify the exact permission enum values against the Play Developer API docs if this
call returns a 400 — Google has not always published these consistently.

      


      
        Summary


  
    Functions
  


    
      
        build_grant_request(service_account_email, package_name)

      


        Builds the request body for an accounts.grants.create API call.



    


    
      
        grant_release_manager(token, developer_account_id, service_account_email, package_name \\ nil)

      


        Grants Release Manager access to a service account on the developer's Play account.



    


    
      
        release_manager_permissions()

      


        Returns the permission strings used for the Release Manager role.



    





      


      
        Functions


        


  
    
      
    
    
      build_grant_request(service_account_email, package_name)



        
          
        

    

  


  

      

          @spec build_grant_request(String.t(), String.t() | nil) :: map()


      


Builds the request body for an accounts.grants.create API call.
Pure function — useful for testing without making HTTP calls.
When package_name is nil, returns an account-level grant (Release Manager
permissions on all apps in the developer account). When package_name is
provided, returns an app-level grant for that package only.

  



    

  
    
      
    
    
      grant_release_manager(token, developer_account_id, service_account_email, package_name \\ nil)



        
          
        

    

  


  

      

          @spec grant_release_manager(String.t(), String.t(), String.t(), String.t() | nil) ::
  :ok | {:error, String.t()}


      


Grants Release Manager access to a service account on the developer's Play account.
developer_account_id — the numeric ID from the Play Console URL (see moduledoc).
service_account_email — the service account email (e.g. play-publisher@project.iam.gserviceaccount.com).
package_name — optional; if provided, grants app-level access only.
             Omit (or pass `nil`) for account-level access.
Returns :ok or {:error, reason}.

  



  
    
      
    
    
      release_manager_permissions()



        
          
        

    

  


  

      

          @spec release_manager_permissions() :: [String.t()]


      


Returns the permission strings used for the Release Manager role.

  


        

      


  

    
MobDev.GooglePlay.SetupWizard 
    



      
Interactive wizard for the Google Play one-time setup.
Automates the Google Cloud steps in the publishing guide (section 1.4),
leaving only the irreducible manual steps that have no API:
Automated by this wizard:
	Browser OAuth sign-in (no gcloud required)
	Selecting or confirming the Google Cloud project
	Enabling the Android Publisher API
	Creating the play-publisher service account
	Generating and saving the JSON key to ~/.google_play/
	Granting Release Manager access via the Play Developer API
	Generating the upload keystore (if not already present)
	Printing the mob.exs config block to add

Manual steps that cannot be automated (all one-time per developer account):
	Create the Google Play Developer account (requires $25 payment)
	Complete identity verification (government ID upload)
	Create the app record in Play Console (no create-app API)
	Link the Google Cloud project to Play Console:
Play Console → Setup → API access → Link to a Google Cloud project

See guides/publishing_to_google_play.md for the full step-by-step guide.

      


      
        Summary


  
    Functions
  


    
      
        keystore_properties_content(passphrase)

      


        Render the android/keystore.properties file body for passphrase.



    


    
      
        run(opts \\ [])

      


        Runs the full interactive setup wizard.



    





      


      
        Functions


        


  
    
      
    
    
      keystore_properties_content(passphrase)



        
          
        

    

  


  

      

          @spec keystore_properties_content(binary()) :: binary()


      


Render the android/keystore.properties file body for passphrase.
The passphrase is trimmed so a trailing newline from Mix.shell().prompt/1
(or leading/trailing whitespace pasted from a password manager) cannot be
baked into the stored password — Gradle's signing config reads the file
literally, so a storePassword=secret\n line signs releases with a
password nobody can retype on the next upload. See MOB-71.

  



    

  
    
      
    
    
      run(opts \\ [])



        
          
        

    

  


  

      

          @spec run(keyword()) :: :ok | {:error, String.t()}


      


Runs the full interactive setup wizard.
Options:
	:package_name — Android applicationId (e.g. "com.example.myapp"). If not
provided, the wizard will prompt for it.
	:key_filename — base filename for the service account JSON (without .json).
Defaults to the last segment of the package name (e.g. "myapp").
	:dry_run — when true, prints every step but makes no HTTP calls, writes no
files, opens no browser, and answers all prompts automatically. Use this to
preview the wizard before running it for real.

Returns :ok on success or {:error, reason} on any unrecoverable step.

  


        

      


  

    
MobDev.HotPush 
    



      
Connects to already-running device nodes and hot-pushes BEAM modules via RPC.
Unlike MobDev.Deployer, this does NOT restart apps — modules are loaded
into the running BEAM in place, just like nl/1 in IEx.
Requires apps to already be running (start with mix mob.connect or
mix mob.deploy first).

      


      
        Summary


  
    Functions
  


    
      
        connect(opts \\ [])

      


        Sets up adb tunnels (idempotent) and connects to all running device nodes.
Returns list of connected node atoms.



    


    
      
        push_all(nodes)

      


        Pushes all compiled BEAM files from the active Mix build path to nodes.



    


    
      
        push_changed(nodes, snapshot)

      


        Pushes BEAM files that changed since snapshot (from snapshot_beams/0).
Returns {pushed_count, failed_list} — pushed_count is 0 if nothing changed.



    


    
      
        reconnect(cached, opts \\ [])

      


        connect/1 again for a long-running watcher, plus the cached nodes it
connected to before that still answer, so a node discovery misses once is
not dropped. A cached node on a device another session has claimed since
is dropped, so the next push leaves it alone.



    


    
      
        runtime_beam_dirs()

      


        Returns ebin directories for runtime deps only (no dev-only tooling).
Used by Deployer so the filesystem push matches the dist push scope.



    


    
      
        runtime_lib_names()

      


        Names of the libs that ship to the device: the project's runtime deps and
their transitive applications, minus deps marked only: :dev or
runtime: false (unless re-declared in extra_applications). Decides what
gets pushed, and which deps MobDev.Plugin.NifActivation treats as device
plugins.



    


    
      
        snapshot_beams()

      


        Takes a snapshot of current BEAM mtimes for runtime deps only.
Pass the result to push_changed/2 before and after compiling to get only
the modules that actually changed.



    





      


      
        Functions


        


    

  
    
      
    
    
      connect(opts \\ [])



        
          
        

    

  


  

      

          @spec connect(keyword()) :: [node()]


      


Sets up adb tunnels (idempotent) and connects to all running device nodes.
Returns list of connected node atoms.
Devices another agent-device session has claimed are skipped
(MobDev.DeviceLeases): this pushes to every device, so none is named.

  



  
    
      
    
    
      push_all(nodes)



        
          
        

    

  


  

      

          @spec push_all([node()]) :: {non_neg_integer(), list()}


      


Pushes all compiled BEAM files from the active Mix build path to nodes.
Only pushes BEAMs for runtime dependencies — deps marked only: :dev or
runtime: false in mix.exs (and their transitive deps) are excluded.
This prevents dev tooling (mob_dev, Bandit, Phoenix, etc.) from being pushed
to the device when using path: deps during local framework development.
Returns {pushed_count, failed_list}.

  



  
    
      
    
    
      push_changed(nodes, snapshot)



        
          
        

    

  


  

      

          @spec push_changed([node()], %{required(String.t()) => non_neg_integer()}) ::
  {non_neg_integer(), list()}


      


Pushes BEAM files that changed since snapshot (from snapshot_beams/0).
Returns {pushed_count, failed_list} — pushed_count is 0 if nothing changed.

  



    

  
    
      
    
    
      reconnect(cached, opts \\ [])



        
          
        

    

  


  

      

          @spec reconnect(
  [node()],
  keyword()
) :: [node()]


      


connect/1 again for a long-running watcher, plus the cached nodes it
connected to before that still answer, so a node discovery misses once is
not dropped. A cached node on a device another session has claimed since
is dropped, so the next push leaves it alone.

  



  
    
      
    
    
      runtime_beam_dirs()



        
          
        

    

  


  

      

          @spec runtime_beam_dirs() :: [String.t()]


      


Returns ebin directories for runtime deps only (no dev-only tooling).
Used by Deployer so the filesystem push matches the dist push scope.

  



  
    
      
    
    
      runtime_lib_names()



        
          
        

    

  


  

      

          @spec runtime_lib_names() :: MapSet.t(String.t())


      


Names of the libs that ship to the device: the project's runtime deps and
their transitive applications, minus deps marked only: :dev or
runtime: false (unless re-declared in extra_applications). Decides what
gets pushed, and which deps MobDev.Plugin.NifActivation treats as device
plugins.

  



  
    
      
    
    
      snapshot_beams()



        
          
        

    

  


  

      

          @spec snapshot_beams() :: %{required(String.t()) => non_neg_integer()}


      


Takes a snapshot of current BEAM mtimes for runtime deps only.
Pass the result to push_changed/2 before and after compiling to get only
the modules that actually changed.

  


        

      


  

    
MobDev.IOSInstalls 
    



      
A record of which apps mob_dev has installed on which physical iOS device.
This exists for exactly one reason: so that mob_dev can clear other Mob
apps off a device without touching anything else on it.
Physical-device Mob apps each start an in-process EPMD bound to
0.0.0.0:4369 (mob/ios/mob_beam.m), so only one can run at a time —
launching a second gets EADDRINUSE and no BEAM. Clearing the others before
launch is therefore necessary. What is not necessary, and what this module
exists to prevent, is deciding which processes to kill by pattern-matching
the running process list: every third-party app on the phone runs from
/private/var/containers/Bundle/Application/, so that pattern matches
Spotify, a banking app and everything else the owner had open (MOB-70).
A device is someone's phone. mob_dev gets to kill what mob_dev put there,
and nothing else. If this record is missing or empty, the correct behaviour
is to kill nothing.
Entries are dropped on uninstall (forget/2). Since the process listing
carries no bundle ids, matching is by .app name — so a stale entry is not
inert: it would stay killable, and a third-party app that later took that
name would inherit it.
Stored as JSON at ~/.mob/ios_installs.json, keyed by device UDID. It is a
cache, not a source of truth: deleting it costs a stale Mob app surviving a
launch, not correctness.

      


      
        Summary


  
    Types
  


    
      
        app()

      


    





  
    Functions
  


    
      
        forget(udid, bundle_id)

      


        Drop bundle_id from udid's record, after uninstalling it.



    


    
      
        installed(udid)

      


        Apps mob_dev has installed on udid, newest first. [] when unknown —
which callers must treat as "kill nothing", not "kill everything".



    


    
      
        path()

      


        Path to the registry file. Override with MOB_IOS_INSTALLS in tests.



    


    
      
        record(udid, bundle_id, app_name)

      


        Record that bundle_id (whose bundle is app_name.app) is installed on
udid.



    





      


      
        Types


        


  
    
      
    
    
      app()



        
          
        

    

  


  

      

          @type app() :: %{bundle_id: String.t(), app_name: String.t()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      forget(udid, bundle_id)



        
          
        

    

  


  

      

          @spec forget(String.t(), String.t()) :: :ok


      


Drop bundle_id from udid's record, after uninstalling it.
Matching is by app NAME, so a stale entry is not inert: it stays killable
for ever, and a third-party app that later takes that name inherits the
entry. Forgetting on uninstall is what makes the module's promise — we kill
what we put there — true rather than approximately true.

  



  
    
      
    
    
      installed(udid)



        
          
        

    

  


  

      

          @spec installed(String.t()) :: [app()]


      


Apps mob_dev has installed on udid, newest first. [] when unknown —
which callers must treat as "kill nothing", not "kill everything".

  



  
    
      
    
    
      path()



        
          
        

    

  


  

      

          @spec path() :: Path.t()


      


Path to the registry file. Override with MOB_IOS_INSTALLS in tests.

  



  
    
      
    
    
      record(udid, bundle_id, app_name)



        
          
        

    

  


  

      

          @spec record(String.t(), String.t(), String.t()) :: :ok


      


Record that bundle_id (whose bundle is app_name.app) is installed on
udid.
Idempotent: re-installing the same app does not duplicate the entry, and a
changed app_name for a known bundle id replaces it rather than accumulating.

  


        

      


  

    
MobDev.IconGenerator 
    



      
Generates app icons for Android and iOS from either a random robot avatar
(using Avatarz) or a provided source image (using Image).
When the image dep is not available, falls back to the bundled Mob logo
(pre-built PNGs shipped with mob_dev, no system tools required).
Android sizes (mipmap buckets)
	Bucket	px
	mdpi	48
	hdpi	72
	xhdpi	96
	xxhdpi	144
	xxxhdpi	192

iOS sizes (AppIcon.appiconset subset)
	Usage	px
	iPhone Notification 2x	40
	iPhone Notification 3x	60
	iPhone Settings 2x	58
	iPhone Settings 3x	87
	iPhone Spotlight 2x	80
	iPhone Spotlight 3x	120
	iPhone App 2x	120
	iPhone App 3x	180
	iPad Notification 1x	20
	iPad Notification 2x	40
	iPad Settings 1x	29
	iPad Settings 2x	58
	iPad Spotlight 1x	40
	iPad Spotlight 2x	80
	iPad App 1x	76
	iPad App 2x	152
	iPad Pro App 2x	167
	App Store	1024


      


      
        Summary


  
    Functions
  


    
      
        adaptive_icon_xml()

      


        Returns the XML body for mipmap-anydpi-v26/ic_launcher.xml.



    


    
      
        adaptive_sizes()

      


        Returns the map of Android mipmap bucket names to pixel dimensions
for adaptive-icon foreground layers (108×108 dp scaled per density).



    


    
      
        android_sizes()

      


        Returns the map of Android mipmap bucket names to pixel dimensions
for legacy (single-layer) icons.



    


    
      
        background_color_xml(hex)

      


        Returns the XML body for values/ic_launcher_background.xml defining
the adaptive icon background colour.



    


    
      
        generate_adaptive(source_path, output_dir, opts \\ [])

      


        Generates adaptive Android icons from a source image.



    


    
      
        generate_from_source(source_path, output_dir, opts \\ [])

      


        Resizes an existing image at source_path to the icon sizes of each
platform the project has (platforms/1), writing them into output_dir.



    


    
      
        generate_random(output_dir, opts \\ [])

      


        Generates a random robot avatar and writes platform icons into output_dir.



    


    
      
        ios_sizes()

      


        Returns the list of iOS icon pixel dimensions.



    


    
      
        platforms(project_dir)

      


        The platforms whose native project exists in project_dir (android/,
ios/). Icons are written only for these, so an --android project never
grows an ios/Assets.xcassets tree (and vice versa).



    


    
      
        platforms_missing_icons(project_dir)

      


        The project's platforms that have no launcher icon yet. mix mob.install
writes its placeholder only to these, leaving existing (possibly custom)
icons alone.



    


    
      
        use_mob_logo(output_dir, platforms \\ nil)

      


        Copies the bundled Mob logo (pre-built PNGs) to the icon directories of
platforms (default: every platform the project has, platforms/1). Used
as the default placeholder icon by mix mob.install. No extra dependencies
or system tools required.



    





      


      
        Functions


        


  
    
      
    
    
      adaptive_icon_xml()



        
          
        

    

  


  

      

          @spec adaptive_icon_xml() :: String.t()


      


Returns the XML body for mipmap-anydpi-v26/ic_launcher.xml.
Uses @mipmap/ic_launcher_foreground for the foreground and
@color/ic_launcher_background for the background.

  



  
    
      
    
    
      adaptive_sizes()



        
          
        

    

  


  

      

          @spec adaptive_sizes() :: %{required(String.t()) => pos_integer()}


      


Returns the map of Android mipmap bucket names to pixel dimensions
for adaptive-icon foreground layers (108×108 dp scaled per density).

  



  
    
      
    
    
      android_sizes()



        
          
        

    

  


  

      

          @spec android_sizes() :: %{required(String.t()) => pos_integer()}


      


Returns the map of Android mipmap bucket names to pixel dimensions
for legacy (single-layer) icons.

  



  
    
      
    
    
      background_color_xml(hex)



        
          
        

    

  


  

      

          @spec background_color_xml(String.t()) :: String.t()


      


Returns the XML body for values/ic_launcher_background.xml defining
the adaptive icon background colour.
Accepts hex strings with or without a leading # (case-insensitive).
Raises ArgumentError for non-hex input.

  



    

  
    
      
    
    
      generate_adaptive(source_path, output_dir, opts \\ [])



        
          
        

    

  


  

      

          @spec generate_adaptive(
  source_path :: String.t(),
  output_dir :: String.t(),
  keyword()
) :: :ok


      


Generates adaptive Android icons from a source image.
Writes:
	mipmap-anydpi-v26/ic_launcher.xml + ic_launcher_round.xml
referencing @mipmap/ic_launcher_foreground and
@color/ic_launcher_background
	mipmap-<bucket>/ic_launcher_foreground.png at the adaptive icon
canvas size for each density bucket
	values/ic_launcher_background.xml defining the background color

Options
	:background_color — hex string like "#E8B53C". If absent, sampled
from the source image at top-centre (10% from the top).

Legacy ic_launcher.png/ic_launcher_round.png are written separately
by generate_from_source/2 for older Android versions.

  



    

  
    
      
    
    
      generate_from_source(source_path, output_dir, opts \\ [])



        
          
        

    

  


  

      

          @spec generate_from_source(
  source_path :: String.t(),
  output_dir :: String.t(),
  keyword()
) :: :ok


      


Resizes an existing image at source_path to the icon sizes of each
platform the project has (platforms/1), writing them into output_dir.
Options
	:background_color — hex string like "#E8B53C" used to flatten the
iOS icons (which must be opaque — Apple rejects any alpha channel on
the App Store marketing icon, error 90717). Android icons keep their
transparency. If absent, the colour is sampled from the source (same as
the adaptive-icon background), so the two platforms stay consistent.

Returns :ok.

  



    

  
    
      
    
    
      generate_random(output_dir, opts \\ [])



        
          
        

    

  


  

      

          @spec generate_random(
  output_dir :: String.t(),
  keyword()
) :: :ok


      


Generates a random robot avatar and writes platform icons into output_dir.
Creates, for each platform the project has (platforms/1):
	output_dir/android/app/src/main/res/<bucket>/ic_launcher.png for each Android bucket
	output_dir/ios/Assets.xcassets/AppIcon.appiconset/icon_<px>.png for each iOS size
	output_dir/icon_source.png — the 1024×1024 master

Returns :ok on success.

  



  
    
      
    
    
      ios_sizes()



        
          
        

    

  


  

      

          @spec ios_sizes() :: [pos_integer()]


      


Returns the list of iOS icon pixel dimensions.

  



  
    
      
    
    
      platforms(project_dir)



        
          
        

    

  


  

      

          @spec platforms(String.t()) :: [:android | :ios]


      


The platforms whose native project exists in project_dir (android/,
ios/). Icons are written only for these, so an --android project never
grows an ios/Assets.xcassets tree (and vice versa).

  



  
    
      
    
    
      platforms_missing_icons(project_dir)



        
          
        

    

  


  

      

          @spec platforms_missing_icons(String.t()) :: [:android | :ios]


      


The project's platforms that have no launcher icon yet. mix mob.install
writes its placeholder only to these, leaving existing (possibly custom)
icons alone.

  



    

  
    
      
    
    
      use_mob_logo(output_dir, platforms \\ nil)



        
          
        

    

  


  

      

          @spec use_mob_logo(output_dir :: String.t(), [:android | :ios]) :: :ok


      


Copies the bundled Mob logo (pre-built PNGs) to the icon directories of
platforms (default: every platform the project has, platforms/1). Used
as the default placeholder icon by mix mob.install. No extra dependencies
or system tools required.
Returns :ok.

  


        

      


  

    
MobDev.IosLayoutPlist 
    



      
The Info.plist keys that decide where an iOS app runs and how it may lay
out: UIDeviceFamily (iPhone 1, iPad 2), UISupportedInterfaceOrientations
(iPhone), UISupportedInterfaceOrientations~ipad, and UIRequiresFullScreen.
mob.exs overrides
Three config :mob_dev keys override the project's ios/Info.plist in the
built app bundle (the dev simulator and device builds and mix mob.release).
The project file is never rewritten, so the setting reaches new and existing
apps alike:
	ios_target_devices — [:iphone, :ipad] (universal) or [:iphone].
Sets UIDeviceFamily. Without iPad, an iPad runs the app letterboxed
in iPhone compatibility mode, and it can't join Split View. An App Store
app that has shipped iPad support can't drop it in an update.
	ios_orientations — :all, :portrait or :landscape. Sets the
iPhone UISupportedInterfaceOrientations (and removes any
UISupportedInterfaceOrientations~iphone). iPad always declares all four
(UISupportedInterfaceOrientations~ipad): iPadOS 26 rotates resizable
apps freely, and iPad multitasking requires all four.
	multi_window — true or false (MOB-245). true sets
UIApplicationSceneManifest → UIApplicationSupportsMultipleScenes, so
iPad users can open several windows of the app, each with its own
navigation (Mob.Scene in mob). It needs the plist's existing
UISceneConfigurations → UIWindowSceneSessionRoleApplication entry
(the generated SceneDelegate); the build refuses a plist without one
rather than add a manifest that would switch the app to a scene
lifecycle with no delegate. false removes the
key, which iOS reads as false. Needs a mob release with Mob.Scene.

Unset keys leave ios/Info.plist as written. UIRequiresFullScreen has no
override: the only supported value is false (or no key), and
mix mob.doctor warns when a plist sets it.
See decisions/2026-10-01-ios-layout-plist-keys.md.

      


      
        Summary


  
    Types
  


    
      
        check()

      


        One mix mob.doctor row.



    


    
      
        keys()

      


        The layout keys of a parsed Info.plist; nil when the key is absent.



    





  
    Functions
  


    
      
        apply!(path, cfg)

      


        Applies plist_commands/1 to the Info.plist at path with PlistBuddy
(macOS). Raises when a command other than Delete fails.



    


    
      
        audit(xml, cfg)

      


        The mix mob.doctor rows for an app's Info.plist text and mob.exs
config: one :ok row when the app can run full-screen on iPad, rotate and
join Split View, otherwise a :warn per problem with the exact fix.
Problems a mob.exs setting chose on purpose (ios_target_devices: [:iphone], ios_orientations: :portrait) aren't warned about.



    


    
      
        plist_commands(cfg)

      


        The PlistBuddy commands that stamp the mob.exs overrides into a bundle's
Info.plist, in order. A Delete of a key the plist lacks fails harmlessly;
every other command must succeed, including the Print that checks a
multi_window: true plist has an application scene configuration. Raises
Mix.Error on an invalid setting.



    


    
      
        read(xml)

      


        Reads the layout keys from an XML Info.plist. {:error, reason} when the
text isn't an XML property list (a binary plist, say).



    


    
      
        settings(cfg)

      


        Validates the mob.exs overrides. Returns the resolved settings, nil for
each key that is unset.



    


    
      
        top_level_keys(xml)

      


        The keys of an XML property list's top-level <dict>, parsed structurally
(comments, CDATA and nested dictionaries contribute nothing).



    





      


      
        Types


        


  
    
      
    
    
      check()



        
          
        

    

  


  

      

          @type check() :: {:ok | :warn | :fail, String.t(), String.t(), String.t() | nil}


      


One mix mob.doctor row.

  



  
    
      
    
    
      keys()



        
          
        

    

  


  

      

          @type keys() :: %{
  device_family: [integer()] | nil,
  orientations: [String.t()] | nil,
  iphone_orientations: [String.t()] | nil,
  ipad_orientations: [String.t()] | nil,
  requires_full_screen: boolean() | nil,
  scene_configurations?: boolean()
}


      


The layout keys of a parsed Info.plist; nil when the key is absent.

  


        

      

      
        Functions


        


  
    
      
    
    
      apply!(path, cfg)



        
          
        

    

  


  

      

          @spec apply!(
  Path.t(),
  keyword()
) :: :ok


      


Applies plist_commands/1 to the Info.plist at path with PlistBuddy
(macOS). Raises when a command other than Delete fails.

  



  
    
      
    
    
      audit(xml, cfg)



        
          
        

    

  


  

      

          @spec audit(
  String.t(),
  keyword()
) :: [check()]


      


The mix mob.doctor rows for an app's Info.plist text and mob.exs
config: one :ok row when the app can run full-screen on iPad, rotate and
join Split View, otherwise a :warn per problem with the exact fix.
Problems a mob.exs setting chose on purpose (ios_target_devices: [:iphone], ios_orientations: :portrait) aren't warned about.

  



  
    
      
    
    
      plist_commands(cfg)



        
          
        

    

  


  

      

          @spec plist_commands(keyword()) :: [String.t()]


      


The PlistBuddy commands that stamp the mob.exs overrides into a bundle's
Info.plist, in order. A Delete of a key the plist lacks fails harmlessly;
every other command must succeed, including the Print that checks a
multi_window: true plist has an application scene configuration. Raises
Mix.Error on an invalid setting.

  



  
    
      
    
    
      read(xml)



        
          
        

    

  


  

      

          @spec read(String.t()) :: {:ok, keys()} | {:error, String.t()}


      


Reads the layout keys from an XML Info.plist. {:error, reason} when the
text isn't an XML property list (a binary plist, say).

  



  
    
      
    
    
      settings(cfg)



        
          
        

    

  


  

      

          @spec settings(keyword()) ::
  {:ok,
   %{
     device_family: [integer()] | nil,
     orientations: [String.t()] | nil,
     multi_window: boolean() | nil
   }}
  | {:error, String.t()}


      


Validates the mob.exs overrides. Returns the resolved settings, nil for
each key that is unset.

  



  
    
      
    
    
      top_level_keys(xml)



        
          
        

    

  


  

      

          @spec top_level_keys(String.t()) :: {:ok, [String.t()]} | {:error, String.t()}


      


The keys of an XML property list's top-level <dict>, parsed structurally
(comments, CDATA and nested dictionaries contribute nothing).

  


        

      


  

    
MobDev.MLXDownloader 
    



      
Downloads and caches pre-built Apple MLX + EMLX NIF static archives so
iOS Mob apps can ship EMLX.Backend as an Nx backend without
cross-compiling MLX themselves.
Mirrors the MobDev.OtpDownloader / MobDev.PythonAppleSupport pattern:
hashed URL + cached download at ~/.mob/cache/mlx-<version>-<target>/,
validated against the expected layout. Reused across projects.
Used by MobDev.NativeBuild when the project's deps include :emlx or
mob.exs declares mlx_enabled: true. The build template sources
MLX_DIR from dir/1 and links libmlx.a + libemlx.a from there.
Scope (v1)
CPU-only MLX. Metal-on-iOS is gated behind a separate tarball variant
(libmlx-<ver>-ios-device-metal.tar.gz) that requires the iOS-Metal
CMakeLists patch and the Xcode Metal Toolchain installed at build
time. v1 ships CPU + Accelerate framework — already
~10-50x faster than Nx.BinaryBackend for typical Nx workloads.
Local-build override
Set MOB_MLX_LOCAL_TARBALL_DIR=/path/to/dir to bypass the GitHub
download and use locally-built tarballs (named exactly as
tarball_name/1 returns). Useful when iterating on the cross-compile
scripts in mob_dev/scripts/release/mlx/.

      


      
        Summary


  
    Types
  


    
      
        target()

      


        Target slice this downloader supports.



    





  
    Functions
  


    
      
        check_emlx_version(vsn)

      


        Checks a project's resolved EMLX version against the bundle's
libemlx.a. Returns {:error, message} with the migration steps when
they don't match, because the app would link but EMLX.NIF would fail
to load at runtime. nil (version couldn't be determined) passes.



    


    
      
        dir(target)

      


        Cached MLX root directory for target. May not exist if ensure/1
hasn't been called.



    


    
      
        download_url(target)

      


        Download URL for the target tarball.



    


    
      
        emlx_requirement()

      


        The :emlx dependency requirement this bundle's libemlx.a matches
(e.g. "~> 0.2.0").



    


    
      
        ensure(target)

      


        Ensure the MLX bundle for target is cached and extracted.
Returns {:ok, path} where path is the unpacked root containing
lib/libmlx.a, lib/libemlx.a, include/mlx/..., VERSION.



    


    
      
        ensure_ios_device()

      


        Convenience for iOS device.



    


    
      
        ensure_ios_sim()

      


        Convenience for iOS simulator.



    


    
      
        metallib_path(dir)

      


        Path to mlx.metallib if this bundle ships Metal GPU kernels, or
nil if it's a CPU-only bundle.



    


    
      
        mlx_version()

      


        Pinned MLX upstream version (e.g. 0.25.1).



    


    
      
        name(atom)

      


        Bundle name (no extension, no path) for target — libmlx-0.25.1-ios-device etc.



    


    
      
        release_tag()

      


        GitHub release tag this downloader targets.



    


    
      
        tarball_name(target)

      


        Tarball file name for target (e.g. libmlx-0.25.1-ios-device.tar.gz).



    


    
      
        valid_dir?(dir)

      


        Returns true if the cache directory has the expected layout
(lib/libmlx.a, lib/libemlx.a, include/mlx/, VERSION).



    





      


      
        Types


        


  
    
      
    
    
      target()



        
          
        

    

  


  

      

          @type target() :: :ios_device | :ios_sim


      


Target slice this downloader supports.

  


        

      

      
        Functions


        


  
    
      
    
    
      check_emlx_version(vsn)



        
          
        

    

  


  

      

          @spec check_emlx_version(String.t() | nil) :: :ok | {:error, String.t()}


      


Checks a project's resolved EMLX version against the bundle's
libemlx.a. Returns {:error, message} with the migration steps when
they don't match, because the app would link but EMLX.NIF would fail
to load at runtime. nil (version couldn't be determined) passes.

  



  
    
      
    
    
      dir(target)



        
          
        

    

  


  

      

          @spec dir(target()) :: String.t()


      


Cached MLX root directory for target. May not exist if ensure/1
hasn't been called.

  



  
    
      
    
    
      download_url(target)



        
          
        

    

  


  

      

          @spec download_url(target()) :: String.t()


      


Download URL for the target tarball.

  



  
    
      
    
    
      emlx_requirement()



        
          
        

    

  


  

      

          @spec emlx_requirement() :: String.t()


      


The :emlx dependency requirement this bundle's libemlx.a matches
(e.g. "~> 0.2.0").

  



  
    
      
    
    
      ensure(target)



        
          
        

    

  


  

      

          @spec ensure(target()) :: {:ok, String.t()} | {:error, term()}


      


Ensure the MLX bundle for target is cached and extracted.
Returns {:ok, path} where path is the unpacked root containing
lib/libmlx.a, lib/libemlx.a, include/mlx/..., VERSION.

  



  
    
      
    
    
      ensure_ios_device()



        
          
        

    

  


  

      

          @spec ensure_ios_device() :: {:ok, String.t()} | {:error, term()}


      


Convenience for iOS device.

  



  
    
      
    
    
      ensure_ios_sim()



        
          
        

    

  


  

      

          @spec ensure_ios_sim() :: {:ok, String.t()} | {:error, term()}


      


Convenience for iOS simulator.

  



  
    
      
    
    
      metallib_path(dir)



        
          
        

    

  


  

      

          @spec metallib_path(String.t()) :: nil | String.t()


      


Path to mlx.metallib if this bundle ships Metal GPU kernels, or
nil if it's a CPU-only bundle.
The CPU build (scripts/release/mlx/ios_device.sh) doesn't produce
a metallib. The Metal build (ios_device_metal.sh) puts one at
lib/mlx.metallib alongside the static archives. Callers use this
to decide whether to copy the metallib into the iOS .app bundle so
EMLX's runtime device: :gpu path can find it (via MLX's
load_colocated_library).

  



  
    
      
    
    
      mlx_version()



        
          
        

    

  


  

      

          @spec mlx_version() :: String.t()


      


Pinned MLX upstream version (e.g. 0.25.1).

  



  
    
      
    
    
      name(atom)



        
          
        

    

  


  

      

          @spec name(target()) :: String.t()


      


Bundle name (no extension, no path) for target — libmlx-0.25.1-ios-device etc.

  



  
    
      
    
    
      release_tag()



        
          
        

    

  


  

      

          @spec release_tag() :: String.t()


      


GitHub release tag this downloader targets.

  



  
    
      
    
    
      tarball_name(target)



        
          
        

    

  


  

      

          @spec tarball_name(target()) :: String.t()


      


Tarball file name for target (e.g. libmlx-0.25.1-ios-device.tar.gz).

  



  
    
      
    
    
      valid_dir?(dir)



        
          
        

    

  


  

      

          @spec valid_dir?(String.t()) :: boolean()


      


Returns true if the cache directory has the expected layout
(lib/libmlx.a, lib/libemlx.a, include/mlx/, VERSION).
Public for testing and so NativeBuild can cheaply probe for a partial
cache without parsing the VERSION file.

  


        

      


  

    
MobDev.MobDirCheck 
    



      
Detects a mob.exs mob_dir that names a different mob than the :mob
dependency.
The native build compiles mob's C/ObjC/Swift sources (-Dmob_dir=…) from
mob_dir, while Mix compiles mob's Elixir side from the resolved :mob
dependency (Mix.Project.deps_paths()[:mob]). When those are two checkouts,
the app ships native code from one commit and BEAMs from another, and
nothing fails: a fix in one half silently doesn't reach the device (MOB-351).
Native builds stop on a mismatch; see
decisions/2026-10-01-mob-dir-must-match-mob-dep.md.

      


      
        Summary


  
    Functions
  


    
      
        check(mob_dir, dep_path)

      


        Whether mob_dir and dep_path are the same directory: :ok, or
{:mismatch, mob_dir, dep_path} with both paths expanded.



    


    
      
        check!(mob_dir)

      


        Raises Mix.Error naming both paths when the configured mob_dir isn't the
current project's :mob dependency. Call before compiling native code.



    


    
      
        dep_path()

      


        The resolved :mob dependency path of the current Mix project, or nil.



    


    
      
        fix(mob_dir, dep_path)

      


        How to make the two agree.



    


    
      
        message(mob_dir, dep_path)

      


        The full error for a mismatch, naming both paths and the fixes.



    


    
      
        nif_note(mob_dir, dep_path)

      


        When the two checkouts' NIF tables differ, a paragraph saying so and that the
app would crash at boot with undef mob_nif:log/1 (MOB-227), the symptom
someone in this state actually sees; otherwise "".



    





      


      
        Functions


        


  
    
      
    
    
      check(mob_dir, dep_path)



        
          
        

    

  


  

      

          @spec check(Path.t() | nil, Path.t() | nil) :: :ok | {:mismatch, Path.t(), Path.t()}


      


Whether mob_dir and dep_path are the same directory: :ok, or
{:mismatch, mob_dir, dep_path} with both paths expanded.
:ok when either is nil: an unset mob_dir or a project without a :mob
dependency has nothing to compare. Two existing directories are compared by
identity (device + inode), so a symlinked or differently-cased path to the
same checkout matches; otherwise by resolved real path.

  



  
    
      
    
    
      check!(mob_dir)



        
          
        

    

  


  

      

          @spec check!(Path.t() | nil) :: :ok


      


Raises Mix.Error naming both paths when the configured mob_dir isn't the
current project's :mob dependency. Call before compiling native code.

  



  
    
      
    
    
      dep_path()



        
          
        

    

  


  

      

          @spec dep_path() :: Path.t() | nil


      


The resolved :mob dependency path of the current Mix project, or nil.

  



  
    
      
    
    
      fix(mob_dir, dep_path)



        
          
        

    

  


  

      

          @spec fix(Path.t(), Path.t()) :: String.t()


      


How to make the two agree.

  



  
    
      
    
    
      message(mob_dir, dep_path)



        
          
        

    

  


  

      

          @spec message(Path.t(), Path.t()) :: String.t()


      


The full error for a mismatch, naming both paths and the fixes.

  



  
    
      
    
    
      nif_note(mob_dir, dep_path)



        
          
        

    

  


  

      

          @spec nif_note(Path.t(), Path.t()) :: String.t()


      


When the two checkouts' NIF tables differ, a paragraph saying so and that the
app would crash at boot with undef mob_nif:log/1 (MOB-227), the symptom
someone in this state actually sees; otherwise "".

  


        

      


  

    
MobDev.MobExs 
    



      
Text edits to a project's committed mob.exs and its gitignored
mob.local.exs override file.
mob.exs holds project config (plugin activation, plugin trust, styles)
and is committed; a clone without it activates no plugins. Machine paths
(a local mob_dir checkout) go in mob.local.exs, which the last
statement of mob.exs imports when present — so local values win.
Config deep-merges keyword lists but replaces every other value (maps,
plain lists), so a stanza written after that import would silently beat
the local override. Writers that add a stanza to mob.exs go through
insert_config/2, which places it above the import.
The import is found by walking the parsed file, not by matching text:
import_config "mob.local.exs" with or without parens, bare or under an
if (one line or do/end), all count. Importing the same file twice
makes Config.Reader raise, so a missed variant is not harmless.
See decisions/2026-09-30-mob-local-exs-overrides.md.

      


      
        Summary


  
    Functions
  


    
      
        ensure_gitignored(content)

      


        Adds a mob.local.exs entry to .gitignore content unless one is there.
Other entries — including an old mob.exs line — are left alone.



    


    
      
        ensure_local_import(content)

      


        Appends the mob.local.exs import to mob.exs content unless it already
imports that file.



    


    
      
        insert_config(content, stanza)

      


        Adds stanza (one or more lines of config) to mob.exs content: directly
above the top-level statement that imports mob.local.exs when there is
one, otherwise at the end.



    


    
      
        local_content(mob_dev_config)

      


        Full content for a new mob.local.exs setting mob_dev_config under
config :mob_dev. Same header mob.new --local writes.



    


    
      
        local_import()

      


        The conditional import line that ends a generated mob.exs.



    


    
      
        put_local_config(project_dir, mob_dev_config)

      


        Writes mob_dev_config to project_dir/mob.local.exs, makes sure
mob.exs imports it, and makes sure .gitignore ignores it.



    





      


      
        Functions


        


  
    
      
    
    
      ensure_gitignored(content)



        
          
        

    

  


  

      

          @spec ensure_gitignored(String.t()) :: String.t()


      


Adds a mob.local.exs entry to .gitignore content unless one is there.
Other entries — including an old mob.exs line — are left alone.

  



  
    
      
    
    
      ensure_local_import(content)



        
          
        

    

  


  

      

          @spec ensure_local_import(String.t()) :: String.t()


      


Appends the mob.local.exs import to mob.exs content unless it already
imports that file.

  



  
    
      
    
    
      insert_config(content, stanza)



        
          
        

    

  


  

      

          @spec insert_config(String.t(), String.t()) :: String.t()


      


Adds stanza (one or more lines of config) to mob.exs content: directly
above the top-level statement that imports mob.local.exs when there is
one, otherwise at the end.

  



  
    
      
    
    
      local_content(mob_dev_config)



        
          
        

    

  


  

      

          @spec local_content(keyword()) :: String.t()


      


Full content for a new mob.local.exs setting mob_dev_config under
config :mob_dev. Same header mob.new --local writes.

  



  
    
      
    
    
      local_import()



        
          
        

    

  


  

      

          @spec local_import() :: String.t()


      


The conditional import line that ends a generated mob.exs.

  



  
    
      
    
    
      put_local_config(project_dir, mob_dev_config)



        
          
        

    

  


  

      

          @spec put_local_config(
  Path.t(),
  keyword()
) :: :ok


      


Writes mob_dev_config to project_dir/mob.local.exs, makes sure
mob.exs imports it, and makes sure .gitignore ignores it.
An existing mob.local.exs keeps everything it has: the new values are
appended as a later config :mob_dev call, which wins over earlier ones
for the same keys. mob.exs only gains the import line (or is created
holding just that when absent).

  


        

      


  

    
MobDev.MobNifTable 
    



      
The -nifs difference between two mob checkouts' src/mob_nif.erl.
MobDev.MobDirCheck stops a native build whose mob_dir isn't the :mob
dependency. When the two checkouts also list different NIFs, the outcome is
not subtle misbehaviour but a boot crash: erlang:load_nif/2 rejects the
library, mob_nif's on_load fails, and the bootstrap's first call dies
with undef mob_nif:log/1 (MOB-227). This module names that difference so
the mismatch error can say so.

      


      
        Summary


  
    Types
  


    
      
        diff()

      


    





  
    Functions
  


    
      
        describe(diff)

      


        What the difference means, for appending to the mismatch error; "" for nil.



    


    
      
        diff(mob_dir, dep_path)

      


        NIFs listed by only one of mob_dir and dep_path, or nil when the
tables agree or either mob_nif.erl can't be read.



    





      


      
        Types


        


  
    
      
    
    
      diff()



        
          
        

    

  


  

      

          @type diff() :: %{only_in_mob_dir: [String.t()], only_in_dep: [String.t()]}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      describe(diff)



        
          
        

    

  


  

      

          @spec describe(diff() | nil) :: String.t()


      


What the difference means, for appending to the mismatch error; "" for nil.

  



  
    
      
    
    
      diff(mob_dir, dep_path)



        
          
        

    

  


  

      

          @spec diff(Path.t(), Path.t()) :: diff() | nil


      


NIFs listed by only one of mob_dir and dep_path, or nil when the
tables agree or either mob_nif.erl can't be read.

  


        

      


  

    
MobDev.Mutate 
    



      
Mutation testing: change the production code, and see whether the suite
notices.
A passing suite says the tests ran. It does not say they guard anything.
The only cheap way to tell the difference is to break the code on purpose and
check that something goes red — and every place that has been done by hand in
this project has found real gaps: a record(...) that could be deleted from a
frame tracker with 1500 tests still green, an -export line whose removal
crashes every app at boot and which no assertion noticed, a requested:
option whose deletion silently restored the bug it was added to fix.
Mob's native assertions make this sharper than usual. They match source text
with =~, which is unusually easy to write vacuously — an assertion satisfied
by the comment describing the code, or one pinning a rename rather than a
behaviour. Mutation is what separates those from the real ones.
Known limits
Deleting a line is blunt on Elixir: removing a def head or a middle segment
of a pipeline is a syntax error, not a test failure. Those are reported as
did not build and counted apart from real kills, because a mutant that
cannot compile says nothing about the tests. Expect roughly a third of the
mutants on idiomatic Elixir to land there.
Mutating a module that itself manipulates source text — this one — produces
self-referential noise, since its operator table contains the very tokens it
searches for. That is a curiosity here rather than a problem in general.
Nothing understands strings: a " == " inside a literal is mutated like any
other. Skipping heredocs and type attributes removes the bulk of that, and
the rest is cheap enough to read past.
Why this is a task and not a shell loop
It has been a shell loop, six or seven times, and one of those runs compared
the mutant's output against a hardcoded expected pass-count that was off by
one. Every surviving mutation in that run was reported as caught, including a
real gap. Capturing the baseline by running it is the whole difference, and
it is not something to re-derive under time pressure at the end of a task.

      


      
        Summary


  
    Types
  


    
      
        mutation()

      


        One change to try.



    





  
    Functions
  


    
      
        changed_lines(diff)

      


        Line numbers diff adds or changes, per file.



    


    
      
        classify(baseline, output, result_line)

      


        Classify one mutant's outcome by comparing against the captured baseline.



    


    
      
        mutable?(line)

      


        Whether a line is worth mutating.



    


    
      
        mutations(file, source, lines \\ :all)

      


        The mutations worth trying for source, restricted to lines when given.



    


    
      
        prose_lines(lines)

      


        Line numbers inside a """ block, which are prose or data rather than code.



    


    
      
        result_line(output)

      


        The Result: line ExUnit prints, or nil when it printed none.



    





      


      
        Types


        


  
    
      
    
    
      mutation()



        
          
        

    

  


  

      

          @type mutation() :: %{
  file: String.t(),
  line: pos_integer(),
  operator: atom(),
  label: String.t(),
  original: String.t(),
  mutated: String.t()
}


      


One change to try.
line is 1-indexed into the original file. label is what appears in the
report, so it must describe the change rather than the location.

  


        

      

      
        Functions


        


  
    
      
    
    
      changed_lines(diff)



        
          
        

    

  


  

      

          @spec changed_lines(String.t()) :: %{required(String.t()) => MapSet.t(pos_integer())}


      


Line numbers diff adds or changes, per file.
Reads a unified diff and follows the @@ hunk headers, counting only the
lines present in the new file — a deleted line has no line to mutate.

  



  
    
      
    
    
      classify(baseline, output, result_line)



        
          
        

    

  


  

      

          @spec classify(String.t(), String.t(), String.t() | nil) ::
  :survived | :killed | :build_error | :unmeasured


      


Classify one mutant's outcome by comparing against the captured baseline.
baseline must be the output of actually running the suite on unmutated
code. Comparing against a remembered or hardcoded value is the mistake this
module exists to stop making: a baseline that is wrong by one test reports
every survivor as killed.
	:survived — identical result, so nothing noticed the change.
	:killed — the suite went red, which is what should happen.
	:build_error — it did not compile. The mutant died, but that says nothing
about test quality, so it is reported separately rather than counted as a
win.
	:unmeasured — the run printed no result and named no build error we
recognise. Counting that as a kill is the same score inflation in a
quieter form: the safe answer to "I could not measure this" is to say so.
build_error?/1 matches four banners, and Mix has more than four ways to
fail.


  



  
    
      
    
    
      mutable?(line)



        
          
        

    

  


  

      

          @spec mutable?(String.t()) :: boolean()


      


Whether a line is worth mutating.
Blank lines, comments and bare closing delimiters are skipped. Deleting an
end or a } is a guaranteed syntax error, which the runner would report as
killed — technically true and completely uninformative, and enough of them
drown the survivors that matter.

  



    

  
    
      
    
    
      mutations(file, source, lines \\ :all)



        
          
        

    

  


  

      

          @spec mutations(String.t(), String.t(), MapSet.t(pos_integer()) | :all) :: [
  mutation()
]


      


The mutations worth trying for source, restricted to lines when given.
lines is the set of 1-indexed line numbers to consider — normally the lines
a branch changed, so a run reports on the work in hand rather than the whole
repository.

  



  
    
      
    
    
      prose_lines(lines)



        
          
        

    

  


  

      

          @spec prose_lines([String.t()]) :: MapSet.t(pos_integer())


      


Line numbers inside a """ block, which are prose or data rather than code.
Found by running this tool on itself: without it, every line of a @moduledoc
is offered as a deletion, every one survives — nothing asserts on prose — and
a report of ten survivors contains ten pieces of noise and no signal. The
delimiter lines go too, since deleting one unbalances the block and only ever
produces a syntax error.
A heredoc is the common case in Elixir; Swift's multi-line literals use the
same delimiter, so the same scan covers both.

  



  
    
      
    
    
      result_line(output)



        
          
        

    

  


  

      

          @spec result_line(String.t()) :: String.t() | nil


      


The Result: line ExUnit prints, or nil when it printed none.
nil means the run did not get as far as reporting, which the caller must
treat as a failure to measure rather than as a passing baseline.

  


        

      


  

    
MobDev.NativeBuild 
    



      
Builds native binaries (APK for Android, .app bundle for iOS simulator)
for the current Mob project.
Reads paths from mob.exs in the project root. If mob.exs is missing
or paths haven't been configured, prints instructions and exits.
OTP runtimes for Android and iOS are downloaded automatically from GitHub
and cached at ~/.mob/cache/ by MobDev.OtpDownloader.
mob.exs keys
	:mob_dir           — mob library repo (native C/ObjC/Swift source);                   must be the `:mob` dependency's directory

	:elixir_lib        — Elixir stdlib lib dir
	:project_swift_sources — optional extra Swift sources compiled into                   the iOS app module



      


      
        Summary


  
    Functions
  


    
      
        android_toolchain_available?(project_dir \\ File.cwd!())

      


        Returns true when the Android build toolchain looks usable from the given
project directory. Three signals must all be present



    


    
      
        build_all(opts \\ [])

      


        Builds native binaries for all platforms present in the project.
Runs Android Gradle build if android/ dir exists.
Runs the Mix-driven iOS pipeline (delegating native compile + link
to ios/build.zig for sim, ios/build_device.zig for device) when
ios/build.zig exists. devices: supplies the frozen target snapshot used
by mix mob.deploy; older direct callers may still use device:.



    


    
      
        build_android_native(cfg, opts \\ [])

      


        Everything the Android build does before Gradle runs: fetch the OTP runtime
per ABI, stage the ERTS helpers into jniLibs/, compile the app's native
library (jniLibs/<abi>/lib<app>.so, with every activated plugin's JNI and
NIF code linked in) and merge the plugins' manifest, Gradle, Kotlin, resource
and font contributions into android/. Needs no device.



    


    
      
        build_outcome(results, requested)

      


        Whether a native build run succeeded, given what it produced and what the
user explicitly asked for.



    


    
      
        classify_project_nif(entry)

      


    


    
      
        copy_ios_safe_project_python_wheels(python_root, wheels_dir)

      


        iOS-flavoured counterpart to copy_project_python_wheels/1. Same
priv/python_wheels/ convention, same site-packages destination,
but skips any wheel directory containing a .so file at any depth.



    


    
      
        copy_tflite_frameworks_ios(arg1, slice, app_frameworks_dir)

      


        Copy the TFLite frameworks (Core + CoreML + Metal) into the iOS app's
Frameworks/ dir so the .app bundle ships them. Called during iOS
app assembly when TFLite is enabled.



    


    
      
        copy_tflite_runtime_lib_android(tflite_build, abi, project_root \\ nil)

      


        Copy the TFLite runtime library (libtensorflowlite_jni.so) into the
Android app's jniLibs/<abi>/ so the APK packager includes it. Called
during the Android assemble step when TFLite is enabled.



    


    
      
        detect_physical_ios()

      


        Returns the UDID of the sole connected physical iOS device, or nil.
When exactly one physical device is connected, it can be used automatically.
With zero or 2+ physical devices, returns nil.



    


    
      
        emlx_in_project?(project_dir \\ File.cwd!())

      


        True when the current project has :emlx in its dependency tree.
Mirrors pythonx_in_project?/1 — the trigger for downloading the MLX
bundle and adding -Dmlx_static=true to the iOS Zig build.



    


    
      
        fallback_entitlements_plist(team_id, bundle_id, aps_env \\ nil)

      


        Generates the fallback entitlements plist that build_device.sh writes when
no ios/*.entitlements file is found in the project.



    


    
      
        generate_erl_errno_compat_stub(build_dir)

      


    


    
      
        install_exqlite_decision(vsn, ebin)

      


        Decides what to do for the exqlite install step.



    


    
      
        ios_build_inputs_dir(target)

      


        The project's directory for the sources mob_dev generates for an iOS
zig build (enif_keepalive.c, erl_errno_id_compat.c,
mob_plugin_bootstrap.swift): <Mix.Project.build_path/0>/mob_ios/<target>,
created if missing.



    


    
      
        ios_bundle_id(cfg)

      


        The bundle id every iOS build path stamps and signs with: mob.exs's
:ios_bundle_id when set, else :bundle_id.



    


    
      
        ios_toolchain_available?()

      


        Returns true when an iOS build is feasible: macOS host with xcrun
installed. Linux/Windows always returns false. Pure of side effects.



    


    
      
        narrow_platforms_for_device(platforms, device_id)

      


        When --device <id> is given, narrow platforms to just the platform
the device lives on. Drops Android when the id resolves to an iOS
device (sim or physical), drops iOS otherwise.



    


    
      
        narrow_platforms_for_device(platforms, device_id, lister)

      


        Variant that takes an iOS-discovery function so tests (and other
callers that already have the device list in hand) can avoid the
network-bound IOS.list_devices/0 LAN scan.



    


    
      
        needs_clean_reinstall?(install_output, exit_code)

      


        Decide whether an adb install -r result forces a clean (uninstall + install)
reinstall.



    


    
      
        otp_dir_for_abi(arg1, arm64, arm32)

      


        Returns the OTP directory for the given Android ABI string.



    


    
      
        otp_dir_for_abi(arg1, arm64, arm32, x86_64)

      


        Returns the OTP directory for the given Android ABI string.



    


    
      
        prepare_otp_lib_dir!(otp_root, app, vsn)

      


        Prepare otp_root/lib/<app>-<vsn>, removing every OTHER version of app
first, and return the path.



    


    
      
        prepare_plugin_build_state!()

      


        Regenerates every file derived from the activated plugins and checks them,
before anything is compiled or bundled. Shared by build_all/1 and the
release pipelines (MobDev.ReleaseAndroid.build_aab/1,
MobDev.Release.build_ipa/1), so a release never ships the plugin set of
whatever dev build last ran in the checkout (MOB-404).



    


    
      
        python_apple_support_env(bool, bundle)

      


        Returns the PYTHON_APPLE_SUPPORT env entry list when Pythonx is in the
project, otherwise []. Kept public — mob.release and other release
paths still call into this when constructing distribution-mode envs.



    


    
      
        pythonx_in_project?(project_dir \\ File.cwd!())

      


        Returns true when the user's project has a built :pythonx dependency.



    


    
      
        release_android_abis(project_dir \\ File.cwd!())

      


        The ABIs mix mob.release --android must build: every entry of the app's
Gradle abiFilters (all ABIs mob supports when unset), since Gradle packages
jniLibs/<abi>/lib<app>.so for each of them and an ABI left unbuilt would
ship a stale library. Errors when a filter names an ABI mob can't build.



    


    
      
        resolve_booted_udid(by_runtime, device_id)

      


        Given the JSON-decoded xcrun simctl list devices booted -j result
and an optional device_id (full UDID or any case-insensitive
prefix of one), return the matching booted simulator's full UDID
or nil.



    


    
      
        wheel_has_native_extension?(wheel_dir)

      


        True if wheel_dir contains at least one .so file at any depth.
Used by copy_ios_safe_project_python_wheels/2 to detect
Android-only wheels.



    


    
      
        with_temp_build_dir(label, fun)

      


        Runs fun with a fresh output directory,
<System.tmp_dir!/0>/mob_<label>_<os pid>_<n>, and deletes it when fun
returns, raises, throws or exits. Returns what fun returns.



    


    
      
        write_build_input!(path, content)

      


        Writes a generated build source. Leaves the file alone when it already holds
content; otherwise writes a sibling temp file and renames it over path,
so a concurrent build sees the old file or the new one, never a partial one.



    





      


      
        Functions


        


    

  
    
      
    
    
      android_toolchain_available?(project_dir \\ File.cwd!())



        
          
        

    

  


  

      

          @spec android_toolchain_available?(String.t()) :: boolean()


      


Returns true when the Android build toolchain looks usable from the given
project directory. Three signals must all be present:
	adb is on PATH (build needs it to install the APK after Gradle)
	<project_dir>/android/local.properties exists and sets sdk.dir
	The directory sdk.dir points at exists on disk

Returns false otherwise so the deploy can skip Android cleanly instead of
failing late inside Gradle. Pure of side effects.

  



    

  
    
      
    
    
      build_all(opts \\ [])



        
          
        

    

  


  

      

          @spec build_all(keyword()) :: boolean()


      


Builds native binaries for all platforms present in the project.
Runs Android Gradle build if android/ dir exists.
Runs the Mix-driven iOS pipeline (delegating native compile + link
to ios/build.zig for sim, ios/build_device.zig for device) when
ios/build.zig exists. devices: supplies the frozen target snapshot used
by mix mob.deploy; older direct callers may still use device:.

  



    

  
    
      
    
    
      build_android_native(cfg, opts \\ [])



        
          
        

    

  


  

      

          @spec build_android_native(keyword(), keyword()) ::
  {:ok, %{required(String.t()) => Path.t()}} | {:error, String.t()}


      


Everything the Android build does before Gradle runs: fetch the OTP runtime
per ABI, stage the ERTS helpers into jniLibs/, compile the app's native
library (jniLibs/<abi>/lib<app>.so, with every activated plugin's JNI and
NIF code linked in) and merge the plugins' manifest, Gradle, Kotlin, resource
and font contributions into android/. Needs no device.
mix mob.deploy --native and mix mob.release --android both run it, so a
release links the same native code a dev build would instead of whatever
.so the last deploy left in jniLibs/ (MOB-404).
Options:
	:abis — the ABIs to build, all of which must succeed (the release
passes Gradle's abiFilters, see release_android_abis/1). Without it,
every ABI mob supports is built and one the app's build.zig predates
is skipped with a warning (dev builds).

Returns {:ok, %{abi => otp_dir}} for the ABIs built.

  



  
    
      
    
    
      build_outcome(results, requested)



        
          
        

    

  


  

      

          @spec build_outcome([{:ok, String.t()} | {:error, String.t(), term()}], [atom()]) ::
  :ok | {:error, String.t()}


      


Whether a native build run succeeded, given what it produced and what the
user explicitly asked for.
results entries are {:ok, label} / {:error, label, reason} where label
is the display name ("Android", "iOS", "iOS (device)").
requested is the platforms required by an explicit --android / --ios
flag, broad target scope, or named --device under --native — NOT the
complete resolved platform list, which collapses "no flag given" into every
platform and would make an ordinary skip fatal.
The rule this exists for: ok_count == length(results) is 0 == 0 for a run
that built nothing, so mix mob.deploy --android --native with no sdk.dir
printed a warning, built nothing, and reported success. The same failure
occurred for --native --device <android-id> because the device-resolved
platform was not considered requested. A skip is fine when nobody asked for
that platform; it is a failure when they did.

  



  
    
      
    
    
      classify_project_nif(entry)



        
          
        

    

  


  

      

          @spec classify_project_nif(MobDev.StaticNifs.nif_entry()) ::
  {:c, Path.t()} | {:rust, Path.t()} | {:zig, atom()} | :elixir_only


      



  



  
    
      
    
    
      copy_ios_safe_project_python_wheels(python_root, wheels_dir)



        
          
        

    

  


  

      

          @spec copy_ios_safe_project_python_wheels(String.t(), String.t()) :: :ok


      


iOS-flavoured counterpart to copy_project_python_wheels/1. Same
priv/python_wheels/ convention, same site-packages destination,
but skips any wheel directory containing a .so file at any depth.
Today's wheel set ships Android-built binaries (Chaquopy-compatible)
under names like _cffi_backend.so and _rust.so — no "android"
in the filename — so a name-based heuristic misses them. Until the
wheels directory holds platform-tagged subdirs (or an iOS-specific
source), treating "has any .so" as "Android-only, skip on iOS"
matches the current reality: pure-Python wheels (rns, lxmf,
pyserial, pycparser) are the only iOS-safe ones. RNS falls back to
its internal crypto provider when cryptography isn't importable,
so this is enough to bring the Reticulum stack up on iOS device
builds.
Public so the iOS-specific filter can be tested independently of
the rest of the bundle pipeline.

  



  
    
      
    
    
      copy_tflite_frameworks_ios(arg1, slice, app_frameworks_dir)



        
          
        

    

  


  

      

          @spec copy_tflite_frameworks_ios(nil | map(), String.t(), Path.t()) :: :ok


      


Copy the TFLite frameworks (Core + CoreML + Metal) into the iOS app's
Frameworks/ dir so the .app bundle ships them. Called during iOS
app assembly when TFLite is enabled.
Same pattern as Python.framework embedding. Codesigning happens at
the app-bundle level — the frameworks just need to be present in the
bundle when the codesign step runs.
slice is either "ios-arm64" (device) or
"ios-arm64_x86_64-simulator" (sim).
No-op when tflite_build is nil.

  



    

  
    
      
    
    
      copy_tflite_runtime_lib_android(tflite_build, abi, project_root \\ nil)



        
          
        

    

  


  

      

          @spec copy_tflite_runtime_lib_android(nil | map(), String.t(), Path.t() | nil) :: :ok


      


Copy the TFLite runtime library (libtensorflowlite_jni.so) into the
Android app's jniLibs/<abi>/ so the APK packager includes it. Called
during the Android assemble step when TFLite is enabled.
project_root defaults to the current working directory — that's the
Mob-app project root in normal mix mob.deploy invocations. Tests
pass an explicit path to avoid cd'ing into a temp dir (which would
race other tests' parallel compilation).
No-op when tflite_build is nil (TFLite not enabled in this project).

  



  
    
      
    
    
      detect_physical_ios()



        
          
        

    

  


  

      

          @spec detect_physical_ios() :: String.t() | nil


      


Returns the UDID of the sole connected physical iOS device, or nil.
When exactly one physical device is connected, it can be used automatically.
With zero or 2+ physical devices, returns nil.

  



    

  
    
      
    
    
      emlx_in_project?(project_dir \\ File.cwd!())



        
          
        

    

  


  

      

          @spec emlx_in_project?(String.t()) :: boolean()


      


True when the current project has :emlx in its dependency tree.
Mirrors pythonx_in_project?/1 — the trigger for downloading the MLX
bundle and adding -Dmlx_static=true to the iOS Zig build.

  



    

  
    
      
    
    
      fallback_entitlements_plist(team_id, bundle_id, aps_env \\ nil)



        
          
        

    

  


  

      

          @spec fallback_entitlements_plist(String.t(), String.t(), String.t() | nil) ::
  String.t()


      


Generates the fallback entitlements plist that build_device.sh writes when
no ios/*.entitlements file is found in the project.
aps_env should be "development", "production", or nil.  When non-nil
the aps-environment key is included, allowing APNs push token registration
to succeed.  When nil the key is omitted (the historic default, suitable for
apps that do not use push notifications).
This function is public so it can be unit-tested independently of the shell
script that actually writes the file on device builds.

  



  
    
      
    
    
      generate_erl_errno_compat_stub(build_dir)



        
          
        

    

  


  

      

          @spec generate_erl_errno_compat_stub(Path.t()) :: :ok


      



  



  
    
      
    
    
      install_exqlite_decision(vsn, ebin)



        
          
        

    

  


  

      

          @spec install_exqlite_decision(String.t() | nil, String.t()) ::
  :noop | :stale | {:install, String.t()}


      


Decides what to do for the exqlite install step.
	:noop — no exqlite lock entry; project doesn't use it.
	:stale — lock entry exists but the dep isn't compiled in
_build/dev/lib/exqlite/. Common cause: ecto_sqlite3 was once
a dep, was removed, and the transitive exqlite lock entry
stayed behind (mix.lock isn't auto-pruned). Returning :stale
makes the caller skip cleanly instead of crashing on a
missing-source File.cp!.
	{:install, vsn} — version is locked and the .app file is
present; safe to install.

Public so the stale-lock guard can be regression-tested without
setting up an end-to-end build.

  



  
    
      
    
    
      ios_build_inputs_dir(target)



        
          
        

    

  


  

      

          @spec ios_build_inputs_dir(:ios_sim | :ios_device) :: Path.t()


      


The project's directory for the sources mob_dev generates for an iOS
zig build (enif_keepalive.c, erl_errno_id_compat.c,
mob_plugin_bootstrap.swift): <Mix.Project.build_path/0>/mob_ios/<target>,
created if missing.
zig keys its cache on these files' paths as well as their contents, and one
swiftc step compiles the bootstrap together with every Swift source, so a
path that changed each build recompiled all the Swift and relinked every
time. Kept per target and shared by every device of that target; write into
it with write_build_input!/2 so concurrent builds never read a half-written
file.
Public for testing.

  



  
    
      
    
    
      ios_bundle_id(cfg)



        
          
        

    

  


  

      

          @spec ios_bundle_id(keyword()) :: String.t() | nil


      


The bundle id every iOS build path stamps and signs with: mob.exs's
:ios_bundle_id when set, else :bundle_id.
Single source of truth for the sim bundle, the device bundle, and code
signing — those three disagreeing is how a project ends up installed
under one id and addressed by another. Mirrors
MobDev.Config.ios_bundle_id/0, which is what the deploy/connect side
resolves (cfg[:bundle_id] is already Config.bundle_id/0 by the time
load_config/0 is done with it).
Public for testing.

  



  
    
      
    
    
      ios_toolchain_available?()



        
          
        

    

  


  

      

          @spec ios_toolchain_available?() :: boolean()


      


Returns true when an iOS build is feasible: macOS host with xcrun
installed. Linux/Windows always returns false. Pure of side effects.

  



  
    
      
    
    
      narrow_platforms_for_device(platforms, device_id)



        
          
        

    

  


  

      

          @spec narrow_platforms_for_device([atom()], String.t() | nil) :: [atom()]


      


When --device <id> is given, narrow platforms to just the platform
the device lives on. Drops Android when the id resolves to an iOS
device (sim or physical), drops iOS otherwise.
Public so mix mob.deploy can apply the same narrowing before calling
MobDev.Deployer.deploy_all/1 — otherwise the deployer's per-platform
filter_by_device_id complains "No device matched" against the
irrelevant platform even though the build itself was correctly
targeted.
Returns platforms unchanged when device_id is nil.

  



  
    
      
    
    
      narrow_platforms_for_device(platforms, device_id, lister)



        
          
        

    

  


  

      

          @spec narrow_platforms_for_device([atom()], String.t() | nil, (-> [MobDev.Device.t()])) ::
  [atom()]


      


Variant that takes an iOS-discovery function so tests (and other
callers that already have the device list in hand) can avoid the
network-bound IOS.list_devices/0 LAN scan.
The lister is called at most once per invocation; both ios_device?
and the physical-UDID format fallback consume the same result.

  



  
    
      
    
    
      needs_clean_reinstall?(install_output, exit_code)



        
          
        

    

  


  

      

          @spec needs_clean_reinstall?(String.t(), integer()) :: boolean()


      


Decide whether an adb install -r result forces a clean (uninstall + install)
reinstall.
True when the in-place update was rejected — a non-zero exit or an
INSTALL_FAILED_* line (signature mismatch, version downgrade, etc.). A clean
reinstall wipes app data (on-device identity, screen stores), so the caller
only falls back to it when the in-place update genuinely cannot apply.

  



  
    
      
    
    
      otp_dir_for_abi(arg1, arm64, arm32)



        
          
        

    

  


  

      

          @spec otp_dir_for_abi(String.t(), String.t(), String.t()) :: String.t()


      


Returns the OTP directory for the given Android ABI string.

  



  
    
      
    
    
      otp_dir_for_abi(arg1, arm64, arm32, x86_64)



        
          
        

    

  


  

      

          @spec otp_dir_for_abi(String.t(), String.t(), String.t(), String.t()) :: String.t()


      


Returns the OTP directory for the given Android ABI string.

  



  
    
      
    
    
      prepare_otp_lib_dir!(otp_root, app, vsn)



        
          
        

    

  


  

      

          @spec prepare_otp_lib_dir!(String.t(), String.t(), String.t()) :: String.t()


      


Prepare otp_root/lib/<app>-<vsn>, removing every OTHER version of app
first, and return the path.
Public so the stale-version sweep can be regression-tested without running an
end-to-end native build, matching install_exqlite_decision/2.

  



  
    
      
    
    
      prepare_plugin_build_state!()



        
          
        

    

  


  

      

          @spec prepare_plugin_build_state!() :: :ok


      


Regenerates every file derived from the activated plugins and checks them,
before anything is compiled or bundled. Shared by build_all/1 and the
release pipelines (MobDev.ReleaseAndroid.build_aab/1,
MobDev.Release.build_ipa/1), so a release never ships the plugin set of
whatever dev build last ran in the checkout (MOB-404).

  



  
    
      
    
    
      python_apple_support_env(bool, bundle)



        
          
        

    

  


  

      

          @spec python_apple_support_env(boolean(), String.t() | nil) :: [
  {String.t(), String.t()}
]


      


Returns the PYTHON_APPLE_SUPPORT env entry list when Pythonx is in the
project, otherwise []. Kept public — mob.release and other release
paths still call into this when constructing distribution-mode envs.

  



    

  
    
      
    
    
      pythonx_in_project?(project_dir \\ File.cwd!())



        
          
        

    

  


  

      

          @spec pythonx_in_project?(String.t()) :: boolean()


      


Returns true when the user's project has a built :pythonx dependency.
Detection is via _build/dev/lib/pythonx/ rather than scanning mix.exs
so users get the same behavior whether they mix mob.enable python and
rely on the dep being added, or vendor pythonx some other way.

  



    

  
    
      
    
    
      release_android_abis(project_dir \\ File.cwd!())



        
          
        

    

  


  

      

          @spec release_android_abis(Path.t()) :: {:ok, [String.t()]} | {:error, String.t()}


      


The ABIs mix mob.release --android must build: every entry of the app's
Gradle abiFilters (all ABIs mob supports when unset), since Gradle packages
jniLibs/<abi>/lib<app>.so for each of them and an ABI left unbuilt would
ship a stale library. Errors when a filter names an ABI mob can't build.

  



  
    
      
    
    
      resolve_booted_udid(by_runtime, device_id)



        
          
        

    

  


  

      

          @spec resolve_booted_udid(map(), String.t() | nil) :: String.t() | nil


      


Given the JSON-decoded xcrun simctl list devices booted -j result
and an optional device_id (full UDID or any case-insensitive
prefix of one), return the matching booted simulator's full UDID
or nil.
When device_id is nil → first booted sim wins.
When device_id is a string → case-insensitive prefix match
against booted UDIDs. A full UDID matches itself; an 8-char
prefix matches the corresponding device. Public for testing —
JSON shape is the contract.

  



  
    
      
    
    
      wheel_has_native_extension?(wheel_dir)



        
          
        

    

  


  

      

          @spec wheel_has_native_extension?(String.t()) :: boolean()


      


True if wheel_dir contains at least one .so file at any depth.
Used by copy_ios_safe_project_python_wheels/2 to detect
Android-only wheels.

  



  
    
      
    
    
      with_temp_build_dir(label, fun)



        
          
        

    

  


  

      

          @spec with_temp_build_dir(String.t(), (Path.t() -> result)) :: result when result: var


      


Runs fun with a fresh output directory,
<System.tmp_dir!/0>/mob_<label>_<os pid>_<n>, and deletes it when fun
returns, raises, throws or exits. Returns what fun returns.
The iOS builds bundle the .app and write codesign scratch here; none of it
is read after install. The OS pid keeps concurrent deploys apart:
System.unique_integer/1 restarts low in every VM, so two mix mob.deploy
runs could otherwise pick the same name and the first to finish would
delete the other's bundle. The sources zig compiles go in
ios_build_inputs_dir/1 instead, where their paths stay stable. See
decisions/2026-10-01-ios-build-sources-stable-app-dir-removed.md (MOB-313).
Public for testing.

  



  
    
      
    
    
      write_build_input!(path, content)



        
          
        

    

  


  

      

          @spec write_build_input!(Path.t(), iodata()) :: :ok


      


Writes a generated build source. Leaves the file alone when it already holds
content; otherwise writes a sibling temp file and renames it over path,
so a concurrent build sees the old file or the new one, never a partial one.
Public for testing.

  


        

      


  

    
MobDev.NdkVersion 
    



      
Single source of truth for the Android NDK version Mob's bundled OTP
runtime was cross-compiled against.
The on-device libbeam.a (in the otp-android-* tarballs) embeds C++
stdlib symbols using libc++'s versioned inline namespace. NDK 27.2
uses std::__ne180000::; NDK 25 uses std::__ne140000::. These
don't link cross-version: an app's libpigeon.so built with the
wrong NDK fails with undefined symbol: __cxa_allocate_exception
(or similar libc++ ABI symbols).
This module is consulted by:
	mix mob.doctor — checks the recommended NDK is installed and
that the project's gradle pin (or override) doesn't drift.
	mix mob.install — same check during onboarding.
	mix mob.new's gradle template (via MobNew.NdkVersion) — sets
the ndkVersion literal so AGP picks deterministically.
	scripts/release/openssl/*.sh — sources NDK_VERSION from
_lib.sh so the host-side OpenSSL cross-compile uses the same
NDK as the bundled tarballs.

Recommended vs effective
recommended/0 is the version Mob's tarballs were built against. It
changes only when we cross-compile new tarballs.
effective/0 returns the recommended version unless the user has
overridden it. Two override mechanisms:
	Environment variable (MOB_ANDROID_NDK_VERSION=...) —
machine-local. Use when one developer needs a specific NDK on
their box and the team's project config should stay clean.

	Per-project config in mob.exs:
config :mob_dev,
  android_ndk_version: "25.1.8937393"
Travels with the project. Use when the whole team needs to
build against a non-recommended NDK (legacy library
dependency, hardware-specific toolchain, etc).


Precedence: env var > mob.exs > recommended.
Override caveat
When an override is active the user opts out of the libc++ ABI
guarantee against the bundled tarballs. They're navigating that
alone — mob.doctor warns but does not fail. Cryptic link errors
against libbeam.a are then their problem to debug. See
~/code/mob/common_fixes.md "NDK 27 / clang 18 split libc++"
for the symptom and the diagnostic.

      


      
        Summary


  
    Functions
  


    
      
        effective()

      


        The NDK version the user's build should target.



    


    
      
        install_command()

      


        Build the suggested install command for the recommended NDK. Used by
mob.doctor and mix mob.install to give the user a one-liner.



    


    
      
        installed?(version)

      


        True if the given NDK version is installed under the local Android SDK.



    


    
      
        installed_versions()

      


        Returns all NDK versions present under the local SDK, newest-first by
string sort.



    


    
      
        override()

      


        Returns {:env, version}, {:mob_exs, version}, or :none
describing which override mechanism is active (if any).



    


    
      
        project_pinned(project_root \\ File.cwd!())

      


        Reads the project's android/app/build.gradle (or .kts) for the
ndkVersion literal. Returns the string or nil if not pinned.



    


    
      
        recommended()

      


        The NDK version the bundled OTP tarballs were cross-compiled with.



    


    
      
        recommended_install_path()

      


        Returns the absolute path to the recommended NDK install if present,
or nil.



    





      


      
        Functions


        


  
    
      
    
    
      effective()



        
          
        

    

  


  

      

          @spec effective() :: String.t()


      


The NDK version the user's build should target.
Returns recommended/0 unless overridden via MOB_ANDROID_NDK_VERSION
env var or :android_ndk_version in mob.exs's :mob_dev config.

  



  
    
      
    
    
      install_command()



        
          
        

    

  


  

      

          @spec install_command() :: String.t()


      


Build the suggested install command for the recommended NDK. Used by
mob.doctor and mix mob.install to give the user a one-liner.

  



  
    
      
    
    
      installed?(version)



        
          
        

    

  


  

      

          @spec installed?(String.t()) :: boolean()


      


True if the given NDK version is installed under the local Android SDK.
Looks for <sdk>/ndk/<version>/source.properties since the directory
alone can be a half-extracted partial install.

  



  
    
      
    
    
      installed_versions()



        
          
        

    

  


  

      

          @spec installed_versions() :: [String.t()]


      


Returns all NDK versions present under the local SDK, newest-first by
string sort.

  



  
    
      
    
    
      override()



        
          
        

    

  


  

      

          @spec override() :: {:env | :mob_exs, String.t()} | :none


      


Returns {:env, version}, {:mob_exs, version}, or :none
describing which override mechanism is active (if any).
Used by mob.doctor to explain why the effective version differs
from the recommendation.

  



    

  
    
      
    
    
      project_pinned(project_root \\ File.cwd!())



        
          
        

    

  


  

      

          @spec project_pinned(String.t()) :: String.t() | nil


      


Reads the project's android/app/build.gradle (or .kts) for the
ndkVersion literal. Returns the string or nil if not pinned.
Accepts an optional project root; defaults to the current working
directory.

  



  
    
      
    
    
      recommended()



        
          
        

    

  


  

      

          @spec recommended() :: String.t()


      


The NDK version the bundled OTP tarballs were cross-compiled with.

  



  
    
      
    
    
      recommended_install_path()



        
          
        

    

  


  

      

          @spec recommended_install_path() :: String.t() | nil


      


Returns the absolute path to the recommended NDK install if present,
or nil.

  


        

      


  

    
MobDev.Network 
    



      
Network utilities for mob_dev.

      


      
        Summary


  
    Functions
  


    
      
        first_lan_ip(ips)

      


        Returns the first LAN IP from a list of IP tuples, or nil.



    


    
      
        lan_ip()

      


        Returns the first LAN IPv4 address found on this machine, or nil.
Skips loopback. Matches 10.x, 192.168.x, and 172.16-31.x ranges.



    


    
      
        lan_ip?(arg1)

      


        Returns true if the IP tuple is a private LAN address (non-loopback).



    





      


      
        Functions


        


  
    
      
    
    
      first_lan_ip(ips)



        
          
        

    

  


  

      

          @spec first_lan_ip([:inet.ip4_address()]) :: :inet.ip4_address() | nil


      


Returns the first LAN IP from a list of IP tuples, or nil.

  



  
    
      
    
    
      lan_ip()



        
          
        

    

  


  

      

          @spec lan_ip() :: :inet.ip4_address() | nil


      


Returns the first LAN IPv4 address found on this machine, or nil.
Skips loopback. Matches 10.x, 192.168.x, and 172.16-31.x ranges.

  



  
    
      
    
    
      lan_ip?(arg1)



        
          
        

    

  


  

      

          @spec lan_ip?(:inet.ip_address()) :: boolean()


      


Returns true if the IP tuple is a private LAN address (non-loopback).

  


        

      


  

    
MobDev.NxEigenNif 
    



      
Cross-compiles the nx_eigen C++ NIF (Eigen-backed Nx backend) for one
Android or iOS target ABI and archives the result as libnx_eigen.a.
The archive gets static-linked into the user app's main native binary
alongside crypto.a, libemlx.a, and any other static NIFs.
Why static-link this NIF?
Same constraints as every other NIF mob ships on phones:
	Android. dlopen'd children inherit RTLD_LOCAL, hiding the
parent's enif_* symbols from a separately-loaded libnx_eigen.so.
on_load then fails with "cannot locate symbol". Static linking
sidesteps that — BEAM finds nx_eigen_nif_init via
dlsym(RTLD_DEFAULT) against the main app binary.
	iOS. App Store forbids loading unsigned dylibs / dlopen; every
NIF must already be present in the signed binary.

Per-target deltas
All four targets compile the same two source files (@sources) with the
shared base CXXFLAGS list (@base_cxxflags). The deltas are:
	Target	Arch dir	Toolchain	Extra CXXFLAGS	nm symbol
	android_arm64	aarch64-unknown-linux-android	NDK clang++/llvm-ar	Android hardening: branch-protect, stack-clash, _GNU_SOURCE	nx_eigen_nif_init
	android_arm32	arm-unknown-linux-androideabi	NDK clang++/llvm-ar	Android hardening + -march=armv7-a -mfloat-abi=softfp -mthumb	nx_eigen_nif_init
	ios_sim	aarch64-apple-iossimulator	xcrun (sim SDK)	iOS minimal — no Android hardening	_nx_eigen_nif_init
	ios_device	aarch64-apple-ios	xcrun (device SDK)	iOS minimal — no Android hardening	_nx_eigen_nif_init

STATIC_ERLANG_NIF_LIBNAME
We pass -DSTATIC_ERLANG_NIF_LIBNAME=nx_eigen rather than plain
-DSTATIC_ERLANG_NIF. The reason: nx_eigen_nif.cpp uses Fine's
FINE_INIT(...) macro, which expands to ERL_NIF_INIT_DECL(NAME) —
passing the literal token NAME as MODNAME. With STATIC_ERLANG_NIF
alone the emitted symbol would be the unhelpful NAME_nif_init.
Setting LIBNAME overrides MODNAME entirely and forces the symbol to
nx_eigen_nif_init, which is what mob's driver_tab references.
FFT — Eigen's built-in kissfft backend
We don't use NxEigen's bundled FFT variants. Instead, mob_dev ships
its own priv/cpp_nif/nx_eigen_fft_eigen.cpp bridge that calls
Eigen's unsupported/Eigen/FFT module (kissfft underneath — header
only, embedded in the Eigen tarball). This gives Nx.fft/3 and
Nx.ifft/3 working on-device with no additional cross-compile.
Kissfft is roughly 2x slower than FFTW for large transforms but
microseconds for audio-sized buffers; switch to a FFTW variant later
if a real workload measures a bottleneck.
Phases
Each build/2 call:
	Precheck — nx_eigen source dir + Fine + Eigen headers + erts
include all present; Android/iOS toolchain reachable.
	Compile — for each of @sources, run <cxx> <cxxflags> -c -o obj src.
	Archive — <ar> rcs libnx_eigen.a obj1 obj2 then <ranlib> ....
	Verify — <nm> libnx_eigen.a, scan for the expected symbol.
Symbol missing is a :precondition_failed (means our compile
didn't actually produce nx_eigen_nif_init — usually because Fine
or NxEigen's source moved out from under us, or LIBNAME wasn't
picked up).


      


      
        Summary


  
    Functions
  


    
      
        base_cxxflags()

      


        Base CXXFLAGS shared across all targets. Public for testing.



    


    
      
        build(target_id, opts \\ [])

      


        Compile + archive + verify libnx_eigen.a for one target. Returns
{:ok, info} naming the produced archive, or a tagged error.



    


    
      
        check_symbol_present(nm_output, expected_symbol, archive)

      


        Parse nm output and confirm the expected nx_eigen_nif_init symbol
is exported (T flag in nm's output). Returns :ok or a tagged
precondition_failed.



    


    
      
        cxxflags(target, includes)

      


        Assemble the full CXXFLAGS list for a target plus the include path
list. Pure function for testability — silent flag drops are the exact
regression class this module exists to prevent.



    


    
      
        sources()

      


        Source files compiled for every target — list of {root, basename}.
Public so tests can pin the surface.



    


    
      
        target_spec(atom)

      


        Per-target spec. Public so tests can lock down the surface (especially
the extra_cxxflags lists — silent drops there would silently weaken
released binaries).



    


    
      
        targets()

      


        All known NxEigen targets.



    





      


      
        Functions


        


  
    
      
    
    
      base_cxxflags()



        
          
        

    

  


  

      

          @spec base_cxxflags() :: [String.t()]


      


Base CXXFLAGS shared across all targets. Public for testing.

  



    

  
    
      
    
    
      build(target_id, opts \\ [])



        
          
        

    

  


  

      

          @spec build(
  atom(),
  keyword()
) :: {:ok, map()} | MobDev.Release.Errors.t()


      


Compile + archive + verify libnx_eigen.a for one target. Returns
{:ok, info} naming the produced archive, or a tagged error.
Options:
	:nx_eigen_dir — path to the nx_eigen Hex dep (the dir containing
c_src/ and the Eigen download). Required.
	:fine_dir — path to the fine Hex dep (containing c_include/).
Required.
	:erts_include — path to the per-target erts-VSN/include/ dir
(carries erl_nif.h, etc.). Required.
	:eigen_dir — Eigen header root (defaults to
<nx_eigen_dir>/eigen-3.4.0).
	:bridge_dir — directory holding the Eigen-FFT bridge source
we ship (defaults to :code.priv_dir(:mob_dev)/cpp_nif).
	:out_dir — directory the archive + per-arch obj subdir get
written to. Required.
	:ndk_root — Android NDK root (Android targets only; defaults to
~/Library/Android/sdk/ndk/<NdkVersion.effective()>).


  



  
    
      
    
    
      check_symbol_present(nm_output, expected_symbol, archive)



        
          
        

    

  


  

      

          @spec check_symbol_present(binary(), String.t(), Path.t()) ::
  :ok | MobDev.Release.Errors.t()


      


Parse nm output and confirm the expected nx_eigen_nif_init symbol
is exported (T flag in nm's output). Returns :ok or a tagged
precondition_failed.
Mirror of MobDev.Release.OpenSSL.CryptoNif.check_symbol_present/3 —
the parsing logic is identical, just a different expected symbol.
Missing symbol on an otherwise-successful build almost always means
STATIC_ERLANG_NIF_LIBNAME=nx_eigen got dropped from the flags or
Fine's FINE_INIT macro changed shape.

  



  
    
      
    
    
      cxxflags(target, includes)



        
          
        

    

  


  

      

          @spec cxxflags(MobDev.NxEigenNif.Target.t(), [Path.t()]) :: [String.t()]


      


Assemble the full CXXFLAGS list for a target plus the include path
list. Pure function for testability — silent flag drops are the exact
regression class this module exists to prevent.
includes is a list of absolute directory paths to be -I-prefixed.
Order is preserved.

  



  
    
      
    
    
      sources()



        
          
        

    

  


  

      

          @spec sources() :: [{:nx_eigen | :bridge, String.t()}]


      


Source files compiled for every target — list of {root, basename}.
Public so tests can pin the surface.

  



  
    
      
    
    
      target_spec(atom)



        
          
        

    

  


  

      

          @spec target_spec(atom()) :: MobDev.NxEigenNif.Target.t()


      


Per-target spec. Public so tests can lock down the surface (especially
the extra_cxxflags lists — silent drops there would silently weaken
released binaries).

  



  
    
      
    
    
      targets()



        
          
        

    

  


  

      

          @spec targets() :: [atom()]


      


All known NxEigen targets.

  


        

      


  

    
MobDev.NxEigenNif.Target 
    



      
Per-target description: arch path layout, toolchain factory, extra CXXFLAGS, expected nm symbol.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    


    
      
        tools()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %MobDev.NxEigenNif.Target{
  arch_dir: String.t(),
  extra_cxxflags: [String.t()],
  id: :android_arm64 | :android_arm32 | :ios_sim | :ios_device,
  nm_symbol: String.t(),
  tools_fn: (keyword() -> tools())
}


      



  



  
    
      
    
    
      tools()



        
          
        

    

  


  

      

          @type tools() :: %{
  cxx: [String.t()],
  ar: [String.t()],
  ranlib: [String.t()],
  nm: [String.t()]
}


      



  


        

      


  

    
MobDev.OtpAssetBundle 
    



      
Builds the assets/otp.zip that release-mode Android Mob apps extract on
first launch.
Mirrors the elixir-desktop example-app pattern (their Bridge.kt:unpackZip())
but with Mob-specific stripping inherited from the iOS release pass — drops
unused OTP libs and standalone executables to shave bundle size and avoid
shipping anything Mob never actually executes.
Called from mix mob.release --android (Workstream 3). Kept as a separate
module so the strip rules + zip layout are testable without spinning up
the full release pipeline.
Layout produced
otp.zip
├── erts-VSN/...           (BEAM emulator support — minus bin/)
├── lib/elixir-VSN/...
├── lib/logger-VSN/...
├── lib/eex-VSN/...
├── lib/<other-otp-libs-the-app-uses>/...
└── releases/...
The MobBridge.extractOtpIfNeeded() Kotlin function unzips this into
<filesDir>/otp/ on first launch, keyed by PackageInfo.lastUpdateTime
so app updates trigger a re-extract.
What gets stripped
Three categories, mirroring the iOS strip pass in MobDev.Release:
	Whole OTP libs the framework doesn't use — megaco, runtime_tools,
wx, observer, debugger, etc. These are dead weight in a Mob app.
A lib in that list is kept when the app needs it: anything in the
:required_apps closure (MobDev.OtpRequiredApps). Stripping a lib a
shipped app lists in its .app makes starting that app fail on the
device, e.g. {:inets, {~c"no such file or directory", ~c"inets.app"}}.
	Standalone executables — priv/bin/* and erts-*/bin/*. The few
that Mob actually executes (erl_child_setup, inet_gethost, epmd)
are packaged separately in jniLibs/<abi>/ as lib<name>.so so they
get the apk_data_file SELinux label that allows execve from
untrusted_app. The rest aren't reachable.
	Static archives (.a) — already linked into the app's native lib
at build time. Shipping them inside the runtime tree is pure waste.

.so files inside OTP libs (e.g. priv/lib/asn1.so) are KEPT in the zip —
they're loaded by the BEAM at runtime via dlopen(), which works fine from
app data dir on Android (only execve() is blocked).

      


      
        Summary


  
    Functions
  


    
      
        build(source_otp_tree, target_zip_path, opts \\ [])

      


        Builds the OTP asset zip from source_otp_tree into target_zip_path.



    


    
      
        default_stripped_prefixes()

      


        Returns the list of OTP lib name prefixes that are stripped by default.
Public so tests can assert the policy without re-importing the module-private list.



    





      


      
        Functions


        


    

  
    
      
    
    
      build(source_otp_tree, target_zip_path, opts \\ [])



        
          
        

    

  


  

      

          @spec build(Path.t(), Path.t(), keyword()) :: {:ok, map()} | {:error, term()}


      


Builds the OTP asset zip from source_otp_tree into target_zip_path.
Returns {:ok, %{zipped_files: count, original_size_kb: integer, zip_size_kb: integer, kept_required: [String.t()]}} on success,
{:error, reason} on failure. kept_required lists the libs of the strip
set kept because the app needs them.
Options
	:required_apps — names of the apps the release starts (normally
MobDev.HotPush.runtime_lib_names/0). They and everything their .app
files in the OTP tree need, transitively, are never stripped.
	:strip_extra_prefixes — additional OTP lib prefixes to drop on top of
the default list. Atoms or strings. Explicit, so it wins over
:required_apps.
	:keep_prefixes — prefixes to KEEP even if in the default strip list.
Lets a specific app opt back into a stripped lib.


  



  
    
      
    
    
      default_stripped_prefixes()



        
          
        

    

  


  

      

          @spec default_stripped_prefixes() :: [String.t()]


      


Returns the list of OTP lib name prefixes that are stripped by default.
Public so tests can assert the policy without re-importing the module-private list.

  


        

      


  

    
MobDev.OtpAudit 
    



      
Reachability analysis for the bundled OTP runtime tree of a Mob app.
Walks every .beam file under an OTP root, extracts the imports chunk
to learn who calls whom, and computes the transitive closure starting
from the app's entry-point modules. Anything not reachable is a strip
candidate — modules, whole libs, or duplicate library versions.
Used by mix mob.audit_otp (read-only report) and the planned
mix mob.release --slim flag (auto-strip based on the report).
Entry points
Reachability seeding is deliberately generous:
	App's start/2 callback module (read from each .app file's mod key)
	All exported functions of kernel and stdlib (BEAM startup needs them)
	elixir, logger, eex (runtime support that gets called via macros)

Anything reachable from those is kept; the rest is candidate-for-strip.
Output
Returns a map with:
	:libs — every lib found, with reachable/total module counts and KB
	:duplicates — libs that appear multiple times (only newest is kept)
	:foreign_apps — non-OTP, non-app code in the lib dir (other projects)
	:strippable_libs — libs with zero reachable modules
	:total_kb / :reachable_kb / :strippable_kb — size summary

All sizes are post-strip — i.e. what mix mob.release actually ships,
not raw OTP source.

      


      
        Summary


  
    Types
  


    
      
        lib_name()

      


    


    
      
        lib_report()

      


    


    
      
        module_atom()

      


    


    
      
        report()

      


    





  
    Functions
  


    
      
        audit(otp_root, opts \\ [])

      


        Run the audit. otp_root is the directory containing lib/ and erts-*/
(typically the runtime tree extracted into the app bundle, or the cache
the release packaging copies from).



    


    
      
        union_trace_jsons(paths, on_read_error \\ &default_trace_read_warn/2)

      


        Reads one or more JSON trace files written by
mix mob.trace_otp --json and unions their modules atoms into a
single MapSet suitable for :trace_input.



    





      


      
        Types


        


  
    
      
    
    
      lib_name()



        
          
        

    

  


  

      

          @type lib_name() :: String.t()


      



  



  
    
      
    
    
      lib_report()



        
          
        

    

  


  

      

          @type lib_report() :: %{
  name: lib_name(),
  version: String.t() | nil,
  path: String.t(),
  modules_total: non_neg_integer(),
  modules_reachable: non_neg_integer(),
  modules_traced: non_neg_integer() | nil,
  kb_total: non_neg_integer(),
  kb_reachable: non_neg_integer(),
  unreachable_modules: [module_atom()],
  untraced_modules: [module_atom()] | nil,
  is_app_under_test?: boolean()
}


      



  



  
    
      
    
    
      module_atom()



        
          
        

    

  


  

      

          @type module_atom() :: atom()


      



  



  
    
      
    
    
      report()



        
          
        

    

  


  

      

          @type report() :: %{
  otp_root: String.t(),
  app_name: String.t() | nil,
  libs: [lib_report()],
  duplicates: %{required(lib_name()) => [String.t()]},
  foreign_apps: [String.t()],
  foreign_app_names: [lib_name()],
  strippable_libs: [lib_name()],
  trace_strippable_libs: [lib_name()] | nil,
  total_kb: non_neg_integer(),
  reachable_kb: non_neg_integer(),
  strippable_kb: non_neg_integer()
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      audit(otp_root, opts \\ [])



        
          
        

    

  


  

      

          @spec audit(
  String.t(),
  keyword()
) :: report()


      


Run the audit. otp_root is the directory containing lib/ and erts-*/
(typically the runtime tree extracted into the app bundle, or the cache
the release packaging copies from).
Options
	:app_name — the application's atom name (e.g. :air_cart_max).
Used to seed reachability from the app's modules. If omitted, every
lib with no mod callback is treated as a potential entry point
(broader, finds less to strip).

	:project_deps — list of atoms naming the project's deps (the
transitive closure, as Mix sees them). When given, the foreign-app
classifier uses it as the authoritative set of "non-OTP libs that
are supposed to be in this bundle." Anything in the bundle whose
name isn't OTP-shipped, Elixir-shipped, the app under test, or in
:project_deps is classified as foreign and quarantined into
report.foreign_apps. The mix mob.audit_otp task auto-detects
this from the current Mix.Project.
When omitted, the classifier falls back to a narrow name-pattern
heuristic (test_, toy_, mob_test, scratch_) — sufficient
for tests, less accurate in real bundles.

	:trace_input — a MapSet (or list) of module() atoms that
were observed at runtime during a trace window. Comes from
MobDev.OtpTrace.capture/1 (local synthetic harness) or
Mob.Diag.mfa_trace/1 (remote device trace). When given, the
report grows two fields per lib (modules_traced,
untraced_modules) and one top-level field
(trace_strippable_libs) listing libs whose modules were
ALL absent from the trace — i.e., empirically never called.
Static reachability misses dynamic dispatch (apply/3,
:erlang.load_nif, runtime config). Trace data catches
everything that actually ran. The intersection strippable_libs ∩ trace_strippable_libs is the high-confidence strip set;
trace_strippable_libs \ strippable_libs is the "static graph
reaches it but nothing actually called it" set that lets you
strip partly-used libs like megaco / snmp / diameter.



  



    

  
    
      
    
    
      union_trace_jsons(paths, on_read_error \\ &default_trace_read_warn/2)



        
          
        

    

  


  

      

          @spec union_trace_jsons([Path.t()], (Path.t(), term() -> any())) :: MapSet.t() | nil


      


Reads one or more JSON trace files written by
mix mob.trace_otp --json and unions their modules atoms into a
single MapSet suitable for :trace_input.
Returns:
	nil when given an empty list (the audit will take its
no-trace branch).
	nil when every read failed — better than handing back an
empty set, which would let the trace-augmented expansion
strip every partly-used lib in the bundle. A warning is
emitted via on_read_error.(path, reason) for each failure
so callers can route them through their own logging.
	MapSet.t/0 of module() atoms otherwise.

Multi-trace union is the right shape for "this lib is never
called" claims: a 60-second window only exercises one slice of
the app. Unioning boot + UI + auth + idle captures lets users
say "across ALL captured sessions, this lib was never touched"
— a much stronger signal than any single trace.
Example
iex> MobDev.OtpAudit.union_trace_jsons(["priv/boot.json", "priv/ui.json"])
#MapSet<[:kernel, :Elixir.Enum, :Elixir.Map, ...]>

  


        

      


  

    
MobDev.OtpAudit.Slim 
    



      
In-place strip pass for the per-app OTP bundle, called by
MobDev.NativeBuild when MOB_SLIM=1. Was an inline ~100-line
defp in native_build.ex; extracted here so it's testable and
has a place for per-app override hooks to live.
What gets stripped
Six phases run in fixed order against <app_bundle>/otp:
	apple_binaries — .so / .a and priv/bin/* (Apple-policy
parity: no standalone executables in the bundle)
	prefix_libs — every lib/<name>-* whose <name> is in the
computed strip set (see compute_strip_set/1)
	foreign_apps — lib/{toy_,test_,mob_test,scratch_}* (other
projects' code that snuck into a shared OTP cache)
	dedup_versions — when the same lib appears at multiple
versions, keep only the highest
	src_and_headers — every src/ and include/ directory
	beam_chunks — :beam_lib.strip_release/1 drops Debug/Doc
chunks from every .beam

Steps are intentionally idempotent so repeat runs are safe.
Strip set composition
The default strip set is the hardcoded baseline (hardcoded_prefixes/0)
— a curated list of OTP libs mobile apps never need (megaco, snmp,
diameter, …). Per-app overrides in mob.exs adjust the set:
config :mob_dev,
  slim: [
    drop_libs: ["foo_dep"],   # force-strip these too
    keep_libs: ["mnesia"]     # don't strip these even if baseline says so
  ]
drop_libs and keep_libs accept plain <name> strings — the
same shape MobDev.OtpAudit's report uses, so users can copy
basenames directly out of mix mob.audit_otp output.
Audit-driven expansion + the always-keep guardrail
When the caller passes :audit_input (typically via mob.exs
slim: [audit: true, trace_json: "..."]), the strip set grows
by:
	audit.foreign_app_names (allow-list-validated cache cruft)
	strippable_libs ∩ trace_strippable_libs (both signals agree)
	trace_strippable_libs \ strippable_libs (trace-only — libs
the static graph reaches but the trace says are never called)

The last category is the powerful one and the dangerous one. A
60-second trace window can easily miss libs that ARE used but
only at boot (sasl) or only in code paths the user didn't
drive during the window (crypto, public_key, asn1, ssl
when no TLS happens). Auto-stripping those would break apps.
The always_keep_libs/0 set is the safety guardrail: those libs
are NEVER added to the strip set by audit-driven expansion, no
matter what the trace says. The hardcoded baseline still strips
what it strips, and :drop_libs still works as the user-explicit
escape hatch — but the trace can't accidentally take down crypto
or sasl.
Override patterns from mob.exs:
config :mob_dev,
  slim: [
    # Force-keep — user override beats everything else.
    # Use this if audit-driven strip is taking out a lib you
    # actually need at runtime.
    keep_libs: ["some_lib"],

    # Force-strip — user override beats the audit. Use this
    # to expand beyond what the trace alone would mark.
    drop_libs: ["my_unused_dep"]
  ]
Precedence (in order from least to most authoritative): hardcoded
baseline → audit-derived expansion (minus always_keep_libs) → minus
:required_libs (what the app's .app closure needs) → :drop_libs →
:keep_libs. The user's :keep_libs is always the last word.

      


      
        Summary


  
    Types
  


    
      
        slim_result()

      


    


    
      
        step_info()

      


    





  
    Functions
  


    
      
        always_keep_libs()

      


        Libs that audit-driven expansion is forbidden from auto-stripping.
Source of truth for the safety guardrail — see moduledoc.
Users can still force-strip these via :drop_libs in mob.exs.



    


    
      
        compute_strip_set(opts \\ [])

      


        Compute the final strip set. Returns a sorted, deduplicated list.



    


    
      
        hardcoded_prefixes()

      


        Hardcoded baseline of OTP libs mobile apps never need. Source of
truth for what mix mob.deploy --slim strips by default.



    


    
      
        slim_bundle(otp_bundle, opts \\ [])

      


        Apply the strip pass to an OTP bundle in place.



    





      


      
        Types


        


  
    
      
    
    
      slim_result()



        
          
        

    

  


  

      

          @type slim_result() :: %{
  steps: [step_info()],
  final_kb: non_neg_integer(),
  strip_set: [String.t()]
}


      



  



  
    
      
    
    
      step_info()



        
          
        

    

  


  

      

          @type step_info() :: %{
  label: String.t(),
  before_kb: non_neg_integer(),
  after_kb: non_neg_integer()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      always_keep_libs()



        
          
        

    

  


  

      

          @spec always_keep_libs() :: [String.t()]


      


Libs that audit-driven expansion is forbidden from auto-stripping.
Source of truth for the safety guardrail — see moduledoc.
Users can still force-strip these via :drop_libs in mob.exs.

  



    

  
    
      
    
    
      compute_strip_set(opts \\ [])



        
          
        

    

  


  

      

          @spec compute_strip_set(keyword()) :: [String.t()]


      


Compute the final strip set. Returns a sorted, deduplicated list.
Composition (low to high precedence)
	hardcoded_prefixes/0 — baseline.
	:audit_input expansion (when given), minus always_keep_libs/0
(the safety guardrail).
	:required_libs — subtracted: libs the app needs at runtime.
	:drop_libs — user-explicit force-strip.
	:keep_libs — user-explicit force-keep. Wins over everything.

Recognized opts
	:keep_libs — [String.t()], force-keep (subtracts from set).
Highest precedence — overrides every other source.
	:drop_libs — [String.t()], force-strip (adds to set).
Higher precedence than the guardrail: a user can :drop_libs
a lib that's in always_keep_libs/0 if they really mean it.
	:required_libs — names the app's runtime dependency closure
needs (MobDev.OtpRequiredApps.for_project/1). Never stripped by
the baseline or the audit: starting an app whose .app lists a
missing lib fails on the device.
	:audit_input — MobDev.OtpAudit.report/0 to expand the strip
set with audit-derived libs:	report.foreign_app_names always unions in (allow-list-
validated by OtpAudit's :project_deps).
	When the audit was run with :trace_input:	strippable_libs ∩ trace_strippable_libs unions in
(both signals agree → high confidence).
	trace_strippable_libs \ strippable_libs unions in
(trace-only — the megaco/snmp/diameter unblocking signal).


	strippable_libs alone is NOT unioned without trace
(NIF dispatch like exqlite is statically invisible).
	The expansion is then filtered through
always_keep_libs/0 so trace lies (e.g. trace window
missed sasl boot or crypto's lazy TLS calls) can't break
production.




  



  
    
      
    
    
      hardcoded_prefixes()



        
          
        

    

  


  

      

          @spec hardcoded_prefixes() :: [String.t()]


      


Hardcoded baseline of OTP libs mobile apps never need. Source of
truth for what mix mob.deploy --slim strips by default.

  



    

  
    
      
    
    
      slim_bundle(otp_bundle, opts \\ [])



        
          
        

    

  


  

      

          @spec slim_bundle(
  Path.t(),
  keyword()
) :: {:ok, slim_result()}


      


Apply the strip pass to an OTP bundle in place.
Recognized opts:
	:keep_libs, :drop_libs, :required_libs, :audit_input — see
compute_strip_set/1.
	:strip_set — short-circuit override. When set, every other
opt that would feed into the computation is ignored. Primarily
for tests.
	:on_step — optional callback fn(step_info) -> any() invoked
after each phase. Caller uses it for build-log output.

Returns {:ok, slim_result()}. The bundle is mutated in place; if a
phase fails, the bundle is in a partially-stripped state (matches the
pre-extraction behaviour, which had no rollback either).

  


        

      


  

    
MobDev.OtpDownloader 
    



      
Downloads and caches pre-built OTP releases from GitHub for Android and iOS simulator.
Artifacts are cached at ~/.mob/cache/ and reused across projects.

      


      
        Summary


  
    Functions
  


    
      
        android_otp_dir(abi \\ "arm64-v8a")

      


        Returns the cached Android OTP directory path (may not exist yet).



    


    
      
        bundled_elixir_version(otp_dir)

      


        Reads the Elixir vsn from otp_dir/lib/elixir/ebin/elixir.app, or nil.



    


    
      
        ensure_android(abi \\ "arm64-v8a")

      


        Ensures the Android OTP release is cached. Returns {:ok, path} or {:error, reason}.



    


    
      
        ensure_ios_device()

      


        Ensures the iOS device OTP release is cached. Returns {:ok, path} or {:error, reason}.



    


    
      
        ensure_ios_sim()

      


        Ensures the iOS simulator OTP release is cached. Returns {:ok, path} or {:error, reason}.



    


    
      
        ios_device_otp_dir()

      


        Returns the cached iOS device OTP directory path (may not exist yet).



    


    
      
        ios_sim_otp_dir()

      


        Returns the cached iOS simulator OTP directory path (may not exist yet).



    


    
      
        warn_on_elixir_skew(otp_dir)

      


        Warns (does not fail) when the build's Elixir minor version differs from the
Elixir bundled in the device OTP runtime at otp_dir.



    





      


      
        Functions


        


    

  
    
      
    
    
      android_otp_dir(abi \\ "arm64-v8a")



        
          
        

    

  


  

      

          @spec android_otp_dir(String.t()) :: String.t()


      


Returns the cached Android OTP directory path (may not exist yet).

  



  
    
      
    
    
      bundled_elixir_version(otp_dir)



        
          
        

    

  


  

      

          @spec bundled_elixir_version(String.t()) :: String.t() | nil


      


Reads the Elixir vsn from otp_dir/lib/elixir/ebin/elixir.app, or nil.

  



    

  
    
      
    
    
      ensure_android(abi \\ "arm64-v8a")



        
          
        

    

  


  

      

          @spec ensure_android(String.t()) :: {:ok, String.t()} | {:error, term()}


      


Ensures the Android OTP release is cached. Returns {:ok, path} or {:error, reason}.

  



  
    
      
    
    
      ensure_ios_device()



        
          
        

    

  


  

      

          @spec ensure_ios_device() :: {:ok, String.t()} | {:error, term()}


      


Ensures the iOS device OTP release is cached. Returns {:ok, path} or {:error, reason}.

  



  
    
      
    
    
      ensure_ios_sim()



        
          
        

    

  


  

      

          @spec ensure_ios_sim() :: {:ok, String.t()} | {:error, term()}


      


Ensures the iOS simulator OTP release is cached. Returns {:ok, path} or {:error, reason}.

  



  
    
      
    
    
      ios_device_otp_dir()



        
          
        

    

  


  

      

          @spec ios_device_otp_dir() :: String.t()


      


Returns the cached iOS device OTP directory path (may not exist yet).

  



  
    
      
    
    
      ios_sim_otp_dir()



        
          
        

    

  


  

      

          @spec ios_sim_otp_dir() :: String.t()


      


Returns the cached iOS simulator OTP directory path (may not exist yet).

  



  
    
      
    
    
      warn_on_elixir_skew(otp_dir)



        
          
        

    

  


  

      

          @spec warn_on_elixir_skew(String.t()) :: :ok


      


Warns (does not fail) when the build's Elixir minor version differs from the
Elixir bundled in the device OTP runtime at otp_dir.
This is the Enum.__in__/2 class of breakage: the in operator and other
macros expand differently per Elixir minor, so beams compiled by 1.20 call
functions a 1.19.5 runtime lacks → :undef at boot → black screen with no
obvious cause. Warning (not failing) is deliberate: rc/patch transitions are
common and usually fine, and a hard fail would block legitimate builds — but
a loud warning would have turned that debugging saga into one line.

  


        

      


  

    
MobDev.OtpRequiredApps 
    



      
The applications a Mob app needs at runtime, so no slim pass strips one.
Every slim pass (MobDev.OtpAssetBundle for the Android release, the iOS
release script in MobDev.Release, MobDev.OtpAudit.Slim for
mix mob.deploy --slim) drops whole OTP libs from the bundled runtime. If a
shipped app lists a dropped lib in its .app applications or
included_applications, starting that app fails on the device, e.g.
{:inets, {~c"no such file or directory", ~c"inets.app"}}. Debug deploys
ship the full OTP tree, so the failure only shows in release builds.
The closure starts from the project's runtime dependency set
(MobDev.HotPush.runtime_lib_names/0, which walks the .app files under
_build) and continues through the .app files of the OTP tree being
bundled, so an OTP lib needed only by another OTP lib is kept as well.

      


      
        Summary


  
    Functions
  


    
      
        app_dependencies(path)

      


        The apps the .app file at path needs started or loaded: its
applications and included_applications. [] when it can't be read.



    


    
      
        closure(otp_tree, seeds)

      


        seeds plus every app they need, transitively, through the
lib/*/ebin/*.app files of otp_tree. Names with no .app in the tree are
kept as they are.



    


    
      
        for_project(otp_tree)

      


        Every app the current Mix project needs at runtime, resolved against the
OTP tree at otp_tree. A slim pass must not strip any name in it.



    





      


      
        Functions


        


  
    
      
    
    
      app_dependencies(path)



        
          
        

    

  


  

      

          @spec app_dependencies(Path.t()) :: [String.t()]


      


The apps the .app file at path needs started or loaded: its
applications and included_applications. [] when it can't be read.

  



  
    
      
    
    
      closure(otp_tree, seeds)



        
          
        

    

  


  

      

          @spec closure(Path.t(), Enumerable.t()) :: MapSet.t(String.t())


      


seeds plus every app they need, transitively, through the
lib/*/ebin/*.app files of otp_tree. Names with no .app in the tree are
kept as they are.

  



  
    
      
    
    
      for_project(otp_tree)



        
          
        

    

  


  

      

          @spec for_project(Path.t()) :: MapSet.t(String.t())


      


Every app the current Mix project needs at runtime, resolved against the
OTP tree at otp_tree. A slim pass must not strip any name in it.

  


        

      


  

    
MobDev.OtpTrace 
    



      
Runtime call-tracing utility. Wraps :erlang.trace_pattern/3 and
:erlang.trace/3 to capture the set of {module, function, arity}
actually called during a function's execution.
Used by the characterization harness (priv/trace/harness.exs) to
empirically map what Elixir's runtime calls under the hood — the
baseline that complements MobDev.OtpAudit's static analysis.
Why this exists
Static reachability misses dynamic dispatch (apply/3 with a
computed atom, Code.ensure_loaded/1, NIF lazy load via
:erlang.load_nif/2). Tracing catches everything that actually
ran during the trace window — ground truth, no inference.
Combined with static analysis: static ∪ trace gives a high-confidence
reachable set; static ∩ trace is the "definitely called and
statically reachable" core.
Usage
result = MobDev.OtpTrace.capture(fn ->
  # any Elixir code — exercise features you want to measure
  Enum.map(1..10, &(&1 * 2))
end)

result.mfas      # MapSet of {module, function, arity}
result.modules   # MapSet of modules called
result.elapsed_us # How long the wrapped fn took (incl. trace overhead)
Trace overhead is real (~10x slowdown for tight loops) — only enable
for measurement runs, never in production.

      


      
        Summary


  
    Types
  


    
      
        mfa_set()

      


    


    
      
        module_set()

      


    


    
      
        result()

      


    





  
    Functions
  


    
      
        capture(fun, opts \\ [])

      


        Run fun with full call tracing enabled on the calling process and
any processes it spawns during execution. Returns a result/0 map.



    





      


      
        Types


        


  
    
      
    
    
      mfa_set()



        
          
        

    

  


  

      

          @type mfa_set() :: MapSet.t({module(), atom(), arity()})


      



  



  
    
      
    
    
      module_set()



        
          
        

    

  


  

      

          @type module_set() :: MapSet.t(module())


      



  



  
    
      
    
    
      result()



        
          
        

    

  


  

      

          @type result() :: %{
  mfas: mfa_set(),
  modules: module_set(),
  elapsed_us: non_neg_integer()
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      capture(fun, opts \\ [])



        
          
        

    

  


  

      

          @spec capture(
  (-> any()),
  keyword()
) :: result()


      


Run fun with full call tracing enabled on the calling process and
any processes it spawns during execution. Returns a result/0 map.
Options
	:exclude_modules — modules whose calls should NOT be recorded.
Defaults to [__MODULE__, MobDev.OtpTrace.Collector, Agent, Task]
so we don't pollute the trace with our own machinery.


  


        

      


  

    
MobDev.OtpTrace.Harness 
    



      
Characterization harness: a curated set of Elixir features exercised
in tight blocks. Designed to be wrapped in MobDev.OtpTrace.capture/1
to record the runtime modules touched by typical Elixir code.
Phases
Run individually or together. Each phase exercises a coherent slice
so the trace can be partitioned into "what does X actually need."
	language/0    — pattern match, comprehension, anonymous fns,              struct + protocol dispatch, exception handling

	collections/0 — Enum, Stream, List, Map, MapSet, Tuple, Range
	strings/0     — String, Binary, charlist conversion, sigils
	processes/0   — spawn, send/receive, monitor, link
	otp/0         — GenServer, Supervisor, Application boot, Logger
	data/0        — ETS, :persistent_term, Date/Time
	errors/0      — raise, rescue, throw/catch, exit/trap_exit
	all/0         — runs everything sequentially

What this is NOT
	Not a benchmark — timings are meaningless under trace overhead
	Not exhaustive — covers common Elixir, not every language corner
	Not production-safe — runs :erlang.trace/3 system-wide

How modules are defined
Modules used by the harness are defined at compile time of THIS module,
NOT inside the traced functions. That's deliberate: tracing inside a
defmodule block captures the entire compiler call graph (~80 modules
of :elixir_*, :erl_lint, :sys_core_*). Production apps don't run
the compiler at runtime, so we exclude that surface from the baseline.

      


      
        Summary


  
    Functions
  


    
      
        all()

      


    


    
      
        collections()

      


    


    
      
        data()

      


    


    
      
        errors()

      


    


    
      
        language()

      


    


    
      
        otp()

      


    


    
      
        processes()

      


    


    
      
        strings()

      


    





      


      
        Functions


        


  
    
      
    
    
      all()



        
          
        

    

  


  


  



  
    
      
    
    
      collections()



        
          
        

    

  


  


  



  
    
      
    
    
      data()



        
          
        

    

  


  


  



  
    
      
    
    
      errors()



        
          
        

    

  


  


  



  
    
      
    
    
      language()



        
          
        

    

  


  


  



  
    
      
    
    
      otp()



        
          
        

    

  


  


  



  
    
      
    
    
      processes()



        
          
        

    

  


  


  



  
    
      
    
    
      strings()



        
          
        

    

  


  


  


        

      


  

    
MobDev.Paths 
    



      
Resolution helpers for paths Mob writes to outside the project tree.
Centralised here so the deployer, the build script, the iOS simulator
app's mob_beam.m, the cache-listing task, and the doctor all agree on
one answer.

      


      
        Summary


  
    Functions
  


    
      
        build_sh_aware?(project_dir)

      


        True when the project's ios/build.sh was generated from a template that
knows about MOB_SIM_RUNTIME_DIR (mob_new ≥ 0.1.20). False if the file
is missing or predates the env-var support.



    


    
      
        default_runtime_dir()

      


        The new default runtime path — under ~/.mob/runtime/ so mix mob.cache
can list and clear it the same way it handles the OTP cache.



    


    
      
        legacy_tmp_path()

      


        The pre-runtime-dir-relocation path. Old ios/build.sh scripts hardcode
this; we keep recognising it so existing projects keep deploying.



    


    
      
        sim_runtime_dir(opts \\ [])

      


        Returns the directory where the iOS simulator's OTP runtime lives.



    





      


      
        Functions


        


  
    
      
    
    
      build_sh_aware?(project_dir)



        
          
        

    

  


  

      

          @spec build_sh_aware?(String.t()) :: boolean()


      


True when the project's ios/build.sh was generated from a template that
knows about MOB_SIM_RUNTIME_DIR (mob_new ≥ 0.1.20). False if the file
is missing or predates the env-var support.

  



  
    
      
    
    
      default_runtime_dir()



        
          
        

    

  


  

      

          @spec default_runtime_dir() :: String.t()


      


The new default runtime path — under ~/.mob/runtime/ so mix mob.cache
can list and clear it the same way it handles the OTP cache.

  



  
    
      
    
    
      legacy_tmp_path()



        
          
        

    

  


  

      

          @spec legacy_tmp_path() :: String.t()


      


The pre-runtime-dir-relocation path. Old ios/build.sh scripts hardcode
this; we keep recognising it so existing projects keep deploying.

  



    

  
    
      
    
    
      sim_runtime_dir(opts \\ [])



        
          
        

    

  


  

      

          @spec sim_runtime_dir(keyword()) :: String.t()


      


Returns the directory where the iOS simulator's OTP runtime lives.
Resolution order:
	MOB_SIM_RUNTIME_DIR env var if set
	~/.mob/runtime/ios-sim (new default — managed by mix mob.cache)
	/tmp/otp-ios-sim (legacy fallback for projects whose ios/build.sh
was generated before the env-var-aware template)

The third branch is the back-compat path: a project's ios/build.sh is
generated once at project creation and kept thereafter, so old projects
still write the OTP runtime to /tmp/otp-ios-sim. We detect that case
by looking inside the project's own ios/build.sh for the
MOB_SIM_RUNTIME_DIR token. If it's missing, the project hasn't been
regenerated against the new mob_new template and we honor its old
hardcoded path so mix mob.deploy keeps working.
When :project_dir is passed, the build.sh-presence check uses that
directory; otherwise it uses File.cwd!/0. Pure of side effects.

  


        

      


  

    
MobDev.Plugin 
    



      
Compile-time host-config surface for code-generated plugins.
Spec-v2 plugins that generate their contributions from the host app's
configuration — e.g. a mob_ash plugin reading the host's registered
Ash domains, or a mob_ecto plugin reading its schemas — read that
config through this function rather than calling Application.get_env/3
directly. Routing every host-config read through one named surface is
what later lets the plugin audit (see
MOB_PLUGINS.md and
MOB_PLUGIN_SECURITY.md)
verify exactly which keys a generator touches.
When a generator runs under with_host_config_audit/3 (which the
build-time generator runner uses), every read is checked against the
plugin's declared :host_config_keys and recorded; an undeclared read
fails the build loudly. Outside an audit scope (e.g. in tests) it is a
plain Application.get_env/3.

      


      
        Summary


  
    Types
  


    
      
        activated_entry()

      


        One entry in activated_with_verify/0's return list.



    


    
      
        verify_status()

      


        Verification status returned from activated_with_verify/0. :ok means the
manifest was loaded after a passing signature + tamper check; :unsigned
means there was no manifest at all (tier-0 plugin — no signature required);
{:error, reason} means the plugin failed verification and its manifest
bytes were never eval'd. Reasons come from MobDev.Plugin.Verify.verify_error/0.



    





  
    Functions
  


    
      
        activated()

      


        The activated plugins as {plugin_dir, manifest} pairs, ready for
MobDev.Plugin.Merge.



    


    
      
        activated_names(project_dir \\ File.cwd!())

      


        The activated plugin names — config :mob, :plugins from mob.exs.



    


    
      
        activated_with_verify()

      


        Same as activated/0 but also returns the verification status per plugin.



    


    
      
        host_config(otp_app, key, default \\ nil)

      


        Reads key from the host application's environment, returning default
when the key is unset.



    


    
      
        with_host_config_audit(plugin, allowed, fun)

      


        Runs fun with host-config auditing scoped to plugin (allowing only the
keys in allowed, the plugin's manifest :host_config_keys). Returns
{result, reads} where reads is the ordered list of {otp_app, key} the
generator actually touched. Nested scopes restore the prior one on exit.



    





      


      
        Types


        


  
    
      
    
    
      activated_entry()



        
          
        

    

  


  

      

          @type activated_entry() :: {Path.t(), map() | nil, verify_status()}


      


One entry in activated_with_verify/0's return list.

  



  
    
      
    
    
      verify_status()



        
          
        

    

  


  

      

          @type verify_status() ::
  :ok | :unsigned | {:error, MobDev.Plugin.Verify.verify_error()}


      


Verification status returned from activated_with_verify/0. :ok means the
manifest was loaded after a passing signature + tamper check; :unsigned
means there was no manifest at all (tier-0 plugin — no signature required);
{:error, reason} means the plugin failed verification and its manifest
bytes were never eval'd. Reasons come from MobDev.Plugin.Verify.verify_error/0.

  


        

      

      
        Functions


        


  
    
      
    
    
      activated()



        
          
        

    

  


  

      

          @spec activated() :: [{Path.t(), map() | nil}]


      


The activated plugins as {plugin_dir, manifest} pairs, ready for
MobDev.Plugin.Merge.
Resolves each activated name to its dependency directory and loads its
manifest via MobDev.Plugin.Verify.load_verified/1 — signature and
file-integrity checks run before Code.eval_file (MOB-74), so a
plugin that fails verification never has its priv/mob_plugin.exs
executed. Failed plugins come back as {dir, nil} here; callers that
need to distinguish "tier-0 plugin (no manifest)" from "verify failed"
should use activated_with_verify/0 — that's the shape
SignatureGate.check_activated/1 consumes to produce friendly
build-blocking errors. Activated names that don't resolve to a dep
are skipped — mix mob.plugins is where that mismatch surfaces
to users.

  



    

  
    
      
    
    
      activated_names(project_dir \\ File.cwd!())



        
          
        

    

  


  

      

          @spec activated_names(Path.t()) :: [atom()]


      


The activated plugin names — config :mob, :plugins from mob.exs.
Activation is the second opt-in step (see MOB_PLUGINS.md): a plugin in
deps contributes nothing until it appears here. When there is no
mob.exs, falls back to the loaded Application env, then []. A
mob.exs that fails to evaluate raises the reader's error (MOB-280) —
treating it as "no plugins" would link no plugin NIFs and surface only as
:nif_not_loaded at runtime.

  



  
    
      
    
    
      activated_with_verify()



        
          
        

    

  


  

      

          @spec activated_with_verify() :: [activated_entry()]


      


Same as activated/0 but also returns the verification status per plugin.
SignatureGate.check_activated/1 consumes this shape so it can produce a
clear build-blocking error naming the failed plugin — without needing to
re-load or re-verify anything. A plugin that failed verification appears as
{dir, nil, {:error, reason}}; a tier-0 plugin (no priv/mob_plugin.exs
and no signature required) appears as {dir, nil, :unsigned}.
Each plugin appears once, however many times it is activated (MOB-325).

  



    

  
    
      
    
    
      host_config(otp_app, key, default \\ nil)



        
          
        

    

  


  

      

          @spec host_config(atom(), atom(), term()) :: term()


      


Reads key from the host application's environment, returning default
when the key is unset.
otp_app is the host app's OTP application name — the atom under which it
registers config :my_app, .... Code-generated plugins call this during
the compile step:
domains = MobDev.Plugin.host_config(:my_app, :ash_domains, [])
Under an audit scope, reading a key the plugin didn't declare in its
manifest :host_config_keys raises — the generator must declare what it
touches so mix mob.audit_plugins can verify it.

  



  
    
      
    
    
      with_host_config_audit(plugin, allowed, fun)



        
          
        

    

  


  

      

          @spec with_host_config_audit(atom(), [atom()], (-> result)) ::
  {result, [{atom(), atom()}]}
when result: term()


      


Runs fun with host-config auditing scoped to plugin (allowing only the
keys in allowed, the plugin's manifest :host_config_keys). Returns
{result, reads} where reads is the ordered list of {otp_app, key} the
generator actually touched. Nested scopes restore the prior one on exit.

  


        

      


  

    
MobDev.Plugin.AndroidBootstrap 
    



      
Generates opt-in Android ui_components registrations for
io.mob.plugin.MobPluginBootstrap.
ui_components.android.composable remains the native-view registry key used
by existing plugins. A plugin opts into generated registration by declaring
a separate ui_components.android.factory Kotlin function. Generated
factories receive both the component props and native event sender.
A bare factory name is qualified with the package of
android.bridge_class; a fully-qualified factory works without a bridge.
Plugins that do not declare factory keep their existing bridge- or
host-owned registration unchanged.

      


      
        Summary


  
    Types
  


    
      
        classified()

      


    





  
    Functions
  


    
      
        classify(plugins)

      


        Classifies explicitly auto-registered Android components.



    


    
      
        ui_source(map, app_package)

      


        Returns the generated Kotlin registration call and object body, or nil.



    





      


      
        Types


        


  
    
      
    
    
      classified()



        
          
        

    

  


  

      

          @type classified() :: %{
  registrations: [%{key: String.t(), factory: String.t(), plugin: atom()}],
  errors: [String.t()]
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      classify(plugins)



        
          
        

    

  


  

      

          @spec classify([MobDev.Plugin.Merge.plugin()]) :: classified()


      


Classifies explicitly auto-registered Android components.
Components without android.factory contribute nothing. Output order is
activation order followed by declaration order within each manifest.

  



  
    
      
    
    
      ui_source(map, app_package)



        
          
        

    

  


  

      

          @spec ui_source(classified(), String.t()) ::
  %{call: String.t(), body: String.t()} | nil


      


Returns the generated Kotlin registration call and object body, or nil.

  


        

      


  

    
MobDev.Plugin.Assets 
    



      
Pure planners for the tier-3 build-time file merges — migrations, fonts, and
images — that native_build copies into the host app at build.
Unlike the runtime manifest (behavioral data read on device), these are
physical files: a plugin's migration .exs, font, and image files are
meaningless as build-machine paths on device, so they're copied into the host
bundle at build time. This module computes what gets copied where (pure +
unit-tested); native_build does the I/O (listing dirs, copying, patching
Info.plist).

      


      
        Summary


  
    Functions
  


    
      
        image_bundle_path(plugin, basename)

      


        The on-device bundle path a plugin://<plugin>/<file> reference resolves to.
Plugin images are copied here at build time; the core plugin:// resolver
maps to the same convention. Returns a path relative to the app bundle root.



    


    
      
        merge_ui_app_fonts(plist, font_basenames)

      


        Merges font basenames into an iOS Info.plist XML string under UIAppFonts,
creating the array if absent and de-duplicating existing entries. Pure string
transform over the plist's XML (the same approach as the plist-keys merge).



    


    
      
        migration_copies(plugin_migrations, dest_dir)

      


        Plans the migration copies: maps each plugin migration source file to a
destination under the host's migrations_dir, prefixed with the plugin's
repo_namespace so files from different vendors don't collide.



    


    
      
        namespaced_filename(ns, filename)

      


        Namespaces a migration filename with the plugin's repo_namespace, inserting
it into the name part after the <version>_ prefix so Ecto can still parse
the leading-integer version (20260101000000_create.exs →
20260101000000_kv_create.exs). Files without a numeric version prefix fall
back to a plain prefix.



    


    
      
        parse_ui_app_fonts(plist)

      


        Extracts the current UIAppFonts entries from an Info.plist (or []).



    


    
      
        plan_android_font_copies(fonts)

      


        Plans the Android res/font/ copies: each distinct source maps to
<Mob.Font.android_resource_name/1>.<ext>. Two distinct sources
normalising to the same resource name (e.g. Inter-Regular.ttf and
Inter_Regular.ttf both → inter_regular.ttf) would silently overwrite
each other, so that is surfaced as an error.



    


    
      
        plan_ios_font_bundle(fonts)

      


        Plans the iOS font-bundle copies: each distinct source font copies to the .app
root under its basename (and is listed in UIAppFonts by basename). Two distinct
sources sharing a basename (e.g. two plugins both shipping Icons.ttf) would
silently overwrite each other in the bundle and collapse to a single UIAppFonts
entry, so that is surfaced as an error instead of a silent loss.



    





      


      
        Functions


        


  
    
      
    
    
      image_bundle_path(plugin, basename)



        
          
        

    

  


  

      

          @spec image_bundle_path(atom() | String.t(), String.t()) :: String.t()


      


The on-device bundle path a plugin://<plugin>/<file> reference resolves to.
Plugin images are copied here at build time; the core plugin:// resolver
maps to the same convention. Returns a path relative to the app bundle root.

  



  
    
      
    
    
      merge_ui_app_fonts(plist, font_basenames)



        
          
        

    

  


  

      

          @spec merge_ui_app_fonts(String.t(), [String.t()]) :: String.t()


      


Merges font basenames into an iOS Info.plist XML string under UIAppFonts,
creating the array if absent and de-duplicating existing entries. Pure string
transform over the plist's XML (the same approach as the plist-keys merge).

  



  
    
      
    
    
      migration_copies(plugin_migrations, dest_dir)



        
          
        

    

  


  

      

          @spec migration_copies([%{repo_namespace: String.t(), files: [Path.t()]}], Path.t()) ::
  [
    {Path.t(), Path.t()}
  ]


      


Plans the migration copies: maps each plugin migration source file to a
destination under the host's migrations_dir, prefixed with the plugin's
repo_namespace so files from different vendors don't collide.
Takes [%{repo_namespace, files: [src_path]}] (the caller lists each plugin's
migration dir) and the host migrations dir; returns [{src, dest}].

  



  
    
      
    
    
      namespaced_filename(ns, filename)



        
          
        

    

  


  

      

          @spec namespaced_filename(String.t(), String.t()) :: String.t()


      


Namespaces a migration filename with the plugin's repo_namespace, inserting
it into the name part after the <version>_ prefix so Ecto can still parse
the leading-integer version (20260101000000_create.exs →
20260101000000_kv_create.exs). Files without a numeric version prefix fall
back to a plain prefix.
The namespace is always inserted — there is no "already namespaced?" guard.
Migration sources are always the plugin author's raw files (never our output),
so re-run idempotency comes from the deterministic source→dest mapping, not
from inspecting the name. A guard that skipped namespacing when the description
happened to begin with the namespace text would silently drop the namespace and
cause cross-vendor collisions, so we don't do it.

  



  
    
      
    
    
      parse_ui_app_fonts(plist)



        
          
        

    

  


  

      

          @spec parse_ui_app_fonts(String.t()) :: [String.t()]


      


Extracts the current UIAppFonts entries from an Info.plist (or []).

  



  
    
      
    
    
      plan_android_font_copies(fonts)



        
          
        

    

  


  

      

          @spec plan_android_font_copies([Path.t()]) ::
  {:ok, [{Path.t(), String.t()}]}
  | {:error, {:font_resource_collision, String.t(), [Path.t()]}}


      


Plans the Android res/font/ copies: each distinct source maps to
<Mob.Font.android_resource_name/1>.<ext>. Two distinct sources
normalising to the same resource name (e.g. Inter-Regular.ttf and
Inter_Regular.ttf both → inter_regular.ttf) would silently overwrite
each other, so that is surfaced as an error.
Uses Mob.Font.android_resource_name/1 — the SAME function
Mob.Theme.font/2 uses to compute a theme font token's Android name —
so the resource this planner copies to and the name a theme token
points at can't drift apart. See MOB_FONTS.md in the mob repo.
Returns {:ok, [{src, res_filename}]} or
{:error, {:font_resource_collision, res_filename, [src, ...]}}.

  



  
    
      
    
    
      plan_ios_font_bundle(fonts)



        
          
        

    

  


  

      

          @spec plan_ios_font_bundle([Path.t()]) ::
  {:ok, [{Path.t(), String.t()}]}
  | {:error, {:font_basename_collision, String.t(), [Path.t()]}}


      


Plans the iOS font-bundle copies: each distinct source font copies to the .app
root under its basename (and is listed in UIAppFonts by basename). Two distinct
sources sharing a basename (e.g. two plugins both shipping Icons.ttf) would
silently overwrite each other in the bundle and collapse to a single UIAppFonts
entry, so that is surfaced as an error instead of a silent loss.
Returns {:ok, [{src, dest_basename}]} or
{:error, {:font_basename_collision, basename, [src, ...]}}.

  


        

      


  

    
MobDev.Plugin.Audit 
    



      
Static-analysis pass over a plugin's source tree.
Behind mix mob.audit_plugins (see MOB_PLUGIN_SECURITY.md). Walks the
plugin's Elixir sources (lib/**/*.ex{,s}) with an AST scanner and its C
NIF sources (priv/native/**/*.{c,h}) with a tighter regex pass, flagging
patterns Mob considers risky:
	Code.eval_string/1,2,3 and Code.compile_string/1,2
— the prime arbitrary-code-execution vector. Severity :high.
	String.to_atom/1 with a non-literal argument — atom-exhaustion risk.
A literal String.to_atom("foo") is fine; flagged only when the argument
is a variable or expression. Severity :medium.
	:erlang.binary_to_term/1 — unbounded deserialization. The arity-2 form
:erlang.binary_to_term(bin, [:safe]) does not fire (caller has opted
into the bounded variant). Severity :high.
	Application.put_env/3,4 targeting :mob — would let a plugin silently
retarget plugin activations, host_config keys, etc. get_env is fine.
Severity :medium.
	File / network I/O escape hatches outside the plugin's own priv/:
File.write{,!}/1,2, File.rm_rf{,!}/1, File.cp{,!}/2, :os.cmd/1,
System.cmd/2,3, Path.expand/1 with a ~ literal. We don't try to
prove what they touch — flag and let the plugin author either remove or
justify. Severity :medium.
	In C NIF sources: calls to system(3), popen(3), execve(2), and raw
socket(2) creation. Regex over comment-stripped text. Severities
:medium (socket) and :high (system/popen/execve).

Swift / Kotlin sources are out of scope for this commit — the spec
(MOB_PLUGIN_SECURITY.md) calls for proper parsers there, and the task
surfaces a "not yet audited" summary line instead of guessing with regex.
All checks are pure given file inputs; the only I/O is reading source
files off disk.

      


      
        Summary


  
    Types
  


    
      
        finding()

      


    


    
      
        report()

      


    


    
      
        severity()

      


    





  
    Functions
  


    
      
        audit_c_file(path, plugin_dir, plugin_name)

      


        Audits a single C source file in isolation. Public for testing.



    


    
      
        audit_elixir_file(path, plugin_dir, plugin_name)

      


        Audits a single Elixir source file in isolation. Public for testing.



    


    
      
        audit_plugin(plugin_dir, manifest)

      


        Audits a single plugin checked out at plugin_dir.



    


    
      
        exit_code(reports, accept_medium? \\ false)

      


        Computes the exit code for one or more reports.



    


    
      
        tally(findings)

      


        Tally findings into %{high: n, medium: n, low: n}. Public for testing.



    





      


      
        Types


        


  
    
      
    
    
      finding()



        
          
        

    

  


  

      

          @type finding() :: %{
  severity: severity(),
  rule: atom(),
  plugin: atom() | nil,
  file: String.t(),
  line: pos_integer() | nil,
  snippet: String.t(),
  hint: String.t()
}


      



  



  
    
      
    
    
      report()



        
          
        

    

  


  

      

          @type report() :: %{
  plugin: atom() | nil,
  findings: [finding()],
  summary: %{
    high: non_neg_integer(),
    medium: non_neg_integer(),
    low: non_neg_integer()
  },
  kotlin_or_swift_skipped: boolean()
}


      



  



  
    
      
    
    
      severity()



        
          
        

    

  


  

      

          @type severity() :: :high | :medium | :low


      



  


        

      

      
        Functions


        


  
    
      
    
    
      audit_c_file(path, plugin_dir, plugin_name)



        
          
        

    

  


  

      

          @spec audit_c_file(Path.t(), Path.t(), atom() | nil) :: [finding()]


      


Audits a single C source file in isolation. Public for testing.

  



  
    
      
    
    
      audit_elixir_file(path, plugin_dir, plugin_name)



        
          
        

    

  


  

      

          @spec audit_elixir_file(Path.t(), Path.t(), atom() | nil) :: [finding()]


      


Audits a single Elixir source file in isolation. Public for testing.

  



  
    
      
    
    
      audit_plugin(plugin_dir, manifest)



        
          
        

    

  


  

      

          @spec audit_plugin(Path.t(), map() | nil) :: report()


      


Audits a single plugin checked out at plugin_dir.
manifest may be nil (a tier-0 plugin); only :name is read from it for
attribution in the resulting findings. Returns a report/0 map.

  



    

  
    
      
    
    
      exit_code(reports, accept_medium? \\ false)



        
          
        

    

  


  

      

          @spec exit_code([report()], boolean()) :: 0 | 1 | 2


      


Computes the exit code for one or more reports.
	0 — every finding is :low (or there are none).
	1 — at least one :medium, no :high.
	2 — at least one :high.

When accept_medium? is true, mediums no longer count toward exit code 1
(highs still produce 2). Public for testing.

  



  
    
      
    
    
      tally(findings)



        
          
        

    

  


  

      

          @spec tally([finding()]) :: %{
  high: non_neg_integer(),
  medium: non_neg_integer(),
  low: non_neg_integer()
}


      


Tally findings into %{high: n, medium: n, low: n}. Public for testing.

  


        

      


  

    
MobDev.Plugin.CppArchive 
    



      
Cross-compiles a plugin's lang: :cpp_archive NIF — a set of C/C++ sources —
into lib<module>.a for one target ABI, and verifies the NIF-init symbol is
present. The archive is then static-linked into the app's single signed native
binary (same slot as crypto.a / libnx_eigen.a).
This is the generic, manifest-driven generalization of MobDev.NxEigenNif:
the sources, include dirs, CXXFLAGS, and expected symbol all come from the
plugin's Merge.static_archives/2 spec rather than being hardcoded. It exists
because the single-source :c/:zig plugin NIF path (compiled inline by
build.zig) can't express a C++ build with external headers (Eigen/Fine),
RTTI/exceptions, a per-arch hardening flag set, and an archive output.
Why static-link (same as every on-device NIF)
	Android. A separately-dlopen'd .so inherits RTLD_LOCAL, hiding
the BEAM's enif_* symbols → on_load fails. Static-linking lets the
BEAM resolve the init symbol via dlsym(RTLD_DEFAULT) on the app binary.
	iOS. The App Store forbids loading unsigned dylibs / dlopen; the NIF
must already be in the signed binary.

What the builder forces vs. what the plugin controls
The builder forces only -fPIC (a static lib linked into a shared object must
be position-independent) and the compile/output flags (-c -o). Everything
else — C++ standard, optimization, visibility, exceptions, the
-DSTATIC_ERLANG_NIF_LIBNAME=… that fixes the emitted init symbol, and any
Android hardening — is the plugin's via :cxxflags / :cxxflags_android /
:cxxflags_ios (and :cflags* for .c sources), so a plugin author keeps
control of its own ABI. One exception: Arm-only flags (-mbranch-protection=)
in the Android lists are dropped on :android_x86_64, where clang rejects
them, so one Android flag list can serve every ABI.
C sources
A .c entry in :sources is compiled as C by the target's C driver (clang,
not clang++) with :cflags / :cflags_android / :cflags_ios in place of
the CXXFLAGS (forced -fPIC, the target ABI flags and the -I includes still
apply). Mixed C/C++ libraries such as ggml need this: their .c files are not
valid C++. Every other extension goes to clang++, which picks the language
from the extension (.cpp/.cc C++, .mm Objective-C++).
Object files are named <basename>-<hash of the source path>.o, so two sources
with the same basename in different directories (ggml's quants.c and
arch/arm/quants.c) both land in the archive. Sources compile in parallel.

      


      
        Summary


  
    Functions
  


    
      
        archive_name(module)

      


        Archive filename for a NIF module — lib<module>.a.



    


    
      
        build(spec, target_id, opts \\ [])

      


        Compile + archive + verify a cpp_archive spec (from Merge.static_archives/2)
for one target_id. Returns {:ok, %{module:, archive:, objects:}} or a
tagged error.



    


    
      
        c_source?(source)

      


        Whether a source compiles as C (.c) rather than through clang++. Pure.



    


    
      
        cflags(spec, target_id, includes)

      


        Assemble the full CFLAGS for one target's .c sources: the same shape as
cxxflags/3 (forced -fPIC, target ABI flags, plugin flags, -I includes in
order) but reading :cflags and :cflags_android / :cflags_ios, so no C++
flag (-std=c++17, -fno-rtti, …) reaches the C compiler. Pure.



    


    
      
        check_symbol_present(nm_output, expected_symbol, archive)

      


        Parse nm output and confirm the expected init symbol is exported (T).
Mirrors MobDev.NxEigenNif.check_symbol_present/3. Pure.



    


    
      
        cxxflags(spec, target_id, includes)

      


        Assemble the full CXXFLAGS for one target: forced -fPIC + the target's
intrinsic ABI flags (e.g. armv7 flags for android_arm32), then the plugin's
base :cxxflags, then the target's platform-specific flags
(:cxxflags_android / :cxxflags_ios), then -I for each resolved include
dir (order preserved). Arm-only flags (-mbranch-protection=) are dropped on
:android_x86_64. Pure — silent flag drops are the regression class this
whole module guards against, so it's directly testable.



    


    
      
        object_name(source)

      


        Object-file name for a source: <basename>-<8 hex of the source path's SHA-256>.o. Stable across builds, and distinct for same-named sources in
different directories (a plain <basename>.o let the second overwrite the
first, silently dropping its symbols from the archive). Pure.



    


    
      
        resolve_deps(entries, deps_path)

      


        Resolve a spec's :sources/:includes (a mix of absolute strings and
{:dep, name, subpath} tokens left by Merge.static_archives/2) to absolute
paths, resolving dep tokens against deps_path. Pure.



    


    
      
        targets()

      


        All target ABIs a cpp_archive can be built for.



    





      


      
        Functions


        


  
    
      
    
    
      archive_name(module)



        
          
        

    

  


  

      

          @spec archive_name(atom()) :: String.t()


      


Archive filename for a NIF module — lib<module>.a.

  



    

  
    
      
    
    
      build(spec, target_id, opts \\ [])



        
          
        

    

  


  

      

          @spec build(map(), atom(), keyword()) :: {:ok, map()} | MobDev.Release.Errors.t()


      


Compile + archive + verify a cpp_archive spec (from Merge.static_archives/2)
for one target_id. Returns {:ok, %{module:, archive:, objects:}} or a
tagged error.
Options:
	:out_dir — where the archive + per-arch objs land. Required.
	:erts_include — per-target erts-VSN/include/ dir (carries erl_nif.h).
Required.
	:deps_path — for resolving {:dep, …} include tokens (defaults to
Mix.Project.deps_path/0).
	:ndk_root — Android NDK root (Android targets; default derived).


  



  
    
      
    
    
      c_source?(source)



        
          
        

    

  


  

      

          @spec c_source?(Path.t()) :: boolean()


      


Whether a source compiles as C (.c) rather than through clang++. Pure.

  



  
    
      
    
    
      cflags(spec, target_id, includes)



        
          
        

    

  


  

      

          @spec cflags(map(), atom(), [Path.t()]) :: [String.t()]


      


Assemble the full CFLAGS for one target's .c sources: the same shape as
cxxflags/3 (forced -fPIC, target ABI flags, plugin flags, -I includes in
order) but reading :cflags and :cflags_android / :cflags_ios, so no C++
flag (-std=c++17, -fno-rtti, …) reaches the C compiler. Pure.

  



  
    
      
    
    
      check_symbol_present(nm_output, expected_symbol, archive)



        
          
        

    

  


  

      

          @spec check_symbol_present(binary(), String.t(), Path.t()) ::
  :ok | MobDev.Release.Errors.t()


      


Parse nm output and confirm the expected init symbol is exported (T).
Mirrors MobDev.NxEigenNif.check_symbol_present/3. Pure.

  



  
    
      
    
    
      cxxflags(spec, target_id, includes)



        
          
        

    

  


  

      

          @spec cxxflags(map(), atom(), [Path.t()]) :: [String.t()]


      


Assemble the full CXXFLAGS for one target: forced -fPIC + the target's
intrinsic ABI flags (e.g. armv7 flags for android_arm32), then the plugin's
base :cxxflags, then the target's platform-specific flags
(:cxxflags_android / :cxxflags_ios), then -I for each resolved include
dir (order preserved). Arm-only flags (-mbranch-protection=) are dropped on
:android_x86_64. Pure — silent flag drops are the regression class this
whole module guards against, so it's directly testable.

  



  
    
      
    
    
      object_name(source)



        
          
        

    

  


  

      

          @spec object_name(Path.t()) :: String.t()


      


Object-file name for a source: <basename>-<8 hex of the source path's SHA-256>.o. Stable across builds, and distinct for same-named sources in
different directories (a plain <basename>.o let the second overwrite the
first, silently dropping its symbols from the archive). Pure.

  



  
    
      
    
    
      resolve_deps(entries, deps_path)



        
          
        

    

  


  

      

          @spec resolve_deps([Path.t() | {:dep, atom(), String.t()}], Path.t()) :: [Path.t()]


      


Resolve a spec's :sources/:includes (a mix of absolute strings and
{:dep, name, subpath} tokens left by Merge.static_archives/2) to absolute
paths, resolving dep tokens against deps_path. Pure.

  



  
    
      
    
    
      targets()



        
          
        

    

  


  

      

          @spec targets() :: [atom()]


      


All target ABIs a cpp_archive can be built for.

  


        

      


  

    
MobDev.Plugin.Crypto 
    



      
Ed25519 sign/verify primitives + canonical-term encoding for plugin signing.
The signing scheme (see MOB_PLUGIN_SECURITY.md, Phase 2):
	Plugin authors generate a per-plugin Ed25519 keypair; the public key
ships in priv/mob_plugin.pub and the manifest+sources are signed
with the private key into priv/mob_plugin.sig.
	Hosts verify the signature against the public key at activation time
and refuse to build untrusted/unsigned plugins.

This module is the single place the Ed25519 + canonical-encoding
decisions are encoded. Keep it crypto-only — workflow (sign/verify
orchestration, fingerprint storage) lives in Sign, Verify, and
TrustStore.

      


      
        Summary


  
    Types
  


    
      
        fingerprint()

      


        Host-visible trust identifier; base64-encoded SHA-256 of the public key.



    


    
      
        priv_key()

      


        Raw 32-byte Ed25519 private key.



    


    
      
        pub_key()

      


        Raw 32-byte Ed25519 public key.



    


    
      
        signature()

      


        Raw 64-byte Ed25519 signature.



    





  
    Functions
  


    
      
        canonical_encode(term)

      


        Canonical encoding of an arbitrary Erlang term to a binary.



    


    
      
        fingerprint(pub_bin)

      


        Computes the host-visible trust identifier for a public key.



    


    
      
        generate_keypair()

      


        Generates a fresh Ed25519 keypair.



    


    
      
        sign(payload_term, priv_bin)

      


        Signs payload_term with priv_bin.



    


    
      
        verify(payload_term, signature_bin, pub_bin)

      


        Verifies signature_bin against payload_term and pub_bin.



    





      


      
        Types


        


  
    
      
    
    
      fingerprint()



        
          
        

    

  


  

      

          @type fingerprint() :: String.t()


      


Host-visible trust identifier; base64-encoded SHA-256 of the public key.

  



  
    
      
    
    
      priv_key()



        
          
        

    

  


  

      

          @type priv_key() :: <<_::256>>


      


Raw 32-byte Ed25519 private key.

  



  
    
      
    
    
      pub_key()



        
          
        

    

  


  

      

          @type pub_key() :: <<_::256>>


      


Raw 32-byte Ed25519 public key.

  



  
    
      
    
    
      signature()



        
          
        

    

  


  

      

          @type signature() :: <<_::512>>


      


Raw 64-byte Ed25519 signature.

  


        

      

      
        Functions


        


  
    
      
    
    
      canonical_encode(term)



        
          
        

    

  


  

      

          @spec canonical_encode(term()) :: binary()


      


Canonical encoding of an arbitrary Erlang term to a binary.
Uses :erlang.term_to_binary/2 with :deterministic so the same logical
value produces the same bytes regardless of map iteration order.
Centralised here so the determinism flag is in one place: sign/2,
verify/3, and any future hash-of-payload helper all agree.

  



  
    
      
    
    
      fingerprint(pub_bin)



        
          
        

    

  


  

      

          @spec fingerprint(pub_key()) :: fingerprint()


      


Computes the host-visible trust identifier for a public key.
Format: "ed25519:<base64>" where <base64> is the standard base64
encoding (with = padding) of the SHA-256 digest of the raw 32-byte
public key. Suitable for storing in mob.exs under
:trusted_plugins and for comparing two keys for equality without
printing the key itself.

  



  
    
      
    
    
      generate_keypair()



        
          
        

    

  


  

      

          @spec generate_keypair() :: {priv_key(), pub_key()}


      


Generates a fresh Ed25519 keypair.
Returns {priv_bin, pub_bin} as raw 32-byte binaries. The format
matches what :crypto.sign/4 and :crypto.verify/5 accept directly
with the :eddsa/:ed25519 options.

  



  
    
      
    
    
      sign(payload_term, priv_bin)



        
          
        

    

  


  

      

          @spec sign(term(), priv_key()) :: signature()


      


Signs payload_term with priv_bin.
The term is canonically encoded via canonical_encode/1 before signing,
so the signature is over the deterministic binary form — the same map
with the same contents produces the same signature regardless of map
insertion order.

  



  
    
      
    
    
      verify(payload_term, signature_bin, pub_bin)



        
          
        

    

  


  

      

          @spec verify(term(), signature(), pub_key()) :: :ok | {:error, :invalid_signature}


      


Verifies signature_bin against payload_term and pub_bin.
Returns :ok on valid signature, {:error, :invalid_signature}
otherwise. Mirrors sign/2 — the same canonical encoding is applied
before verifying.
A wrong-size signature or public key (not a 64-byte sig / 32-byte
Ed25519 key) is treated as an invalid signature rather than crashing:
:crypto.verify/5 raises :badarg from OpenSSL when handed an
ill-sized key, and these bytes originate from attacker-controlled
plugin files (priv/mob_plugin.sig / priv/mob_plugin.pub). The
documented contract (:ok | {:error, :invalid_signature}) must hold
for every binary input, so the raise is caught here.

  


        

      


  

    
MobDev.Plugin.IOSBootstrap 
    



      
Code-generates the iOS plugin bootstrap Swift source from the activated
plugins' :ui_components declarations.
The generated file defines one C-callable function, mob_register_plugins,
that registers a factory closure with MobNativeViewRegistry.shared for
each component the host should expose. The host's AppDelegate calls
mob_register_plugins() once, before mob_init_ui(), and from that point
every component the BEAM mounts under a plugin's view_module key resolves
to the plugin's SwiftUI view.
Plain function, no state — call swift_source/1 with the same shape
MobDev.Plugin.activated/0 returns ([{plugin_dir, manifest}]) and you
get back the Swift source string ready to write to disk.
Pre-codegen, each plugin shipped its own @objc class MobXxxPlugin { @objc class func mob_register() } and the host hand-wrote one
[MobXxxPlugin mob_register]; line per plugin into AppDelegate.m. That's
the smoke-test pattern from the 2026-05-28 iOS plugin bring-up. This
module replaces both halves: plugins drop the @objc wrapper and just
ship the SwiftUI struct, and the host always calls a single generated
entry point regardless of how many plugins it has activated.
The mapping from a ui_components entry to a register call comes from
two manifest fields:
	ui_components.ios.view_module — the registry key (string match against
MobNode.nativeViewModule); the BEAM derives this from
Mob.Component.module_name/1 so it must agree with the manifest.
	ui_components.ios.swift_struct — the Swift struct name to instantiate
(StructName(props: props)). Two plugins are free to register
different view_module keys that resolve to the same struct, and the
struct name need not be derivable from the registry key.

A component without :swift_struct is silently skipped (the
MobDev.Plugin.Validator.validate_plugin/3 step is where authors get told
to add the field); the validator's job is to surface this before build
time. The generator stays purely transform-shaped so the build pipeline
never has to think about missing manifest fields.

      


      
        Summary


  
    Functions
  


    
      
        swift_source(plugins)

      


        Returns the full Swift source for the bootstrap file.



    





      


      
        Functions


        


  
    
      
    
    
      swift_source(plugins)



        
          
        

    

  


  

      

          @spec swift_source([MobDev.Plugin.Merge.plugin()]) :: String.t()


      


Returns the full Swift source for the bootstrap file.
plugins is the activated-plugin list — [{plugin_dir, manifest}] —
same shape MobDev.Plugin.activated/0 returns. Tier-0 (nil-manifest)
plugins contribute nothing. Components missing :swift_struct are
silently dropped: the validator is what nags about that.
The output is stable: components are emitted in the order
MobDev.Plugin.Merge.ui_components/1 lists them (i.e. activation order,
then declaration order within a manifest). Stable output keeps the build
cache hit-rate high.

  


        

      


  

    
MobDev.Plugin.ManagedBlock 
    



      
Reversible insertion of plugin-contributed fragments into host-owned build
files (AndroidManifest.xml, build.gradle). MobDev.UrlSchemes uses the
same fencing for the mob.exs url_schemes intent filter.
The problem: plugin permissions, AndroidManifest <application> components,
and Gradle dependencies are spliced into files the host also hand-edits. A
plain "append if absent" merge can't be undone — when a plugin is removed its
lines linger (a dangling <service> whose class is gone, an orphan permission
/ dep). Unlike the copied artifacts (bridge_kt, res_files) there's no
ledger to prune, because the target file is shared and hand-authored.
The fix: fence each managed region with begin/end marker comments and
regenerate the whole region every build from the current plugin set. A
removed plugin simply isn't in the fresh region, so its lines disappear;
anything the host wrote outside the fence is never touched. Re-running with an
unchanged plugin set is idempotent.
upsert/4 is pure: (content, markers, body, place) -> content'. markers
is {begin_line, end_line} (the exact comment lines, comment syntax chosen by
the caller so it works for both XML and Gradle). place is
(stripped_content, region) -> content' — it inserts the freshly built region
at the file-specific anchor (using insert_before/3 or insert_before_index/3
so the region occupies whole lines and strip/2 reverses it exactly). An
empty body removes the region entirely.
Idempotence rests on insert_before* placing the region as complete lines at
a line boundary and strip/2 removing exactly those lines — so
strip(place(x)) == x, and re-running with an unchanged plugin set is a fixed
point (verified in the tests).

      


      
        Summary


  
    Types
  


    
      
        markers()

      


    





  
    Functions
  


    
      
        insert_before(content, anchor, region)

      


        Insert region as whole lines immediately before the line containing the
first occurrence of anchor (returns content unchanged if anchor is
absent). Pairs with strip/2 for an exact round-trip.



    


    
      
        insert_before_index(content, idx, region)

      


        Insert region as whole lines immediately before the line containing byte
index idx.



    


    
      
        strip(content, markers)

      


        Remove every managed region delimited by markers (the full lines the begin
and end markers sit on, inclusive), or return content unchanged when no
well-formed region is present.



    


    
      
        upsert(content, markers, body, place)

      


        Replace (or remove) the managed region delimited by markers in content.



    





      


      
        Types


        


  
    
      
    
    
      markers()



        
          
        

    

  


  

      

          @type markers() :: {String.t(), String.t()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      insert_before(content, anchor, region)



        
          
        

    

  


  

      

          @spec insert_before(String.t(), String.t(), String.t()) :: String.t()


      


Insert region as whole lines immediately before the line containing the
first occurrence of anchor (returns content unchanged if anchor is
absent). Pairs with strip/2 for an exact round-trip.

  



  
    
      
    
    
      insert_before_index(content, idx, region)



        
          
        

    

  


  

      

          @spec insert_before_index(String.t(), non_neg_integer(), String.t()) :: String.t()


      


Insert region as whole lines immediately before the line containing byte
index idx.

  



  
    
      
    
    
      strip(content, markers)



        
          
        

    

  


  

      

          @spec strip(String.t(), markers()) :: String.t()


      


Remove every managed region delimited by markers (the full lines the begin
and end markers sit on, inclusive), or return content unchanged when no
well-formed region is present.
Each region is identified as the last BEGIN before the first END, never
"first BEGIN → first END". That distinction matters: with a stray/duplicate
BEGIN (an interrupted write, a hand-edit, a bad merge-conflict resolution),
"first BEGIN → first END" would delete everything from the orphan through the
real region's END — silently eating host-authored lines in between. Anchoring
on the last BEGIN before the first END guarantees the removed span contains no
other marker, so only the region itself is deleted. Loops until no well-formed
region remains, so duplicates are all cleared.

  



  
    
      
    
    
      upsert(content, markers, body, place)



        
          
        

    

  


  

      

          @spec upsert(String.t(), markers(), String.t(), (String.t(), String.t() -> String.t())) ::
  String.t()


      


Replace (or remove) the managed region delimited by markers in content.
Strips any existing region first (so the build is the single source of truth
for it), then — if body is non-empty — rebuilds it as
begin <> "\n" <> body <> "\n" <> end and hands it to place to insert.
An empty body leaves the content with the region stripped (the removal case).

  


        

      


  

    
MobDev.Plugin.Manifest 
    



      
Reads, validates, and classifies a plugin's priv/mob_plugin.exs manifest.
The manifest is data, not code (see MOB_PLUGINS.md): a plain Elixir map
describing what a plugin contributes. This module is the single place that
turns that map into a validated, classified description — tier, hot-push
status, activation — that mix mob.plugins reports and the compile-time
merge will later consume.
A tier-0 plugin has no manifest at all; load/1 returns {:ok, nil} for
that case, and tier(nil) is 0.

      


      
        Summary


  
    Functions
  


    
      
        hot_pushable(m)

      


        Whether the plugin's contributions can be hot-pushed without a native rebuild.



    


    
      
        load(plugin_dir)

      


        Loads the manifest for a plugin checked out at plugin_dir.



    


    
      
        manifest_present?(plugin_dir)

      


        Returns true when plugin_dir has a priv/mob_plugin.exs, false
otherwise. Distinguishes tier-0 plugins (no manifest, no signature
needed) from tier-1+ plugins (manifest present, signature required)
without evaluating the manifest itself. See Verify.load_verified/1.



    


    
      
        nif_for_platform?(nif, platform)

      


        Whether the native build compiles this nifs: entry for platform
(:android, :ios, or :all) — the one platform rule every NIF consumer
shares: the build args, the driver_tab, and the MOB-281 native-build record.



    


    
      
        nif_lang(nif)

      


        The language of a nifs: entry. Defaults to :c so existing (haptic)
plugins are unaffected; lang: :zig etc. opt into other compile paths.



    


    
      
        tier(m)

      


        Classifies the plugin tier (0–4) from which capability sections are present.



    


    
      
        validate(manifest)

      


        Validates a manifest map against the spec's required top-level fields.



    





      


      
        Functions


        


  
    
      
    
    
      hot_pushable(m)



        
          
        

    

  


  

      

          @spec hot_pushable(map() | nil) :: true | false | :partial


      


Whether the plugin's contributions can be hot-pushed without a native rebuild.
Computed from populated sections, not from tier: true for pure-Elixir
plugins, false for native-only ones (NIFs / components), and :partial
when a plugin mixes native code with hot-pushable Elixir (screens, lifecycle).

  



  
    
      
    
    
      load(plugin_dir)



        
          
        

    

  


  

      

          @spec load(Path.t()) :: {:ok, map() | nil} | {:error, String.t()}


      


Loads the manifest for a plugin checked out at plugin_dir.
Returns {:ok, nil} when there is no priv/mob_plugin.exs (a tier-0
plugin), {:ok, map} when one is present and evaluates to a map, or
{:error, reason} when the file is unreadable or doesn't yield a map.
Does not validate field contents — call validate/1 for that.

  



  
    
      
    
    
      manifest_present?(plugin_dir)



        
          
        

    

  


  

      

          @spec manifest_present?(Path.t()) :: boolean()


      


Returns true when plugin_dir has a priv/mob_plugin.exs, false
otherwise. Distinguishes tier-0 plugins (no manifest, no signature
needed) from tier-1+ plugins (manifest present, signature required)
without evaluating the manifest itself. See Verify.load_verified/1.

  



  
    
      
    
    
      nif_for_platform?(nif, platform)



        
          
        

    

  


  

      

          @spec nif_for_platform?(map(), :android | :ios | :all) :: boolean()


      


Whether the native build compiles this nifs: entry for platform
(:android, :ios, or :all) — the one platform rule every NIF consumer
shares: the build args, the driver_tab, and the MOB-281 native-build record.
An entry with no :platform is compiled on every platform; one tagged
:ios/:android only on that platform. lang: :objc is implicitly
Apple-only: Objective-C has no Android runtime, so an objc NIF authored
without an explicit platform: :ios must still be excluded from the Android
build args + driver_tab (otherwise zig tries to compile a .m source Android
cannot build).

  



  
    
      
    
    
      nif_lang(nif)



        
          
        

    

  


  

      

          @spec nif_lang(map()) :: atom()


      


The language of a nifs: entry. Defaults to :c so existing (haptic)
plugins are unaffected; lang: :zig etc. opt into other compile paths.

  



  
    
      
    
    
      tier(m)



        
          
        

    

  


  

      

          @spec tier(map() | nil) :: 0..4


      


Classifies the plugin tier (0–4) from which capability sections are present.
Highest matching section wins. nil (no manifest) is tier 0. A manifest
with required fields but no capability sections is the tier-1 floor (the
"minimum viable manifest").

  



  
    
      
    
    
      validate(manifest)



        
          
        

    

  


  

      

          @spec validate(map() | nil) :: {:ok, map() | nil} | {:error, [String.t()]}


      


Validates a manifest map against the spec's required top-level fields.
Returns {:ok, manifest} or {:error, reasons} with a list of every
problem found (validation never stops at the first error). nil (no
manifest) is valid — a tier-0 plugin has nothing to validate.

  


        

      


  

    
MobDev.Plugin.Merge 
    



      
Gathers the contributions of the activated plugins into combined lists the
build pipeline consumes.
Pure: every function takes plugins — a list of {plugin_dir, manifest} for
the activated plugins — and returns the merged contribution for one build
concern (NIFs, permissions, gradle deps, frameworks, native sources, …).
Path-bearing declarations are resolved to absolute paths against each
plugin's own directory, so contributions from different plugins don't
collide or get misresolved. Tier-0 (nil-manifest) plugins contribute nothing.
Discovery (deps → activated → load manifest) is the caller's job; this module
is the testable transform once the manifests are in hand.
A gatherer that hands the build a file from the plugin directory must also be
consulted by MobDev.Plugin.Sign.build_inputs/2, or that file is unsigned
(MOB-297, decisions/2026-09-30-plugin-signature-coverage.md).

      


      
        Summary


  
    Types
  


    
      
        plugin()

      


    





  
    Functions
  


    
      
        android_manifest_snippets(plugins)

      


        AndroidManifest <application> snippets each plugin contributes (a <service>,
<receiver>, <provider>, …), tagged with :plugin. native_build splices
each into the app manifest's <application> block (idempotent on the
component's android:name). Ships the manifest half of a component whose class
rides in the plugin's bridge_kt; see also android_res_files/1 for the
res/ half (e.g. an apduservice.xml).



    


    
      
        android_permissions(plugins)

      


        Unique Android permission strings declared across plugins.



    


    
      
        android_res_files(plugins)

      


        Android res/ files each plugin contributes, resolved to {plugin, src, dest}.
src is absolute (against the plugin dir); dest is the path under
android/app/src/main/ derived from the declared path's last res/ segment
(priv/native/android/res/xml/foo.xml → res/xml/foo.xml). native_build
copies each into the app res tree. Pairs with android_manifest_snippets/1
(a <meta-data android:resource="@xml/foo"/> needs its res/xml/foo.xml).



    


    
      
        android_sources(plugins)

      


        Absolute paths of all plugin Android native sources (bridge_kt,
jni_source) plus NIF native_dirs — everything the Android build must
compile in.



    


    
      
        assets(plugins)

      


        Asset declarations across plugins, with font/image paths resolved to absolute
and tagged with :plugin (used by the plugin://<name>/<file> image resolver
and the native font-bundling merge).



    


    
      
        bridge_classes(plugins)

      


        Fully-qualified Kotlin class names (e.g. "io.mob.bluetooth.MobBluetoothBridge")
each activated plugin wants registered at startup. native_build generates a
MobPluginBootstrap.registerAll/0 that calls <class>.register() for each, so
the plugin's nativeRegister thunk can cache its own jclass + method IDs.



    


    
      
        bridge_kt_sources(plugins)

      


        Absolute paths of plugin Android bridge_kt Kotlin sources. native_build
copies each into the app source tree (at its package-derived path) before
gradle assembleDebug, so the app's Kotlin sourceSet compiles it.



    


    
      
        default_font(plugins)

      


        Plugin-declared default fonts, each tagged with :plugin, with :file
resolved to an absolute path. A plugin sets Mob.Theme.fonts[:default]
via default_font: %{family:, file:} in its manifest (file must
reference one of its own assets.fonts paths — validated in
MobDev.Plugin.Manifest). Checked for cross-plugin collision in
conflict_surface/0 (two plugins suggesting a default font is a build
error, not a silent pick — see default_font_declared/1 in Validator);
RuntimeManifest converts the survivor to an on-device font spec (see
MOB_FONTS.md) consumed at boot per the precedence ladder there.



    


    
      
        gradle_deps(plugins)

      


        Unique Android gradle dependency strings across plugins.



    


    
      
        host_requirements(plugins)

      


        Host-app obligations the plugin system can't automate (e.g. AndroidManifest
fragments — a typed foreground <service>, a FileProvider), tagged with
:plugin. The native build prints these so a host author can't activate a
plugin and only discover the missing manual step at first feature use.



    


    
      
        ios_frameworks(plugins)

      


        Unique iOS framework names across plugins.



    


    
      
        jni_sources(plugins)

      


        Absolute paths of plugin Android jni_source files — plain JNI-thunk C
(e.g. Java_<pkg>_<Class>_nativeDeliver*) that the build compiles into the
app .so without a NIF-init libname (unlike nif_sources/1). Fed to the
build's -Dplugin_jni_sources arg.



    


    
      
        lifecycle(plugins)

      


        Lifecycle declarations across plugins, each tagged with :plugin.



    


    
      
        migrations(plugins)

      


        Migration declarations across plugins, with :migrations_dir resolved to an
absolute path and tagged with :plugin + :repo_namespace.



    


    
      
        nif_sources(plugins)

      


        Absolute paths of each plugin C-family NIF's primary source — entries with
no :lang, lang: :c (<module>.c), or lang: :objc (<module>.m, compiled
as Objective-C so iOS plugins can drive Apple frameworks like CoreLocation).



    


    
      
        nif_sources(plugins, platform)

      


        Like nif_sources/1 but restricted to NIFs the given platform compiles.



    


    
      
        nifs(plugins)

      


        Combined NIF entries across all plugins, with :native_dir resolved to an
absolute path. Shape matches MobDev.StaticNifs entries (:module plus the
plugin's native source dir), so the result can be fed straight into
StaticNifs.resolve/1.



    


    
      
        notification_handlers(plugins)

      


        Notification handlers across all plugins, flattened in plugin-then-declaration
order (first match wins at dispatch), each tagged with :plugin.



    


    
      
        plist_keys(plugins)

      


        Merged iOS plist_keys across plugins (later plugins win on conflict).



    


    
      
        screens(plugins)

      


        Static screen declarations across plugins, each tagged with :plugin.



    


    
      
        settings(plugins)

      


        Settings declarations across plugins, each tagged with :plugin.



    


    
      
        static_archives(plugins, platform \\ :all)

      


        Cross-compiled C++ static-archive contributions (lang: :cpp_archive) across
plugins, resolved for one platform.



    


    
      
        swift_files(plugins)

      


        Absolute paths of all plugin iOS Swift source files.



    


    
      
        ui_components(plugins)

      


        Combined ui_components entries across plugins.



    


    
      
        zig_nif_sources(plugins)

      


        Absolute paths of each plugin zig NIF's primary source (NIFs whose
manifest entry has lang: :zig).



    


    
      
        zig_nif_sources(plugins, platform)

      


        Like zig_nif_sources/1 but restricted to the given platform (see nif_sources/2).



    





      


      
        Types


        


  
    
      
    
    
      plugin()



        
          
        

    

  


  

      

          @type plugin() :: {Path.t(), map() | nil}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      android_manifest_snippets(plugins)



        
          
        

    

  


  

      

          @spec android_manifest_snippets([plugin()]) :: [
  %{plugin: atom(), snippet: String.t()}
]


      


AndroidManifest <application> snippets each plugin contributes (a <service>,
<receiver>, <provider>, …), tagged with :plugin. native_build splices
each into the app manifest's <application> block (idempotent on the
component's android:name). Ships the manifest half of a component whose class
rides in the plugin's bridge_kt; see also android_res_files/1 for the
res/ half (e.g. an apduservice.xml).

  



  
    
      
    
    
      android_permissions(plugins)



        
          
        

    

  


  

      

          @spec android_permissions([plugin()]) :: [String.t()]


      


Unique Android permission strings declared across plugins.

  



  
    
      
    
    
      android_res_files(plugins)



        
          
        

    

  


  

      

          @spec android_res_files([plugin()]) :: [
  %{plugin: atom(), src: String.t(), dest: String.t()}
]


      


Android res/ files each plugin contributes, resolved to {plugin, src, dest}.
src is absolute (against the plugin dir); dest is the path under
android/app/src/main/ derived from the declared path's last res/ segment
(priv/native/android/res/xml/foo.xml → res/xml/foo.xml). native_build
copies each into the app res tree. Pairs with android_manifest_snippets/1
(a <meta-data android:resource="@xml/foo"/> needs its res/xml/foo.xml).

  



  
    
      
    
    
      android_sources(plugins)



        
          
        

    

  


  

      

          @spec android_sources([plugin()]) :: [String.t()]


      


Absolute paths of all plugin Android native sources (bridge_kt,
jni_source) plus NIF native_dirs — everything the Android build must
compile in.

  



  
    
      
    
    
      assets(plugins)



        
          
        

    

  


  

      

          @spec assets([plugin()]) :: [map()]


      


Asset declarations across plugins, with font/image paths resolved to absolute
and tagged with :plugin (used by the plugin://<name>/<file> image resolver
and the native font-bundling merge).

  



  
    
      
    
    
      bridge_classes(plugins)



        
          
        

    

  


  

      

          @spec bridge_classes([plugin()]) :: [String.t()]


      


Fully-qualified Kotlin class names (e.g. "io.mob.bluetooth.MobBluetoothBridge")
each activated plugin wants registered at startup. native_build generates a
MobPluginBootstrap.registerAll/0 that calls <class>.register() for each, so
the plugin's nativeRegister thunk can cache its own jclass + method IDs.

  



  
    
      
    
    
      bridge_kt_sources(plugins)



        
          
        

    

  


  

      

          @spec bridge_kt_sources([plugin()]) :: [String.t()]


      


Absolute paths of plugin Android bridge_kt Kotlin sources. native_build
copies each into the app source tree (at its package-derived path) before
gradle assembleDebug, so the app's Kotlin sourceSet compiles it.

  



  
    
      
    
    
      default_font(plugins)



        
          
        

    

  


  

      

          @spec default_font([plugin()]) :: [
  %{plugin: atom(), family: String.t(), file: Path.t()}
]


      


Plugin-declared default fonts, each tagged with :plugin, with :file
resolved to an absolute path. A plugin sets Mob.Theme.fonts[:default]
via default_font: %{family:, file:} in its manifest (file must
reference one of its own assets.fonts paths — validated in
MobDev.Plugin.Manifest). Checked for cross-plugin collision in
conflict_surface/0 (two plugins suggesting a default font is a build
error, not a silent pick — see default_font_declared/1 in Validator);
RuntimeManifest converts the survivor to an on-device font spec (see
MOB_FONTS.md) consumed at boot per the precedence ladder there.

  



  
    
      
    
    
      gradle_deps(plugins)



        
          
        

    

  


  

      

          @spec gradle_deps([plugin()]) :: [String.t()]


      


Unique Android gradle dependency strings across plugins.

  



  
    
      
    
    
      host_requirements(plugins)



        
          
        

    

  


  

      

          @spec host_requirements([plugin()]) :: [%{plugin: atom(), requirement: String.t()}]


      


Host-app obligations the plugin system can't automate (e.g. AndroidManifest
fragments — a typed foreground <service>, a FileProvider), tagged with
:plugin. The native build prints these so a host author can't activate a
plugin and only discover the missing manual step at first feature use.

  



  
    
      
    
    
      ios_frameworks(plugins)



        
          
        

    

  


  

      

          @spec ios_frameworks([plugin()]) :: [String.t()]


      


Unique iOS framework names across plugins.

  



  
    
      
    
    
      jni_sources(plugins)



        
          
        

    

  


  

      

          @spec jni_sources([plugin()]) :: [String.t()]


      


Absolute paths of plugin Android jni_source files — plain JNI-thunk C
(e.g. Java_<pkg>_<Class>_nativeDeliver*) that the build compiles into the
app .so without a NIF-init libname (unlike nif_sources/1). Fed to the
build's -Dplugin_jni_sources arg.

  



  
    
      
    
    
      lifecycle(plugins)



        
          
        

    

  


  

      

          @spec lifecycle([plugin()]) :: [map()]


      


Lifecycle declarations across plugins, each tagged with :plugin.

  



  
    
      
    
    
      migrations(plugins)



        
          
        

    

  


  

      

          @spec migrations([plugin()]) :: [map()]


      


Migration declarations across plugins, with :migrations_dir resolved to an
absolute path and tagged with :plugin + :repo_namespace.

  



  
    
      
    
    
      nif_sources(plugins)



        
          
        

    

  


  

      

          @spec nif_sources([plugin()]) :: [String.t()]


      


Absolute paths of each plugin C-family NIF's primary source — entries with
no :lang, lang: :c (<module>.c), or lang: :objc (<module>.m, compiled
as Objective-C so iOS plugins can drive Apple frameworks like CoreLocation).
Convention: for a manifest entry %{module: :foo_nif, native_dir: "priv/jni"}
the source is <plugin_dir>/priv/jni/foo_nif.c (or .m for lang: :objc).
This is the <name>.c pattern the build.zig templates already use for
project-level NIFs (c_src/<name>.c), extended to plugins. Returned paths feed
the build's -Dplugin_c_nifs arg; build.zig derives the NIF name from the
basename and applies -DSTATIC_ERLANG_NIF_LIBNAME=<name> so ERL_NIF_INIT emits
the static-init symbol the driver table references (and adds -fobjc-arc for
.m sources).

  



  
    
      
    
    
      nif_sources(plugins, platform)



        
          
        

    

  


  

      

          @spec nif_sources([plugin()], :ios | :android | :all) :: [String.t()]


      


Like nif_sources/1 but restricted to NIFs the given platform compiles.
A NIF entry with platform: :ios | :android is only compiled on that
platform; an entry with no :platform is compiled everywhere. Lets a
cross-platform plugin ship an iOS C/ObjC NIF and an Android NIF for the same
module without the iOS source (which may reference iOS-only symbols) ending up
in the Android build, and vice-versa. :all keeps every entry.

  



  
    
      
    
    
      nifs(plugins)



        
          
        

    

  


  

      

          @spec nifs([plugin()]) :: [map()]


      


Combined NIF entries across all plugins, with :native_dir resolved to an
absolute path. Shape matches MobDev.StaticNifs entries (:module plus the
plugin's native source dir), so the result can be fed straight into
StaticNifs.resolve/1.

  



  
    
      
    
    
      notification_handlers(plugins)



        
          
        

    

  


  

      

          @spec notification_handlers([plugin()]) :: [map()]


      


Notification handlers across all plugins, flattened in plugin-then-declaration
order (first match wins at dispatch), each tagged with :plugin.

  



  
    
      
    
    
      plist_keys(plugins)



        
          
        

    

  


  

      

          @spec plist_keys([plugin()]) :: map()


      


Merged iOS plist_keys across plugins (later plugins win on conflict).

  



  
    
      
    
    
      screens(plugins)



        
          
        

    

  


  

      

          @spec screens([plugin()]) :: [map()]


      


Static screen declarations across plugins, each tagged with :plugin.
Generator-produced screens (spec-v2 :screens_generator) are folded in
separately by the runtime-manifest codegen; this is the static :screens half.

  



  
    
      
    
    
      settings(plugins)



        
          
        

    

  


  

      

          @spec settings([plugin()]) :: [map()]


      


Settings declarations across plugins, each tagged with :plugin.

  



    

  
    
      
    
    
      static_archives(plugins, platform \\ :all)



        
          
        

    

  


  

      

          @spec static_archives([plugin()], :ios | :android | :all) :: [map()]


      


Cross-compiled C++ static-archive contributions (lang: :cpp_archive) across
plugins, resolved for one platform.
Unlike nif_sources/2 (a single source build.zig compiles inline), a
:cpp_archive NIF is a set of C++ sources cross-compiled into a libNAME.a
by MobDev.Plugin.CppArchive and static-linked into the app — the path for
heavyweight NIFs like the Nx/Eigen CPU backend (Eigen headers, RTTI/exceptions,
per-arch CXXFLAGS) that don't fit the single-source model.
Each returned spec has :sources (absolute) and :includes resolved: a
plugin-relative string becomes absolute against the plugin dir, while a
{:dep, name, subpath} token is passed through unchanged for the build to
resolve against Mix.Project.deps_path/0 (Eigen/Fine live in the plugin's
deps, not its own tree, and this module stays Mix-free/pure). CXXFLAGS and
:nm_symbol pass through; the entry is tagged with :plugin.

  



  
    
      
    
    
      swift_files(plugins)



        
          
        

    

  


  

      

          @spec swift_files([plugin()]) :: [String.t()]


      


Absolute paths of all plugin iOS Swift source files.

  



  
    
      
    
    
      ui_components(plugins)



        
          
        

    

  


  

      

          @spec ui_components([plugin()]) :: [map()]


      


Combined ui_components entries across plugins.

  



  
    
      
    
    
      zig_nif_sources(plugins)



        
          
        

    

  


  

      

          @spec zig_nif_sources([plugin()]) :: [String.t()]


      


Absolute paths of each plugin zig NIF's primary source (NIFs whose
manifest entry has lang: :zig).
Same <plugin_dir>/<native_dir>/<module>.zig convention as the C path, but
fed to the build's -Dplugin_zig_nifs arg and compiled via addZigObject.
Unlike C, no -DSTATIC_ERLANG_NIF_LIBNAME is needed — the zig source names
its own export fn <module>_nif_init() directly. The plugin source reaches
mob-core bindings via the named imports @import("erts") / @import("jni")
that build.zig wires for plugin zig objects.

  



  
    
      
    
    
      zig_nif_sources(plugins, platform)



        
          
        

    

  


  

      

          @spec zig_nif_sources([plugin()], :ios | :android | :all) :: [String.t()]


      


Like zig_nif_sources/1 but restricted to the given platform (see nif_sources/2).

  


        

      


  

    
MobDev.Plugin.NifActivation 
    



      
Warnings for the two ways a plugin's NIF silently misses the installed app
(MOB-281).
A plugin's on_load tolerates a missing NIF, so neither case fails a build
or a boot — the first signal is {:nif_not_loaded, ...} from the first NIF
call, with nothing pointing at the cause:
	Installed but not activated. The plugin is in mix.exs deps but not
in config :mob, :plugins in mob.exs. Activation is the deliberate
second opt-in step (see MOB_PLUGINS.md), so the native build compiles
none of its NIFs. mix mob.deploy --native and mix mob.doctor name
every such device-runtime dep (not only: :dev / runtime: false) that
declares nifs: and print the exact config line.

	Activated after the last native build. The plugin is activated, but
only a BEAM-only mix mob.deploy / mix mob.push ran since, so the
installed binary predates it. Every successful native build records, per
platform, which activated plugins it compiled NIFs for
(mob_native_plugins.txt under Mix.Project.build_path/0); a
BEAM-only deploy or push compares the current activation against that
record and names the plugins the installed app was built without.


The checks themselves are advisory: warnings, never errors, and a failure to
write the record is itself only a warning. (A mob.exs that fails to load
still raises, as every mob.exs reader does — MOB-280.) The record describes the last native
build on this machine for this MIX_ENV, not what a particular device has
installed — a device last installed from another checkout or before a
mix clean can still disagree with it. A missing record (a project built
before this check existed, or a wiped _build) is reported separately from
a known stale build.
Manifests are read through MobDev.Plugin.Verify.load_verified/2, like
every other build path (MOB-74): a dep whose manifest fails verification is
never evaluated, so its NIFs are unknown and it is not reported here.

      


      
        Summary


  
    Types
  


    
      
        build_record()

      


        Per-platform plugin names compiled into the last native build.



    


    
      
        dep_manifest()

      


        {dep_name, manifest} — nil for a non-plugin dep or an unverifiable manifest.



    


    
      
        drift()

      


        One stale-build finding: the plugin, the platform, and why.



    





  
    Functions
  


    
      
        activated()

      


        The activated plugin names, non-atom entries dropped.



    


    
      
        config_line(activated, inactive)

      


        The config :mob, :plugins, [...] line that activates inactive on top of
the currently activated plugins — the whole list, so it replaces the
existing line verbatim.



    


    
      
        dep_manifests()

      


        Every dep as {name, manifest}, manifests read through
Verify.load_verified/2 (honouring :acknowledge_unsafe_plugins, like
MobDev.Plugin.activated_with_verify/0). Unverifiable manifests are nil.



    


    
      
        drift(current, recorded, platforms)

      


        Plugins activated now (current, from nif_plugins_by_platform/2) that the
recorded native build for each of platforms lacks. :not_built when that
platform has a record without the plugin; :no_record when that platform
was never recorded. Sorted by plugin, then platform.



    


    
      
        drift_warning(drift)

      


        The yellow warning block for drift/3's result, or nil when empty.



    


    
      
        inactive_nif_plugins(activated)

      


        inactive_nif_plugins/3 for this project, against the activated plugins.



    


    
      
        inactive_nif_plugins(dep_manifests, activated, runtime)

      


        Device-runtime deps that ship a manifest declaring at least one NIF but are
not in activated. runtime is the set of dep names that ship to the device
(MobDev.HotPush.runtime_lib_names/0): an only: :dev or runtime: false
dep never reaches the app, so activating it would fix nothing. Tier-0
plugins (no manifest), manifests without nifs:, and activated plugins are
never flagged. Sorted.



    


    
      
        inactive_warning(inactive, activated)

      


        The yellow warning block for inactive_nif_plugins/3's result, or nil
when it is empty. activated is the current config :mob, :plugins list;
the printed config line is that list plus the inactive plugins, so it can
replace the existing line verbatim.



    


    
      
        nif_plugins_by_platform(dep_manifests, activated)

      


        For each platform, the activated plugins whose manifest declares a NIF for
it (a NIF without :platform counts for both). Every platform is a key,
possibly with []. Names are strings, the form the record stores.



    


    
      
        node_platforms(nodes, app)

      


        The platforms of connected device nodes of the project app app, from the
node names MobDev.Device.node_name/1 builds: <app>_android[_<suffix>]@…
and <app>_ios[_<suffix>]@…. The app prefix is stripped before reading the
platform, so an app named e.g. my_ios_app isn't mistaken for iOS. Nodes of
other apps are ignored.



    


    
      
        parse_record(text)

      


        Parses the record file's text. One line per platform — the platform name
followed by the space-separated plugin names; # lines are comments.
Unknown platforms and malformed lines are ignored.



    


    
      
        put_record(record, platform, names)

      


        record with platform's entry replaced by names; other platforms kept.



    


    
      
        read_record(path)

      


        Reads the record at path; a missing or unreadable file is %{}.



    


    
      
        record_native_build(platforms)

      


        Records that a native build for each of platforms just succeeded with the
currently activated NIF plugins. Other platforms' entries are kept.



    


    
      
        record_native_build(platforms, current, path)

      


        Merges current's entries for platforms into the record at path. The
record is advisory: a write failure prints a warning and returns :ok
rather than failing the build that just succeeded.



    


    
      
        record_path()

      


        Where the native-build record lives: under Mix.Project.build_path/0.



    


    
      
        render_record(record)

      


        Renders a record as the text parse_record/1 reads.



    


    
      
        warn_inactive()

      


        Prints inactive_warning/2 for this project, if any.



    


    
      
        warn_stale_build(platforms)

      


        Prints drift_warning/1 for a BEAM-only deploy or push to platforms,
if any.



    





      


      
        Types


        


  
    
      
    
    
      build_record()



        
          
        

    

  


  

      

          @type build_record() :: %{optional(:android | :ios) => [String.t()]}


      


Per-platform plugin names compiled into the last native build.

  



  
    
      
    
    
      dep_manifest()



        
          
        

    

  


  

      

          @type dep_manifest() :: {atom(), map() | nil}


      


{dep_name, manifest} — nil for a non-plugin dep or an unverifiable manifest.

  



  
    
      
    
    
      drift()



        
          
        

    

  


  

      

          @type drift() :: {atom(), :android | :ios, :not_built | :no_record}


      


One stale-build finding: the plugin, the platform, and why.

  


        

      

      
        Functions


        


  
    
      
    
    
      activated()



        
          
        

    

  


  

      

          @spec activated() :: [atom()]


      


The activated plugin names, non-atom entries dropped.

  



  
    
      
    
    
      config_line(activated, inactive)



        
          
        

    

  


  

      

          @spec config_line([atom()], [atom()]) :: String.t()


      


The config :mob, :plugins, [...] line that activates inactive on top of
the currently activated plugins — the whole list, so it replaces the
existing line verbatim.

  



  
    
      
    
    
      dep_manifests()



        
          
        

    

  


  

      

          @spec dep_manifests() :: [dep_manifest()]


      


Every dep as {name, manifest}, manifests read through
Verify.load_verified/2 (honouring :acknowledge_unsafe_plugins, like
MobDev.Plugin.activated_with_verify/0). Unverifiable manifests are nil.

  



  
    
      
    
    
      drift(current, recorded, platforms)



        
          
        

    

  


  

      

          @spec drift(build_record(), build_record(), [:android | :ios]) :: [drift()]


      


Plugins activated now (current, from nif_plugins_by_platform/2) that the
recorded native build for each of platforms lacks. :not_built when that
platform has a record without the plugin; :no_record when that platform
was never recorded. Sorted by plugin, then platform.

  



  
    
      
    
    
      drift_warning(drift)



        
          
        

    

  


  

      

          @spec drift_warning([drift()]) :: String.t() | nil


      


The yellow warning block for drift/3's result, or nil when empty.

  



  
    
      
    
    
      inactive_nif_plugins(activated)



        
          
        

    

  


  

      

          @spec inactive_nif_plugins([atom()]) :: [atom()]


      


inactive_nif_plugins/3 for this project, against the activated plugins.

  



  
    
      
    
    
      inactive_nif_plugins(dep_manifests, activated, runtime)



        
          
        

    

  


  

      

          @spec inactive_nif_plugins([dep_manifest()], [atom()], MapSet.t(String.t())) :: [
  atom()
]


      


Device-runtime deps that ship a manifest declaring at least one NIF but are
not in activated. runtime is the set of dep names that ship to the device
(MobDev.HotPush.runtime_lib_names/0): an only: :dev or runtime: false
dep never reaches the app, so activating it would fix nothing. Tier-0
plugins (no manifest), manifests without nifs:, and activated plugins are
never flagged. Sorted.

  



  
    
      
    
    
      inactive_warning(inactive, activated)



        
          
        

    

  


  

      

          @spec inactive_warning([atom()], [atom()]) :: String.t() | nil


      


The yellow warning block for inactive_nif_plugins/3's result, or nil
when it is empty. activated is the current config :mob, :plugins list;
the printed config line is that list plus the inactive plugins, so it can
replace the existing line verbatim.

  



  
    
      
    
    
      nif_plugins_by_platform(dep_manifests, activated)



        
          
        

    

  


  

      

          @spec nif_plugins_by_platform([dep_manifest()], [atom()]) :: build_record()


      


For each platform, the activated plugins whose manifest declares a NIF for
it (a NIF without :platform counts for both). Every platform is a key,
possibly with []. Names are strings, the form the record stores.

  



  
    
      
    
    
      node_platforms(nodes, app)



        
          
        

    

  


  

      

          @spec node_platforms([node()], atom() | String.t()) :: [:android | :ios]


      


The platforms of connected device nodes of the project app app, from the
node names MobDev.Device.node_name/1 builds: <app>_android[_<suffix>]@…
and <app>_ios[_<suffix>]@…. The app prefix is stripped before reading the
platform, so an app named e.g. my_ios_app isn't mistaken for iOS. Nodes of
other apps are ignored.

  



  
    
      
    
    
      parse_record(text)



        
          
        

    

  


  

      

          @spec parse_record(String.t()) :: build_record()


      


Parses the record file's text. One line per platform — the platform name
followed by the space-separated plugin names; # lines are comments.
Unknown platforms and malformed lines are ignored.

  



  
    
      
    
    
      put_record(record, platform, names)



        
          
        

    

  


  

      

          @spec put_record(build_record(), :android | :ios, [String.t()]) :: build_record()


      


record with platform's entry replaced by names; other platforms kept.

  



  
    
      
    
    
      read_record(path)



        
          
        

    

  


  

      

          @spec read_record(Path.t()) :: build_record()


      


Reads the record at path; a missing or unreadable file is %{}.

  



  
    
      
    
    
      record_native_build(platforms)



        
          
        

    

  


  

      

          @spec record_native_build([:android | :ios]) :: :ok


      


Records that a native build for each of platforms just succeeded with the
currently activated NIF plugins. Other platforms' entries are kept.

  



  
    
      
    
    
      record_native_build(platforms, current, path)



        
          
        

    

  


  

      

          @spec record_native_build([:android | :ios], build_record(), Path.t()) :: :ok


      


Merges current's entries for platforms into the record at path. The
record is advisory: a write failure prints a warning and returns :ok
rather than failing the build that just succeeded.

  



  
    
      
    
    
      record_path()



        
          
        

    

  


  

      

          @spec record_path() :: Path.t()


      


Where the native-build record lives: under Mix.Project.build_path/0.

  



  
    
      
    
    
      render_record(record)



        
          
        

    

  


  

      

          @spec render_record(build_record()) :: String.t()


      


Renders a record as the text parse_record/1 reads.

  



  
    
      
    
    
      warn_inactive()



        
          
        

    

  


  

      

          @spec warn_inactive() :: :ok


      


Prints inactive_warning/2 for this project, if any.

  



  
    
      
    
    
      warn_stale_build(platforms)



        
          
        

    

  


  

      

          @spec warn_stale_build([:android | :ios]) :: :ok


      


Prints drift_warning/1 for a BEAM-only deploy or push to platforms,
if any.

  


        

      


  

    
MobDev.Plugin.PrivateKeyStore 
    



      
Author-side storage for the per-plugin Ed25519 private key.
Keys live at ~/.mob/keys/<plugin_name>.priv as a single line of
base64-encoded raw 32-byte key (with a trailing newline). The file
is chmod'd 0600. Plain text is intentional — plugin authors should
be able to inspect and back up the key with standard tools.
This module is author-only; hosts never need it. The host-side
trust model (TrustStore) keys off the public key fingerprint
recorded in mob.exs.

      


      
        Summary


  
    Types
  


    
      
        read_error()

      


        Errors read_key/1 can return.



    





  
    Functions
  


    
      
        key_dir()

      


        Absolute path of the directory all priv keys live in.



    


    
      
        key_path(plugin_name)

      


        Absolute path to the priv key file for plugin_name.



    


    
      
        read_key(plugin_name)

      


        Reads the priv key for plugin_name and returns the raw 32-byte
binary. Returns {:error, :missing} if the file is absent or
{:error, :malformed} if the contents don't decode to a 32-byte key.



    


    
      
        secure_mode()

      


        File mode applied to written keys (0o600 = owner read+write only).



    


    
      
        write_key(plugin_name, priv_bin)

      


        Writes the priv key for plugin_name to disk with mode 0600.



    





      


      
        Types


        


  
    
      
    
    
      read_error()



        
          
        

    

  


  

      

          @type read_error() :: :missing | :malformed


      


Errors read_key/1 can return.

  


        

      

      
        Functions


        


  
    
      
    
    
      key_dir()



        
          
        

    

  


  

      

          @spec key_dir() :: Path.t()


      


Absolute path of the directory all priv keys live in.

  



  
    
      
    
    
      key_path(plugin_name)



        
          
        

    

  


  

      

          @spec key_path(atom() | String.t()) :: Path.t()


      


Absolute path to the priv key file for plugin_name.
Always under ~/.mob/keys/. Pure (no I/O) and used by both
read_key/1 and write_key/2.

  



  
    
      
    
    
      read_key(plugin_name)



        
          
        

    

  


  

      

          @spec read_key(atom() | String.t()) ::
  {:ok, MobDev.Plugin.Crypto.priv_key()} | {:error, read_error()}


      


Reads the priv key for plugin_name and returns the raw 32-byte
binary. Returns {:error, :missing} if the file is absent or
{:error, :malformed} if the contents don't decode to a 32-byte key.

  



  
    
      
    
    
      secure_mode()



        
          
        

    

  


  

      

          @spec secure_mode() :: integer()


      


File mode applied to written keys (0o600 = owner read+write only).

  



  
    
      
    
    
      write_key(plugin_name, priv_bin)



        
          
        

    

  


  

      

          @spec write_key(atom() | String.t(), MobDev.Plugin.Crypto.priv_key()) :: :ok


      


Writes the priv key for plugin_name to disk with mode 0600.
Creates the key directory if needed. Overwrites any existing file —
callers (mix mob.plugin.keygen) gate this on a confirmation /
--force flag before invoking.

  


        

      


  

    
MobDev.Plugin.Report 
    



      
Pure transforms behind mix mob.plugins: turn discovered deps + the
activation list into report rows, and render them as a table.
Kept separate from the Mix task (which does the filesystem/config I/O) so
the classification and formatting are unit-testable without a project on disk.

      


      
        Summary


  
    Types
  


    
      
        dep()

      


        An app and its manifest: the loaded map, nil for no manifest (tier 0), or
{:unverified, reason} for a manifest that was not loaded because its
signature check failed (MobDev.Plugin.Verify.load_verified/2).



    


    
      
        row()

      


        One row of mix mob.plugins output. unverified is the verification
failure for a manifest that was refused; tier and hot-push are then unknown
(nil), since the manifest is never evaluated.



    


    
      
        vetting()

      


        Vetting summary attached to a row by with_vetting/2.



    





  
    Functions
  


    
      
        render(rows)

      


        Renders rows as a human-readable table (or a friendly empty message).



    


    
      
        render_audit(reports)

      


        Renders the output of MobDev.Plugin.Audit.audit_plugin/2 (one or more)
for mix mob.audit_plugins. Pure.



    


    
      
        rows(deps, activated)

      


        Builds sorted report rows from all deps and the activated-plugin list.



    


    
      
        with_vetting(rows, dep_dirs)

      


        Adds a :vetting summary to each activated row by running the static-analysis
audit (MobDev.Plugin.Audit.audit_plugin/2) and the capability checks
(MobDev.Plugin.Validator.activated_capability_errors/1) over the plugin's
source tree.



    





      


      
        Types


        


  
    
      
    
    
      dep()



        
          
        

    

  


  

      

          @type dep() :: {atom(), map() | nil | {:unverified, term()}}


      


An app and its manifest: the loaded map, nil for no manifest (tier 0), or
{:unverified, reason} for a manifest that was not loaded because its
signature check failed (MobDev.Plugin.Verify.load_verified/2).

  



  
    
      
    
    
      row()



        
          
        

    

  


  

      

          @type row() :: %{
  name: atom(),
  tier: 0..4 | nil,
  hot_pushable: true | false | :partial | nil,
  status: :activated | :installed,
  manifest?: boolean(),
  unverified: term() | nil,
  description: String.t() | nil,
  vetting: vetting() | nil
}


      


One row of mix mob.plugins output. unverified is the verification
failure for a manifest that was refused; tier and hot-push are then unknown
(nil), since the manifest is never evaluated.

  



  
    
      
    
    
      vetting()



        
          
        

    

  


  

      

          @type vetting() :: %{
  audit: %{
    high: non_neg_integer(),
    medium: non_neg_integer(),
    low: non_neg_integer()
  },
  capability_errors: non_neg_integer()
}


      


Vetting summary attached to a row by with_vetting/2.

  


        

      

      
        Functions


        


  
    
      
    
    
      render(rows)



        
          
        

    

  


  

      

          @spec render([row()]) :: String.t()


      


Renders rows as a human-readable table (or a friendly empty message).

  



  
    
      
    
    
      render_audit(reports)



        
          
        

    

  


  

      

          @spec render_audit([map()]) :: String.t()


      


Renders the output of MobDev.Plugin.Audit.audit_plugin/2 (one or more)
for mix mob.audit_plugins. Pure.
reports is a list of MobDev.Plugin.Audit.report() maps. Output is
ordered by plugin name; findings within a plugin are already sorted by
severity → file → line by audit_plugin/2. A trailing summary line tallies
every severity across all reports.

  



  
    
      
    
    
      rows(deps, activated)



        
          
        

    

  


  

      

          @spec rows([dep()], [atom()]) :: [row()]


      


Builds sorted report rows from all deps and the activated-plugin list.
A dep is a plugin row if it ships a manifest (loaded or refused) or is
named in config :mob, :plugins. A tier-0 plugin (no manifest) therefore
only appears once activated — otherwise it's indistinguishable from an
ordinary library dependency. Status is :activated when in the list, else
:installed (present in deps, not yet activated).

  



  
    
      
    
    
      with_vetting(rows, dep_dirs)



        
          
        

    

  


  

      

          @spec with_vetting([row()], %{required(atom()) => Path.t()}) :: [row()]


      


Adds a :vetting summary to each activated row by running the static-analysis
audit (MobDev.Plugin.Audit.audit_plugin/2) and the capability checks
(MobDev.Plugin.Validator.activated_capability_errors/1) over the plugin's
source tree.
dep_dirs is a map of plugin_name => plugin_dir (absolute path). Rows
whose plugin is not in dep_dirs (or which are :installed only — not
activated) get vetting: nil and render as a dash. This function performs
IO; pure rendering stays in render/1.

  


        

      


  

    
MobDev.Plugin.RuntimeManifest 
    



      
Builds the host's runtime plugin manifest — the device-readable record of
the activated plugins' tier-3/4 contributions.
Tiers 3 and 4 are pure-Elixir and runtime-wired: the host needs to know, on
device, which screens exist, what lifecycle/settings/notification declarations
each plugin made — but MobDev.Plugin.activated/0 is compile-time only. So at
build time this module gathers those sections (running any spec-v2
:screens_generator under the host-config audit) and emits a terms file
(priv/generated/mob_plugins.exs) that the core Mob.Plugins module reads at
boot. It mirrors the driver_tab / MobPluginBootstrap codegen pattern, but
for serializable Elixir data instead of native symbols.
Only the behavioral data lives here. Migration files and font/image assets are
physically copied into the host at build time (see native_build), not carried
in this manifest.
Everything emitted must be serializable terms — atoms, tuples, maps, strings,
integers. The manifest validator forbids closures in plugin sections so this
always holds.

      


      
        Summary


  
    Functions
  


    
      
        build(plugins)

      


        Builds the merged runtime manifest map from {plugin_dir, manifest} pairs.



    


    
      
        render(manifest)

      


        Renders the manifest map to the contents of priv/generated/mob_plugins.exs —
a self-describing .exs that evaluates back to the map.



    


    
      
        validate_generated_screens(screens, plugin_name)

      


        Validates a :screens_generator's output, raising on malformed specs.



    


    
      
        write(host_root, manifest)

      


        Writes the rendered manifest to <host_root>/priv/generated/mob_plugins.exs
and returns the path.



    





      


      
        Functions


        


  
    
      
    
    
      build(plugins)



        
          
        

    

  


  

      

          @spec build([{Path.t(), map() | nil}]) :: map()


      


Builds the merged runtime manifest map from {plugin_dir, manifest} pairs.
Static :screens and spec-v2 :screens_generator output are combined (each
tagged with its plugin); generators run under MobDev.Plugin.with_host_config_audit/3
so an undeclared host-config read fails the build.

  



  
    
      
    
    
      render(manifest)



        
          
        

    

  


  

      

          @spec render(map()) :: String.t()


      


Renders the manifest map to the contents of priv/generated/mob_plugins.exs —
a self-describing .exs that evaluates back to the map.

  



  
    
      
    
    
      validate_generated_screens(screens, plugin_name)



        
          
        

    

  


  

      

          @spec validate_generated_screens(term(), atom() | nil) :: [map()]


      


Validates a :screens_generator's output, raising on malformed specs.
A generator must return a list of %{module: atom, default_route: binary}
maps (a bare map is wrapped). This mirrors MobDev.Plugin.Manifest's static
:screens validation so generator-produced screens are held to the same
shape contract — otherwise a typo'd or wrong-typed spec would be written into
mob_plugins.exs and silently dropped at boot (Mob.Plugins.register_screens/0
pattern-matches %{module:, default_route:} and skips non-matching maps),
making the plugin's screen vanish with no build-time error.
Returns the validated screen list (without the :plugin tag, which the caller
adds). Public for testing.

  



  
    
      
    
    
      write(host_root, manifest)



        
          
        

    

  


  

      

          @spec write(Path.t(), map()) :: Path.t()


      


Writes the rendered manifest to <host_root>/priv/generated/mob_plugins.exs
and returns the path.

  


        

      


  

    
MobDev.Plugin.Scaffold 
    



      
Pure templates + name conversions behind mix mob.new_plugin.
Inputs are a snake_case plugin name (e.g. "mob_demo_widget") and a tier
(0–4). Output is a list of {relative_path, content_string} pairs the Mix
task writes to disk. All conversions live here so the task stays thin and
the templates are unit-testable without filesystem I/O.
Templates mirror the on-device-verified prototypes (mob_palette_demo t0,
mob_demo_haptic_extras t1, mob_demo_signature_pad t2,
mob_demo_kv_browser t3, mob_demo_subapp t4) so a freshly scaffolded plugin
compiles + activates by the same path the prototypes already prove.

      


      
        Summary


  
    Types
  


    
      
        file()

      


    


    
      
        tier()

      


    





  
    Functions
  


    
      
        detect_mob_dev_requirement()

      


        mob_dev_requirement/1 for the running mob_dev. Impure, like detect_mob_requirement/0.



    


    
      
        detect_mob_requirement()

      


        Resolves the mob version requirement for a freshly scaffolded plugin.



    


    
      
        files_for(tier, name, mob_req \\ "~> 0.7", mob_dev_req \\ "~> 0.7.3")

      


        Returns the file list for a given tier + name. Each entry is
{relative_path, content}. relative_path is relative to the plugin's
root directory.



    


    
      
        mob_dev_requirement(version)

      


        Builds the "~> MAJOR.MINOR.PATCH" requirement for a scaffolded plugin's
:mob_dev dep from a concrete version: at least the mob_dev that scaffolded
it (whose signing the generated release workflow relies on), within its
minor. nil yields the compiled fallback.



    


    
      
        mob_requirement(version)

      


        Builds a "~> MAJOR.MINOR" mob version requirement from a concrete version.



    


    
      
        module_name(name)

      


        Converts "mob_demo_widget" → "MobDemoWidget".



    


    
      
        sign_key_secret()

      


        Name of the GitHub repo secret the release workflow signs with.



    


    
      
        validate_name(name)

      


        Validates a plugin name (must be a snake_case atom-friendly identifier).



    


    
      
        validate_tier(t)

      


        Validates a tier (0 through 4).



    





      


      
        Types


        


  
    
      
    
    
      file()



        
          
        

    

  


  

      

          @type file() :: {Path.t(), String.t()}


      



  



  
    
      
    
    
      tier()



        
          
        

    

  


  

      

          @type tier() :: 0 | 1 | 2 | 3 | 4


      



  


        

      

      
        Functions


        


  
    
      
    
    
      detect_mob_dev_requirement()



        
          
        

    

  


  

      

          @spec detect_mob_dev_requirement() :: String.t()


      


mob_dev_requirement/1 for the running mob_dev. Impure, like detect_mob_requirement/0.

  



  
    
      
    
    
      detect_mob_requirement()



        
          
        

    

  


  

      

          @spec detect_mob_requirement() :: String.t()


      


Resolves the mob version requirement for a freshly scaffolded plugin.
Prefers the version of :mob actually resolved in the current project (so a
plugin scaffolded inside a mob 0.7.x app pins "~> 0.7"), falling back to
the compiled @fallback_mob_requirement when mob isn't loadable (scaffolding
standalone). Impure — the Mix task calls this and threads the result into
files_for/3; the templates themselves stay pure.

  



    

    

  
    
      
    
    
      files_for(tier, name, mob_req \\ "~> 0.7", mob_dev_req \\ "~> 0.7.3")



        
          
        

    

  


  

      

          @spec files_for(tier(), String.t(), String.t(), String.t()) :: [file()]


      


Returns the file list for a given tier + name. Each entry is
{relative_path, content}. relative_path is relative to the plugin's
root directory.
mob_req is the mob version requirement to embed in the generated
mix.exs and manifest; defaults to @fallback_mob_requirement. The Mix
task passes detect_mob_requirement/0 so a scaffolded plugin pins the mob
it's being generated against. mob_dev_req is the same for the dev-only
:mob_dev dep of a manifest-bearing plugin.
Tiers 1–4 ship a manifest, so hosts verify a signature over it. Those also
get the signing release setup (signing_files/1): a .gitignore that keeps
priv/mob_plugin.sig out of git, package files: that ship all of priv/,
and .github/workflows/release.yml, which signs in CI right before
mix hex.publish, so the published package carries a fresh v2 signature
over exactly what ships. Tier 0 has nothing to sign.

  



  
    
      
    
    
      mob_dev_requirement(version)



        
          
        

    

  


  

      

          @spec mob_dev_requirement(String.t() | Version.t() | nil) :: String.t()


      


Builds the "~> MAJOR.MINOR.PATCH" requirement for a scaffolded plugin's
:mob_dev dep from a concrete version: at least the mob_dev that scaffolded
it (whose signing the generated release workflow relies on), within its
minor. nil yields the compiled fallback.

  



  
    
      
    
    
      mob_requirement(version)



        
          
        

    

  


  

      

          @spec mob_requirement(String.t() | Version.t() | nil) :: String.t()


      


Builds a "~> MAJOR.MINOR" mob version requirement from a concrete version.
nil (mob not detectable) yields the compiled @fallback_mob_requirement.
Pure so the derivation is unit-testable independent of what's installed.

  



  
    
      
    
    
      module_name(name)



        
          
        

    

  


  

      

          @spec module_name(String.t()) :: String.t()


      


Converts "mob_demo_widget" → "MobDemoWidget".

  



  
    
      
    
    
      sign_key_secret()



        
          
        

    

  


  

      

          @spec sign_key_secret() :: String.t()


      


Name of the GitHub repo secret the release workflow signs with.

  



  
    
      
    
    
      validate_name(name)



        
          
        

    

  


  

      

          @spec validate_name(String.t()) :: :ok | {:error, String.t()}


      


Validates a plugin name (must be a snake_case atom-friendly identifier).

  



  
    
      
    
    
      validate_tier(t)



        
          
        

    

  


  

      

          @spec validate_tier(integer()) :: :ok | {:error, String.t()}


      


Validates a tier (0 through 4).

  


        

      


  

    
MobDev.Plugin.SelfTest 
    



      
Runs every activated plugin's Mob.Plugin.SelfTest on a device.
A plugin declares selftest: Module in its manifest; run_all/3 calls
Module.run/1 on the device's node, one plugin at a time, and returns one
entry per activated plugin. mix mob.selftest prints those as a table;
mob_ci records them per nightly cell (invariant P12).
The entry's :result is always one of the contract's three shapes:
	:pass
	{:fail, reason} — also what a self-test that raised, exited, threw,
timed out, is not on the device or returned something outside the
contract gets, and what a plugin whose manifest failed signature
verification gets. The reason says which.
	{:skip, :needs_hardware | :needs_user | reason} — including plugins
with no selftest: in their manifest (module: nil), so a plugin
without one is visible, not silently absent.


Permissions are not granted here: the node is already running, and on an
iOS simulator a privacy change can terminate the app. Callers grant
before launching the app with grant_permissions/4, as
mix mob.selftest does.

      


      
        Summary


  
    Types
  


    
      
        ctx()

      


        What a self-test is told about where it runs (Mob.Plugin.SelfTest.ctx/0).



    


    
      
        entry()

      


        One plugin's outcome. :ms is the wall time of the call on the host.



    


    
      
        grant()

      


        A granted (or attempted) permission.



    


    
      
        plugin()

      


        An activated plugin as MobDev.Plugin.activated_with_verify/0 (3-tuple) or
activated/0 (2-tuple) lists them; the first element is the plugin's name
or its dependency directory.



    





  
    Functions
  


    
      
        failures(entries)

      


        The entries whose result is {:fail, _}.



    


    
      
        grant_permissions(device, plugins, bundle_id, cmd)

      


        Grants the permissions the plugins' manifests declare to bundle_id on
device, so self-tests do not hit a system prompt. Call it before
launching the app: a simulator may terminate a running app whose privacy
settings change.



    


    
      
        run_all(node, ctx, opts \\ [])

      


        Runs the self-test of every activated plugin on node and returns an entry per plugin.



    


    
      
        summary(entries)

      


        One line: N passed, N failed, N skipped.



    


    
      
        table(entries)

      


        The table mix mob.selftest prints for one device: a header plus one
line per entry, plugin outcome ms detail.



    





      


      
        Types


        


  
    
      
    
    
      ctx()



        
          
        

    

  


  

      

          @type ctx() :: %{
  platform: :ios | :android,
  device: :simulator | :emulator | :physical
}


      


What a self-test is told about where it runs (Mob.Plugin.SelfTest.ctx/0).

  



  
    
      
    
    
      entry()



        
          
        

    

  


  

      

          @type entry() :: %{
  plugin: atom(),
  module: module() | nil,
  result: term(),
  ms: non_neg_integer()
}


      


One plugin's outcome. :ms is the wall time of the call on the host.

  



  
    
      
    
    
      grant()



        
          
        

    

  


  

      

          @type grant() :: %{
  plugin: atom(),
  permission: String.t(),
  status: :ok | {:error, String.t()}
}


      


A granted (or attempted) permission.

  



  
    
      
    
    
      plugin()



        
          
        

    

  


  

      

          @type plugin() ::
  {atom() | Path.t(), map() | nil} | {atom() | Path.t(), map() | nil, term()}


      


An activated plugin as MobDev.Plugin.activated_with_verify/0 (3-tuple) or
activated/0 (2-tuple) lists them; the first element is the plugin's name
or its dependency directory.

  


        

      

      
        Functions


        


  
    
      
    
    
      failures(entries)



        
          
        

    

  


  

      

          @spec failures([entry()]) :: [entry()]


      


The entries whose result is {:fail, _}.

  



  
    
      
    
    
      grant_permissions(device, plugins, bundle_id, cmd)



        
          
        

    

  


  

      

          @spec grant_permissions(MobDev.Device.t(), [plugin()], String.t(), (String.t(),
                                                              [String.t()] ->
                                                                {String.t(),
                                                                 integer()})) ::
  [
    grant()
  ]


      


Grants the permissions the plugins' manifests declare to bundle_id on
device, so self-tests do not hit a system prompt. Call it before
launching the app: a simulator may terminate a running app whose privacy
settings change.
	Android emulator: each android.permissions entry via
adb -s <serial> shell pm grant. Only runtime permissions are
grantable; a normal or signature permission answers with an error,
which is recorded, not raised.
	iOS simulator: each permissions: [%{capability: cap}] whose
capability maps to a simctl privacy service.
	Physical devices: nothing is granted (returns []); a self-test that
needs a permission the user has not given skips with :needs_user.

Returns one grant/0 per attempt. cmd is fn exe, argv -> {output, status} end.

  



    

  
    
      
    
    
      run_all(node, ctx, opts \\ [])



        
          
        

    

  


  

      

          @spec run_all(node(), ctx(), keyword()) :: [entry()]


      


Runs the self-test of every activated plugin on node and returns an entry per plugin.
Options:
	:plugins — plugin/0 list (default:
MobDev.Plugin.activated_with_verify/0, read from the host project's
mob.exs and deps). A plugin whose manifest failed verification is a
{:fail, _} entry; one with no manifest (tier 0) is a skip.
	:timeout_ms — per self-test (default 30000). A test
still running at the deadline is killed on the device, so the next
plugin's test never runs beside it.
	:boot_timeout_ms — how long to wait for the plugins' OTP applications
to be started on the node before the first test (default 15000). mob
starts them after the node is up, so a run right after a relaunch
would otherwise test a plugin whose supervisor is not there yet. A
plugin whose application never starts is tested anyway and reports it.


  



  
    
      
    
    
      summary(entries)



        
          
        

    

  


  

      

          @spec summary([entry()]) :: String.t()


      


One line: N passed, N failed, N skipped.

  



  
    
      
    
    
      table(entries)



        
          
        

    

  


  

      

          @spec table([entry()]) :: [String.t()]


      


The table mix mob.selftest prints for one device: a header plus one
line per entry, plugin outcome ms detail.

  


        

      


  

    
MobDev.Plugin.Sign 
    



      
Author-side signing workflow for mob plugins.
Produces priv/mob_plugin.sig for a plugin directory by:
	Loading the manifest (priv/mob_plugin.exs).
	Computing SHA-256 hashes for every file the native build reads from
the plugin (build_inputs/2), including the manifest bytes
themselves, plus the build-input coverage marker (see below).
	Building the canonical payload (sorted file hashes + envelope
version).
	Signing the canonical encoding of the payload via Crypto.sign/2.
	Writing a binary priv/mob_plugin.sig containing the signature
and the signed file_hashes list, so verifiers can check
integrity without needing to Code.eval_file the manifest first
(see MOB-74).

build_inputs/2, compute_file_hashes/2 and build_payload/1 are
exposed for tests and for Verify; they are deterministic given their
inputs and the plugin directory's contents.
Envelope versions
	v1 (deprecated, MOB-74) — payload was %{manifest: <map>, file_hashes: [...]} and the envelope on disk carried only the
signature. Verifiers needed the eval'd manifest map to rebuild the
payload, so the eval had to run before verification could —
letting a malicious priv/mob_plugin.exs execute arbitrary code
at build time. Refused by MobDev.Plugin.Verify since mob_dev
0.7.2 (the MOB-287 transition that accepted some Hex plugins was
removed by MOB-301). Never produced any more.
	v2 (current) — payload is %{file_hashes: [...], envelope_version: 2}; file_hashes includes
priv/mob_plugin.exs; envelope on disk embeds file_hashes
alongside the signature. Verifiers can check every on-disk file
against the signed hashes without touching the manifest map, so
verification is safe to run before eval.

Build-input coverage (MOB-297)
Signatures made before MOB-297 listed only some of the files the build
reads (a native_dir was filtered to .c/.h/.cpp/.zig, so every
iOS .m NIF was unsigned, and cpp_archive sources were skipped), and
the verifier checked only listed files. A signature now lists every
build_inputs/2 file and a coverage marker entry — a file_hashes
entry for a path that never exists, hashed as empty bytes. Because the
marker is inside the signed list it cannot be stripped, and a verifier
that sees it also requires every build input to be listed. mob_dev 0.7.2
rehashes the marker path, finds nothing, gets the empty-bytes hash and
accepts it, so hosts that have not upgraded still verify new signatures.
See decisions/2026-09-30-plugin-signature-coverage.md.

      


      
        Summary


  
    Types
  


    
      
        file_hash()

      


        SHA-256 digest of a single file (raw 32-byte binary).



    


    
      
        file_hashes()

      


        Sorted list of {relative_path, sha256} tuples.



    


    
      
        rel_path()

      


        Relative path inside the plugin directory.



    





  
    Functions
  


    
      
        build_inputs(plugin_dir, manifest)

      


        Plugin-relative paths of every file the native build reads from the
plugin, sorted. The signer lists all of them; a verifier seeing the
coverage marker refuses a signature that omits any.



    


    
      
        build_payload(file_hashes)

      


        Builds the canonical payload term that gets signed.



    


    
      
        compute_file_hashes(plugin_dir, manifest)

      


        Returns the relative-path-sorted {relative_path, sha256} list a new
signature carries: every build_inputs/2 file plus the coverage marker.



    


    
      
        declares_build_input_coverage?(file_hashes)

      


        True when a signed file_hashes list carries the build-input coverage
marker, i.e. the signer listed every build_inputs/2 file.



    


    
      
        envelope_version()

      


        Current signing envelope version.



    


    
      
        manifest_path(plugin_dir)

      


        Relative path inside a plugin dir where the manifest lives.



    


    
      
        sign_plugin(plugin_dir, priv_key)

      


        Signs plugin_dir and writes priv/mob_plugin.sig.



    


    
      
        signature_path(plugin_dir)

      


        Relative path inside a plugin dir where the signature lives.



    





      


      
        Types


        


  
    
      
    
    
      file_hash()



        
          
        

    

  


  

      

          @type file_hash() :: binary()


      


SHA-256 digest of a single file (raw 32-byte binary).

  



  
    
      
    
    
      file_hashes()



        
          
        

    

  


  

      

          @type file_hashes() :: [{rel_path(), file_hash()}]


      


Sorted list of {relative_path, sha256} tuples.

  



  
    
      
    
    
      rel_path()



        
          
        

    

  


  

      

          @type rel_path() :: String.t()


      


Relative path inside the plugin directory.

  


        

      

      
        Functions


        


  
    
      
    
    
      build_inputs(plugin_dir, manifest)



        
          
        

    

  


  

      

          @spec build_inputs(Path.t(), map() | nil) :: [rel_path()]


      


Plugin-relative paths of every file the native build reads from the
plugin, sorted. The signer lists all of them; a verifier seeing the
coverage marker refuses a signature that omits any.
Derived from the same MobDev.Plugin.Merge gatherers the build uses,
called with an empty plugin dir so they return the declared relative
paths:
	priv/mob_plugin.exs itself (evaluated by every consumer).
	ios.swift_files, android.bridge_kt, android.res_files.
	Every compiled C-family source: each C / ObjC / Zig NIF's primary
source (<native_dir>/<module>.<ext>, default native_dir applied),
android.jni_source, and lang: :cpp_archive sources: — and every
file under each one's directory, whatever its extension, because a
quoted #include/@import resolves there first.
	migrations.migrations_dir/*.exs (copied into the host and run on
device), assets.fonts, assets.images, default_font.file.

Not covered: {:dep, app, path} entries (another package's files) and
cpp_archive includes: roots. An include root can be provisioned on
the host at build time rather than shipped — mob_nx_eigen's
eigen-3.4.0 is downloaded into the plugin's own tree by its Mix
compiler — so its contents cannot be signed, and requiring them listed
would refuse the plugin on every host that has compiled it. Headers a
plugin ships belong beside its sources, where they are covered.
Directory expansion skips dotfiles: they are editor/OS litter
(.DS_Store appears on hosts that browse deps/ in Finder), and
requiring them listed would fail verification for a harmless file.
A symlink is listed as an entry and never followed. priv/mob_plugin.sig
is never an input.

  



  
    
      
    
    
      build_payload(file_hashes)



        
          
        

    

  


  

      

          @spec build_payload(file_hashes()) :: map()


      


Builds the canonical payload term that gets signed.
Shape:
%{
  file_hashes: [{rel_path, sha256}, ...],
  envelope_version: 2
}
Authoritative for what's inside the signature — any new field added
here needs both author and host updates.
Note that the payload no longer includes the manifest term itself
(see MOB-74). The manifest is one of the files hashed in
file_hashes, so its bytes are covered — and dropping the map from
the payload lets Verify recompute the payload without eval'ing
the manifest first.

  



  
    
      
    
    
      compute_file_hashes(plugin_dir, manifest)



        
          
        

    

  


  

      

          @spec compute_file_hashes(Path.t(), map() | nil) :: file_hashes()


      


Returns the relative-path-sorted {relative_path, sha256} list a new
signature carries: every build_inputs/2 file plus the coverage marker.
Missing files hash as empty bytes (see sha256!/1) —
Validator.validate_plugin/3 refuses to publish a plugin with missing
declared paths, and a missing file that later appears no longer matches.

  



  
    
      
    
    
      declares_build_input_coverage?(file_hashes)



        
          
        

    

  


  

      

          @spec declares_build_input_coverage?(file_hashes()) :: boolean()


      


True when a signed file_hashes list carries the build-input coverage
marker, i.e. the signer listed every build_inputs/2 file.

  



  
    
      
    
    
      envelope_version()



        
          
        

    

  


  

      

          @spec envelope_version() :: integer()


      


Current signing envelope version.

  



  
    
      
    
    
      manifest_path(plugin_dir)



        
          
        

    

  


  

      

          @spec manifest_path(Path.t()) :: Path.t()


      


Relative path inside a plugin dir where the manifest lives.

  



  
    
      
    
    
      sign_plugin(plugin_dir, priv_key)



        
          
        

    

  


  

      

          @spec sign_plugin(Path.t(), MobDev.Plugin.Crypto.priv_key()) :: :ok | {:error, term()}


      


Signs plugin_dir and writes priv/mob_plugin.sig.
Orchestrates the full author workflow: loads the manifest (to know
which files it references), computes file hashes (including the
manifest bytes themselves), builds the v2 payload, signs it, wraps
the signature and the file_hashes list in the envelope binary,
and writes the file. Returns :ok on success or {:error, reason}
if the manifest is missing/invalid.
The envelope carries file_hashes on disk so Verify.verify_plugin/1
can check tampering without needing to Code.eval_file the manifest
first — see MOB-74.

  



  
    
      
    
    
      signature_path(plugin_dir)



        
          
        

    

  


  

      

          @spec signature_path(Path.t()) :: Path.t()


      


Relative path inside a plugin dir where the signature lives.

  


        

      


  

    
MobDev.Plugin.SignatureGate 
    



      
Host-side build-time gate: runs Verify.verify_plugin/2 + the
TrustStore check across every activated plugin and refuses the
build on any failure.
This is the Phase 2 cryptographic counterpart to the capability
drift check in Validator. Both run at the same hook point inside
Validator.raise_on_capability_drift!/1 so the iOS-sim, iOS-device,
and Android paths all enforce them as a one-liner.
Three distinct failure modes are surfaced (per MOB_PLUGIN_SECURITY.md,
Phase 2):
	Missing signature — author hasn't run mix mob.plugin.sign.
Suppressible per-plugin via config :mob, :acknowledge_unsafe_plugins
with a persistent banner.
	Invalid signature — sig is present but doesn't verify; the
manifest or sources have been tampered with after signing. Not
suppressible.
	Untrusted fingerprint — signature verifies but the public key
isn't in config :mob, :trusted_plugins (or is a different key
from the trusted one, the key-rotation case). Not suppressible;
user must run mix mob.plugin.trust <name>.

A legacy v1 envelope is refused (:envelope_v1_unsupported). Not
suppressible; the message tells the user to mix deps.update the plugin
to a v2-signed release.

      


      
        Summary


  
    Types
  


    
      
        gate_error()

      


        Errors check_plugin/2 can return.



    





  
    Functions
  


    
      
        acknowledged_unsafe(project_dir \\ File.cwd!())

      


        The list of plugin names the consumer has opted into loading unsigned via
:acknowledge_unsafe_plugins (in Application env or mob.exs).



    


    
      
        check_activated(plugins)

      


        Runs the signature + trust check across plugins (the
MobDev.Plugin.activated/0 shape — [{plugin_dir, manifest}]).



    


    
      
        check_activated(plugins, trust_map, acknowledged)

      


        Pure variant of check_activated/1 for tests.



    


    
      
        maybe_print_unsafe_banner(plugins)

      


        Prints a stderr banner when any activated plugin is allowed only via
:acknowledge_unsafe_plugins. Idempotent within a single Mix invocation
in spirit — the banner fires every time it's called, so callers should
invoke it once per build.



    


    
      
        raise_on_signature_drift!(plugins)

      


        Runs check_activated/1 and raises a Mix.raise/1 with a clear,
actionable message when any plugin fails. No-op on success.



    





      


      
        Types


        


  
    
      
    
    
      gate_error()



        
          
        

    

  


  

      

          @type gate_error() ::
  {:missing_signature, atom()}
  | {:missing_pubkey, atom()}
  | {:invalid_signature, atom()}
  | {:envelope_v1_unsupported, atom()}
  | {:untrusted, atom(), MobDev.Plugin.Crypto.fingerprint(),
     MobDev.Plugin.Crypto.fingerprint() | nil}


      


Errors check_plugin/2 can return.

  


        

      

      
        Functions


        


    

  
    
      
    
    
      acknowledged_unsafe(project_dir \\ File.cwd!())



        
          
        

    

  


  

      

          @spec acknowledged_unsafe(Path.t()) :: [atom()]


      


The list of plugin names the consumer has opted into loading unsigned via
:acknowledge_unsafe_plugins (in Application env or mob.exs).
Exposed so MobDev.Plugin.activated/0 can pass
acknowledged_unsafe: true into Verify.load_verified/2 for these
plugins — otherwise a missing signature would silently strip the plugin
from the build (its manifest fields would never merge into the app),
producing "acknowledged" plugins that actually contribute nothing.
See MOB-74's pre-merge review. A mob.exs that fails to evaluate raises
rather than reading as "nothing acknowledged" (MOB-280).

  



  
    
      
    
    
      check_activated(plugins)



        
          
        

    

  


  

      

          @spec check_activated([{Path.t(), map() | nil}]) :: :ok | {:error, [gate_error()]}


      


Runs the signature + trust check across plugins (the
MobDev.Plugin.activated/0 shape — [{plugin_dir, manifest}]).
Returns :ok when every plugin verifies AND is trusted (or, for
missing signatures, is listed in config :mob, :acknowledge_unsafe_plugins).
Returns {:error, errors} otherwise — a list of gate_error/0 tagged
by plugin name.
Reads the trust map from mob.exs (via TrustStore.load_trusted_plugins/0)
and the acknowledgement list from :mob's Application env or mob.exs.
Pass the trust_map + acknowledged list explicitly via
check_activated/3 from tests that need isolation.

  



  
    
      
    
    
      check_activated(plugins, trust_map, acknowledged)



        
          
        

    

  


  

      

          @spec check_activated(
  [{Path.t(), map() | nil}],
  MobDev.Plugin.TrustStore.trust_map(),
  [atom()]
) ::
  :ok | {:error, [gate_error()]}


      


Pure variant of check_activated/1 for tests.

  



  
    
      
    
    
      maybe_print_unsafe_banner(plugins)



        
          
        

    

  


  

      

          @spec maybe_print_unsafe_banner([{Path.t(), map() | nil}]) :: :ok


      


Prints a stderr banner when any activated plugin is allowed only via
:acknowledge_unsafe_plugins. Idempotent within a single Mix invocation
in spirit — the banner fires every time it's called, so callers should
invoke it once per build.

  



  
    
      
    
    
      raise_on_signature_drift!(plugins)



        
          
        

    

  


  

      

          @spec raise_on_signature_drift!([{Path.t(), map() | nil}]) :: :ok


      


Runs check_activated/1 and raises a Mix.raise/1 with a clear,
actionable message when any plugin fails. No-op on success.

  


        

      


  

    
MobDev.Plugin.TrustStore 
    



      
Reads + writes the config :mob, :trusted_plugins, %{...} entry in mob.exs.
Trust is per-host: each host project records which plugin fingerprints
it trusts in its own mob.exs. There is no central registry; the
initial trust is established once via mix mob.plugin.trust <name>.
The on-disk shape is:
config :mob, :trusted_plugins, %{
  mob_foo: "ed25519:abc...=",
  mob_bar: "ed25519:def...="
}
Mutations (add_trust/2, remove_trust/1) work line-by-line over
the existing mob.exs so unrelated config and user comments are
preserved. mob.exs is the source of truth — load_trusted_plugins/0
reads it via Config.Reader.read! exactly like the activation
reader in MobDev.Plugin.activated_names/0.

      


      
        Summary


  
    Types
  


    
      
        trust_map()

      


        Map of plugin name to "ed25519:<base64>" fingerprint.



    





  
    Functions
  


    
      
        add_trust(name, pub_bin)

      


        Writes name => Crypto.fingerprint(pub_bin) into mob.exs.



    


    
      
        add_trust(name, pub_bin, project_dir)

      


        Variant of add_trust/2 that targets project_dir.



    


    
      
        load_trusted_plugins()

      


        Reads config :mob, :trusted_plugins from mob.exs in the cwd.



    


    
      
        load_trusted_plugins(project_dir)

      


        Variant of load_trusted_plugins/0 that reads from project_dir.



    


    
      
        remove_trust(name)

      


        Removes the trust entry for name from mob.exs.



    


    
      
        remove_trust(name, project_dir)

      


        Variant of remove_trust/1 that targets project_dir.



    


    
      
        trusted?(name, pub_bin)

      


        Returns true if the stored fingerprint for name matches pub_bin.



    


    
      
        trusted?(name, pub_bin, trust_map)

      


        Variant of trusted?/2 that takes the trust map as input (pure).



    





      


      
        Types


        


  
    
      
    
    
      trust_map()



        
          
        

    

  


  

      

          @type trust_map() :: %{required(atom()) => String.t()}


      


Map of plugin name to "ed25519:<base64>" fingerprint.

  


        

      

      
        Functions


        


  
    
      
    
    
      add_trust(name, pub_bin)



        
          
        

    

  


  

      

          @spec add_trust(atom(), MobDev.Plugin.Crypto.pub_key()) :: :ok | {:error, term()}


      


Writes name => Crypto.fingerprint(pub_bin) into mob.exs.
Preserves unrelated config and user comments by editing the file
line-by-line rather than regenerating it. Idempotent: writing the
same fingerprint a second time is a no-op. Replaces an existing
entry on key rotation. Adds the config :mob, :trusted_plugins, …
line at the end of the file when no entry exists yet.

  



  
    
      
    
    
      add_trust(name, pub_bin, project_dir)



        
          
        

    

  


  

      

          @spec add_trust(atom(), MobDev.Plugin.Crypto.pub_key(), Path.t()) ::
  :ok | {:error, term()}


      


Variant of add_trust/2 that targets project_dir.

  



  
    
      
    
    
      load_trusted_plugins()



        
          
        

    

  


  

      

          @spec load_trusted_plugins() :: trust_map()


      


Reads config :mob, :trusted_plugins from mob.exs in the cwd.
Returns an empty map when the key is unset or the file is missing. A
mob.exs that fails to evaluate raises the reader's error (MOB-280) —
reading it as "nothing trusted" would fail the signature gate with a
misleading "untrusted" error, and add_trust/3 would rewrite the file
from an empty map.

  



  
    
      
    
    
      load_trusted_plugins(project_dir)



        
          
        

    

  


  

      

          @spec load_trusted_plugins(Path.t()) :: trust_map()


      


Variant of load_trusted_plugins/0 that reads from project_dir.

  



  
    
      
    
    
      remove_trust(name)



        
          
        

    

  


  

      

          @spec remove_trust(atom()) :: :ok


      


Removes the trust entry for name from mob.exs.

  



  
    
      
    
    
      remove_trust(name, project_dir)



        
          
        

    

  


  

      

          @spec remove_trust(atom(), Path.t()) :: :ok


      


Variant of remove_trust/1 that targets project_dir.

  



  
    
      
    
    
      trusted?(name, pub_bin)



        
          
        

    

  


  

      

          @spec trusted?(atom(), MobDev.Plugin.Crypto.pub_key()) :: boolean()


      


Returns true if the stored fingerprint for name matches pub_bin.
A plugin with no trust entry is not trusted. A plugin with a stored
fingerprint different from Crypto.fingerprint(pub_bin) is not
trusted (key rotation event — caller is expected to surface this
separately).

  



  
    
      
    
    
      trusted?(name, pub_bin, trust_map)



        
          
        

    

  


  

      

          @spec trusted?(atom(), MobDev.Plugin.Crypto.pub_key(), trust_map()) :: boolean()


      


Variant of trusted?/2 that takes the trust map as input (pure).

  


        

      


  

    
MobDev.Plugin.Validator 
    



      
Validates plugin manifests, in two stages (see MOB_PLUGINS.md).
Single-plugin (validate_plugin/3, behind mix mob.validate_plugin): a
plugin author's pre-publish check — required fields, referenced files exist,
mob_version satisfied by the installed mob, plus advisory warnings.
Cross-plugin (cross_validate/1, run by mob_dev when activating): the
collision checks that only make sense across the set of activated plugins —
no two may claim the same component atom, screen route, or migration namespace.
Every result is %{errors: [...], warnings: [...]}. Errors fail loud;
warnings are advisory. Both stages are pure given their inputs (the only I/O
is File.exists?/1 for path checks, isolated in validate_plugin/3).

      


      
        Summary


  
    Types
  


    
      
        result()

      


    





  
    Functions
  


    
      
        activated_capability_errors(plugins)

      


        Activation-time capability check across every activated plugin.



    


    
      
        conflict_surface()

      


        The cross-plugin conflict surface: every MobDev.Plugin.Merge gatherer
(each combines N plugins' manifest contributions into one space) classified by
what happens when two plugins clash. The map is keyed by the Merge gatherer
name, and conflict_surface_test asserts it covers every public gatherer —
so a new shared-resource field can't be added without classifying its conflict
behavior here (the systematic guarantee that multiples compose safely).



    


    
      
        cross_validate(plugins, opts \\ [])

      


        Cross-plugin collision validation across the activated set.



    


    
      
        host_plist_keys(path)

      


        The top-level keys an Info.plist sets ([] when the file is absent or
unparseable, which keeps every collision an error). The XML is parsed
structurally (MobDev.IosLayoutPlist.top_level_keys/1); a binary plist is
converted with plutil first when it is available.



    


    
      
        raise_on_capability_drift!(plugins)

      


        Runs activated_capability_errors/1 and raises a Mix.raise/1 (with a
user-readable bullet list) when any plugin's source references a
capability not in its manifest. No-op when every plugin is clean.



    


    
      
        raise_on_cross_plugin_conflicts!(plugins)

      


        Runs cross_validate/2 over the activated {plugin_dir, manifest} pairs and
Mix.raise/1s on any collision, so a native build stops before codegen
instead of letting one plugin's registration silently overwrite another's.
Info.plist keys the project's own ios/Info.plist already sets are exempt
(the project's value wins; see cross_validate/2).



    


    
      
        referenced_paths(manifest)

      


        Collects the file paths a manifest references, relative to the plugin root.



    


    
      
        validate_android_permissions(manifest, plugin_dir)

      


        Verifies every <uses-permission android:name="X"/> declared in
AndroidManifest.xml fragments under the plugin's tree appears in
manifest.android.permissions.



    


    
      
        validate_plugin(manifest, plugin_dir, installed_mob_version \\ nil)

      


        Single-plugin validation, run from the plugin's own project directory.



    


    
      
        validate_swift_imports(manifest, plugin_dir)

      


        Verifies every import X in the plugin's Swift sources resolves to either
a base iOS framework or one declared in manifest.ios.frameworks.



    





      


      
        Types


        


  
    
      
    
    
      result()



        
          
        

    

  


  

      

          @type result() :: %{errors: [String.t()], warnings: [String.t()]}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      activated_capability_errors(plugins)



        
          
        

    

  


  

      

          @spec activated_capability_errors([{Path.t(), map() | nil}]) :: [String.t()]


      


Activation-time capability check across every activated plugin.
plugins is the MobDev.Plugin.activated/0 shape — a list of
{plugin_dir, manifest} pairs. For each plugin, runs
validate_swift_imports/2 and validate_android_permissions/2 and
returns the flattened error list, each entry prefixed with the
plugin's :name so the user can tell which plugin tripped.
Empty list means every activated plugin's source matches its manifest's
declared capability surface. The build hooks this into iOS + Android
builds via raise_on_capability_drift!/1, which raises a Mix.raise/1
with the full list when any drift is found.

  



  
    
      
    
    
      conflict_surface()



        
          
        

    

  


  

      

          @spec conflict_surface() :: %{required(atom()) => tuple()}


      


The cross-plugin conflict surface: every MobDev.Plugin.Merge gatherer
(each combines N plugins' manifest contributions into one space) classified by
what happens when two plugins clash. The map is keyed by the Merge gatherer
name, and conflict_surface_test asserts it covers every public gatherer —
so a new shared-resource field can't be added without classifying its conflict
behavior here (the systematic guarantee that multiples compose safely).
Kinds:
	{:collision, [{label, extractor}]} — two plugins contributing the same
value is a build error. extractor returns the values one manifest claims.
	{:namespaced, reason} — per-plugin namespaced; no cross-plugin collision.
	{:union, reason} — set-union semantics; duplicates are harmless.
	{:build_time, reason} — collision is caught later in the native build
(e.g. font/migration planners in MobDev.Plugin.Assets), not here.
	{:derived, reason} — returns values derived from another classified field;
introduces no new namespace of its own.


  



    

  
    
      
    
    
      cross_validate(plugins, opts \\ [])



        
          
        

    

  


  

      

          @spec cross_validate(
  [{atom() | Path.t(), map() | nil}],
  keyword()
) :: result()


      


Cross-plugin collision validation across the activated set.
plugins is a list of {name, manifest} for the activated plugins (tier-0
no-manifest plugins, i.e. manifest == nil, contribute nothing and are
ignored). The first element identifies the plugin in error messages: a
plugin directory (as MobDev.Plugin.activated/0 returns) is reported as its
priv/mob_plugin.exs path, anything else via inspect/1.
Options:
	:host_plist_keys — the keys the host's own ios/Info.plist sets. For a
scalar value the host's wins over every plugin's (plugin keys only fill
gaps), so two plugins declaring one of these keys is not a conflict:
neither value lands. A key any plugin declares as an array still
conflicts: arrays merge into the host's array instead of yielding to it.


  



  
    
      
    
    
      host_plist_keys(path)



        
          
        

    

  


  

      

          @spec host_plist_keys(Path.t()) :: [String.t()]


      


The top-level keys an Info.plist sets ([] when the file is absent or
unparseable, which keeps every collision an error). The XML is parsed
structurally (MobDev.IosLayoutPlist.top_level_keys/1); a binary plist is
converted with plutil first when it is available.

  



  
    
      
    
    
      raise_on_capability_drift!(plugins)



        
          
        

    

  


  

      

          @spec raise_on_capability_drift!([{Path.t(), map() | nil}]) :: :ok


      


Runs activated_capability_errors/1 and raises a Mix.raise/1 (with a
user-readable bullet list) when any plugin's source references a
capability not in its manifest. No-op when every plugin is clean.
Lives in the validator (not NativeBuild) so the iOS-sim and iOS-device
build paths can both call it as a one-liner, and so it stays unit-testable.
Also runs the Phase 2 signature gate
(MobDev.Plugin.SignatureGate.raise_on_signature_drift!/1) at the top
— fails fast on a tampered or untrusted plugin before any capability
analysis runs. The unsigned-plugin banner is printed afterwards so it
surfaces on every successful invocation.

  



  
    
      
    
    
      raise_on_cross_plugin_conflicts!(plugins)



        
          
        

    

  


  

      

          @spec raise_on_cross_plugin_conflicts!([{Path.t(), map() | nil}]) :: :ok


      


Runs cross_validate/2 over the activated {plugin_dir, manifest} pairs and
Mix.raise/1s on any collision, so a native build stops before codegen
instead of letting one plugin's registration silently overwrite another's.
Info.plist keys the project's own ios/Info.plist already sets are exempt
(the project's value wins; see cross_validate/2).

  



  
    
      
    
    
      referenced_paths(manifest)



        
          
        

    

  


  

      

          @spec referenced_paths(map() | nil) :: [String.t()]


      


Collects the file paths a manifest references, relative to the plugin root.
Pure. Covers the concrete file declarations (nifs.native_dir,
android.bridge_kt, android.jni_source, ios.swift_files). Component
view_module/composable are type/function names, not paths, so they are
not included here.

  



  
    
      
    
    
      validate_android_permissions(manifest, plugin_dir)



        
          
        

    

  


  

      

          @spec validate_android_permissions(map() | nil, Path.t()) :: [String.t()]


      


Verifies every <uses-permission android:name="X"/> declared in
AndroidManifest.xml fragments under the plugin's tree appears in
manifest.android.permissions.
Scope (deliberate): scans priv/native/android/**/*.xml for
<uses-permission/> entries — declarations the plugin author explicitly
wrote. Does not attempt to infer permissions from Kotlin/Java API usage
(the static-analysis rabbit hole MOB_PLUGIN_SECURITY.md warns against).
Returns [] when the plugin ships no AndroidManifest fragment.

  



    

  
    
      
    
    
      validate_plugin(manifest, plugin_dir, installed_mob_version \\ nil)



        
          
        

    

  


  

      

          @spec validate_plugin(map() | nil, Path.t(), String.t() | nil) :: result()


      


Single-plugin validation, run from the plugin's own project directory.
installed_mob_version is the version of :mob resolved in the plugin's
deps (a string), or nil to skip the compatibility check.

  



  
    
      
    
    
      validate_swift_imports(manifest, plugin_dir)



        
          
        

    

  


  

      

          @spec validate_swift_imports(map() | nil, Path.t()) :: [String.t()]


      


Verifies every import X in the plugin's Swift sources resolves to either
a base iOS framework or one declared in manifest.ios.frameworks.
See MOB_PLUGIN_SECURITY.md (Layer 2 — capability enforcement at compile
time): the manifest is the contract; the plugin's source cannot reach for a
framework that isn't manifest-declared. Catches drift at validate time
rather than at link time, where the error points at the linker invocation
and not at the manifest that produced it.
Returns a list of error strings (empty when the manifest passes). Skips
plugins with no ios.swift_files. Files referenced by the manifest but
missing on disk are flagged by add_path_errors/3, not here — this check
only opens files that exist.

  


        

      


  

    
MobDev.Plugin.Verify 
    



      
Host-side signature verification for activated mob plugins.
Given a plugin directory, this module:
	Loads priv/mob_plugin.sig (the signed envelope).
	Loads priv/mob_plugin.pub (the plugin author's public key).
	Rebuilds the canonical payload from the envelope's embedded
file_hashes list and runs Crypto.verify/3 — proving the
envelope on disk came from the author.
	Re-hashes each file the envelope declares and compares against the
signed hash — proving the on-disk state has not been tampered with
since the author signed it.
	When the signed list carries the build-input coverage marker
(MOB-297, see Sign), evaluates the now-verified manifest and
requires every Sign.build_inputs/2 file to be listed — proving no
file the build reads was added outside the signature. Envelopes
without the marker (signed before MOB-297) skip this step.

Because the envelope carries file_hashes on disk (v2, see
Sign moduledoc for the version history), steps 1–4 do not need the
eval'd manifest map — so the safe order is verify → then eval, and
step 5's eval runs only on manifest bytes that already matched their
signed hash. This closes the MOB-74 class of bug where a malicious
priv/mob_plugin.exs could execute arbitrary code during plugin
activation because the eval ran before the signature check.
Failure modes are distinguished:
	:missing_signature — no priv/mob_plugin.sig.
	:missing_pubkey — no priv/mob_plugin.pub.
	:invalid_signature — sig present but doesn't verify, or on-disk
files no longer match the signed hashes (tamper detected), or a
build input is missing from a coverage-marked signature (or its
manifest cannot be evaluated to check), or the envelope is malformed.
	:envelope_v1_unsupported — a legacy v1 envelope was found. v1
verification required the eval'd manifest to rebuild the payload,
which is the very bug we are closing, so every v1 envelope is refused
without evaluating anything (MOB-301 removed the MOB-287 transition
that accepted some). Consumers mix deps.update <plugin> to a
v2-signed release; authors re-sign with mix mob.plugin.sign on
mob_dev 0.7.2 or later.

Trust (mapping a verified public key to "the host operator approved
it") lives in TrustStore and is layered on top of this module.

      


      
        Summary


  
    Types
  


    
      
        envelope()

      


        A decoded v2 envelope.



    


    
      
        envelope_error()

      


        Errors load_envelope/1 can return.



    


    
      
        pubkey_error()

      


        Errors load_pubkey/1 can return.



    


    
      
        verify_error()

      


        Errors verify_plugin/1 can return.



    





  
    Functions
  


    
      
        load_envelope(plugin_dir)

      


        Loads and decodes the signature envelope from priv/mob_plugin.sig.



    


    
      
        load_pubkey(plugin_dir)

      


        Loads the raw 32-byte public key from priv/mob_plugin.pub.



    


    
      
        load_signature(plugin_dir)

      


        Back-compat shim for mob 0.8.x and the SignatureGate.maybe_print_unsafe_banner/1
path, both of which used the v1 helper that returned just the raw
signature. Now returns the same 64-byte signature but extracted from a v2
envelope. Callers that need the full envelope should use load_envelope/1.



    


    
      
        load_verified(plugin_dir, opts \\ [])

      


        Verifies the plugin, then loads and evaluates the manifest.



    


    
      
        verify_plugin(plugin_dir)

      


        Verifies that the plugin in plugin_dir has a valid v2 signature and
that the on-disk files match what the author signed.



    





      


      
        Types


        


  
    
      
    
    
      envelope()



        
          
        

    

  


  

      

          @type envelope() :: %{
  signature: MobDev.Plugin.Crypto.signature(),
  file_hashes: MobDev.Plugin.Sign.file_hashes(),
  envelope_version: 2
}


      


A decoded v2 envelope.

  



  
    
      
    
    
      envelope_error()



        
          
        

    

  


  

      

          @type envelope_error() :: :missing | :corrupt | :envelope_v1_unsupported


      


Errors load_envelope/1 can return.

  



  
    
      
    
    
      pubkey_error()



        
          
        

    

  


  

      

          @type pubkey_error() :: :missing | :malformed


      


Errors load_pubkey/1 can return.

  



  
    
      
    
    
      verify_error()



        
          
        

    

  


  

      

          @type verify_error() ::
  :missing_signature
  | :missing_pubkey
  | :invalid_signature
  | :envelope_v1_unsupported


      


Errors verify_plugin/1 can return.

  


        

      

      
        Functions


        


  
    
      
    
    
      load_envelope(plugin_dir)



        
          
        

    

  


  

      

          @spec load_envelope(Path.t()) :: {:ok, envelope()} | {:error, envelope_error()}


      


Loads and decodes the signature envelope from priv/mob_plugin.sig.
Returns the full envelope map (v2 shape) on success, or a distinguished
error. A v1 envelope on disk is reported as :envelope_v1_unsupported so
the caller can print an update hint — v1 required the eval'd manifest to
verify, which is the bug MOB-74 closes.

  



  
    
      
    
    
      load_pubkey(plugin_dir)



        
          
        

    

  


  

      

          @spec load_pubkey(Path.t()) ::
  {:ok, MobDev.Plugin.Crypto.pub_key()} | {:error, pubkey_error()}


      


Loads the raw 32-byte public key from priv/mob_plugin.pub.
Format: a single line of base64 (with = padding) of the raw 32-byte
Ed25519 public key, optionally followed by a trailing newline. Plain
text so plugin authors can cat it or paste it into a release note.

  



  
    
      
    
    
      load_signature(plugin_dir)



        
          
        

    

  


  

      

          @spec load_signature(Path.t()) ::
  {:ok, MobDev.Plugin.Crypto.signature()} | {:error, envelope_error()}


      


Back-compat shim for mob 0.8.x and the SignatureGate.maybe_print_unsafe_banner/1
path, both of which used the v1 helper that returned just the raw
signature. Now returns the same 64-byte signature but extracted from a v2
envelope. Callers that need the full envelope should use load_envelope/1.

  



    

  
    
      
    
    
      load_verified(plugin_dir, opts \\ [])



        
          
        

    

  


  

      

          @spec load_verified(
  Path.t(),
  keyword()
) :: {:ok, map() | nil} | {:error, verify_error() | String.t()}


      


Verifies the plugin, then loads and evaluates the manifest.
This is the safe consumer-side path: if verify_plugin/1 refuses,
Manifest.load/1 is never called and Code.eval_file/1 on the
potentially-malicious priv/mob_plugin.exs never runs.
Options
	:acknowledged_unsafe (default false) — when true, an
unsigned plugin ({:error, :missing_signature}) is loaded anyway.
This is the documented escape hatch for
:acknowledge_unsafe_plugins (see SignatureGate.check_plugin/4)
— the user has explicitly opted into running an unsigned plugin's
manifest, and the SignatureGate banner already warns them. Every
OTHER failure (:invalid_signature, :missing_pubkey,
:envelope_v1_unsupported) still refuses the eval — those are
the tamper / mis-key / legacy-envelope cases, not the "unsigned during
dev" case.

For plugins with no priv/mob_plugin.exs at all (tier-0 plugins),
returns {:ok, nil} without requiring a signature — the
acknowledged_unsafe flag has no effect here (no manifest to load).

  



  
    
      
    
    
      verify_plugin(plugin_dir)



        
          
        

    

  


  

      

          @spec verify_plugin(Path.t()) :: :ok | {:error, verify_error()}


      


Verifies that the plugin in plugin_dir has a valid v2 signature and
that the on-disk files match what the author signed.
Steps 1–4 (see the moduledoc) run entirely off the envelope's embedded
file_hashes list — the manifest is one of those files, and rehashing
its bytes on disk detects tampering without any Code.eval_file call.
That is the MOB-74 fix: verification is safe to run before eval,
closing the RCE window where a malicious priv/mob_plugin.exs could
execute arbitrary code during plugin activation.
For a signature carrying the build-input coverage marker (MOB-297),
step 5 then evaluates the manifest — only after its bytes matched the
signed hash and the signature verified — to recompute
Sign.build_inputs/2 and refuse any build input the signature omits.
Returns :ok on success or one of the distinguished error reasons
(see verify_error/0). The caller is responsible for any trust
decision; this function only proves that the bytes on disk match
what the plugin author signed.

  


        

      


  

    
MobDev.PythonAndroidSupport 
    



      
Downloads and caches a Chaquopy CPython distribution so Android builds
can embed Python.
Why Chaquopy
Chaquopy is currently the only actively-maintained source of pre-built
CPython binaries for Android. BeeWare's Python-Android-support
(the iOS sibling we already use) hasn't shipped a Python 3.11+ release.
Chaquopy is Apache 2.0 (since 2025), publishes to Maven Central, and
ships exactly the .so files we need:
target-VSN-arm64-v8a.zip:
  jniLibs/arm64-v8a/libpython3.13.so          ← interpreter
  jniLibs/arm64-v8a/libcrypto_python.so       ← OpenSSL crypto
  jniLibs/arm64-v8a/libssl_python.so          ← OpenSSL SSL
  jniLibs/arm64-v8a/libsqlite3_python.so      ← bundled SQLite
  lib-dynload/arm64-v8a/*.so                  ← C extensions
  include/python3.13/                         ← headers (NIF compile)

target-VSN-stdlib.zip:
  os.py, urllib/, email/, …                   ← shared pure-Python

target-VSN-x86_64.zip:
  Same as arm64-v8a but for x86_64 emulator slice.
We only use these binaries — Chaquopy's Java<->Python bridge is bypassed.
Pythonx's NIF dlopens libpython3.13.so directly via the same path
contract as iOS, just with Android paths.
Architectures
	arm64-v8a — modern Android phones. Required.
	x86_64 — Android emulators on Intel/AMD development machines.
Required for sim development.
	armeabi-v7a (32-bit) — NOT supported. Chaquopy dropped 32-bit
Android Python a few releases back. iOS-era 32-bit Android phones
(~2017 and earlier) cannot run Pythonx-enabled Mob apps.

Mirrors PythonAppleSupport
Same caching pattern: ~/.mob/cache/python-android-support-<version>/,
valid_dir?/1 for layout validation, downloads on-demand via
MobDev.NativeBuild when Pythonx is in the user's project.

      


      
        Summary


  
    Functions
  


    
      
        abis()

      


        Supported ABIs (the per-arch artifacts we extract).



    


    
      
        download_url(variant)

      


        URL the per-variant artifact is fetched from.



    


    
      
        ensure()

      


        Ensures Chaquopy's Python distribution is cached and extracted.
Returns {:ok, extracted_dir} or {:error, reason}.



    


    
      
        extracted_dir()

      


        Returns the cached extraction directory path.



    


    
      
        headers_dir(dir, abi)

      


        Per-abi C headers for cross-compiling NIFs (pythonx, etc.) against
the bundled libpython.



    


    
      
        jni_libs_dir(dir, abi)

      


        Per-abi jniLibs/<abi> subtree containing libpython.so + its
bundled OpenSSL/SQLite dependencies.



    


    
      
        lib_dynload_dir(dir, abi)

      


        Per-abi lib-dynload/<abi> subtree with arch-specific Python C
extensions (_ssl, _ctypes, _hashlib, …).



    


    
      
        libpython_path(dir, abi)

      


        Path to libpython3.13.so for a given ABI.



    


    
      
        python_version()

      


        Pinned Python version (3.13).



    


    
      
        release_tag()

      


        Pinned Chaquopy target version (3.13.9-0, …).



    


    
      
        stdlib_dir(dir)

      


        Shared (slice-independent) Python standard library directory.



    


    
      
        tarball_name(variant)

      


        Tarball file name for a given variant (arm64-v8a / x86_64 / stdlib).



    


    
      
        valid_dir?(dir)

      


        Validates the extracted bundle has the expected layout: per-abi
jniLibs/<abi>/libpython3.13.so, lib-dynload/<abi>/, headers, and
the shared stdlib.



    





      


      
        Functions


        


  
    
      
    
    
      abis()



        
          
        

    

  


  

      

          @spec abis() :: [String.t()]


      


Supported ABIs (the per-arch artifacts we extract).

  



  
    
      
    
    
      download_url(variant)



        
          
        

    

  


  

      

          @spec download_url(String.t()) :: String.t()


      


URL the per-variant artifact is fetched from.

  



  
    
      
    
    
      ensure()



        
          
        

    

  


  

      

          @spec ensure() :: {:ok, String.t()} | {:error, term()}


      


Ensures Chaquopy's Python distribution is cached and extracted.
Returns {:ok, extracted_dir} or {:error, reason}.
Three artifacts get downloaded: per-abi binary zips for arm64-v8a
and x86_64, plus the shared stdlib zip.

  



  
    
      
    
    
      extracted_dir()



        
          
        

    

  


  

      

          @spec extracted_dir() :: String.t()


      


Returns the cached extraction directory path.

  



  
    
      
    
    
      headers_dir(dir, abi)



        
          
        

    

  


  

      

          @spec headers_dir(String.t(), String.t()) :: String.t()


      


Per-abi C headers for cross-compiling NIFs (pythonx, etc.) against
the bundled libpython.

  



  
    
      
    
    
      jni_libs_dir(dir, abi)



        
          
        

    

  


  

      

          @spec jni_libs_dir(String.t(), String.t()) :: String.t()


      


Per-abi jniLibs/<abi> subtree containing libpython.so + its
bundled OpenSSL/SQLite dependencies.

  



  
    
      
    
    
      lib_dynload_dir(dir, abi)



        
          
        

    

  


  

      

          @spec lib_dynload_dir(String.t(), String.t()) :: String.t()


      


Per-abi lib-dynload/<abi> subtree with arch-specific Python C
extensions (_ssl, _ctypes, _hashlib, …).

  



  
    
      
    
    
      libpython_path(dir, abi)



        
          
        

    

  


  

      

          @spec libpython_path(String.t(), String.t()) :: String.t()


      


Path to libpython3.13.so for a given ABI.

  



  
    
      
    
    
      python_version()



        
          
        

    

  


  

      

          @spec python_version() :: String.t()


      


Pinned Python version (3.13).

  



  
    
      
    
    
      release_tag()



        
          
        

    

  


  

      

          @spec release_tag() :: String.t()


      


Pinned Chaquopy target version (3.13.9-0, …).

  



  
    
      
    
    
      stdlib_dir(dir)



        
          
        

    

  


  

      

          @spec stdlib_dir(String.t()) :: String.t()


      


Shared (slice-independent) Python standard library directory.

  



  
    
      
    
    
      tarball_name(variant)



        
          
        

    

  


  

      

          @spec tarball_name(String.t()) :: String.t()


      


Tarball file name for a given variant (arm64-v8a / x86_64 / stdlib).

  



  
    
      
    
    
      valid_dir?(dir)



        
          
        

    

  


  

      

          @spec valid_dir?(String.t()) :: boolean()


      


Validates the extracted bundle has the expected layout: per-abi
jniLibs/<abi>/libpython3.13.so, lib-dynload/<abi>/, headers, and
the shared stdlib.
Public for testing (per the "Public-but-undocumented seams"
convention in AGENTS.md).

  


        

      


  

    
MobDev.PythonAppleSupport 
    



      
Downloads and caches BeeWare's Python-Apple-support bundle so iOS
builds can embed CPython.
Mirrors the MobDev.OtpDownloader pattern: hashed URL + cached download
at ~/.mob/cache/python-apple-support-<version>/, validated against
the expected Python.xcframework layout. Reused across projects.
Used by MobDev.NativeBuild whenever the user's project depends on
:pythonx — the build templates source PYTHON_APPLE_SUPPORT from
extracted_dir/0 and bundle the framework + stdlib + lib-dynload
inside the .app.
Scope
Only the bare CPython runtime + standard library + standard arch-specific
C extensions ship via this module. Third-party wheels (cryptography, RNS,
numpy, …) are out of scope; users who need those should produce their
own wheels with BeeWare's mobile-forge and drop them into their
project. See guides/python_embedding.md.

      


      
        Summary


  
    Functions
  


    
      
        download_url()

      


        URL the bundle is fetched from.



    


    
      
        ensure()

      


        Ensures the BeeWare Python-Apple-support bundle is cached and extracted.
Returns {:ok, extracted_dir} or {:error, reason}.



    


    
      
        extracted_dir()

      


        Returns the cached extraction directory path. May not exist if ensure/0
hasn't been called.



    


    
      
        framework_path(dir, atom)

      


        Path to Python.framework inside the given extracted bundle for the
named platform slice.



    


    
      
        lib_dynload_path(dir, atom)

      


        Path to the arch-specific C-extension dir (_ctypes.so, _ssl.so, …).
These live OUTSIDE the shared stdlib because they're per-slice.



    


    
      
        python_version()

      


        Pinned Python version (3.13, 3.14, …).



    


    
      
        release_tag()

      


        Pinned BeeWare release tag.



    


    
      
        stdlib_path(dir)

      


        Path to the shared (slice-independent) Python standard library directory.
This is the pure-Python os.py, urllib/, etc. layout that goes under
PYTHONHOME/lib/python3.13/.



    


    
      
        tarball_name()

      


        Tarball file name (used for caching the downloaded artifact).



    


    
      
        valid_dir?(dir)

      


        Validates that the extracted bundle has the Python.xcframework layout
this module expects (both device and simulator slices, plus shared stdlib).



    





      


      
        Functions


        


  
    
      
    
    
      download_url()



        
          
        

    

  


  

      

          @spec download_url() :: String.t()


      


URL the bundle is fetched from.

  



  
    
      
    
    
      ensure()



        
          
        

    

  


  

      

          @spec ensure() :: {:ok, String.t()} | {:error, term()}


      


Ensures the BeeWare Python-Apple-support bundle is cached and extracted.
Returns {:ok, extracted_dir} or {:error, reason}.

  



  
    
      
    
    
      extracted_dir()



        
          
        

    

  


  

      

          @spec extracted_dir() :: String.t()


      


Returns the cached extraction directory path. May not exist if ensure/0
hasn't been called.

  



  
    
      
    
    
      framework_path(dir, atom)



        
          
        

    

  


  

      

          @spec framework_path(String.t(), :ios_device | :ios_simulator) :: String.t()


      


Path to Python.framework inside the given extracted bundle for the
named platform slice.
slice is one of :ios_device (ios-arm64/) or :ios_simulator
(ios-arm64_x86_64-simulator/).

  



  
    
      
    
    
      lib_dynload_path(dir, atom)



        
          
        

    

  


  

      

          @spec lib_dynload_path(String.t(), :ios_device | :ios_simulator) :: String.t()


      


Path to the arch-specific C-extension dir (_ctypes.so, _ssl.so, …).
These live OUTSIDE the shared stdlib because they're per-slice.

  



  
    
      
    
    
      python_version()



        
          
        

    

  


  

      

          @spec python_version() :: String.t()


      


Pinned Python version (3.13, 3.14, …).

  



  
    
      
    
    
      release_tag()



        
          
        

    

  


  

      

          @spec release_tag() :: String.t()


      


Pinned BeeWare release tag.

  



  
    
      
    
    
      stdlib_path(dir)



        
          
        

    

  


  

      

          @spec stdlib_path(String.t()) :: String.t()


      


Path to the shared (slice-independent) Python standard library directory.
This is the pure-Python os.py, urllib/, etc. layout that goes under
PYTHONHOME/lib/python3.13/.

  



  
    
      
    
    
      tarball_name()



        
          
        

    

  


  

      

          @spec tarball_name() :: String.t()


      


Tarball file name (used for caching the downloaded artifact).

  



  
    
      
    
    
      valid_dir?(dir)



        
          
        

    

  


  

      

          @spec valid_dir?(String.t()) :: boolean()


      


Validates that the extracted bundle has the Python.xcframework layout
this module expects (both device and simulator slices, plus shared stdlib).
Public to enable testing (per the "Public-but-undocumented seams" convention in AGENTS.md) and to let
MobDev.NativeBuild cheaply detect a partial cache.

  


        

      


  

    
MobDev.QR 
    



      
Renders QR codes in the terminal using Unicode half-block characters.
Uses eqrcode for matrix generation.

      


      
        Summary


  
    Functions
  


    
      
        print(content)

      


        Prints a QR code for the given content to stdout.



    


    
      
        render(content)

      


        Returns the QR code as a string of Unicode blocks.



    





      


      
        Functions


        


  
    
      
    
    
      print(content)



        
          
        

    

  


  

      

          @spec print(String.t()) :: :ok


      


Prints a QR code for the given content to stdout.

  



  
    
      
    
    
      render(content)



        
          
        

    

  


  

      

          @spec render(String.t()) :: String.t()


      


Returns the QR code as a string of Unicode blocks.

  


        

      


  

    
MobDev.Release 
    



      
Build a signed, App-Store-ready iOS .ipa for the current Mob project.
Mirrors MobDev.NativeBuild's physical-device build pipeline but signs
with a distribution identity, embeds an App Store provisioning profile,
drops EPMD + the distribution-related BEAM args (the MOB_RELEASE flag),
and packages the .app as a .ipa instead of installing it.
Output path: _build/mob_release/<App>.ipa.
Required mob.exs keys
config :mob_dev,
  bundle_id:                "com.example.app",
  ios_team_id:              "ABC123XYZ4",
  # Distribution-only — falls back to auto-detect if absent:
  ios_dist_sign_identity:   "Apple Distribution: Your Name (ABC123XYZ4)",
  ios_dist_profile_uuid:    "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx"
Auto-detection looks for Apple Distribution: ... certificates in the
keychain and picks the first matching App Store provisioning profile
(one with no ProvisionedDevices and no ProvisionsAllDevices).
Optional keys
config :mob_dev,
  # Ship mob's public-API `screenshot` NIF in the release build (default: false).
  # Normally the whole iOS test harness is stripped from release because its
  # synthetic-input NIFs use private selectors the App Store rejects; `screenshot`
  # uses only public APIs, so this opts just it back in — letting an agent SEE a
  # shipped app's screen to error-correct. It captures the app's own window with no
  # OS prompt/indicator, so enabling it is a deliberate choice. tap/type stay stripped.
  ios_release_screenshot: true

      


      
        Summary


  
    Functions
  


    
      
        build_ipa(opts \\ [])

      


        Build a signed .ipa for App Store / TestFlight distribution.



    





      


      
        Functions


        


    

  
    
      
    
    
      build_ipa(opts \\ [])



        
          
        

    

  


  

      

          @spec build_ipa(keyword()) :: {:ok, String.t()} | {:error, String.t()}


      


Build a signed .ipa for App Store / TestFlight distribution.
Returns {:ok, ipa_path} or {:error, reason}.

  


        

      


  

    
MobDev.Release.Errors 
    



      
Typed error tags used across the MobDev.Release.* modules.
These exist for one specific reason: when the release pipeline fails in
production, the caller needs to instantly distinguish "it's our bug"
from "it's an external infra issue" from "the user's environment isn't
set up right." Shell scripts blob all three together as exit 1; this
module gives every release function a tagged-tuple shape so the
top-level Mix task can format an actionable message.
Categories
Each error is {:error, {category, detail}}. The category is one of:
	:precondition_failed — a checked precondition didn't hold
before we did real work. Example: OTP_SRC not a git repo,
OPENSSL_PREFIX not yet built, $ANDROID_NDK_ROOT missing.
Caller action: fix the environment, retry.

	:cmd_failed — an external command exited nonzero. Detail
includes the command, exit code, and captured output.
Caller action: read the output. If it looks like our code's
fault, file a bug; if it looks like the tool's fault, escalate.

	:parse_failed — output we expected to parse didn't match. This
is almost always our bug — a tool's output format drifted or our
regex was wrong.
Caller action: file a bug.

	:fs_failed — a filesystem operation failed. Detail carries the
:file.posix reason.
Caller action: check the path; if eacces/enospc etc.,
it's environmental.

	:infra_unreachable — a network/GH/etc. operation failed. Carries
the HTTP status or transport error.
Caller action: check status.github.com / status.hex.pm. Not
our bug.

	:auth_required — credentials missing or expired. Carries a hint
about which credential needs renewal.
Caller action: run the auth refresh command we suggest.


Convenience helpers
Each category has a constructor and a guard. Use the constructors in
return values; pattern-match on the tag in the formatter.
def foo do
  with {:ok, hash} <- read_hash(),
       {:ok, _} <- validate(hash) do
    {:ok, hash}
  end
end

# In the Mix task:
case Release.full() do
  {:ok, _} -> :ok
  {:error, {:precondition_failed, msg}} -> Mix.raise(msg)
  {:error, {:auth_required, hint}} -> Mix.raise("auth: " <> hint)
  {:error, other} -> Mix.raise("release failed: " <> inspect(other))
end

      


      
        Summary


  
    Types
  


    
      
        category()

      


    


    
      
        detail()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        auth_required(hint)

      


        Build an auth_required error. hint should suggest the renewal command.



    


    
      
        cmd_failed(argv, exit_code, output)

      


        Build a cmd_failed error. Captures the command's argv, exit code, and
the head of its captured output (truncated to avoid pinning huge build
logs to memory).



    


    
      
        format(arg)

      


        Format a tagged error for end-user display. Returns a string suitable
for passing to Mix.raise/1 or IO.puts/1. Uses the category to
produce an actionable message.



    


    
      
        fs_failed(path, reason)

      


        Build an fs_failed error. reason is the :file posix atom.



    


    
      
        infra_unreachable(detail)

      


        Build an infra_unreachable error. Detail is opaque (HTTP status, transport error, etc.).



    


    
      
        parse_failed(input, expected)

      


        Build a parse_failed error. expected describes what we tried to parse.



    


    
      
        precondition(msg)

      


        Build a precondition_failed error. msg should be human-readable.



    





      


      
        Types


        


  
    
      
    
    
      category()



        
          
        

    

  


  

      

          @type category() ::
  :precondition_failed
  | :cmd_failed
  | :parse_failed
  | :fs_failed
  | :infra_unreachable
  | :auth_required


      



  



  
    
      
    
    
      detail()



        
          
        

    

  


  

      

          @type detail() :: term()


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: {:error, {category(), detail()}}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      auth_required(hint)



        
          
        

    

  


  

      

          @spec auth_required(String.t()) :: t()


      


Build an auth_required error. hint should suggest the renewal command.

  



  
    
      
    
    
      cmd_failed(argv, exit_code, output)



        
          
        

    

  


  

      

          @spec cmd_failed([String.t()], non_neg_integer(), String.t()) :: t()


      


Build a cmd_failed error. Captures the command's argv, exit code, and
the head of its captured output (truncated to avoid pinning huge build
logs to memory).

  



  
    
      
    
    
      format(arg)



        
          
        

    

  


  

      

          @spec format(t()) :: String.t()


      


Format a tagged error for end-user display. Returns a string suitable
for passing to Mix.raise/1 or IO.puts/1. Uses the category to
produce an actionable message.
iex> MobDev.Release.Errors.format({:error, {:precondition_failed, "OTP_SRC missing"}})
"precondition failed — OTP_SRC missing"

  



  
    
      
    
    
      fs_failed(path, reason)



        
          
        

    

  


  

      

          @spec fs_failed(Path.t(), atom()) :: t()


      


Build an fs_failed error. reason is the :file posix atom.

  



  
    
      
    
    
      infra_unreachable(detail)



        
          
        

    

  


  

      

          @spec infra_unreachable(term()) :: t()


      


Build an infra_unreachable error. Detail is opaque (HTTP status, transport error, etc.).

  



  
    
      
    
    
      parse_failed(input, expected)



        
          
        

    

  


  

      

          @spec parse_failed(term(), String.t()) :: t()


      


Build a parse_failed error. expected describes what we tried to parse.

  



  
    
      
    
    
      precondition(msg)



        
          
        

    

  


  

      

          @spec precondition(String.t()) :: t()


      


Build a precondition_failed error. msg should be human-readable.

  


        

      


  

    
MobDev.Release.Helpers 
    



      
Replaces the two scripts/release/_lib.sh files. Pure functions where
possible; side-effectful ones are narrow + testable via tmpdir fixtures.
Why this lives in Elixir rather than shell
The single big reason is bugs surface in CI rather than in user
inboxes. The shell version's failure path is "user runs release →
obscure error → reports issue → maintainer can't reproduce locally →
long discovery cycle." This module's failure path is "CI test fails
→ fix → ship." See MobDev.Release.Errors for the typed error tags
that make distinguishing "our bug" from "user env" from "infra down"
cheap at the call site.
Single source of truth conventions
The shell _lib.sh mirrored constants from Elixir modules
(MobDev.NdkVersion, etc.). This module is the source — no
mirroring. When something downstream needs the recommended NDK
version, it calls MobDev.NdkVersion.effective/0 directly.

      


      
        Summary


  
    Types
  


    
      
        otp_src()

      


        Absolute path to an OTP source checkout (e.g. ~/code/otp).



    





  
    Functions
  


    
      
        bundle_elixir_stdlib(stage_dir, elixir_lib_dir)

      


        Copy the Elixir stdlib apps (elixir, logger, eex) from the host's
Elixir installation into the release stage directory. Mirrors
_lib.sh's bundle_elixir_stdlib() function.



    


    
      
        default_otp_src()

      


        Default OTP source path (mirrors _lib.sh's ${OTP_SRC:=$HOME/code/otp}).
Resolved per-call rather than at module load so test setups can swap
$HOME via System.put_env/2.



    


    
      
        default_out_dir()

      


        Default tarball output directory (mirrors _lib.sh's ${OUT_DIR:=/tmp}).



    


    
      
        elixir_lib_dir()

      


        Return the host Elixir's lib dir — the parent directory containing
elixir/, logger/, eex/ as sibling app dirs. Used to bundle the
Elixir stdlib into the release tarball.



    


    
      
        erts_version(otp_src)

      


        Read the ERTS version (e.g. "17.0") from <otp_src>/erts/vsn.mk.
The file format is one line VSN = 17.0 plus comments.



    


    
      
        git_hash(otp_src)

      


        Detect the short git hash of the OTP source tree at otp_src. Used as
the release-asset tag suffix (e.g. otp-android-<hash>.tar.gz).



    


    
      
        parse_erts_version(content)

      


        Parse the VSN = <version> line out of an erts/vsn.mk-shaped file.



    


    
      
        parse_git_hash(output)

      


        Parse a git short-hash from git rev-parse output. Trims whitespace
and validates that the result is exactly @hash_length hex chars.



    


    
      
        resolve_release_env(opts \\ [])

      


        Collapse the per-piece resolvers into one struct-shaped return.
Convenience for callers that want all of {otp_src, hash, erts_vsn, elixir_lib, out_dir} resolved in one go.



    





      


      
        Types


        


  
    
      
    
    
      otp_src()



        
          
        

    

  


  

      

          @type otp_src() :: Path.t()


      


Absolute path to an OTP source checkout (e.g. ~/code/otp).

  


        

      

      
        Functions


        


  
    
      
    
    
      bundle_elixir_stdlib(stage_dir, elixir_lib_dir)



        
          
        

    

  


  

      

          @spec bundle_elixir_stdlib(Path.t(), Path.t()) ::
  {:ok, [Path.t()]} | MobDev.Release.Errors.t()


      


Copy the Elixir stdlib apps (elixir, logger, eex) from the host's
Elixir installation into the release stage directory. Mirrors
_lib.sh's bundle_elixir_stdlib() function.
Bytecode is arch-independent, so the same source works for all
platform tarballs. Caller is responsible for creating the stage
directory.
Returns {:ok, [bundled_app_dirs]} or a tagged error.

  



  
    
      
    
    
      default_otp_src()



        
          
        

    

  


  

      

          @spec default_otp_src() :: Path.t()


      


Default OTP source path (mirrors _lib.sh's ${OTP_SRC:=$HOME/code/otp}).
Resolved per-call rather than at module load so test setups can swap
$HOME via System.put_env/2.

  



  
    
      
    
    
      default_out_dir()



        
          
        

    

  


  

      

          @spec default_out_dir() :: Path.t()


      


Default tarball output directory (mirrors _lib.sh's ${OUT_DIR:=/tmp}).

  



  
    
      
    
    
      elixir_lib_dir()



        
          
        

    

  


  

      

          @spec elixir_lib_dir() :: {:ok, Path.t()} | MobDev.Release.Errors.t()


      


Return the host Elixir's lib dir — the parent directory containing
elixir/, logger/, eex/ as sibling app dirs. Used to bundle the
Elixir stdlib into the release tarball.
Shell equivalent:
ELIXIR_LIB=$(elixir -e "IO.puts(:code.lib_dir(:elixir))" | xargs dirname)
Here we just call :code.lib_dir/1 directly — no subprocess hop.

  



  
    
      
    
    
      erts_version(otp_src)



        
          
        

    

  


  

      

          @spec erts_version(otp_src()) :: {:ok, String.t()} | MobDev.Release.Errors.t()


      


Read the ERTS version (e.g. "17.0") from <otp_src>/erts/vsn.mk.
The file format is one line VSN = 17.0 plus comments.
Returns {:ok, "17.0"} on success or a tagged error.

  



  
    
      
    
    
      git_hash(otp_src)



        
          
        

    

  


  

      

          @spec git_hash(otp_src()) :: {:ok, String.t()} | MobDev.Release.Errors.t()


      


Detect the short git hash of the OTP source tree at otp_src. Used as
the release-asset tag suffix (e.g. otp-android-<hash>.tar.gz).
Pinned to 8 characters so tarball filenames, GitHub release tags, and
the @otp_hash constant in MobDev.OtpDownloader all stay in
lockstep. Git's default --short length grows over time (collision
avoidance) so without pinning the names would silently drift.
Returns {:ok, "8hexchars"} on success or a tagged error.

  



  
    
      
    
    
      parse_erts_version(content)



        
          
        

    

  


  

      

          @spec parse_erts_version(binary()) :: {:ok, String.t()} | MobDev.Release.Errors.t()


      


Parse the VSN = <version> line out of an erts/vsn.mk-shaped file.
Public for testing — version-string drift between OTP releases is
exactly the kind of regression that should fail loudly with a clear
message rather than silently producing tarballs named with a missing
version suffix.

  



  
    
      
    
    
      parse_git_hash(output)



        
          
        

    

  


  

      

          @spec parse_git_hash(binary()) :: {:ok, String.t()} | MobDev.Release.Errors.t()


      


Parse a git short-hash from git rev-parse output. Trims whitespace
and validates that the result is exactly @hash_length hex chars.
Public for testing — the regex/length contract is the surface we want
to lock down with examples, and a pure function is the cleanest way.

  



    

  
    
      
    
    
      resolve_release_env(opts \\ [])



        
          
        

    

  


  

      

          @spec resolve_release_env(keyword()) :: {:ok, map()} | MobDev.Release.Errors.t()


      


Collapse the per-piece resolvers into one struct-shaped return.
Convenience for callers that want all of {otp_src, hash, erts_vsn, elixir_lib, out_dir} resolved in one go.
Honours these env vars (in the same order _lib.sh did):
	OTP_SRC — overrides default otp source path
	OUT_DIR — overrides default tarball output dir
	HASH    — pre-set hash, skips git detection
	ERTS_VSN — pre-set erts version, skips vsn.mk parsing

Returns {:ok, %{otp_src: ..., hash: ..., erts_vsn: ..., elixir_lib: ..., out_dir: ...}} or the first error encountered.

  


        

      


  

    
MobDev.Release.OTP 
    



      
Replaces scripts/release/xcompile_*.sh × 3 + the misplaced
scripts/release/openssl/_build_otp_android_arm64.sh. Cross-compiles
the Erlang OTP runtime for one of four target ABIs and stages the
install tree at a release root.
iex> MobDev.Release.OTP.build(:android_arm64,
...>   openssl_prefix: "/tmp/openssl-android-arm64")
{:ok, %{release_root: "/tmp/otp-android", erts_vsn: "17.0", ...}}
Phase 6c iter 13d deferral preserved
The C compiler stays xcrun cc / NDK clang — iter 13d's research
established that swapping in zig cc here breaks on OTP's emulator
Makefile.in dep-generation pass. This module is orchestration
only: it wraps ./otp_build configure && make with typed errors
	testable invocations, but the OTP build itself runs with the
toolchain it always has.

Per-target deltas
	Target	xcomp-conf	SSL strategy	Install
	android_arm64	xcomp/erl-xcomp-arm64-android.conf	--with-ssl=<prefix> --disable-dynamic-ssl-lib	./otp_build release -a <root>
	android_arm32	xcomp/erl-xcomp-arm-android.conf	same	same
	ios_sim	xcomp/erl-xcomp-arm64-iossimulator.conf	--without-ssl (the xcomp conf sets --enable-static-nifs; OTP doesn't propagate --with-ssl to beam.emu's link in that mode)	make release RELEASE_ROOT=<root>
	ios_device	xcomp/erl-xcomp-arm64-ios.conf	same as ios_sim	same

Why the iOS targets diverge on install method + SSL flag
Trial-and-error knowledge from the shell scripts, preserved here
inline so it's available to anyone reading the spec:
	iOS xcomp confs set --enable-static-nifs, which static-links
crypto into beam.emu at OTP-build time. OTP's build system
doesn't propagate --with-ssl=<prefix> into beam.emu's link
line, so --with-ssl would break with undefined references to
RAND_seed / OSSL_PROVIDER_load / etc. We side-step by
building crypto separately via MobDev.Release.OpenSSL.CryptoNif,
then the tarball stage (iter 4) ships crypto.a + libcrypto.a
and the user's app links them at app-build time.
	make release RELEASE_ROOT= is the install incantation that
works for iOS xcomp; ./otp_build release -a (used by Android)
hits a layout mismatch.

Don't try to "unify" these without re-running the experiments —
the divergence is load-bearing.
What "build" does end-to-end
	make distclean (tolerant of failure — first-time builds
have nothing to clean)
	./otp_build configure --xcomp-conf=<conf> <ssl-flags>
	./otp_build boot (the long step, ~5-10 minutes)
	rm -rf <release_root> (idempotency — re-runs replace)
	Install: ./otp_build release -a (Android) OR make release RELEASE_ROOT= (iOS)
	Verify: per-target sanity checks (release tree exists, expected
arch-specific config.h / libs are produced, Android-only:
crypto/public_key/ssl apps are present in the install tree
— i.e. --with-ssl was wired correctly)


      


      
        Summary


  
    Functions
  


    
      
        build(target_id, opts \\ [])

      


        Cross-compile OTP for one target. Returns {:ok, info} where info
names the produced release root + erts version, or a tagged error.



    


    
      
        build_all(opts \\ [])

      


        Build all four targets in sequence. Returns [{target_id, result}, ...]
in canonical order. Doesn't short-circuit on first failure — callers
can decide what to do with partial results.



    


    
      
        configure_args(target, openssl_prefix)

      


        Assemble the ./otp_build configure argv (excluding the program) for
a target + opts. Pure for testability — silent flag drops here would
ship a runtime that can't load crypto / can't be cross-linked / etc.



    


    
      
        install_args(target, release_root)

      


        Assemble the install-step argv. Returns one of



    


    
      
        target_spec(atom)

      


        Per-target spec. Public for testing — surface lock-down.



    


    
      
        targets()

      


        All cross-compile targets, in canonical order.



    





      


      
        Functions


        


    

  
    
      
    
    
      build(target_id, opts \\ [])



        
          
        

    

  


  

      

          @spec build(
  atom(),
  keyword()
) :: {:ok, map()} | MobDev.Release.Errors.t()


      


Cross-compile OTP for one target. Returns {:ok, info} where info
names the produced release root + erts version, or a tagged error.
Options:
	:otp_src — OTP source checkout (default: $OTP_SRC env or ~/code/otp)
	:openssl_prefix — OpenSSL install (required for Android targets;
ignored for iOS)
	:release_root — where to install (default: target's default_release_root)
	:ndk_root — Android NDK override (Android targets only)


  



    

  
    
      
    
    
      build_all(opts \\ [])



        
          
        

    

  


  

      

          @spec build_all(keyword()) :: [{atom(), {:ok, map()} | MobDev.Release.Errors.t()}]


      


Build all four targets in sequence. Returns [{target_id, result}, ...]
in canonical order. Doesn't short-circuit on first failure — callers
can decide what to do with partial results.
Per-target :openssl_prefix defaults from MobDev.Release.OpenSSL:
	android_arm64 → /tmp/openssl-android-arm64
	android_arm32 → /tmp/openssl-android-arm32
	iOS targets → not required (build uses --without-ssl)


  



  
    
      
    
    
      configure_args(target, openssl_prefix)



        
          
        

    

  


  

      

          @spec configure_args(MobDev.Release.OTP.Target.t(), Path.t() | nil) :: [String.t()]


      


Assemble the ./otp_build configure argv (excluding the program) for
a target + opts. Pure for testability — silent flag drops here would
ship a runtime that can't load crypto / can't be cross-linked / etc.

  



  
    
      
    
    
      install_args(target, release_root)



        
          
        

    

  


  

      

          @spec install_args(MobDev.Release.OTP.Target.t(), Path.t()) :: [String.t()]


      


Assemble the install-step argv. Returns one of:
	["./otp_build", "release", "-a", release_root]
	["make", "release", "RELEASE_ROOT=" <> release_root]


  



  
    
      
    
    
      target_spec(atom)



        
          
        

    

  


  

      

          @spec target_spec(atom()) :: MobDev.Release.OTP.Target.t()


      


Per-target spec. Public for testing — surface lock-down.

  



  
    
      
    
    
      targets()



        
          
        

    

  


  

      

          @spec targets() :: [atom()]


      


All cross-compile targets, in canonical order.

  


        

      


  

    
MobDev.Release.OTP.Target 
    



      
Per-target OTP cross-compile description.

      


      
        Summary


  
    Types
  


    
      
        install_method()

      


    


    
      
        ssl_strategy()

      


    


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      install_method()



        
          
        

    

  


  

      

          @type install_method() :: :otp_build_release | :make_release


      



  



  
    
      
    
    
      ssl_strategy()



        
          
        

    

  


  

      

          @type ssl_strategy() :: :with_openssl | :without_ssl


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %MobDev.Release.OTP.Target{
  arch_dir: String.t(),
  default_release_root: Path.t(),
  env_fn: (keyword() -> [{String.t(), String.t()}]),
  id: :android_arm64 | :android_arm32 | :ios_sim | :ios_device,
  install_method: install_method(),
  ssl_strategy: ssl_strategy(),
  xcomp_conf: String.t()
}


      



  


        

      


  

    
MobDev.Release.OpenSSL 
    



      
Replaces scripts/release/openssl/{android_arm64,android_arm32,ios_sim, ios_device}.sh. Cross-compiles OpenSSL 3.x for the four target
ABIs that Mob's bundled OTP tarballs link against, producing static
libcrypto.a + libssl.a + headers under a per-target --prefix.
API
iex> MobDev.Release.OpenSSL.build(:android_arm64)
{:ok, %{prefix: "/tmp/openssl-android-arm64", libcrypto: ".../libcrypto.a"}}

iex> MobDev.Release.OpenSSL.build_all()
[{:android_arm64, {:ok, _}}, {:android_arm32, {:ok, _}}, ...]
Why this exists
The shell version compiled fine but had four classes of failure mode
that this module addresses:
	Drift between targets. The arm64 script had no-asm
removed; the arm32 script needed it but the comment explaining
why lived only in arm32. New targets would copy from arm64 and
get bitten. Here the Target spec is data — the disable-asm
decision lives next to the target ID, visible to anyone reading.

	NDK version drift. The shell mirrored
MobDev.NdkVersion.@recommended as a separate constant in
openssl/_lib.sh. This module calls MobDev.NdkVersion.effective/0
directly — no mirror, no drift.

	Silent precondition failures. The shell version checked
$ANDROID_NDK_ROOT and $OPENSSL_SRC and bailed with exit 1
and a single-line echo. This module returns a tagged
:precondition_failed with an actionable hint, so the Mix task
layer can format it with the same shape as every other release
error.

	No tests. Self-explanatory.


Target spec — what's shared, what differs
All four targets share:
	The no-X algorithm disable list (legacy/niche crypto we don't
ship)
	Size flags: -Os -ffunction-sections -fdata-sections -fPIC
	The make distclean / Configure / make -j8 / make install_sw
sequence
	Output layout: $PREFIX/lib/libcrypto.a, $PREFIX/include/openssl/*

Per-target differences are encoded in Target structs (see
target_spec/1):
	configure_target — "android-arm64", "android-arm",
"iossimulator-xcrun", "ios64-xcrun"
	default_prefix — /tmp/openssl-<target>
	env_fn — function that returns the :env list for Shell.cmd
(Android targets set ANDROID_NDK_ROOT + prepend the NDK
toolchain to PATH; iOS targets set CC/CXX/AR/RANLIB
to xcrun-prefixed invocations)
	extra_configure_args — Android adds -D__ANDROID_API__=24;
arm32 adds no-asm (its hand-written ARM assembly emits non-PIC
relocations against OPENSSL_armcap_P that ld.lld rejects).

Verifying outputs
build/2 doesn't ship — it returns a map naming the produced files.
Callers (or the integration test) can assert on the existence of
those files. We don't run file or xcrun nm here; the shell did
that as a final "did it produce something for the right arch" check.
In Elixir, that's a separate verify/2 step (TODO — likely lands in
iter 4 alongside tarball verification).

      


      
        Summary


  
    Functions
  


    
      
        build(target_id, opts \\ [])

      


        Build OpenSSL for one target. Returns {:ok, info} where info names
the produced artifacts, or a tagged error.



    


    
      
        build_all(opts \\ [])

      


        Build all four targets in sequence. Returns a list of
{target_id, result} pairs in canonical target order. Does NOT
short-circuit on first failure — callers can decide what to do with
partial results.



    


    
      
        configure_args(target, prefix)

      


        Assemble the full ./Configure argv (excluding the program name) for
a given target + prefix. Public so tests can assert on the exact
list without running a build.



    


    
      
        disabled_algorithms()

      


        The full no-X list — legacy ciphers + protocols we don't ship.
Public so tests can pin the surface and any addition surfaces in
a code review rather than buried in a shell script.



    


    
      
        size_flags()

      


        Size + compile flags shared across all targets.



    


    
      
        target_spec(atom)

      


        Return the Target spec for an id. Public so tests can inspect specs
without having to build them. Raises on unknown id (programmer error).



    


    
      
        targets()

      


        All known targets in canonical order.



    





      


      
        Functions


        


    

  
    
      
    
    
      build(target_id, opts \\ [])



        
          
        

    

  


  

      

          @spec build(
  atom(),
  keyword()
) :: {:ok, map()} | MobDev.Release.Errors.t()


      


Build OpenSSL for one target. Returns {:ok, info} where info names
the produced artifacts, or a tagged error.
Options:
	:openssl_src — OpenSSL source checkout (default: ~/code/openssl
or $OPENSSL_SRC env)
	:prefix — install dir (default: target's default_prefix)
	:ndk_root — Android NDK root override (Android targets only)


  



    

  
    
      
    
    
      build_all(opts \\ [])



        
          
        

    

  


  

      

          @spec build_all(keyword()) :: [{atom(), {:ok, map()} | MobDev.Release.Errors.t()}]


      


Build all four targets in sequence. Returns a list of
{target_id, result} pairs in canonical target order. Does NOT
short-circuit on first failure — callers can decide what to do with
partial results.

  



  
    
      
    
    
      configure_args(target, prefix)



        
          
        

    

  


  

      

          @spec configure_args(MobDev.Release.OpenSSL.Target.t(), Path.t()) :: [String.t()]


      


Assemble the full ./Configure argv (excluding the program name) for
a given target + prefix. Public so tests can assert on the exact
list without running a build.
Returns the args in canonical order: configure_target, size flags,
per-target extras, prefix flags, disable-algorithm flags. The order
is observable (OpenSSL's Configure is sensitive to placement of some
flags) — tests pin it.

  



  
    
      
    
    
      disabled_algorithms()



        
          
        

    

  


  

      

          @spec disabled_algorithms() :: [String.t()]


      


The full no-X list — legacy ciphers + protocols we don't ship.
Public so tests can pin the surface and any addition surfaces in
a code review rather than buried in a shell script.
Every entry has a justification kept inline in disabled_algorithms_doc/0.

  



  
    
      
    
    
      size_flags()



        
          
        

    

  


  

      

          @spec size_flags() :: [String.t()]


      


Size + compile flags shared across all targets.

  



  
    
      
    
    
      target_spec(atom)



        
          
        

    

  


  

      

          @spec target_spec(atom()) :: MobDev.Release.OpenSSL.Target.t()


      


Return the Target spec for an id. Public so tests can inspect specs
without having to build them. Raises on unknown id (programmer error).

  



  
    
      
    
    
      targets()



        
          
        

    

  


  

      

          @spec targets() :: [atom()]


      


All known targets in canonical order.

  


        

      


  

    
MobDev.Release.OpenSSL.CryptoNif 
    



      
Replaces scripts/release/openssl/build_crypto_static_*.sh (×4).
Compiles OTP's crypto NIF C sources with -DSTATIC_ERLANG_NIF for one
target ABI and archives the result as crypto.a. Pairs with
MobDev.Release.OpenSSL (the OpenSSL build itself) to produce the
two .a files that get static-linked into the user app's main
native binary:
$OPENSSL_PREFIX/lib/libcrypto.a   ← from MobDev.Release.OpenSSL
$OTP_SRC/lib/crypto/priv/lib/<arch>/crypto.a   ← from this module
Why static-link the crypto NIF?
Different reasons on each platform; the artifact is the same.
	Android. dlopen'd children inherit RTLD_LOCAL by default,
which hides the parent's enif_* symbols from crypto.so.
crypto.so's on_load then fails with "cannot locate symbol".
Static linking sidesteps that — the BEAM finds
crypto_nif_init via dlsym(RTLD_DEFAULT) instead of dlopen.
	iOS. App Store forbids loading unsigned dylib/dlopen — every
NIF must be present in the final signed binary. Same artifact.

Per-target deltas (the spec)
All four targets compile the same 30 source files (@sources) with a
shared base CFLAGS list (@base_cflags). The deltas are:
	Target	Arch dir	Toolchain	Extra CFLAGS	nm symbol
	android_arm64	aarch64-unknown-linux-android	NDK clang/llvm-ar	Android hardening: branch-protect, stack-clash, _GNU_SOURCE	crypto_nif_init
	android_arm32	arm-unknown-linux-androideabi	NDK clang/llvm-ar	Android hardening + -march=armv7-a -mfloat-abi=softfp -mthumb	crypto_nif_init
	ios_sim	aarch64-apple-iossimulator	xcrun (sim SDK)	iOS minimal — no Android hardening	_crypto_nif_init
	ios_device	aarch64-apple-ios	xcrun (device SDK)	iOS minimal — no Android hardening	_crypto_nif_init

Phases
Each build/2 call:
	Precheck — OTP source + OpenSSL prefix exist; Android/iOS
toolchain reachable.
	Compile — for each of @sources, run <cc> <cflags> -c -o obj src.
	Archive — <ar> rcs crypto.a obj1 obj2 ... then <ranlib> crypto.a.
	Verify — <nm> crypto.a, scan output for the expected symbol.
Symbol missing is a :precondition_failed (means our compile
didn't actually produce crypto_nif_init — usually because the
OTP source moved out from under us).


      


      
        Summary


  
    Functions
  


    
      
        base_cflags()

      


        Base CFLAGS shared across all targets. Public for testing.



    


    
      
        build(target_id, opts \\ [])

      


        Compile + archive + verify the crypto NIF for one target. Returns
{:ok, info} naming the produced archive, or a tagged error.



    


    
      
        cflags(target, openssl_prefix, otp_src)

      


        Assemble the full CFLAGS list for a target, given OpenSSL prefix +
OTP source path. Pure function for testability — silent flag drops
are the exact regression class this module exists to prevent.



    


    
      
        check_symbol_present(nm_output, expected_symbol, archive)

      


        Parse nm output and confirm the expected crypto_nif_init symbol
is exported (T flag in nm's output). Returns :ok or a tagged
precondition_failed.



    


    
      
        sources()

      


        Source files compiled for every target. Public so tests can pin the surface.



    


    
      
        target_spec(atom)

      


        Per-target spec. Public so tests can lock down the surface
(especially the extra_cflags lists — silent drops there would
silently weaken released binaries).



    


    
      
        targets()

      


        All known crypto-NIF targets. Same set as MobDev.Release.OpenSSL.targets/0.



    





      


      
        Functions


        


  
    
      
    
    
      base_cflags()



        
          
        

    

  


  

      

          @spec base_cflags() :: [String.t()]


      


Base CFLAGS shared across all targets. Public for testing.

  



    

  
    
      
    
    
      build(target_id, opts \\ [])



        
          
        

    

  


  

      

          @spec build(
  atom(),
  keyword()
) :: {:ok, map()} | MobDev.Release.Errors.t()


      


Compile + archive + verify the crypto NIF for one target. Returns
{:ok, info} naming the produced archive, or a tagged error.
Options:
	:otp_src — OTP source checkout (default: $OTP_SRC env or
~/code/otp)
	:openssl_prefix — OpenSSL install dir (default: target's
default_prefix)
	:ndk_root — Android NDK root (Android targets only)


  



  
    
      
    
    
      cflags(target, openssl_prefix, otp_src)



        
          
        

    

  


  

      

          @spec cflags(MobDev.Release.OpenSSL.CryptoNif.Target.t(), Path.t(), Path.t()) :: [
  String.t()
]


      


Assemble the full CFLAGS list for a target, given OpenSSL prefix +
OTP source path. Pure function for testability — silent flag drops
are the exact regression class this module exists to prevent.
Order: base CFLAGS + per-target extras + include paths. Includes
carry the arch_dir suffix on OTP-internal headers because OTP
per-arch's erl_int_sizes_config.h lives there.

  



  
    
      
    
    
      check_symbol_present(nm_output, expected_symbol, archive)



        
          
        

    

  


  

      

          @spec check_symbol_present(binary(), String.t(), Path.t()) ::
  :ok | MobDev.Release.Errors.t()


      


Parse nm output and confirm the expected crypto_nif_init symbol
is exported (T flag in nm's output). Returns :ok or a tagged
precondition_failed.
	Public for testing — the shell version did `nm <archive>	grep -E
	' T crypto_nif_init$'	head -3` and silently let release ship if

the grep returned 0 lines.  This module's behaviour: missing symbol
is a hard failure with a clear message.

  



  
    
      
    
    
      sources()



        
          
        

    

  


  

      

          @spec sources() :: [String.t()]


      


Source files compiled for every target. Public so tests can pin the surface.

  



  
    
      
    
    
      target_spec(atom)



        
          
        

    

  


  

      

          @spec target_spec(atom()) :: MobDev.Release.OpenSSL.CryptoNif.Target.t()


      


Per-target spec. Public so tests can lock down the surface
(especially the extra_cflags lists — silent drops there would
silently weaken released binaries).

  



  
    
      
    
    
      targets()



        
          
        

    

  


  

      

          @spec targets() :: [atom()]


      


All known crypto-NIF targets. Same set as MobDev.Release.OpenSSL.targets/0.

  


        

      


  

    
MobDev.Release.OpenSSL.CryptoNif.Target 
    



      
Per-target description: arch path layout, toolchain factory, extra CFLAGS, expected nm symbol.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    


    
      
        tools()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %MobDev.Release.OpenSSL.CryptoNif.Target{
  arch_dir: String.t(),
  default_prefix: Path.t(),
  extra_cflags: [String.t()],
  id: :android_arm64 | :android_arm32 | :ios_sim | :ios_device,
  nm_symbol: String.t(),
  tools_fn: (keyword() -> tools())
}


      



  



  
    
      
    
    
      tools()



        
          
        

    

  


  

      

          @type tools() :: %{
  cc: [String.t()],
  ar: [String.t()],
  ranlib: [String.t()],
  nm: [String.t()]
}


      



  


        

      


  

    
MobDev.Release.OpenSSL.Target 
    



      
One cross-compile target. env_fn is invoked at build time so it
can read live :code.lib_dir(:elixir) / NDK version / etc.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %MobDev.Release.OpenSSL.Target{
  configure_target: String.t(),
  default_prefix: Path.t(),
  env_fn: (keyword() -> [{String.t(), String.t()}]),
  extra_configure_args: [String.t()],
  id: :android_arm64 | :android_arm32 | :ios_sim | :ios_device
}


      



  


        

      


  

    
MobDev.Release.Publish 
    



      
Replaces scripts/release/publish.sh — uploads built tarballs to a
GitHub release tagged otp-<hash>. The release is created if it
doesn't exist; existing assets with matching names are deleted before
upload (gh release upload won't replace by default).
Why this module carries the most error categories
Of the five MobDev.Release.* orchestrators this is the one most
likely to fail through no fault of ours — GitHub goes down, gh
auth expires, the local network drops. The shell version of this
step blobs all of those together as exit 1; the user can't tell
whether it's their problem or ours. This module classifies every
gh failure into one of:
	:auth_required — gh CLI isn't authenticated, or token lacks
repo scope. Hint suggests
gh auth login --scopes "repo,write:packages".
	:infra_unreachable — GitHub returned 5xx or the network's
down. Detail carries the first line of gh's stderr so it's
obvious what to check on status.github.com.
	:precondition_failed — no tarballs in out_dir matching
hash. Hint points the user at mix mob.release.tarball all.
	:cmd_failed — fallback for unexpected gh failures (e.g.
malformed tag, write permission denied on a non-our repo).

This is exactly the "is GitHub down or am I broken?" distinction the
build-system migration plan called for. Test coverage exercises each
category against a representative gh stderr snippet.
Public API
MobDev.Release.Publish.publish()                    # defaults
MobDev.Release.Publish.publish(repo: "fork/mob")    # publish to fork
MobDev.Release.Publish.publish(assets: ["otp-android"])  # subset
Returns {:ok, %{tag, repo, assets}} on success or a tagged error.
What it does end-to-end
	Resolve repo, hash, out_dir (env or opts).
	Discover which of the four canonical tarball basenames are
present in out_dir for this hash. At least one must exist.
	gh release view otp-<hash> — exists?	If not (release not found), gh release create.
	If 401/403, :auth_required.
	If 5xx/network, :infra_unreachable.


	List the release's existing assets. For each one that overlaps
with what we're about to upload, gh release delete-asset.
	Single gh release upload otp-<hash> <paths…>.
	Verify by re-listing assets — returned in info.assets.


      


      
        Summary


  
    Types
  


    
      
        info()

      


        Successful publish result.



    





  
    Functions
  


    
      
        candidate_basenames()

      


        Canonical tarball basenames the publisher knows how to upload.



    


    
      
        classify(output)

      


        Classify a gh stderr/stdout line into one of :not_found, :auth,
:infra, or :other. Public for testing — the regexes are the
contract.



    


    
      
        default_repo()

      


        Default GitHub repo (mirrors publish.sh's ${REPO:=GenericJam/mob}).



    


    
      
        discover_assets(shell, out_dir, hash)

      


        Asset basenames that exist in out_dir for the given hash. Returns
an ordered list (matching candidate_basenames/0 order).



    


    
      
        publish(opts \\ [])

      


        Run the publish pipeline. See module doc for options.



    


    
      
        tag_for(hash)

      


        Build the release tag for a hash (otp-<hash>).



    





      


      
        Types


        


  
    
      
    
    
      info()



        
          
        

    

  


  

      

          @type info() :: %{tag: String.t(), repo: String.t(), assets: [String.t()]}


      


Successful publish result.

  


        

      

      
        Functions


        


  
    
      
    
    
      candidate_basenames()



        
          
        

    

  


  

      

          @spec candidate_basenames() :: [String.t()]


      


Canonical tarball basenames the publisher knows how to upload.

  



  
    
      
    
    
      classify(output)



        
          
        

    

  


  

      

          @spec classify(String.t()) :: :not_found | :auth | :infra | :other


      


Classify a gh stderr/stdout line into one of :not_found, :auth,
:infra, or :other. Public for testing — the regexes are the
contract.

  



  
    
      
    
    
      default_repo()



        
          
        

    

  


  

      

          @spec default_repo() :: String.t()


      


Default GitHub repo (mirrors publish.sh's ${REPO:=GenericJam/mob}).

  



  
    
      
    
    
      discover_assets(shell, out_dir, hash)



        
          
        

    

  


  

      

          @spec discover_assets(module(), Path.t(), String.t()) :: [String.t()]


      


Asset basenames that exist in out_dir for the given hash. Returns
an ordered list (matching candidate_basenames/0 order).

  



    

  
    
      
    
    
      publish(opts \\ [])



        
          
        

    

  


  

      

          @spec publish(keyword()) :: {:ok, info()} | MobDev.Release.Errors.t()


      


Run the publish pipeline. See module doc for options.
Recognized opts:
	:repo — owner/name (default: GenericJam/mob)
	:hash — release hash. Default: detected from OTP_SRC git or $HASH.
	:otp_src — OTP checkout for hash detection. Default per Helpers.
	:out_dir — directory containing the built tarballs. Default per Helpers.
	:assets — list of tarball basenames to upload. Each may be
either the bare base ("otp-android") — in which case
-<hash>.tar.gz is appended — or the full filename. Default:
auto-discover any of the four canonical names that exist.


  



  
    
      
    
    
      tag_for(hash)



        
          
        

    

  


  

      

          @spec tag_for(String.t()) :: String.t()


      


Build the release tag for a hash (otp-<hash>).

  


        

      


  

    
MobDev.Release.Shell behaviour
    



      
The I/O surface for MobDev.Release.* modules — every external command,
every env-var read, every filesystem inspection that crosses out of
Elixir's BEAM happens through a function declared here.
Why this exists
Release-script logic is mostly orchestration: "for each source file,
call clang with these flags; then call ar; then run xcrun nm to verify
the symbol exists." The actual correctness of the orchestration —
did we pass the right flags? did we name the output file correctly? —
is independent of whether clang itself runs. By routing every external
invocation through a behaviour, tests can substitute a Mox mock that
asserts on the exact argv we'd have invoked, without paying the
wall-clock cost of running the real tool or depending on the host
environment.
Production code uses MobDev.Release.Shell.System (the default impl).
Tests use MobDev.Release.ShellMock (defined in test/support/).
Modules under MobDev.Release.* get the impl via application env:
impl = Application.get_env(:mob_dev, :release_shell, MobDev.Release.Shell.System)
impl.cmd(["clang", "-c", "x.c"], cd: "/tmp")
Tests flip the env via setup to install the Mox.
Contract
Every callback returns either {:ok, value} or a tagged-tuple error
from MobDev.Release.Errors. No callback raises on user-facing error
paths — they all return tagged tuples so the caller chains them with
with.
Exception: programmer errors (bad argument types, etc.) may raise.

      


      
        Summary


  
    Callbacks
  


    
      
        cmd(list, keyword)

      


        Run an external command. Returns {:ok, output} on exit-0,
{:error, {:cmd_failed, %{cmd, exit, output}}} otherwise.



    


    
      
        dir?(t)

      


        Returns true if the path exists and is a directory.



    


    
      
        fetch_env(t)

      


        Read an environment variable. Returns {:ok, value} if set,
:error if unset. Mirrors System.fetch_env/1 but routed through
the behaviour so tests don't have to poke the global env.



    


    
      
        file?(t)

      


        Returns true if the path exists and is a regular file.



    


    
      
        mkdir_p(t)

      


        Create a directory and any missing parents. Returns :ok or fs_failed.



    


    
      
        rm_f(t)

      


        Remove a file (best-effort). Returns :ok whether it existed or not,
errors only on permission issues. Mirrors rm -f.



    





  
    Functions
  


    
      
        impl()

      


        Return the configured implementation module. Production: the real
System impl. Tests: whatever Mox/test setup installs.



    





      


      
        Callbacks


        


  
    
      
    
    
      cmd(list, keyword)



        
          
        

    

  


  

      

          @callback cmd(
  [String.t()],
  keyword()
) :: {:ok, String.t()} | MobDev.Release.Errors.t()


      


Run an external command. Returns {:ok, output} on exit-0,
{:error, {:cmd_failed, %{cmd, exit, output}}} otherwise.
opts accepts:
	:cd — working directory (default: cwd)
	:env — list of {name, value} env overrides (default: [])
	:into — passthrough to System.cmd/3 (default: nil, output is
captured)


  



  
    
      
    
    
      dir?(t)



        
          
        

    

  


  

      

          @callback dir?(Path.t()) :: boolean()


      


Returns true if the path exists and is a directory.

  



  
    
      
    
    
      fetch_env(t)



        
          
        

    

  


  

      

          @callback fetch_env(String.t()) :: {:ok, String.t()} | :error


      


Read an environment variable. Returns {:ok, value} if set,
:error if unset. Mirrors System.fetch_env/1 but routed through
the behaviour so tests don't have to poke the global env.

  



  
    
      
    
    
      file?(t)



        
          
        

    

  


  

      

          @callback file?(Path.t()) :: boolean()


      


Returns true if the path exists and is a regular file.

  



  
    
      
    
    
      mkdir_p(t)



        
          
        

    

  


  

      

          @callback mkdir_p(Path.t()) :: :ok | MobDev.Release.Errors.t()


      


Create a directory and any missing parents. Returns :ok or fs_failed.

  



  
    
      
    
    
      rm_f(t)



        
          
        

    

  


  

      

          @callback rm_f(Path.t()) :: :ok | MobDev.Release.Errors.t()


      


Remove a file (best-effort). Returns :ok whether it existed or not,
errors only on permission issues. Mirrors rm -f.

  


        

      

      
        Functions


        


  
    
      
    
    
      impl()



        
          
        

    

  


  

      

          @spec impl() :: module()


      


Return the configured implementation module. Production: the real
System impl. Tests: whatever Mox/test setup installs.

  


        

      


  

    
MobDev.Release.Shell.System 
    



      
Production implementation of MobDev.Release.Shell — uses the real
System, File, and OS to do work. Pure passthrough; the
intelligence is in the callers.

      




  

    
MobDev.Release.Tarball 
    



      
Replaces scripts/release/tarball_*.sh × 4 — the staging + tar czf
step that produces the otp-<target>-<hash>.tar.gz archive
MobDev.OtpDownloader later fetches.
iex> MobDev.Release.Tarball.build(:android_arm64,
...>   exqlite_build: "/path/to/_build/dev/lib/exqlite")
{:ok, %{tarball: "/tmp/otp-android-abc12345.tar.gz", target: :android_arm64}}
Per-target variation (the richest of any iter so far)
	Field	android_arm64	android_arm32	ios_sim	ios_device
	Tarball basename	otp-android	otp-android-arm32	otp-ios-sim	otp-ios-device
	Borrow crypto/pk/ssl apps from	(built in-tree)	(built in-tree)	Android install	Android install
	Bundle exqlite BEAMs	yes	yes	no	no
	Bundle EPMD source	no	no	no	yes (for static-link)
	Verify crypto.so present	yes	no	no	no
	tar --exclude paths	(none)	(none)	test-app dirs	(none)

Note the asymmetry in tarball_basename: the Android arm64 tarball is
otp-android-<hash>.tar.gz (NOT otp-android-arm64-...), preserved
for backward compat with MobDev.OtpDownloader.@otp_hash —
changing this would break every existing cache entry.
Why iOS targets "borrow" crypto/public_key/ssl apps from Android
iOS OTP is cross-compiled --without-ssl (the iOS xcomp confs use
--enable-static-nifs and OTP's build system doesn't propagate
--with-ssl to beam.emu's link in that mode). The crypto,
public_key, and ssl Erlang apps therefore aren't produced for
iOS. BEAM bytecode is platform-neutral, so we copy these apps'
ebins from the Android arm64 install tree — they're the same
bytecode. The platform-specific NIF artifacts they ship in priv/
are obsolete on iOS anyway because we replace crypto.so with the
static crypto.a + libcrypto.a we just baked.
What "build" does end-to-end
	Stage — mktemp + cp -r <otp_release>/. (the cross-compiled
OTP install tree from MobDev.Release.OTP)
	Borrow apps — iOS targets only. cp from
<android_otp_release>/lib/{crypto,public_key,ssl}-*.
	Static libs — cp the four arch-specific .a files
(libzstd.a, libepcre.a, libryu.a, asn1rt_nif.a) into
<stage>/erts-<vsn>/lib/.
	Crypto archives — cp crypto.a (from
MobDev.Release.OpenSSL.CryptoNif) + libcrypto.a (from
MobDev.Release.OpenSSL) into the same place.
	ERTS headers — cp the 5 headers (erl_nif.h,
erl_nif_api_funcs.h, erl_drv_nif.h,
erl_fixed_size_int_types.h, arch-specific
erl_int_sizes_config.h) into <stage>/erts-<vsn>/include/.
	Elixir stdlib — MobDev.Release.Helpers.bundle_elixir_stdlib/2
(elixir, logger, eex ebins).
	exqlite BEAMs — Android targets only. Detect version from
mix.lock; cp ebins into <stage>/lib/exqlite-<vsn>/.
	EPMD source — iOS device only. cp the 3 .c files + headers	the arch-specific config dir.


	tar czf the stage into <out_dir>/<basename>-<hash>.tar.gz,
honouring per-target --exclude flags.
	Verify — tar tzf | grep <pattern> for each per-target
required entry. Missing entries fail loudly rather than
ship a broken tarball.


Why mix.lock parsing lives here
Android tarballs ship exqlite BEAMs that the user app loads as a NIF
on device. The version of those BEAMs has to match the user app's
_build/dev/lib/exqlite/ ebins so dialyzer behaviours and protocol
consolidation line up. Detecting the exqlite version means parsing
mix.lock — a small regex on a known shape. Pure function, tested.

      


      
        Summary


  
    Functions
  


    
      
        build(target_id, opts \\ [])

      


        Stage + tar the per-target OTP runtime tarball. Returns {:ok, info}
naming the produced tarball + final size, or a tagged error.



    


    
      
        build_all(opts \\ [])

      


        Build all four tarballs in sequence. Each target picks up its own
defaults. Returns [{target_id, result}, ...] in canonical order.
Doesn't short-circuit.



    


    
      
        check_entries(listing, expected, tarball_path)

      


        Scan a tar tzf listing and confirm every expected pattern matches
at least one entry. Patterns are treated as regex (matching the
shell's grep -q semantics). Public for tests.



    


    
      
        detect_exqlite_version(exqlite_build)

      


        Detect the exqlite version by reading mix.lock (preferred) or
<exqlite_build>/ebin/exqlite.app (fallback). Returns {:ok, vsn}.



    


    
      
        parse_exqlite_version_from_app_file(content)

      


        Parse the vsn field out of an exqlite.app file's content.
Fallback for when mix.lock isn't available (rare, but the shell
version handled it). Returns {:ok, version} or a tagged error.



    


    
      
        parse_exqlite_version_from_lock(content)

      


        Parse the exqlite package version out of a mix.lock string.
Returns {:ok, version} or a tagged error.



    


    
      
        required_entries(target, map)

      


        Per-target required entries. Public for testing — pinning the list
is the surface lock that prevents silent drops.



    


    
      
        tarball_path(target, out_dir, hash)

      


        Final tarball path: <out_dir>/<basename>-<hash>.tar.gz. Public for
testing — basename drift breaks the downloader's cache.



    


    
      
        target_spec(atom)

      


        Per-target spec. Public for testing — surface lock-down for tarball
naming (changing the basename breaks the downloader's cache), the
iOS borrow-from-Android decision, and the per-target verify list.



    


    
      
        targets()

      


        All tarball targets, in canonical order.



    


    
      
        verify_tarball(target, shell, env, tarball)

      


        Verify the produced tarball contains every required entry. Returns
:ok or a precondition_failed naming the missing entry.



    





      


      
        Functions


        


    

  
    
      
    
    
      build(target_id, opts \\ [])



        
          
        

    

  


  

      

          @spec build(
  atom(),
  keyword()
) :: {:ok, map()} | MobDev.Release.Errors.t()


      


Stage + tar the per-target OTP runtime tarball. Returns {:ok, info}
naming the produced tarball + final size, or a tagged error.
Options:
	:otp_src — OTP source checkout (default: $OTP_SRC env or ~/code/otp)
	:otp_release — install tree from MobDev.Release.OTP.build/2
(default: target's default_otp_release)
	:openssl_prefix — OpenSSL install dir (default per-target)
	:exqlite_build — _build/dev/lib/exqlite in any project (required
for Android targets; ignored for iOS)
	:android_otp_release — used by iOS targets to borrow crypto
apps (default: /tmp/otp-android)
	:asn1rt_nif_arm32 — pre-built arm32 asn1rt_nif.a (Android arm32
only; default: /tmp/asn1rt_nif_arm32.a)
	:out_dir — tarball output (default: /tmp)
	:hash — release hash (default: detected from OTP source git)


  



    

  
    
      
    
    
      build_all(opts \\ [])



        
          
        

    

  


  

      

          @spec build_all(keyword()) :: [{atom(), {:ok, map()} | MobDev.Release.Errors.t()}]


      


Build all four tarballs in sequence. Each target picks up its own
defaults. Returns [{target_id, result}, ...] in canonical order.
Doesn't short-circuit.

  



  
    
      
    
    
      check_entries(listing, expected, tarball_path)



        
          
        

    

  


  

      

          @spec check_entries(binary(), [String.t()], Path.t()) ::
  :ok | MobDev.Release.Errors.t()


      


Scan a tar tzf listing and confirm every expected pattern matches
at least one entry. Patterns are treated as regex (matching the
shell's grep -q semantics). Public for tests.

  



  
    
      
    
    
      detect_exqlite_version(exqlite_build)



        
          
        

    

  


  

      

          @spec detect_exqlite_version(Path.t()) ::
  {:ok, String.t()} | MobDev.Release.Errors.t()


      


Detect the exqlite version by reading mix.lock (preferred) or
<exqlite_build>/ebin/exqlite.app (fallback). Returns {:ok, vsn}.
exqlite_build is the path to _build/dev/lib/exqlite/ in any Mob
project that has run mix deps.get && mix compile.
Project root lookup: mix.lock lives 4 levels up from
_build/dev/lib/exqlite/ — that's the project root convention every
Hex umbrella uses.

  



  
    
      
    
    
      parse_exqlite_version_from_app_file(content)



        
          
        

    

  


  

      

          @spec parse_exqlite_version_from_app_file(binary()) ::
  {:ok, String.t()} | MobDev.Release.Errors.t()


      


Parse the vsn field out of an exqlite.app file's content.
Fallback for when mix.lock isn't available (rare, but the shell
version handled it). Returns {:ok, version} or a tagged error.

  



  
    
      
    
    
      parse_exqlite_version_from_lock(content)



        
          
        

    

  


  

      

          @spec parse_exqlite_version_from_lock(binary()) ::
  {:ok, String.t()} | MobDev.Release.Errors.t()


      


Parse the exqlite package version out of a mix.lock string.
Returns {:ok, version} or a tagged error.
Public for testing — silent parse failures here would silently bundle
no exqlite, then user apps die at runtime with :undef.

  



  
    
      
    
    
      required_entries(target, map)



        
          
        

    

  


  

      

          @spec required_entries(MobDev.Release.Tarball.Target.t(), map()) :: [String.t()]


      


Per-target required entries. Public for testing — pinning the list
is the surface lock that prevents silent drops.
ERTS version interpolation happens against env.erts_vsn.

  



  
    
      
    
    
      tarball_path(target, out_dir, hash)



        
          
        

    

  


  

      

          @spec tarball_path(MobDev.Release.Tarball.Target.t(), Path.t(), String.t()) ::
  Path.t()


      


Final tarball path: <out_dir>/<basename>-<hash>.tar.gz. Public for
testing — basename drift breaks the downloader's cache.

  



  
    
      
    
    
      target_spec(atom)



        
          
        

    

  


  

      

          @spec target_spec(atom()) :: MobDev.Release.Tarball.Target.t()


      


Per-target spec. Public for testing — surface lock-down for tarball
naming (changing the basename breaks the downloader's cache), the
iOS borrow-from-Android decision, and the per-target verify list.

  



  
    
      
    
    
      targets()



        
          
        

    

  


  

      

          @spec targets() :: [atom()]


      


All tarball targets, in canonical order.

  



  
    
      
    
    
      verify_tarball(target, shell, env, tarball)



        
          
        

    

  


  

      

          @spec verify_tarball(
  MobDev.Release.Tarball.Target.t(),
  MobDev.Release.Shell.t() | module(),
  map(),
  Path.t()
) :: :ok | MobDev.Release.Errors.t()


      


Verify the produced tarball contains every required entry. Returns
:ok or a precondition_failed naming the missing entry.
Universal entries (every target):
	erts-<vsn>/ directory entry
	lib/elixir/ebin/elixir.app
	erts-<vsn>/lib/crypto.a
	erts-<vsn>/lib/libcrypto.a

Per-target additions come from target.additional_verifies.

  


        

      


  

    
MobDev.Release.Tarball.Target 
    



      
Per-target tarball staging description.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %MobDev.Release.Tarball.Target{
  additional_verifies: [String.t()],
  arch_dir: String.t(),
  borrow_crypto_apps: Path.t() | nil,
  default_otp_release: Path.t(),
  id: :android_arm64 | :android_arm32 | :ios_sim | :ios_device,
  include_epmd_source: boolean(),
  include_exqlite: boolean(),
  openssl_prefix_default: Path.t(),
  tar_excludes: [String.t()],
  tarball_basename: String.t()
}


      



  


        

      


  

    
MobDev.ReleaseAndroid 
    



      
Builds the signed release AAB for a Mob Android app.
Called by mix mob.release --android. The pipeline:
	Regenerate the mob.exs url_schemes intent filter in
AndroidManifest.xml (MobDev.UrlSchemes), so the release doesn't
depend on a dev build having stamped the current setting.
	Regenerate the plugin-derived files (runtime manifest, driver tables,
migrations, images) and run the same native build as
mix mob.deploy --native (MobDev.NativeBuild.build_android_native/2)
for every Gradle abiFilters ABI: jniLibs/<abi>/lib<app>.so is
rebuilt with the current plugins linked in, never reused from the last
deploy (MOB-404). No device needed.
	Copy the arm64 OTP tree to a temp staging dir and add:	App + dep BEAMs (flattened into {app_name}/)
	App priv/ → {app_name}/priv/
	exqlite BEAMs → lib/exqlite-{vsn}/ebin/ (OTP lib structure needed
for :code.lib_dir(:exqlite) to resolve correctly at runtime)


	Run MobDev.OtpAssetBundle.build/2 — strips unused OTP libs (never
one the app's runtime dependency closure needs, see
MobDev.OtpRequiredApps) and optional BEAM chunks, then zips the tree
to src/release/assets/otp.zip.
	Run ./gradlew bundleRelease — signs the AAB using the keystore
configured in android/keystore.properties.

MobBridge.extractOtpIfNeeded() (Kotlin) extracts otp.zip into
<filesDir>/otp/ on first launch. Without this zip the app crashes
immediately — the BEAM has no runtime or application BEAMs to load.
The zip is written to the release-variant asset source set, not the
shared main one — Gradle only merges src/release/assets/ into release
builds, so a leftover zip from a prior release build can never leak into
(and silently poison) a subsequent debug build. See
decisions/2026-07-24-release-otp-zip-variant-scoped-assets.md.

      


      
        Summary


  
    Functions
  


    
      
        build_aab(opts \\ [])

      


        Runs the full Android release pipeline and returns {:ok, aab_path} or
{:error, reason}.



    





      


      
        Functions


        


    

  
    
      
    
    
      build_aab(opts \\ [])



        
          
        

    

  


  

      

          @spec build_aab(keyword()) :: {:ok, Path.t()} | {:error, String.t()}


      


Runs the full Android release pipeline and returns {:ok, aab_path} or
{:error, reason}.

  


        

      


  

    
MobDev.SecurityScan 
    



      
Top-level API for mix mob.security_scan.
Runs every layer of the scan against the current project and
returns a Report. Layers cover:
	Hex dependency CVEs (mix_audit + OSV)
	Android Gradle dependency CVEs (osv-scanner)
	iOS Swift Package dependency CVEs (osv-scanner)
	Bundled-runtime CVEs — OpenSSL/SQLite/OTP/Elixir baked into
the OTP tarballs (manifest + fingerprint verification +
OpenSSL/SQLite/Erlef advisory feeds)
	C source static analysis (semgrep, flawfinder)
	Kotlin static analysis (detekt)
	Swift static analysis (xcodebuild analyze)

Each layer can be disabled with --skip <name>. Layers
never raise: a missing tool or unreadable file lands as a
LayerResult with status :tool_missing or :error, not
an exception.

      


      
        Summary


  
    Functions
  


    
      
        default_layers()

      


        Default layer list. New layers register here as they are built.



    


    
      
        run(opts \\ [])

      


        Run the scan. opts may include



    





      


      
        Functions


        


  
    
      
    
    
      default_layers()



        
          
        

    

  


  

      

          @spec default_layers() :: [module()]


      


Default layer list. New layers register here as they are built.

  



    

  
    
      
    
    
      run(opts \\ [])



        
          
        

    

  


  

      

          @spec run(keyword()) :: MobDev.SecurityScan.Report.t()


      


Run the scan. opts may include:
	:layers — module list, defaults to default_layers/0
	:skip — list of layer-name atoms to skip
	:project_root — directory to scan; defaults to File.cwd!/0
	:on_layer_start / :on_layer_done — progress callbacks


  


        

      


  

    
MobDev.SecurityScan.BundledRuntime.Fingerprint 
    



      
Extracts versions from ~/.mob/cache/otp-*-{hash}/ and from exqlite
C sources in a project's deps/.
This module is the receipt side of the manifest-first design.
BundledVersions records what we claim shipped; Fingerprint
reads what's actually on disk. The bundled-runtime scan layer
asserts they agree.
Pure functions only — no advisory feed lookups, no severity
judgements. The fingerprinter answers "what version is this binary?"
and nothing else.

      


      
        Summary


  
    Types
  


    
      
        tarball()

      


        One cached tarball found on disk.
:platform is decoded from the directory name; :hash is the trailing
OTP commit hash from MobDev.OtpDownloader.



    


    
      
        tarball_versions()

      


        Versions extracted from a single tarball. Any field may be nil if
fingerprinting failed for that artifact (e.g. libcrypto.a was stripped
in an unexpected way). The layer reports such cases as findings, not
silent failures.



    





  
    Functions
  


    
      
        fingerprint_sqlite(project_root)

      


        Fingerprint the SQLite version compiled into exqlite from a
project's deps/exqlite/c_src/sqlite3.c. SQLite is bundled per-app
via the exqlite Hex package, not via the OTP tarball, so it's
scanned at the project level.



    


    
      
        fingerprint_tarball(tarball_path)

      


        Fingerprint a single tarball directory. Returns the versions
extracted from disk.



    


    
      
        locate_cached_tarballs(opts \\ [])

      


        Locate every cached OTP tarball under ~/.mob/cache/.



    





      


      
        Types


        


  
    
      
    
    
      tarball()



        
          
        

    

  


  

      

          @type tarball() :: %{
  platform: :android | :android_arm32 | :ios_sim | :ios_device,
  hash: String.t(),
  path: Path.t()
}


      


One cached tarball found on disk.
:platform is decoded from the directory name; :hash is the trailing
OTP commit hash from MobDev.OtpDownloader.

  



  
    
      
    
    
      tarball_versions()



        
          
        

    

  


  

      

          @type tarball_versions() :: %{
  erts: String.t() | nil,
  elixir: String.t() | nil,
  openssl: String.t() | nil,
  exqlite_beam: String.t() | nil
}


      


Versions extracted from a single tarball. Any field may be nil if
fingerprinting failed for that artifact (e.g. libcrypto.a was stripped
in an unexpected way). The layer reports such cases as findings, not
silent failures.

  


        

      

      
        Functions


        


  
    
      
    
    
      fingerprint_sqlite(project_root)



        
          
        

    

  


  

      

          @spec fingerprint_sqlite(Path.t()) ::
  {:ok, String.t()} | {:error, :not_found | :unparseable}


      


Fingerprint the SQLite version compiled into exqlite from a
project's deps/exqlite/c_src/sqlite3.c. SQLite is bundled per-app
via the exqlite Hex package, not via the OTP tarball, so it's
scanned at the project level.

  



  
    
      
    
    
      fingerprint_tarball(tarball_path)



        
          
        

    

  


  

      

          @spec fingerprint_tarball(Path.t()) :: tarball_versions()


      


Fingerprint a single tarball directory. Returns the versions
extracted from disk.

  



    

  
    
      
    
    
      locate_cached_tarballs(opts \\ [])



        
          
        

    

  


  

      

          @spec locate_cached_tarballs(keyword()) :: [tarball()]


      


Locate every cached OTP tarball under ~/.mob/cache/.
Returns a list of tarball/0 entries, sorted by platform then hash
for stable output. Filters out anything that isn't a directory or
doesn't match the otp-{platform}-{hash} naming scheme.
Pass :cache_dir to override the default path (used in tests).

  


        

      


  

    
MobDev.SecurityScan.BundledVersions 
    



      
Loads priv/security/bundled_versions.exs — the source-of-truth
manifest of what versions ship inside the OTP tarballs that
MobDev.OtpDownloader distributes.
See priv/security/bundled_versions.exs
for the full schema and update procedure.
Why a manifest, not a fingerprint-only approach
Manifest first, fingerprint second. The manifest is a claim
reviewable in git — every PR that touches it is auditable.
Fingerprinting is the receipt that proves the claim.
A fingerprint-only approach can silently fail when build flags
change and a version string is stripped or moves to a different
binary; the scanner just reports "version unknown" and you stop
noticing. A manifest-first approach forces a human to write down
what shipped — and the fingerprinter then catches drift.

      


      
        Summary


  
    Functions
  


    
      
        active()

      


        Return the currently active bundle (the hash Mob is shipping today).



    


    
      
        for_hash(hash)

      


        Return the bundle entry for a given OTP tarball hash.



    


    
      
        load()

      


        Load the manifest from disk. Returns the parsed map.



    


    
      
        manifest_path()

      


        Path to the manifest .exs file.



    





      


      
        Functions


        


  
    
      
    
    
      active()



        
          
        

    

  


  

      

          @spec active() :: map()


      


Return the currently active bundle (the hash Mob is shipping today).

  



  
    
      
    
    
      for_hash(hash)



        
          
        

    

  


  

      

          @spec for_hash(String.t()) :: {:ok, map()} | {:error, :unknown_hash}


      


Return the bundle entry for a given OTP tarball hash.
Returns {:ok, bundle} when present, {:error, :unknown_hash}
otherwise. Useful for the fingerprinter when the hash on disk
doesn't match the manifest's :active_hash — the tarball might
be from an older or unpublished build.

  



  
    
      
    
    
      load()



        
          
        

    

  


  

      

          @spec load() :: %{active_hash: String.t(), bundles: %{required(String.t()) => map()}}


      


Load the manifest from disk. Returns the parsed map.
Raises if the file is missing or doesn't evaluate to a map with
the expected shape — the manifest is a hard requirement for the
bundled-runtime scan layer; a missing file is a real bug, not a
soft warning.

  



  
    
      
    
    
      manifest_path()



        
          
        

    

  


  

      

          @spec manifest_path() :: Path.t()


      


Path to the manifest .exs file.

  


        

      


  

    
MobDev.SecurityScan.Diff 
    



      
Computes the delta between the previous scan state and the
current report:
	new — findings present now that were absent last run
	resolved — findings present last run that are absent now
	still_present — findings in both, with their first_seen_at
preserved from the prior state for patch-lag display

The dedup key is Finding.dedupe_key/1 (id, package, version).
Two findings reported by different sources for the same advisory
on the same package@version are considered the same finding —
resolution is based on the underlying vulnerability, not the
scanner that surfaced it.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        compute(prev_state, report, now)

      


        Compute the diff between a previous state map (typically loaded
from the state file) and the current report.



    


    
      
        string_key(f)

      


        String form of Finding.dedupe_key/1 — matches StateFile entry keys.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %MobDev.SecurityScan.Diff{
  first_seen: %{required(MobDev.SecurityScan.StateFile.key()) => DateTime.t()},
  new: [MobDev.SecurityScan.Finding.t()],
  resolved: [MobDev.SecurityScan.StateFile.entry()],
  still_present: [MobDev.SecurityScan.Finding.t()]
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      compute(prev_state, report, now)



        
          
        

    

  


  

      

          @spec compute(
  MobDev.SecurityScan.StateFile.state(),
  MobDev.SecurityScan.Report.t(),
  DateTime.t()
) ::
  t()


      


Compute the diff between a previous state map (typically loaded
from the state file) and the current report.
Both sides are keyed by the string form of Finding.dedupe_key/1
("id|package|version") so we can compare across the JSON state
file boundary.
now is injectable so tests can pin timestamps.

  



  
    
      
    
    
      string_key(f)



        
          
        

    

  


  

      

          @spec string_key(MobDev.SecurityScan.Finding.t()) :: String.t()


      


String form of Finding.dedupe_key/1 — matches StateFile entry keys.

  


        

      


  

    
MobDev.SecurityScan.Finding 
    



      
A single normalized security finding.
Findings come from many sources — Hex mix_audit, osv-scanner,
the OpenSSL/SQLite/Erlef advisory feeds, semgrep, etc. — and are
normalized into this struct so the report and rubric treat them
uniformly. source records which scanner produced it; layer
records which surface area it covers (:hex_deps, :bundled_runtime,
:c_source, ...).
severity is one of :critical, :high, :medium, :low,
:unknown. Scanners report severity differently (CVSS scores,
GHSA ratings, vendor scales); upstream callers normalize before
building a Finding.

      


      
        Summary


  
    Types
  


    
      
        severity()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        dedupe_key(finding)

      


        Deduplication key. Two findings dedupe to the same key when they
describe the same advisory against the same package+version, even
if they came from different sources (e.g. mix_audit and osv-scanner
both reporting GHSA-XXXX against :plug 1.10).



    


    
      
        sort_key(finding)

      


        Sort order helper: severities ranked critical → unknown.



    





      


      
        Types


        


  
    
      
    
    
      severity()



        
          
        

    

  


  

      

          @type severity() :: :critical | :high | :medium | :low | :unknown


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %MobDev.SecurityScan.Finding{
  description: String.t() | nil,
  fixed_in: String.t() | nil,
  id: String.t() | nil,
  layer: atom(),
  package: String.t() | nil,
  severity: severity(),
  source: atom(),
  title: String.t() | nil,
  url: String.t() | nil,
  version: String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      dedupe_key(finding)



        
          
        

    

  


  

      

          @spec dedupe_key(t()) :: {String.t() | nil, String.t() | nil, String.t() | nil}


      


Deduplication key. Two findings dedupe to the same key when they
describe the same advisory against the same package+version, even
if they came from different sources (e.g. mix_audit and osv-scanner
both reporting GHSA-XXXX against :plug 1.10).

  



  
    
      
    
    
      sort_key(finding)



        
          
        

    

  


  

      

          @spec sort_key(t()) :: {non_neg_integer(), String.t()}


      


Sort order helper: severities ranked critical → unknown.
Use as Enum.sort_by(findings, &Finding.sort_key/1).

  


        

      


  

    
MobDev.SecurityScan.Formatter 
    



      
Render a Report for human or machine consumers.
	terminal/1 — pretty ANSI-coloured output for mix mob.security_scan
	json/1 — machine-readable for --json
	markdown/1 — for --write-report SECURITY_SCAN.md

The formatter never raises; missing optional fields render as
blank, not crashes. Callers control output destination (IO,
File.write/2, etc.).

      


      
        Summary


  
    Functions
  


    
      
        json(report)

      


        Render the report as JSON-encodable data.



    


    
      
        markdown(report)

      


        Render the report as a Markdown document for --write-report PATH.
Designed to be checked into a repo and diffed across runs as
patch-lag evidence — fewer findings over time = receipts.



    


    
      
        terminal(report)

      


        Render the report as ANSI-coloured terminal text.



    





      


      
        Functions


        


  
    
      
    
    
      json(report)



        
          
        

    

  


  

      

          @spec json(MobDev.SecurityScan.Report.t()) :: String.t()


      


Render the report as JSON-encodable data.

  



  
    
      
    
    
      markdown(report)



        
          
        

    

  


  

      

          @spec markdown(MobDev.SecurityScan.Report.t()) :: String.t()


      


Render the report as a Markdown document for --write-report PATH.
Designed to be checked into a repo and diffed across runs as
patch-lag evidence — fewer findings over time = receipts.

  



  
    
      
    
    
      terminal(report)



        
          
        

    

  


  

      

          @spec terminal(MobDev.SecurityScan.Report.t()) :: String.t()


      


Render the report as ANSI-coloured terminal text.

  


        

      


  

    
MobDev.SecurityScan.HistoryFormatter 
    



      
Render a single changelog entry for SECURITY_HISTORY.md.
Each entry is one Markdown section with the timestamp as the
heading, severity counts as the lede, and three lists: New
since last scan / Resolved / Still present. Designed to be
appended to the head of SECURITY_HISTORY.md so the latest run
is the first thing a reader sees.

      


      
        Summary


  
    Functions
  


    
      
        entry(report, diff, now)

      


        Build a single Markdown changelog entry for the given report+diff.
Returns a string with a trailing blank line so successive entries
separate cleanly.



    


    
      
        prepend_to_file(path, entry)

      


        Append entry to the top of path (after the file's header, if
any). Creates the file with a default header if it doesn't exist.



    





      


      
        Functions


        


  
    
      
    
    
      entry(report, diff, now)



        
          
        

    

  


  

      

          @spec entry(
  MobDev.SecurityScan.Report.t(),
  MobDev.SecurityScan.Diff.t(),
  DateTime.t()
) :: String.t()


      


Build a single Markdown changelog entry for the given report+diff.
Returns a string with a trailing blank line so successive entries
separate cleanly.

  



  
    
      
    
    
      prepend_to_file(path, entry)



        
          
        

    

  


  

      

          @spec prepend_to_file(Path.t(), String.t()) :: :ok


      


Append entry to the top of path (after the file's header, if
any). Creates the file with a default header if it doesn't exist.

  


        

      


  

    
MobDev.SecurityScan.Layer behaviour
    



      
Behaviour every scan layer implements.
A layer's job is to produce a LayerResult for one slice of the
attack surface (Hex deps, Gradle deps, bundled OpenSSL, ...).
Layers must never raise; failures are reported as
%LayerResult{status: :error, error: "..."} so the rest of the
scan continues.
A layer is responsible for deciding whether its surface area
exists in the current project (e.g. the Gradle layer returns
:not_applicable when there's no android/ directory). The
runner does not gate layers on project shape.

      


      
        Summary


  
    Types
  


    
      
        opts()

      


    





  
    Callbacks
  


    
      
        name()

      


    


    
      
        run(opts)

      


    





      


      
        Types


        


  
    
      
    
    
      opts()



        
          
        

    

  


  

      

          @type opts() :: keyword()


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      name()



        
          
        

    

  


  

      

          @callback name() :: atom()


      



  



  
    
      
    
    
      run(opts)



        
          
        

    

  


  

      

          @callback run(opts()) :: MobDev.SecurityScan.LayerResult.t()


      



  


        

      


  

    
MobDev.SecurityScan.LayerResult 
    



      
Result of running a single scan layer (Hex deps, Gradle deps,
bundled runtime, C source, etc).
status is one of:
	:ok — layer ran successfully (findings may still be empty)
	:tool_missing — a required external scanner isn't installed;
the layer was skipped with a warning
	:not_applicable — the surface area doesn't exist in this project
(e.g. no android/ directory)
	:skipped — the user passed --skip <name>
	:error — the layer failed unexpectedly; see :error field

Layers always return a LayerResult; they never raise. Callers
decide how to surface tool-missing or error states based on
whether the scan is in --strict mode.

      


      
        Summary


  
    Types
  


    
      
        status()

      


    


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      status()



        
          
        

    

  


  

      

          @type status() :: :ok | :tool_missing | :not_applicable | :skipped | :error


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %MobDev.SecurityScan.LayerResult{
  duration_ms: non_neg_integer() | nil,
  error: String.t() | nil,
  findings: [MobDev.SecurityScan.Finding.t()],
  name: atom(),
  notes: [String.t()],
  status: status(),
  tools_used: [String.t()]
}


      



  


        

      


  

    
MobDev.SecurityScan.Layers.BundledRuntime 
    



      
Audits the OpenSSL, ERTS, Elixir, exqlite, and SQLite versions
baked into Mob's pre-built OTP tarballs and into the project's
deps/exqlite/c_src/sqlite3.c.
Why this layer exists
Generic dependency scanners (mix_audit, osv-scanner,
Aqua/Snyk/Trivy) all assume dynamic linking — they look at lockfiles
and don't see versions baked into static archives. Mob ships
libcrypto.a (OpenSSL), libbeam.a (ERTS), the entire SQLite
amalgamation, and a frozen Elixir stdlib inside the OTP tarball
that gets copied into every app binary. Nothing in your mix.lock
reveals these versions.
This layer looks inside.
What it does
	Fingerprint — locate cached tarballs at ~/.mob/cache/otp-*-{hash}/,
extract real versions of OpenSSL, ERTS, Elixir, and the bundled
exqlite BEAMs.

	Drift detection — compare fingerprints against the
BundledVersions manifest. Any mismatch is a :high finding —
it means the manifest is lying about what shipped, which is the
exact failure mode the manifest exists to prevent.

	SQLite fingerprint — read deps/exqlite/c_src/sqlite3.c from
the scanned project and extract SQLITE_VERSION. SQLite isn't
in the OTP tarball; it's compiled per-app via exqlite.

	Version transparency — emit informational notes documenting
every detected version with a pointer to its upstream advisory
page. We don't pretend to do live CVE lookups for OpenSSL/SQLite
— there's no reliable machine-readable feed at this writing
(OpenSSL retired its JSON feed; OSV.dev doesn't cover native libs).
The notes give the user everything they need to verify manually.


Hex-ecosystem CVEs (including exqlite the BEAM package) are handled
by hex_deps, not duplicated here.

      


      
        Summary


  
    Functions
  


    
      
        deploy_installed_exqlite?(arg1, actual, project_exqlite)

      


        Whether an exqlite found in a cached OTP dir is the deploy-installed
copy of the scanned project's own exqlite.



    





      


      
        Functions


        


  
    
      
    
    
      deploy_installed_exqlite?(arg1, actual, project_exqlite)



        
          
        

    

  


  

      

          @spec deploy_installed_exqlite?(String.t() | nil, String.t() | nil, String.t() | nil) ::
  boolean()


      


Whether an exqlite found in a cached OTP dir is the deploy-installed
copy of the scanned project's own exqlite.
iOS tarballs don't ship exqlite (manifest nil for that platform); the
iOS native build installs the project's exqlite into the cached OTP dir,
and the :hex_deps layer audits that version through mix.lock. So the
copy is exempt from drift only when the manifest expects none AND its
version equals the project's locked exqlite. Anything else in the cache
(a project without exqlite, or another project's version) is not covered
by :hex_deps, still gets packaged, and stays a drift finding.

  


        

      


  

    
MobDev.SecurityScan.Layers.CSource 
    



      
Static analysis of every C source file Mob actually compiles into
the app: Mob's own NIF shims (mob/android/jni/, mob/ios/), the
exqlite NIF wrapper (deps/exqlite/c_src/sqlite3_nif.c), and any
C the project itself ships.
Two tools, run in parallel:
	semgrep with the community p/c
ruleset — catches unsafe API use, format-string bugs,
memory-safety patterns, and a few CVE-derived rules.

	flawfinder — pattern-based
audit with a long history; catches things semgrep doesn't
(banned APIs, risky gets/strcpy use).


What's deliberately excluded
deps/exqlite/c_src/sqlite3.c — SQLite's amalgamated source is
~9MB and ~250k LOC. It's battle-tested, ships in millions of
apps, and would generate thousands of low-value findings if scanned
with general C rules. SQLite-specific CVE coverage lives in the
:bundled_runtime layer (which fingerprints the version).
Soft-degradation
If either scanner is missing, the layer reports :tool_missing
rather than failing. Install with brew install semgrep flawfinder
on macOS.

      




  

    
MobDev.SecurityScan.Layers.GradleDeps 
    



      
Audits Android dependencies via osv-scanner recursively over
the android/ directory.
What gets scanned
osv-scanner understands these Android-relevant manifests:
	gradle.lockfile — the result of Gradle's dependency locking.
Captures the exact transitive dep tree.
	buildscript-gradle.lockfile — same idea, for buildscript classpath.
	pom.xml — Maven, occasionally appears in Gradle projects.

Mob's Android template does NOT enable dependency locking by default,
so a fresh mix mob.new app will report :not_applicable for this
layer until the user opts in. The layer's notes spell out the
remediation.
Enabling Gradle dependency locking
// android/build.gradle
allprojects {
  configurations.all {
    resolutionStrategy.activateDependencyLocking()
  }
}

// android/app/build.gradle
dependencyLocking {
  lockAllConfigurations()
}
Then cd android && ./gradlew :app:dependencies --write-locks
creates gradle.lockfile.

      




  

    
MobDev.SecurityScan.Layers.HexDeps 
    



      
Audits Hex dependencies in mix.lock against two complementary
advisory sources:
	mix_audit — Mirego's curated
elixir-security-advisories repo, cloned into ~/.local/share/.
Hex-ecosystem-only, hand-reviewed entries.

	osv-scanner — Google's
OSV.dev aggregator, which pulls the Erlef CNA feed alongside many
other ecosystems. Tends to surface CVE-numbered advisories that
Mirego hasn't ingested yet.


Running both is deliberate. They miss different things, and the
delta between them is what catches advisories the curated database
hasn't picked up. Findings dedupe on (advisory_id, package, version)
with osv-scanner winning on ties (CVSS-derived severity is the more
standard signal).
If osv-scanner isn't installed the layer still runs successfully
on mix_audit alone — the note records that the second source was
unavailable so the report is honest about coverage.

      




  

    
MobDev.SecurityScan.Layers.KotlinSource 
    



      
Static analysis of Kotlin/Java source under android/app/src/main/
using detekt.
Detekt is the de-facto Kotlin static analyzer. We invoke its CLI
with --report json:<out> and parse the SARIF-like output.
Coverage notes:
	The default detekt ruleset emphasizes code quality more than
security per se — but several built-in rules do cover concrete
vulnerability classes (HardCodedDispatcher, unsafe-call
patterns, regex DoS).
	For deeper security coverage, projects can configure a
detekt-security.yml and pass it via MOB_DETEKT_CONFIG=path
(read by default_runner/1).

Soft-degrades to :tool_missing when detekt isn't installed.
Install on macOS with brew install detekt.

      




  

    
MobDev.SecurityScan.Layers.SwiftDeps 
    



      
Audits iOS dependencies via osv-scanner recursively over the
ios/ directory.
What gets scanned
osv-scanner understands:
	Package.resolved — Swift Package Manager (when SwiftPM is used)
	Podfile.lock — CocoaPods

Mob's iOS template does not depend on either by default — the iOS
bridge is built with raw .m / .swift files plus the bundled OTP
static libs (libcrypto.a, libbeam.a, etc.). Those static libs are
audited by the :bundled_runtime layer; this layer only covers
application-level iOS dependencies.
In a stock Mob app this layer typically reports :not_applicable,
which is the correct signal — there's no iOS dependency manifest
to audit because the app pulls nothing from CocoaPods/SwiftPM.

      




  

    
MobDev.SecurityScan.Layers.SwiftSource 
    



      
Static analysis of Swift source under ios/ using
swiftlint.
Why swiftlint, not xcodebuild analyze?
The Clang Static Analyzer (run via xcodebuild analyze) is the gold
standard for Objective-C and Swift correctness checks but requires
a buildable Xcode project — i.e. a working signing identity, the
right SDK, and a .xcodeproj or .xcworkspace. That's a heavy
prerequisite for a security scan to "just work" out of the box.
swiftlint operates directly on .swift files without compilation,
produces JSON output, and ships several security-relevant rules
(force_cast, force_try, force_unwrapping, implicitly_unwrapped_optional)
that flag crash-by-design patterns. It's the pragmatic Swift
counterpart to detekt.
What this doesn't cover
Mob's iOS bridge is mostly Objective-C (.m / .c files), not
Swift. swiftlint ignores those. ObjC code is covered by the
:c_source layer instead, which runs semgrep+flawfinder over .m
files alongside .c/.h. The split is unfortunate but follows
tool boundaries.
Soft-degrades to :tool_missing when swiftlint isn't installed.
Install on macOS with brew install swiftlint.

      




  

    
MobDev.SecurityScan.OsvScanner 
    



      
Wrapper around the osv-scanner CLI (https://google.github.io/osv-scanner/).
osv-scanner queries the OSV.dev database, which
aggregates advisories from many ecosystems (Hex, Maven/Gradle, Swift
PM, npm, PyPI, RubyGems, ...) into a single feed. Several Mob scan
layers (hex_deps, gradle_deps, swift_deps) call this helper so
the binary integration lives in one place.
All public functions are pure orchestration — no parsing logic, no
finding shape. Parser does the actual JSON → Finding translation,
which keeps the network/process side easy to mock and the parser
trivially testable with fixture JSON.

      


      
        Summary


  
    Types
  


    
      
        target()

      


        What to scan. {:lockfile, path} for a single lockfile, {:directory, path}
for a recursive scan that finds every supported manifest under the tree.



    





  
    Functions
  


    
      
        installed?()

      


        True if osv-scanner is on PATH.



    


    
      
        scan(target, layer, opts \\ [])

      


        Scan a target and return findings tagged with the given layer.



    





      


      
        Types


        


  
    
      
    
    
      target()



        
          
        

    

  


  

      

          @type target() :: {:lockfile, Path.t()} | {:directory, Path.t()}


      


What to scan. {:lockfile, path} for a single lockfile, {:directory, path}
for a recursive scan that finds every supported manifest under the tree.

  


        

      

      
        Functions


        


  
    
      
    
    
      installed?()



        
          
        

    

  


  

      

          @spec installed?() :: boolean()


      


True if osv-scanner is on PATH.

  



    

  
    
      
    
    
      scan(target, layer, opts \\ [])



        
          
        

    

  


  

      

          @spec scan(target(), atom(), keyword()) ::
  {:ok, [MobDev.SecurityScan.Finding.t()]}
  | {:error,
     :not_installed | {:not_found, Path.t()} | {:scan_failed, String.t()}}


      


Scan a target and return findings tagged with the given layer.
Returns:
	{:ok, findings} — scan completed (findings list may be empty)
	{:error, :not_installed} — binary not on PATH
	{:error, {:not_found, path}} — target path doesn't exist
	{:error, {:scan_failed, reason}} — binary exited non-zero or
produced unparseable output

osv-scanner exits with code 1 when findings are present and 0
when clean — this function treats both as success and only signals
:scan_failed for true errors (code 127, malformed JSON, etc.).

  


        

      


  

    
MobDev.SecurityScan.OsvScanner.Parser 
    



      
Pure parser: osv-scanner JSON → [Finding.t()].
The osv-scanner output schema (as of 2.x):
{
  "results": [
    {
      "source": {"path": "...", "type": "lockfile"},
      "packages": [
        {
          "package": {"name": "...", "version": "...", "ecosystem": "..."},
          "groups": [{"ids": [...], "max_severity": "8.2"}],
          "vulnerabilities": [
            {
              "id": "GHSA-XXX",
              "summary": "...",
              "details": "...",
              "aliases": ["CVE-...", "GHSA-..."],
              "affected": [{"ranges": [{"events": [{"fixed": "1.11.0"}]}]}],
              "references": [{"url": "..."}]
            }
          ]
        }
      ]
    }
  ]
}
Severity comes from the package's groups[].max_severity field,
which is a CVSS 3.x base score as a string. We normalize using
the standard CVSS severity bands (NVD qualitative ratings).

      


      
        Summary


  
    Functions
  


    
      
        findings(json, layer)

      


        Walk an osv-scanner JSON map and return findings tagged with layer.



    





      


      
        Functions


        


  
    
      
    
    
      findings(json, layer)



        
          
        

    

  


  

      

          @spec findings(map(), atom()) :: [MobDev.SecurityScan.Finding.t()]


      


Walk an osv-scanner JSON map and return findings tagged with layer.

  


        

      


  

    
MobDev.SecurityScan.Report 
    



      
Aggregate result of a security scan: every layer's LayerResult
plus run metadata. The report is the single object handed to
formatters (terminal, JSON, markdown) and the value returned
from MobDev.SecurityScan.run/1.
Severity rollup helpers (severity_counts/1, worst_severity/1)
are colocated here so formatters and the --strict exit-code
logic agree on the math.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        all_findings(report)

      


        Flatten findings across all layers.



    


    
      
        duration_ms(report)

      


        Total wall-clock duration of the scan in milliseconds, or nil if not yet finished.



    


    
      
        maybe_exit_strict(report, arg2)

      


        If strict? is true and the report contains medium-or-worse findings,
print a message to stderr and exit({:shutdown, 1}). Otherwise returns
:ok. Shared between mix mob.security_scan and its .log sibling.



    


    
      
        severity_counts(report)

      


        Count findings by severity across the report.
Returns a map keyed by :critical, :high, :medium, :low,
:unknown — every key is present (zero if no findings at that level).



    


    
      
        worst_severity(report)

      


        Worst severity present in the report. Returns :none when the
report has zero findings.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %MobDev.SecurityScan.Report{
  finished_at: DateTime.t() | nil,
  layers: [MobDev.SecurityScan.LayerResult.t()],
  project_root: String.t(),
  started_at: DateTime.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      all_findings(report)



        
          
        

    

  


  

      

          @spec all_findings(t()) :: [MobDev.SecurityScan.Finding.t()]


      


Flatten findings across all layers.

  



  
    
      
    
    
      duration_ms(report)



        
          
        

    

  


  

      

          @spec duration_ms(t()) :: non_neg_integer() | nil


      


Total wall-clock duration of the scan in milliseconds, or nil if not yet finished.

  



  
    
      
    
    
      maybe_exit_strict(report, arg2)



        
          
        

    

  


  

      

          @spec maybe_exit_strict(t(), boolean() | nil) :: :ok


      


If strict? is true and the report contains medium-or-worse findings,
print a message to stderr and exit({:shutdown, 1}). Otherwise returns
:ok. Shared between mix mob.security_scan and its .log sibling.

  



  
    
      
    
    
      severity_counts(report)



        
          
        

    

  


  

      

          @spec severity_counts(t()) :: %{
  required(MobDev.SecurityScan.Finding.severity()) => non_neg_integer()
}


      


Count findings by severity across the report.
Returns a map keyed by :critical, :high, :medium, :low,
:unknown — every key is present (zero if no findings at that level).

  



  
    
      
    
    
      worst_severity(report)



        
          
        

    

  


  

      

          @spec worst_severity(t()) :: MobDev.SecurityScan.Finding.severity() | :none


      


Worst severity present in the report. Returns :none when the
report has zero findings.

  


        

      


  

    
MobDev.SecurityScan.Runner 
    



      
Orchestrates the scan: invokes each enabled layer in turn,
collects LayerResults, and returns a Report.
Layers are run sequentially (not concurrently) so that terminal
output stays readable in the streaming formatter and so that
resource-heavy scanners like semgrep don't dogpile a laptop.
Layers never raise — failures land as %LayerResult{status: :error}.
The runner additionally guards every callback with a try, so a
bug in one layer can't take the whole scan down.

      


      
        Summary


  
    Functions
  


    
      
        run(layers, opts \\ [])

      


        Runs the listed layers in order. opts is forwarded to each
layer's run/1 callback. The optional :on_layer_start and
:on_layer_done callbacks let the formatter stream progress
to the terminal as layers complete.



    





      


      
        Functions


        


    

  
    
      
    
    
      run(layers, opts \\ [])



        
          
        

    

  


  

      

          @spec run(
  [module()],
  keyword()
) :: MobDev.SecurityScan.Report.t()


      


Runs the listed layers in order. opts is forwarded to each
layer's run/1 callback. The optional :on_layer_start and
:on_layer_done callbacks let the formatter stream progress
to the terminal as layers complete.

  


        

      


  

    
MobDev.SecurityScan.StateFile 
    



      
Read/write the state sidecar for mix mob.security_scan.log.
The state file is a small JSON document that records the
last-known set of findings and when each was first seen. Diff
computation between runs depends on it.
Default location: .security_scan/state.json at the project root.
Should be checked into git so a fresh CI run knows what the
prior baseline was — without it, every scheduled run reports every
finding as 'new' and the changelog becomes useless.
Schema
{
  "version": 1,
  "last_run_at": "2026-05-07T05:30:00Z",
  "findings": [
    {
      "key": "EEF-CVE-2026-32689|phoenix|1.8.5",
      "id": "EEF-CVE-2026-32689",
      "severity": "high",
      "package": "phoenix",
      "version": "1.8.5",
      "fixed_in": "1.7.22",
      "title": "...",
      "url": "...",
      "source": "osv_scanner",
      "layer": "hex_deps",
      "first_seen_at": "2026-05-07T05:30:00Z"
    }
  ]
}

      


      
        Summary


  
    Types
  


    
      
        entry()

      


        Finding-as-stored: same fields as Finding plus key + first_seen_at.



    


    
      
        key()

      


        Dedup key derived from id|package|version.



    


    
      
        state()

      


        Loaded state map.



    





  
    Functions
  


    
      
        empty()

      


        Empty initial state for first-time scans.



    


    
      
        from_report(report, diff, now)

      


        Build the next state from the current report and a Diff (which
carries first_seen_at for findings that already existed).



    


    
      
        load(path)

      


        Load state from a JSON file. Returns empty/0 if the file is missing.



    


    
      
        save(path, state)

      


        Encode + write the given state to disk. Creates parent dirs as needed.



    





      


      
        Types


        


  
    
      
    
    
      entry()



        
          
        

    

  


  

      

          @type entry() :: %{
  key: key(),
  id: String.t() | nil,
  severity: atom(),
  package: String.t() | nil,
  version: String.t() | nil,
  fixed_in: String.t() | nil,
  title: String.t() | nil,
  url: String.t() | nil,
  source: atom() | nil,
  layer: atom() | nil,
  first_seen_at: DateTime.t() | String.t()
}


      


Finding-as-stored: same fields as Finding plus key + first_seen_at.

  



  
    
      
    
    
      key()



        
          
        

    

  


  

      

          @type key() :: String.t()


      


Dedup key derived from id|package|version.

  



  
    
      
    
    
      state()



        
          
        

    

  


  

      

          @type state() :: %{
  version: integer(),
  last_run_at: DateTime.t() | nil,
  findings: [entry()]
}


      


Loaded state map.

  


        

      

      
        Functions


        


  
    
      
    
    
      empty()



        
          
        

    

  


  

      

          @spec empty() :: state()


      


Empty initial state for first-time scans.

  



  
    
      
    
    
      from_report(report, diff, now)



        
          
        

    

  


  

      

          @spec from_report(
  MobDev.SecurityScan.Report.t(),
  MobDev.SecurityScan.Diff.t(),
  DateTime.t()
) :: state()


      


Build the next state from the current report and a Diff (which
carries first_seen_at for findings that already existed).

  



  
    
      
    
    
      load(path)



        
          
        

    

  


  

      

          @spec load(Path.t()) :: state()


      


Load state from a JSON file. Returns empty/0 if the file is missing.

  



  
    
      
    
    
      save(path, state)



        
          
        

    

  


  

      

          @spec save(Path.t(), state()) :: :ok


      


Encode + write the given state to disk. Creates parent dirs as needed.

  


        

      


  

    
MobDev.Smoke 
    



      
The decisions behind mix mob.smoke, kept free of I/O so each can be
tested against the shapes agent-device and Mob.Diag really return.
A replayed flow passing is the tool's opinion. The app's own counters say
whether it held up: a store that lost its table or reset, events the
listener could not deliver, or, on mob 0.9.7 or later, no receipts at all
while a flow ran (the taps landed somewhere other than this app). So the
verdict combines both. A flow whose health could not be read is reported as
not checked: it does not fail the run, but the run does not claim the app
held up either.
agent-device test --json reports "success": true even when scripts
fail; only data.failed and data.notRun say what happened.
The counters live in the app's BEAM and start from zero when it boots, and a
flow that begins with open --relaunch boots a new one. So health is read
around each flow, and a snapshot from a different BEAM (its OS pid changed)
is compared against zero rather than against the old BEAM's counters.

      


      
        Summary


  
    Types
  


    
      
        claim()

      


        A session's lease on a device.



    


    
      
        cli_error()

      


        agent-device refused to run ("success": false).



    


    
      
        failure()

      


        One failed script from agent-device test --json.



    


    
      
        finding()

      


    


    
      
        outcome()

      


    


    
      
        reply()

      


        An RPC reply sorted by what it means for the check.



    


    
      
        report()

      


        The parts of a suite report the verdict reads.



    


    
      
        result()

      


        Everything mix mob.smoke learned about one device. health is present
when health was checked flow by flow: how many flows ran, and why each
flow whose snapshot before or after it did not read went unchecked.



    


    
      
        snapshot()

      


        Mob.Diag.health/0 and the BEAM's OS pid, read together.



    





      


      
        Types


        


  
    
      
    
    
      claim()



        
          
        

    

  


  

      

          @type claim() :: MobDev.DeviceLeases.claim()


      


A session's lease on a device.

  



  
    
      
    
    
      cli_error()



        
          
        

    

  


  

      

          @type cli_error() :: %{
  code: String.t() | nil,
  message: String.t(),
  hint: String.t() | nil
}


      


agent-device refused to run ("success": false).

  



  
    
      
    
    
      failure()



        
          
        

    

  


  

      

          @type failure() :: %{
  file: String.t() | nil,
  status: String.t() | nil,
  attempts: non_neg_integer(),
  artifacts_dir: String.t() | nil,
  code: String.t() | nil,
  cause: String.t() | nil,
  message: String.t() | nil,
  hint: String.t() | nil
}


      


One failed script from agent-device test --json.

  



  
    
      
    
    
      finding()



        
          
        

    

  


  

      

          @type finding() :: {:failure | :warning | :note, String.t()}


      



  



  
    
      
    
    
      outcome()



        
          
        

    

  


  

      

          @type outcome() :: {:blocked, String.t()} | {:ran, report(), integer()}


      



  



  
    
      
    
    
      reply()



        
          
        

    

  


  

      

          @type reply() ::
  {:ok, term()}
  | {:unreachable, String.t()}
  | {:unsupported, String.t()}
  | {:error, String.t()}


      


An RPC reply sorted by what it means for the check.

  



  
    
      
    
    
      report()



        
          
        

    

  


  

      

          @type report() :: %{
  total: non_neg_integer(),
  executed: non_neg_integer(),
  passed: non_neg_integer(),
  failed: non_neg_integer(),
  skipped: non_neg_integer(),
  not_run: non_neg_integer(),
  duration_ms: non_neg_integer(),
  failures: [failure()]
}


      


The parts of a suite report the verdict reads.

  



  
    
      
    
    
      result()



        
          
        

    

  


  

      

          @type result() :: %{
  :device => String.t(),
  :outcome => outcome(),
  :findings => [finding()],
  :receipts_delta => integer() | nil,
  optional(:health) => %{flows: non_neg_integer(), unchecked: [String.t()]}
}


      


Everything mix mob.smoke learned about one device. health is present
when health was checked flow by flow: how many flows ran, and why each
flow whose snapshot before or after it did not read went unchecked.

  



  
    
      
    
    
      snapshot()



        
          
        

    

  


  

      

          @type snapshot() :: %{health: reply(), beam: reply()}


      


Mob.Diag.health/0 and the BEAM's OS pid, read together.

  


        

      


  

    
MobDev.StaticNifs 
    



      
Schema, defaults, and C-source generation for the static NIF table.
The static NIF table lives in two C files inside an app's project:
priv/generated/driver_tab_ios.c
priv/generated/driver_tab_android.c
Both are linked before libbeam.a so they override BEAM's empty
built-in erts_static_nif_tab[]. With these in place, load_nif/2
resolves to the in-binary init function instead of falling back to
dlopen, which fails on iOS (App Store rejects bundled .dylibs) and
on Android (RTLDLOCAL hides the parent's `enif*` symbols from
child libraries).
Declaring NIFs
An app's mob.exs may add to or override the defaults via the
:static_nifs key:
config :mob_dev,
  static_nifs: [
    %{module: :my_native, archs: [:all]}
  ]
Each entry is a map with these fields:
	Field	Type	Default	Meaning
	:module	atom	required	Erlang module name
	:init	string	derived	Init fn name. Defaults to <mod>_nif_init
	:builtin	boolean	false	True for OTP-shipped libs
	:archs	[atom]	[:all]	Where this NIF should appear
	:guard	string	none	Macro naming a narrowed entry (see below)
	:extra_static_libs	map	none	Per-ABI archives to link with this NIF

Valid :archs values: :all, :ios, :android, :ios_sim,
:ios_device, :android_arm64, :android_arm32.
When :archs is a strict subset of a target platform's archs (e.g.
[:ios_device] for iOS), set :guard to a C-identifier macro name. The
generated tables select a guarded project entry on exactly the targets its
:archs cover, by the compiler's own target: the Zig table gates it on
@import("builtin").target (the simulator ABI on iOS, the CPU on Android),
and the C table wraps the forward declaration and row in #if <arch test>
(TARGET_OS_SIMULATOR, __aarch64__, __arm__, or 1 when the entry covers
the platform). No build option is involved, so it works with any app's
build files (MOB-376). The guards of the built-in NIFs in default_nifs/0
are different: each is a feature switch that mob_new's build files set
(build_options.<flag> for Zig, -D<guard> for C).
Defaults
See default_nifs/0 for the baked-in NIF set. It mirrors the hand-edited
driver_tab_ios.c / driver_tab_android.c files mob shipped through
v0.5.18 — regen/1 against an empty user list produces byte-equivalent
output to those files.

      


      
        Summary


  
    Types
  


    
      
        arch()

      


    


    
      
        extra_static_lib_arch()

      


    


    
      
        nif_entry()

      


    


    
      
        platform()

      


    





  
    Functions
  


    
      
        default_nifs()

      


        Returns the baked-in NIF set used by every Mob app.



    


    
      
        generate(platform, nifs, opts \\ [])

      


        Generates the driver_tab source for one platform.



    


    
      
        guarded?(nif)

      


        True when the entry carries a :guard key. A built-in NIF's guard (e.g.
MOB_STATIC_EMLX_NIF) is a feature switch the build sets: #ifdef in C, a
build_options flag in Zig. A project NIF's guard selects the entry on the
targets its :archs cover, by the compiler's target, and is always on when
the archs cover the whole platform.



    


    
      
        init_fn(map)

      


        Returns the init function name for an entry — either the explicit :init
value or the conventional <module>_nif_init.



    


    
      
        needs_guard?(entry, platform)

      


        Returns true if the entry's archs are a strict subset of the platform's
archs (i.e. it's present on this platform but not all of its arches). Such
an entry needs a :guard, so the generated tables register it only on its
archs.



    


    
      
        on_platform?(entry, platform)

      


        Returns true if the entry should appear in the generated file for this
platform (i.e. its archs intersect the platform's archs).



    


    
      
        resolve(user_nifs)

      


        Combines the defaults with a user list (typically from
Application.get_env(:mob_dev, :static_nifs, [])).



    


    
      
        validate_entry(entry)

      


        Validates a single entry, returning :ok or {:error, reason}.



    





      


      
        Types


        


  
    
      
    
    
      arch()



        
          
        

    

  


  

      

          @type arch() ::
  :all
  | :ios
  | :android
  | :ios_sim
  | :ios_device
  | :android_arm64
  | :android_arm32


      



  



  
    
      
    
    
      extra_static_lib_arch()



        
          
        

    

  


  

      

          @type extra_static_lib_arch() ::
  :ios_sim | :ios_device | :android_arm64 | :android_arm32 | :android_x86_64


      



  



  
    
      
    
    
      nif_entry()



        
          
        

    

  


  

      

          @type nif_entry() :: %{
  :module => atom(),
  optional(:init) => String.t(),
  optional(:builtin) => boolean(),
  optional(:archs) => [arch()],
  optional(:guard) => String.t(),
  optional(:extra_static_libs) => %{
    optional(extra_static_lib_arch()) => Path.t()
  }
}


      



  



  
    
      
    
    
      platform()



        
          
        

    

  


  

      

          @type platform() :: :ios | :android | arch()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      default_nifs()



        
          
        

    

  


  

      

          @spec default_nifs() :: [nif_entry()]


      


Returns the baked-in NIF set used by every Mob app.
These match the hand-edited driver_tab_*.c files in mob ≤ 0.5.18.
Users append to this list via :static_nifs in mob.exs.

  



    

  
    
      
    
    
      generate(platform, nifs, opts \\ [])



        
          
        

    

  


  

      

          @spec generate(platform(), [nif_entry()], keyword()) :: iodata()


      


Generates the driver_tab source for one platform.
Format is :c by default (produces driver_tab_<platform>.c matching
the hand-edited reference files byte-for-byte). Pass format: :zig
for the Phase 6a Zig output — same semantics, structured as
comptime-friendly Zig (extern struct ABI types, export for the
C-callable symbols, if (sqlite_static) ... else ... in place of
#ifdef).
Pure function — given the same nif list it always produces the same
bytes.

  



  
    
      
    
    
      guarded?(nif)



        
          
        

    

  


  

      

          @spec guarded?(nif_entry()) :: boolean()


      


True when the entry carries a :guard key. A built-in NIF's guard (e.g.
MOB_STATIC_EMLX_NIF) is a feature switch the build sets: #ifdef in C, a
build_options flag in Zig. A project NIF's guard selects the entry on the
targets its :archs cover, by the compiler's target, and is always on when
the archs cover the whole platform.

  



  
    
      
    
    
      init_fn(map)



        
          
        

    

  


  

      

          @spec init_fn(nif_entry()) :: String.t()


      


Returns the init function name for an entry — either the explicit :init
value or the conventional <module>_nif_init.

  



  
    
      
    
    
      needs_guard?(entry, platform)



        
          
        

    

  


  

      

          @spec needs_guard?(nif_entry(), platform()) :: boolean()


      


Returns true if the entry's archs are a strict subset of the platform's
archs (i.e. it's present on this platform but not all of its arches). Such
an entry needs a :guard, so the generated tables register it only on its
archs.

  



  
    
      
    
    
      on_platform?(entry, platform)



        
          
        

    

  


  

      

          @spec on_platform?(nif_entry(), platform()) :: boolean()


      


Returns true if the entry should appear in the generated file for this
platform (i.e. its archs intersect the platform's archs).

  



  
    
      
    
    
      resolve(user_nifs)



        
          
        

    

  


  

      

          @spec resolve(user_nifs :: [nif_entry()]) :: [nif_entry()]


      


Combines the defaults with a user list (typically from
Application.get_env(:mob_dev, :static_nifs, [])).
Later entries with the same :module override earlier ones. This lets
users replace a default entry — e.g. drop :sqlite3_nif by setting
archs: [] — without forking the default list.

  



  
    
      
    
    
      validate_entry(entry)



        
          
        

    

  


  

      

          @spec validate_entry(nif_entry()) :: :ok | {:error, String.t()}


      


Validates a single entry, returning :ok or {:error, reason}.

  


        

      


  

    
MobDev.Style 
    



      
The styles lane (MOB_STYLES.md), minimum-viable slice: token-only style
packages. A style package ships priv/mob_style.exs declaring a theme
module; activation is config :mob, :styles, [...] plus
config :mob, :default_style, :name in mob.exs, and the runtime manifest
carries the resolved set so core can apply the default style's theme at boot.
Tokens-only is the doc's smallest tier ("repalette-only styles"); the
per-component native-override tier (cascade, _style dispatch — the mob_m3
case) is NOT implemented yet.

      


      
        Summary


  
    Functions
  


    
      
        activated()

      


        The activated styles as {style_dir, manifest} pairs. Names that don't
resolve to a dep or whose manifest fails to load are skipped (surfaced by
validation at build).



    


    
      
        activated_names(project_dir \\ File.cwd!())

      


        Activated style names from mob.exs's config :mob, :styles (Application
env fallback when there is no mob.exs, mirroring
MobDev.Plugin.activated_names/1). A mob.exs that fails to evaluate
raises.



    


    
      
        default_style(project_dir \\ File.cwd!())

      


        The configured :default_style name (or nil). Same sourcing as activated_names/1.



    


    
      
        load(style_dir)

      


        Loads a style manifest from style_dir. {:ok, map}, or {:error, reason}
when the file is missing/unreadable/not a map (styles REQUIRE a manifest —
there is no tier-0 equivalent).



    


    
      
        runtime_entries!()

      


        The runtime-manifest entries for the activated styles:
[%{name, theme}]. Raises at build when an activated style's manifest is
invalid or the configured :default_style isn't among the activated styles
— a misconfigured style must fail the BUILD, not silently render baseline.



    


    
      
        validate(manifest)

      


        Validates the four required fields (MOB_STYLES.md "Minimum viable
manifest"): :name atom, :mob_version requirement string,
:style_spec_version integer, :theme module atom.



    





      


      
        Functions


        


  
    
      
    
    
      activated()



        
          
        

    

  


  

      

          @spec activated() :: [{Path.t(), map()}]


      


The activated styles as {style_dir, manifest} pairs. Names that don't
resolve to a dep or whose manifest fails to load are skipped (surfaced by
validation at build).

  



    

  
    
      
    
    
      activated_names(project_dir \\ File.cwd!())



        
          
        

    

  


  

      

          @spec activated_names(Path.t()) :: [atom()]


      


Activated style names from mob.exs's config :mob, :styles (Application
env fallback when there is no mob.exs, mirroring
MobDev.Plugin.activated_names/1). A mob.exs that fails to evaluate
raises.

  



    

  
    
      
    
    
      default_style(project_dir \\ File.cwd!())



        
          
        

    

  


  

      

          @spec default_style(Path.t()) :: atom() | nil


      


The configured :default_style name (or nil). Same sourcing as activated_names/1.

  



  
    
      
    
    
      load(style_dir)



        
          
        

    

  


  

      

          @spec load(Path.t()) :: {:ok, map()} | {:error, String.t()}


      


Loads a style manifest from style_dir. {:ok, map}, or {:error, reason}
when the file is missing/unreadable/not a map (styles REQUIRE a manifest —
there is no tier-0 equivalent).

  



  
    
      
    
    
      runtime_entries!()



        
          
        

    

  


  

      

          @spec runtime_entries!() :: %{styles: [map()], default_style: atom() | nil}


      


The runtime-manifest entries for the activated styles:
[%{name, theme}]. Raises at build when an activated style's manifest is
invalid or the configured :default_style isn't among the activated styles
— a misconfigured style must fail the BUILD, not silently render baseline.

  



  
    
      
    
    
      validate(manifest)



        
          
        

    

  


  

      

          @spec validate(map()) :: {:ok, map()} | {:error, [String.t()]}


      


Validates the four required fields (MOB_STYLES.md "Minimum viable
manifest"): :name atom, :mob_version requirement string,
:style_spec_version integer, :theme module atom.

  


        

      


  

    
MobDev.SupportMatrix 
    



      
Per-feature device requirements + the validation that runs before
mix mob.deploy builds anything.
The instinct is to ship the latest-arch path because that's where the
upstream toolchains are easiest to integrate. The cost of that
instinct is silent failure: a user with an older / cheaper / 32-bit
device buys hardware, runs mix mob.deploy, sees a vague gradle
error, and walks away assuming Mob is broken. They never find out
the device was below our floor.
This module makes the floors explicit, declarable, and enforced:
	feature_requirements/1 — the data. What ABIs / SDK levels does
a feature need? Where does the constraint come from upstream
(Chaquopy, BeeWare, Apple)?
	enabled_features/1 — what features does this project use?
Inferred from the project's mix.exs / generated files, not from
a flag the user has to remember to set.
	check_device/2 — given a device's discovered properties + a
list of enabled features, return :ok or
{:error, [%{feature, reason, device}]}.

mix mob.deploy calls these before invoking MobDev.NativeBuild so
the message a user sees on an unsupported device is:
✗ Moto e (armeabi-v7a, Android 10) cannot run this project:
    - pythonx requires Android arm64-v8a or x86_64. Chaquopy
      (the upstream Python distribution we bundle) dropped
      32-bit Android support several releases ago.

To target this device, either disable Pythonx or use an arm64
device. See guides/support_matrix.md for the full floor.
…rather than a build that silently produces an APK the device can't
load.
Adding a new feature
When you add a feature that has device requirements distinct from
the base Mob floor, add a clause to feature_requirements/1 and a
detection clause to enabled_features/1. Don't bury the constraint
in build-time code — that's how silent failures happen.

      


      
        Summary


  
    Types
  


    
      
        feature_req()

      


        Full requirement spec for a feature. No feature currently models
:unsupported (a feature outright incompatible with a platform) —
if one needs to, add | :unsupported to the platform value type
here AND re-add the matching case clause in check_against/2.



    


    
      
        incompatibility()

      


        An incompatibility found by check_device/2.



    


    
      
        platform_req()

      


        Requirement spec for a single feature on a single platform.



    





  
    Functions
  


    
      
        base_requirements()

      


        Returns the base device requirements every Mob app inherits.



    


    
      
        check_device(device, features)

      


        Checks that device can run the given list of enabled features
(plus the base Mob floor).



    


    
      
        enabled_features(project_dir)

      


        Returns the list of features enabled in project_dir that have
non-base device requirements.



    


    
      
        feature_requirements(arg1)

      


        Returns the device requirements for a specific feature.



    


    
      
        format_error(issues)

      


        Renders an {:error, [incompatibility]} result as the human-readable
block printed by mix mob.deploy before exiting.



    





      


      
        Types


        


  
    
      
    
    
      feature_req()



        
          
        

    

  


  

      

          @type feature_req() :: %{android: platform_req(), ios: platform_req()}


      


Full requirement spec for a feature. No feature currently models
:unsupported (a feature outright incompatible with a platform) —
if one needs to, add | :unsupported to the platform value type
here AND re-add the matching case clause in check_against/2.

  



  
    
      
    
    
      incompatibility()



        
          
        

    

  


  

      

          @type incompatibility() :: %{
  device: MobDev.Device.t(),
  feature: atom(),
  reason: String.t()
}


      


An incompatibility found by check_device/2.

  



  
    
      
    
    
      platform_req()



        
          
        

    

  


  

      

          @type platform_req() :: %{
  :abis => [String.t()],
  :min_sdk => non_neg_integer(),
  optional(:reason) => String.t()
}


      


Requirement spec for a single feature on a single platform.

  


        

      

      
        Functions


        


  
    
      
    
    
      base_requirements()



        
          
        

    

  


  

      

          @spec base_requirements() :: feature_req()


      


Returns the base device requirements every Mob app inherits.

  



  
    
      
    
    
      check_device(device, features)



        
          
        

    

  


  

      

          @spec check_device(MobDev.Device.t(), [atom()]) :: :ok | {:error, [incompatibility()]}


      


Checks that device can run the given list of enabled features
(plus the base Mob floor).
Returns :ok if every requirement is satisfied, or
{:error, [incompatibility]} listing every reason the device is
unsupported. We collect every reason rather than short-circuiting so
the user sees the full picture, not a one-at-a-time game of
whack-a-mole.

  



  
    
      
    
    
      enabled_features(project_dir)



        
          
        

    

  


  

      

          @spec enabled_features(Path.t()) :: [atom()]


      


Returns the list of features enabled in project_dir that have
non-base device requirements.
Inferred from project artifacts (deps in mix.exs, generated source
files), not from a flag — so a user can't accidentally bypass the
validation by forgetting an option.

  



  
    
      
    
    
      feature_requirements(arg1)



        
          
        

    

  


  

      

          @spec feature_requirements(atom()) :: feature_req() | nil


      


Returns the device requirements for a specific feature.
Returns nil for unknown features (caller should treat as base-only).

  



  
    
      
    
    
      format_error(issues)



        
          
        

    

  


  

      

          @spec format_error([incompatibility()]) :: String.t()


      


Renders an {:error, [incompatibility]} result as the human-readable
block printed by mix mob.deploy before exiting.
Groups by device so multi-feature failures on one device collapse
into a single block, then re-displays the device summary line.

  


        

      


  

    
MobDev.TaskHelp 
    



      
Helpers for --help / -h handling in mob_dev Mix tasks.
Mix has mix help <task> built in (reads the task module's
@moduledoc), but users from outside the Elixir ecosystem expect
<command> --help to work too. This module gives each task a
one-line opt-in:
def run(args) do
  if MobDev.TaskHelp.help_requested?(args) do
    MobDev.TaskHelp.print_module_help(__MODULE__)
  else
    # normal flow…
  end
end
Public API is intentionally tiny — two predicates and a printer —
so a future change to where @moduledoc is stored (or how it gets
rendered) only ripples through one file.

      


      
        Summary


  
    Functions
  


    
      
        help_requested?(argv)

      


        True when argv contains --help or -h as a standalone arg.



    


    
      
        print_module_help(task_module)

      


        Prints task_module's @moduledoc to stdout.



    





      


      
        Functions


        


  
    
      
    
    
      help_requested?(argv)



        
          
        

    

  


  

      

          @spec help_requested?([String.t()]) :: boolean()


      


True when argv contains --help or -h as a standalone arg.
iex> MobDev.TaskHelp.help_requested?(["--help"])
true

iex> MobDev.TaskHelp.help_requested?(["-h"])
true

iex> MobDev.TaskHelp.help_requested?(["--device", "foo"])
false

iex> MobDev.TaskHelp.help_requested?([])
false

  



  
    
      
    
    
      print_module_help(task_module)



        
          
        

    

  


  

      

          @spec print_module_help(module()) :: :ok


      


Prints task_module's @moduledoc to stdout.
Falls back to a small "no docs available" message if the module
has no @moduledoc (which shouldn't happen for any mob_dev task
but the fallback keeps print_module_help/1 total).

  


        

      


  

    
MobDev.TaskTargets 
    



      
Shared device-selection policy for tasks that can change device state.
A named device is always explicit. Broad selection keeps physical
devices behind :all_physical; :all_devices means development
emulators and simulators. Combined :all_devices and
:all_physical selects every connected device. With no scope
flags, exactly one non-physical device may be selected automatically;
multiple development devices are an ambiguity error.
resolve/3 honours agent-device leases passed as :leases
(MobDev.DeviceLeases): every selection the user did not name skips
devices another session has claimed, and a named device that is claimed
is used with a warning. A device chosen automatically is always printed.

      


      
        Summary


  
    Types
  


    
      
        selection_error()

      


    





  
    Functions
  


    
      
        filter_by_id(devices, ids)

      


        Filter devices by the identifiers accepted by MobDev.Device.match_id?/2.



    


    
      
        resolve(all, device_ids, opts)

      


        Resolve a device snapshot into the exact targets for one task run.



    


    
      
        select(all, device_ids, opts)

      


        Select devices from an already-discovered snapshot.



    





      


      
        Types


        


  
    
      
    
    
      selection_error()



        
          
        

    

  


  

      

          @type selection_error() ::
  :no_devices
  | :ambiguous_devices
  | :no_matching_devices
  | :no_dev_devices
  | :no_physical_devices
  | :all_claimed


      



  


        

      

      
        Functions


        


  
    
      
    
    
      filter_by_id(devices, ids)



        
          
        

    

  


  

      

          @spec filter_by_id([MobDev.Device.t()], [String.t()]) :: [MobDev.Device.t()]


      


Filter devices by the identifiers accepted by MobDev.Device.match_id?/2.

  



  
    
      
    
    
      resolve(all, device_ids, opts)



        
          
        

    

  


  

      

          @spec resolve([MobDev.Device.t()], [String.t()], keyword()) ::
  {:ok, [MobDev.Device.t()]} | {:error, selection_error(), map()}


      


Resolve a device snapshot into the exact targets for one task run.
opts[:leases] is the MobDev.DeviceLeases snapshot to honour (default:
no claims). Skipped, warned-about and auto-selected devices are printed.

  



  
    
      
    
    
      select(all, device_ids, opts)



        
          
        

    

  


  

      

          @spec select([MobDev.Device.t()], [String.t()], keyword()) :: [MobDev.Device.t()]


      


Select devices from an already-discovered snapshot.
Precedence is named devices, both broad flags, development devices,
physical devices, then safe single-development-device auto-selection.

  


        

      


  

    
MobDev.TfliteDownloader 
    



      
Downloads and caches pre-built TensorFlow Lite native libraries for
Android and iOS so Mob apps can ship the TFLite Nx backend without
building TFLite from source (Bazel).
Two upstream sources:
	Android — tensorflow-lite-2.16.1.aar from Maven Central
(the last release with a packed .aar; 2.17.0 ships .jar only).
Extracted to jni/arm64-v8a/libtensorflowlite_jni.so +
headers/tensorflow/lite/c/c_api.h etc.
	iOS — TensorFlowLiteC-2.17.0.tar.gz from dl.google.com
(CocoaPods upstream). Contains three xcframeworks (Core, CoreML,
Metal) each with ios-arm64 device + ios-arm64_x86_64-simulator
slices.

The C API is binary-compatible between these versions — TFLite's
c_api.h surface has been stable since 2.13. Different version pins
per platform reflect upstream packaging differences, not API drift.
Mirrors the MobDev.MLXDownloader pattern: hashed URL + cached
extraction at ~/.mob/cache/tflite-<version>-<target>/, validated
against the expected layout. Reused across projects.
Used by MobDev.NativeBuild when the project enables TFLite via
mix mob.enable tflite. The build template sources TFLITE_DIR from
dir/1 and links the tflite_nif.c NIF against the headers and
framework / .so it provides.
Local-build override
Set MOB_TFLITE_LOCAL_TARBALL_DIR=/path/to/dir to bypass the upstream
download and use locally-fetched tarballs (named exactly as
tarball_name/1 returns). Useful when iterating offline or against
a custom TFLite build.

      


      
        Summary


  
    Types
  


    
      
        target()

      


        Target slice this downloader supports.



    





  
    Functions
  


    
      
        android_version()

      


        Android TFLite version pin.



    


    
      
        dir(target)

      


        Cached TFLite root directory for target. May not exist if ensure/1
hasn't been called.



    


    
      
        ensure(target)

      


        Ensure the TFLite bundle for target is cached and extracted.



    


    
      
        ios_version()

      


        iOS TFLite version pin.



    


    
      
        valid_dir?(target, dir)

      


        Returns true if the cache directory has the expected layout for the
given target. Public for tests and NativeBuild probing.



    





      


      
        Types


        


  
    
      
    
    
      target()



        
          
        

    

  


  

      

          @type target() :: :android_arm64 | :android_arm32 | :ios_device | :ios_sim


      


Target slice this downloader supports.

  


        

      

      
        Functions


        


  
    
      
    
    
      android_version()



        
          
        

    

  


  

      

          @spec android_version() :: String.t()


      


Android TFLite version pin.

  



  
    
      
    
    
      dir(target)



        
          
        

    

  


  

      

          @spec dir(target()) :: String.t()


      


Cached TFLite root directory for target. May not exist if ensure/1
hasn't been called.

  



  
    
      
    
    
      ensure(target)



        
          
        

    

  


  

      

          @spec ensure(target()) :: {:ok, String.t()} | {:error, term()}


      


Ensure the TFLite bundle for target is cached and extracted.
Returns {:ok, path} where path is the unpacked root containing the
expected layout (see valid_dir?/2).

  



  
    
      
    
    
      ios_version()



        
          
        

    

  


  

      

          @spec ios_version() :: String.t()


      


iOS TFLite version pin.

  



  
    
      
    
    
      valid_dir?(target, dir)



        
          
        

    

  


  

      

          @spec valid_dir?(target(), String.t()) :: boolean()


      


Returns true if the cache directory has the expected layout for the
given target. Public for tests and NativeBuild probing.

  


        

      


  

    
MobDev.TfliteNif 
    



      
Cross-compiles tflite_nif.c (the NIF wrapping TensorFlow Lite's C API)
for one Android or iOS target ABI and archives the result as
libtflite_nif.a. The archive gets static-linked into the user app's
main native binary alongside crypto.a, libemlx.a, and any other
static NIFs.
Companion bits
	Native libs — MobDev.TfliteDownloader fetches the TFLite native
libraries (AAR for Android, xcframework tarball for iOS) and supplies
headers + the runtime library that gets linked into the launcher
binary alongside this archive.
	C source — tflite_nif.c ships in the :nx_tflite_mob Hex dep
(the user adds {:nx_tflite_mob, ...} to their mix.exs when they
run mix mob.enable tflite). This module looks it up via
:code.lib_dir(:nx_tflite_mob).
	Static-NIF table entry — :tflite_nif is registered in
MobDev.StaticNifs.default_nifs/0 with guard MOB_STATIC_TFLITE_NIF.
The guard threads into build_device.zig as tflite_static and is
set to true when the project enables this feature.

Why static-link this NIF?
Same constraints as every other NIF mob ships on phones:
	Android. dlopen'd children inherit RTLD_LOCAL, hiding the
parent's enif_* symbols from a separately-loaded libtflite_nif.so.
on_load then fails with "cannot locate symbol". Static linking
sidesteps that — BEAM finds tflite_nif_nif_init via
dlsym(RTLD_DEFAULT) against the main app binary.
	iOS. App Store forbids loading unsigned dylibs / dlopen; every
NIF must already be present in the signed binary.

The TFLite runtime itself (libtensorflowlite_jni.so on Android,
TensorFlowLiteC.framework on iOS) IS allowed to load via the normal
dynamic-linker path: it's code-signed (iOS) or part of the standard
jniLibs/ contract (Android). Only the NIF init has to be static.
Per-target deltas
	Target	Source	Compiler	nm symbol
	android_arm64	NDK aarch64 clang	aarch64 cross	tflite_nif_nif_init
	android_arm32	NDK arm clang	arm cross (armv7-a)	tflite_nif_nif_init
	ios_sim	xcrun iphonesimulator	arm64-apple-ios-simulator	_tflite_nif_nif_init
	ios_device	xcrun iphoneos	arm64-apple-ios	_tflite_nif_nif_init

STATIC_ERLANG_NIF_LIBNAME
We pass -DSTATIC_ERLANG_NIF_LIBNAME=tflite_nif to make ERL_NIF_INIT
emit symbol tflite_nif_nif_init. That matches the convention used by
MobDev.NxEigenNif (nx_eigen → nx_eigen_nif_init) and what
MobDev.StaticNifs.init_fn/1 derives for the :tflite_nif module
entry.

      


      
        Summary


  
    Functions
  


    
      
        base_cflags()

      


        Base CFLAGS shared across all targets. Public for testing.



    


    
      
        build(target_id, opts \\ [])

      


        Compile + archive + verify libtflite_nif.a for one target.



    


    
      
        cflags(target, includes, frameworks \\ [])

      


        Assemble full CFLAGS for a target plus include / framework search paths.



    


    
      
        target_spec(atom)

      


        Per-target spec. Public for testing.



    


    
      
        targets()

      


        All known TFLite NIF targets.



    





      


      
        Functions


        


  
    
      
    
    
      base_cflags()



        
          
        

    

  


  

      

          @spec base_cflags() :: [String.t()]


      


Base CFLAGS shared across all targets. Public for testing.

  



    

  
    
      
    
    
      build(target_id, opts \\ [])



        
          
        

    

  


  

      

          @spec build(
  atom(),
  keyword()
) :: {:ok, map()} | MobDev.Release.Errors.t()


      


Compile + archive + verify libtflite_nif.a for one target.
Options:
	:nx_tflite_mob_dir — path to the :nx_tflite_mob Hex dep (the
dir containing c_src/tflite_nif.c). Required.
	:tflite_dir — path returned by MobDev.TfliteDownloader.ensure/1
for this target. Required.
	:erts_include — per-target erts-VSN/include/ dir. Required.
	:out_dir — where the archive + object subdir get written.
Required.
	:ndk_root — Android NDK root (Android targets only; defaults to
~/Library/Android/sdk/ndk/<NdkVersion.effective()>).


  



    

  
    
      
    
    
      cflags(target, includes, frameworks \\ [])



        
          
        

    

  


  

      

          @spec cflags(
  %MobDev.TfliteNif.Target{
    extra_cflags: term(),
    id: term(),
    nm_symbol: term(),
    tools_fn: term()
  },
  [Path.t()],
  [Path.t()]
) :: [String.t()]


      


Assemble full CFLAGS for a target plus include / framework search paths.
includes are -I-prefixed; frameworks are -F-prefixed (iOS only —
ignored on Android targets). Order is preserved.

  



  
    
      
    
    
      target_spec(atom)



        
          
        

    

  


  

      

          @spec target_spec(atom()) :: %MobDev.TfliteNif.Target{
  extra_cflags: term(),
  id: term(),
  nm_symbol: term(),
  tools_fn: term()
}


      


Per-target spec. Public for testing.

  



  
    
      
    
    
      targets()



        
          
        

    

  


  

      

          @spec targets() :: [atom()]


      


All known TFLite NIF targets.

  


        

      


  

    
MobDev.Tunnel 
    



      
Manages port tunnels for Android and physical iOS devices.
Android (adb):
  adb reverse tcp:4369 tcp:4369     — Android BEAM registers in Mac's EPMD
  adb forward tcp:<dist> tcp:<dist> — Mac reaches the device's dist port (1:1)
Physical iOS (direct networking — WiFi/LAN preferred, USB link-local fallback):
  mob_beam.m finds the device's own IP via getifaddrs() and starts the BEAM
  as <app>_ios@<device-ip>. The in-process EPMD binds 0.0.0.0:4369 so Mac
  can query it at any of the device's IPs. The dist port is directly reachable.
  A USB-discovered device's node is read from EPMD, not predicted
  (MobDev.Discovery.IOS.resolve_usb_node/1).
iOS simulator:
  Shares Mac network stack — no tunnels needed.
Dist ports are keyed by device serial and app, not run index
The Mac runs ONE EPMD (port 4369) that every device — across every project
and every mix mob.connect run — registers into. Assigning dist ports by
per-run index (9100 + index) meant project A's device-0 and project B's
device-0 both claimed 9100: two nodes at the same port in the shared EPMD,
but adb forward tcp:9100 can only point at one device → the other resolved
to the wrong phone or nothing (silent timeout). Keying on the serial alone
then gave two apps on the SAME device the same port, and the second one's
dist failed with :nodistribution. Now the port is derived from the device
serial and the app name (base_port/2, a crc32 hash into 9100..9899), so a
given app on a given device always gets the same port regardless of run, and
assign_dist_port/3 bumps past any port another live node or another
device's forward already holds (a hash collision or a non-mob node).

      


      
        Summary


  
    Functions
  


    
      
        assign_dist_port(serial, app, in_use \\ MapSet.new())

      


        base_port/2, bumped to the next free slot if in_use already claims it (a
crc32 collision with another app/device, or a node mob_dev didn't start).
Walks the window from the base; falls back to the base if the whole window
is somehow taken. Pure — in_use is gathered by the caller.



    


    
      
        attach_forward(serial, port)

      


        Forwards host port to the same port on serial, to reach a node that is
already running there. Refuses ({:error, _}) when the host port already
forwards to a different device, rather than taking it from that session.



    


    
      
        base_port(serial, app)

      


        Stable, deterministic dist port for app on the device serial — a crc32
hash of both into [9100, 9100 + 800). Same serial and app → same port
across runs; two apps on one device → (almost always) different ports.



    


    
      
        dist_port_for(device)

      


        The dist port this project's app uses on device: assign_dist_port/3 over
the live state of this Mac (EPMD and adb forward --list), ignoring the
app's own node and the device's own forwards so a redeploy reclaims its port.
mix mob.deploy and mix mob.connect both resolve the port through here, so
they agree.



    


    
      
        ensure_android(serial, port)

      


        Makes sure an Android app started now can join distribution: adb reverse
for EPMD (so the device BEAM registers in the Mac's EPMD) and a forward of
the dist port. Both are gone after an emulator reboot or an adbd restart,
and an app launched without them gives up on dist after 10 s. Idempotent.



    


    
      
        epmd_names()

      


        The {name, port} pairs registered in the Mac's EPMD, which every Android
device and iOS simulator registers into. Empty when EPMD isn't reachable.



    


    
      
        setup(device)

      


        Assigns the device's dist port for the current project's app and sets up
tunnels for it.



    


    
      
        teardown(device)

      


        Tears down tunnels for a device.



    





      


      
        Functions


        


    

  
    
      
    
    
      assign_dist_port(serial, app, in_use \\ MapSet.new())



        
          
        

    

  


  

      

          @spec assign_dist_port(String.t(), String.t(), MapSet.t()) :: pos_integer()


      


base_port/2, bumped to the next free slot if in_use already claims it (a
crc32 collision with another app/device, or a node mob_dev didn't start).
Walks the window from the base; falls back to the base if the whole window
is somehow taken. Pure — in_use is gathered by the caller.

  



  
    
      
    
    
      attach_forward(serial, port)



        
          
        

    

  


  

      

          @spec attach_forward(String.t(), pos_integer()) :: :ok | {:error, String.t()}


      


Forwards host port to the same port on serial, to reach a node that is
already running there. Refuses ({:error, _}) when the host port already
forwards to a different device, rather than taking it from that session.

  



  
    
      
    
    
      base_port(serial, app)



        
          
        

    

  


  

      

          @spec base_port(String.t(), String.t()) :: pos_integer()


      


Stable, deterministic dist port for app on the device serial — a crc32
hash of both into [9100, 9100 + 800). Same serial and app → same port
across runs; two apps on one device → (almost always) different ports.

  



  
    
      
    
    
      dist_port_for(device)



        
          
        

    

  


  

      

          @spec dist_port_for(MobDev.Device.t()) :: pos_integer()


      


The dist port this project's app uses on device: assign_dist_port/3 over
the live state of this Mac (EPMD and adb forward --list), ignoring the
app's own node and the device's own forwards so a redeploy reclaims its port.
mix mob.deploy and mix mob.connect both resolve the port through here, so
they agree.

  



  
    
      
    
    
      ensure_android(serial, port)



        
          
        

    

  


  

      

          @spec ensure_android(String.t(), pos_integer()) :: :ok | {:error, String.t()}


      


Makes sure an Android app started now can join distribution: adb reverse
for EPMD (so the device BEAM registers in the Mac's EPMD) and a forward of
the dist port. Both are gone after an emulator reboot or an adbd restart,
and an app launched without them gives up on dist after 10 s. Idempotent.

  



  
    
      
    
    
      epmd_names()



        
          
        

    

  


  

      

          @spec epmd_names() :: [{String.t(), pos_integer()}]


      


The {name, port} pairs registered in the Mac's EPMD, which every Android
device and iOS simulator registers into. Empty when EPMD isn't reachable.

  



  
    
      
    
    
      setup(device)



        
          
        

    

  


  

      

          @spec setup(MobDev.Device.t()) :: {:ok, MobDev.Device.t()} | {:error, String.t()}


      


Assigns the device's dist port for the current project's app and sets up
tunnels for it.
Cleans this device's stale dist forwards first (never one a live node of
another app on the same device is using), then picks a port that no other
live node or other device's forward on this Mac is using. Returns
{:ok, %Device{}} with dist_port (and host_ip for USB iOS) filled in,
or {:error, reason}.

  



  
    
      
    
    
      teardown(device)



        
          
        

    

  


  

      

          @spec teardown(MobDev.Device.t()) :: :ok


      


Tears down tunnels for a device.

  


        

      


  

    
MobDev.Uninstaller 
    



      
Uninstall a Mob app (or every Mob-prefixed app) from one or more
connected devices.
The user-facing surface is mix mob.uninstall. This module owns the
matrix math + per-platform uninstall mechanics so the Mix task stays
thin and the testable invariants live here.
Scope dimensions
Two orthogonal axes:
	Devices — one auto-detected (when exactly one is connected),
a list of named devices (--device foo --device bar), or every
connected device (--all-devices).
	Apps — the current project's bundle id by default, every
installed package matching the user's bundle_prefix
(--all-apps), or an explicit override (--bundle-id).

The (devices × apps) matrix gets flattened into per-pair uninstall
attempts and the results bucket into {uninstalled, failed, skipped}
— same shape as MobDev.Deployer.deploy_all/1 so the report
rendering can borrow the same idiom.
Per-platform mechanics
	Android (adb) — adb -s <serial> uninstall <pkg>.
stderr "Unknown package" → :skipped (not installed). All
other non-zero exits → :error.

	iOS simulator (xcrun simctl) — xcrun simctl uninstall <udid> <bundle>. simctl returns exit 0 whether the app was
installed or not, so we probe with xcrun simctl listapps
first to distinguish skip-vs-uninstall.

	iOS physical device (devicectl) — xcrun devicectl device uninstall app --device <udid> <bundle>. Exit 0 → uninstalled.
ContainerLookupErrorDomain in stderr → :skipped
(app not installed on this device).



      


      
        Summary


  
    Types
  


    
      
        outcome()

      


    


    
      
        plan()

      


        An uninstall plan — list of (device, [bundle_id]) pairs.
Built from plan/1; executed by execute_plan/1.



    


    
      
        plan_error()

      


        Why plan/1 couldn't build a matrix.



    


    
      
        result()

      


    





  
    Functions
  


    
      
        categorize_results(results)

      


        Bucket results into {uninstalled, failed, skipped}.
Mirrors MobDev.Deployer.categorize_results/1.



    


    
      
        execute_plan(plan)

      


        Execute a plan/0 against the connected devices. Returns
{uninstalled, failed, skipped} lists of result/0 maps.



    


    
      
        filter_devices_by_id(devices, ids)

      


        Filter a list of %Device{} by device_ids. When device_ids is
empty, return all. When non-empty, match by serial OR name (case-
sensitive prefix on serial, exact on either name). Devices not
found are dropped silently — the caller is expected to validate
user intent.



    


    
      
        interpret_adb_uninstall(output, exit_code)

      


        Parse adb uninstall output into an outcome.



    


    
      
        interpret_devicectl_uninstall(output, exit_code)

      


        Parse xcrun devicectl device uninstall app output into an outcome.



    


    
      
        parse_package_list(output)

      


        Parse adb shell pm list packages <prefix> output into a list of
package names. Returns names without the package: prefix, sorted
for deterministic ordering.



    


    
      
        plan(opts \\ [])

      


        Build the (devices × apps) plan without executing it.



    


    
      
        preview_lines(pairs)

      


        Build a human-readable preview of the uninstall matrix.



    


    
      
        select_devices(all, device_ids, opts)

      


        Pick the target device set from all connected devices given the
user-supplied opts.



    


    
      
        uninstall_all(opts \\ [])

      


        Top-level orchestration: discover devices, resolve target apps,
run the uninstall matrix. Equivalent to plan/1 |> execute_plan/1
but raises on the plan-error cases instead of returning a tuple —
useful for tests that just want results without going through the
Mix-task layer.



    





      


      
        Types


        


  
    
      
    
    
      outcome()



        
          
        

    

  


  

      

          @type outcome() :: :uninstalled | :skipped | :error


      



  



  
    
      
    
    
      plan()



        
          
        

    

  


  

      

          @type plan() :: [{MobDev.Device.t(), [String.t()]}]


      


An uninstall plan — list of (device, [bundle_id]) pairs.
Built from plan/1; executed by execute_plan/1.

  



  
    
      
    
    
      plan_error()



        
          
        

    

  


  

      

          @type plan_error() :: MobDev.TaskTargets.selection_error()


      


Why plan/1 couldn't build a matrix.

  



  
    
      
    
    
      result()



        
          
        

    

  


  

      

          @type result() :: %{
  device: MobDev.Device.t(),
  bundle_id: String.t(),
  outcome: outcome(),
  reason: String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      categorize_results(results)



        
          
        

    

  


  

      

          @spec categorize_results([result()]) :: {[result()], [result()], [result()]}


      


Bucket results into {uninstalled, failed, skipped}.
Mirrors MobDev.Deployer.categorize_results/1.

  



  
    
      
    
    
      execute_plan(plan)



        
          
        

    

  


  

      

          @spec execute_plan(plan()) :: {[result()], [result()], [result()]}


      


Execute a plan/0 against the connected devices. Returns
{uninstalled, failed, skipped} lists of result/0 maps.

  



  
    
      
    
    
      filter_devices_by_id(devices, ids)



        
          
        

    

  


  

      

          @spec filter_devices_by_id([MobDev.Device.t()], [String.t()]) :: [MobDev.Device.t()]


      


Filter a list of %Device{} by device_ids. When device_ids is
empty, return all. When non-empty, match by serial OR name (case-
sensitive prefix on serial, exact on either name). Devices not
found are dropped silently — the caller is expected to validate
user intent.
Used by resolve_devices/1 when the user passes --device foo.

  



  
    
      
    
    
      interpret_adb_uninstall(output, exit_code)



        
          
        

    

  


  

      

          @spec interpret_adb_uninstall(String.t(), non_neg_integer()) ::
  {outcome(), String.t() | nil}


      


Parse adb uninstall output into an outcome.
Adb's reporting is informal:
	"Success" (sometimes followed by other lines) → :uninstalled
	stderr contains "Failure" with "DELETE_FAILED_INTERNAL_ERROR"
and "Unknown package" → :skipped (not installed)
	any other non-zero exit → :error

output is the combined stdout+stderr; exit_code is the process
exit status. Returns {outcome, reason} where reason is a
short user-facing string (or nil for the success case).

  



  
    
      
    
    
      interpret_devicectl_uninstall(output, exit_code)



        
          
        

    

  


  

      

          @spec interpret_devicectl_uninstall(String.t(), non_neg_integer()) ::
  {outcome(), String.t() | nil}


      


Parse xcrun devicectl device uninstall app output into an outcome.
devicectl is more structured than adb but its error reporting still
varies by Xcode version. Patterns:
	exit 0 → app actually uninstalled (or wasn't there — devicectl
doesn't always distinguish; check the listapps probe if
precision matters).
	ContainerLookupErrorDomain → bundle id not installed → :skipped.
	MissingProfileError / NotPaired → device-pairing problem,
real error.
	Anything else exit != 0 → :error with trimmed output.

Output is the combined stdout+stderr; exit_code is the process exit
status. Returns {outcome, reason}.
Public for regression-testing without a paired physical device.

  



  
    
      
    
    
      parse_package_list(output)



        
          
        

    

  


  

      

          @spec parse_package_list(String.t()) :: [String.t()]


      


Parse adb shell pm list packages <prefix> output into a list of
package names. Returns names without the package: prefix, sorted
for deterministic ordering.
iex> MobDev.Uninstaller.parse_package_list("package:com.example.a\npackage:com.example.b\n")
["com.example.a", "com.example.b"]

iex> MobDev.Uninstaller.parse_package_list("")
[]

iex> MobDev.Uninstaller.parse_package_list("garbage\n")
[]

  



  
    
      
    
    
      plan(opts \\ [])



        
          
        

    

  


  

      

          @spec plan(keyword()) :: {:ok, plan()} | {:error, plan_error(), map()}


      


Build the (devices × apps) plan without executing it.
The Mix task uses this to render a "what's about to happen" preview
and prompt for confirmation before any destructive work runs.
Recognized opts: same as uninstall_all/1.
Returns:
	{:ok, plan} — plan ready to execute. Each pair has at least
one device and one bundle id.
	{:error, :no_devices, %{detected: 0}} — no connected devices.
	{:error, :ambiguous_devices, %{detected: N}} — multiple
devices connected, no --device or --all-devices flag.
	{:error, :no_matching_devices, %{requested: [...]}} — the
user passed --device IDs but none matched.


  



  
    
      
    
    
      preview_lines(pairs)



        
          
        

    

  


  

      

          @spec preview_lines([{MobDev.Device.t(), [String.t()]}]) :: [String.t()]


      


Build a human-readable preview of the uninstall matrix.
Used by the Mix task to show "what's about to happen" before the
destructive step. Lines are colored ANSI (faint/cyan/dim) but the
ANSI codes can be stripped for assertion-friendly tests.

  



  
    
      
    
    
      select_devices(all, device_ids, opts)



        
          
        

    

  


  

      

          @spec select_devices([MobDev.Device.t()], [String.t()], keyword()) :: [
  MobDev.Device.t()
]


      


Pick the target device set from all connected devices given the
user-supplied opts.
Precedence:
	:device_ids non-empty — match by id, regardless of type
(the user typed the id, that's explicit consent).
	Both :all_devices and :all_physical — every connected
device.
	:all_devices only — emulators/simulators (NEVER physical).
The destructive sweep is safe by default; touching a physical
device requires explicit --all-physical or --device <id>.
	:all_physical only — physical devices only.
	Auto-detect: exactly one NON-physical device → target it.
Physical devices are never the auto-target.

Public for testing — the precedence ladder is the safety contract.

  



    

  
    
      
    
    
      uninstall_all(opts \\ [])



        
          
        

    

  


  

      

          @spec uninstall_all(keyword()) :: {[result()], [result()], [result()]}


      


Top-level orchestration: discover devices, resolve target apps,
run the uninstall matrix. Equivalent to plan/1 |> execute_plan/1
but raises on the plan-error cases instead of returning a tuple —
useful for tests that just want results without going through the
Mix-task layer.
Recognized opts: see plan/1.

  


        

      


  

    
MobDev.UrlSchemes 
    



      
Custom URL schemes that open the app (MOB-379): config :mob_dev, url_schemes: ["myapp"] in mob.exs. mob delivers the URL to the BEAM as
{:link, %{url: url, source: :launch | :running}}; this module only makes the
OS route the URL to the app.
The build stamps the setting into native files every time, so a changed or
removed setting takes effect on the next native build of new and existing
apps alike:
	Android — a managed <intent-filter> (android.intent.action.VIEW,
categories DEFAULT + BROWSABLE, one <data android:scheme> per
scheme) inside the launcher activity of
android/app/src/main/AndroidManifest.xml, fenced by
mob:url-schemes markers (MobDev.Plugin.ManagedBlock). The dev build
(mix mob.deploy --native) and mix mob.release --android regenerate it;
unset, nil or [] removes it.
	iOS — a CFBundleURLTypes entry (CFBundleURLName = the iOS bundle id,
CFBundleTypeRole Viewer) appended to the built bundle's Info.plist by
the simulator and device builds and mix mob.release --ios.
ios/Info.plist is never rewritten.

A scheme the project already routes to the app is left to it. On Android
that is a VIEW + DEFAULT + BROWSABLE intent filter on the launcher
activity, outside the managed block, declaring the scheme with no host,
path or other narrowing. A scheme in a VIEW filter on another activity is
still added to the launcher, with a build warning: Android may then ask
which activity opens the link. On iOS it is a scheme in any existing
CFBundleURLTypes entry, compared case-insensitively as iOS does. The app's
own entries are never changed.
Schemes must be lowercase RFC 3986 schemes. http and https are refused:
verified App Links and universal links need a host and domain verification,
which a bare scheme can't express.
The launcher activity must be android:launchMode="singleTask" (or
singleInstance) when url_schemes is set; the build refuses anything
else rather than rewrite launchMode. Otherwise a link opened from another
app's task starts a second MainActivity there, and two activities drive
one BEAM. mob_new's template uses singleTop, since singleTask also
finishes the activities stacked above MainActivity whenever the app is
reopened from its icon, so an app that takes deep links opts in.
See decisions/2026-10-03-url-schemes.md.

      


      
        Summary


  
    Types
  


    
      
        check()

      


        One mix mob.doctor row.



    





  
    Functions
  


    
      
        apply_android_manifest!(path, cfg)

      


        Applies merge_manifest/2 with mob.exs's schemes to the manifest at
path, writing only when it changed. With url_schemes unset the merge
still runs, which removes a block an earlier build added. Raises Mix.Error
on an invalid setting, when schemes are set and path doesn't exist, or
when schemes are set and launch_mode_error/2 objects to the launcher
activity.



    


    
      
        apply_plist!(path, cfg, url_name)

      


        Adds mob.exs's schemes to the Info.plist at path with PlistBuddy
(macOS), under CFBundleURLName url_name. Leaves the file untouched when
url_schemes is unset or every scheme is already declared. Raises when any
command fails.



    


    
      
        audit(cfg, manifest)

      


        The mix mob.doctor row for mob.exs's url_schemes and the text of the
project's AndroidManifest.xml (nil when there is none): none when
url_schemes is unset or empty, :ok listing the schemes, or :fail on a
value the build refuses or a launcher activity it refuses
(launch_mode_error/2).



    


    
      
        bundle_plist_commands!(path, cfg, url_name)

      


        plist_commands/3 for mob.exs's schemes and the Info.plist at path (any
plist format; read with macOS plutil). [] without reading the file when
url_schemes is unset or empty. Raises Mix.Error on an invalid setting.



    


    
      
        declared_elsewhere(manifest, schemes)

      


        The schemes merge_manifest/2 adds that a VIEW intent filter on another
activity also declares. Android may then ask the user which activity opens
the link, so the build warns about each.



    


    
      
        launch_mode_error(manifest, path)

      


        Why the launcher activity in manifest (the text of the file at path)
can't take deep links, or nil when it can: its android:launchMode must
be singleTask or singleInstance. For an <activity-alias> launcher
that is the launch mode of its android:targetActivity, matched against
<activity android:name> as Android resolves names (.X, X and
<package>.X name the same activity; an exact spelling wins). A manifest
with no launcher activity, or an alias with no or an undeclared target, is
an error too.



    


    
      
        merge_manifest(manifest, schemes)

      


        Regenerates the managed deep-link <intent-filter> inside the launcher
activity (the one with a MAIN + LAUNCHER intent filter; the first, if
several), just before its </activity>. A scheme the launcher activity
already routes in full outside the managed block is skipped: one in a
VIEW filter with the DEFAULT and BROWSABLE categories whose <data>
elements set no android: attribute besides android:scheme. A filter
narrowed by a host, port, path, ssp or MIME type, one missing a category,
or one on another activity doesn't count. With nothing left to declare the
block is removed.
Idempotent. Raises Mix.Error when schemes is non-empty and there is no
launcher activity, or its </activity> shares a line with other markup (the
managed block occupies whole lines).



    


    
      
        plist_commands(schemes, xml, url_name)

      


        The PlistBuddy commands that add schemes to an Info.plist whose XML text
is xml: one new CFBundleURLTypes entry named url_name, role Viewer
(Apple requires CFBundleTypeRole in each entry), appended after the
plist's own entries (creating the array when absent), holding the schemes
the plist doesn't already declare. [] when there is nothing to
add. Every command must succeed. Raises Mix.Error when xml isn't an XML
property list or its CFBundleURLTypes isn't an array.



    


    
      
        schemes(cfg)

      


        Validates mob.exs url_schemes. Unset, nil (read as unset, like
MobDev.IosLayoutPlist's keys) and [] are {:ok, []} (no deep-link
scheme); duplicates are dropped, order kept.



    





      


      
        Types


        


  
    
      
    
    
      check()



        
          
        

    

  


  

      

          @type check() :: {:ok | :fail, String.t(), String.t(), String.t() | nil}


      


One mix mob.doctor row.

  


        

      

      
        Functions


        


  
    
      
    
    
      apply_android_manifest!(path, cfg)



        
          
        

    

  


  

      

          @spec apply_android_manifest!(
  Path.t(),
  keyword()
) :: :ok


      


Applies merge_manifest/2 with mob.exs's schemes to the manifest at
path, writing only when it changed. With url_schemes unset the merge
still runs, which removes a block an earlier build added. Raises Mix.Error
on an invalid setting, when schemes are set and path doesn't exist, or
when schemes are set and launch_mode_error/2 objects to the launcher
activity.

  



  
    
      
    
    
      apply_plist!(path, cfg, url_name)



        
          
        

    

  


  

      

          @spec apply_plist!(Path.t(), keyword(), String.t()) :: :ok


      


Adds mob.exs's schemes to the Info.plist at path with PlistBuddy
(macOS), under CFBundleURLName url_name. Leaves the file untouched when
url_schemes is unset or every scheme is already declared. Raises when any
command fails.

  



  
    
      
    
    
      audit(cfg, manifest)



        
          
        

    

  


  

      

          @spec audit(
  keyword(),
  String.t() | nil
) :: [check()]


      


The mix mob.doctor row for mob.exs's url_schemes and the text of the
project's AndroidManifest.xml (nil when there is none): none when
url_schemes is unset or empty, :ok listing the schemes, or :fail on a
value the build refuses or a launcher activity it refuses
(launch_mode_error/2).

  



  
    
      
    
    
      bundle_plist_commands!(path, cfg, url_name)



        
          
        

    

  


  

      

          @spec bundle_plist_commands!(Path.t(), keyword(), String.t()) :: [String.t()]


      


plist_commands/3 for mob.exs's schemes and the Info.plist at path (any
plist format; read with macOS plutil). [] without reading the file when
url_schemes is unset or empty. Raises Mix.Error on an invalid setting.

  



  
    
      
    
    
      declared_elsewhere(manifest, schemes)



        
          
        

    

  


  

      

          @spec declared_elsewhere(String.t(), [String.t()]) :: [String.t()]


      


The schemes merge_manifest/2 adds that a VIEW intent filter on another
activity also declares. Android may then ask the user which activity opens
the link, so the build warns about each.

  



  
    
      
    
    
      launch_mode_error(manifest, path)



        
          
        

    

  


  

      

          @spec launch_mode_error(String.t(), Path.t()) :: String.t() | nil


      


Why the launcher activity in manifest (the text of the file at path)
can't take deep links, or nil when it can: its android:launchMode must
be singleTask or singleInstance. For an <activity-alias> launcher
that is the launch mode of its android:targetActivity, matched against
<activity android:name> as Android resolves names (.X, X and
<package>.X name the same activity; an exact spelling wins). A manifest
with no launcher activity, or an alias with no or an undeclared target, is
an error too.

  



  
    
      
    
    
      merge_manifest(manifest, schemes)



        
          
        

    

  


  

      

          @spec merge_manifest(String.t(), [String.t()]) :: String.t()


      


Regenerates the managed deep-link <intent-filter> inside the launcher
activity (the one with a MAIN + LAUNCHER intent filter; the first, if
several), just before its </activity>. A scheme the launcher activity
already routes in full outside the managed block is skipped: one in a
VIEW filter with the DEFAULT and BROWSABLE categories whose <data>
elements set no android: attribute besides android:scheme. A filter
narrowed by a host, port, path, ssp or MIME type, one missing a category,
or one on another activity doesn't count. With nothing left to declare the
block is removed.
Idempotent. Raises Mix.Error when schemes is non-empty and there is no
launcher activity, or its </activity> shares a line with other markup (the
managed block occupies whole lines).

  



  
    
      
    
    
      plist_commands(schemes, xml, url_name)



        
          
        

    

  


  

      

          @spec plist_commands([String.t()], String.t(), String.t()) :: [String.t()]


      


The PlistBuddy commands that add schemes to an Info.plist whose XML text
is xml: one new CFBundleURLTypes entry named url_name, role Viewer
(Apple requires CFBundleTypeRole in each entry), appended after the
plist's own entries (creating the array when absent), holding the schemes
the plist doesn't already declare. [] when there is nothing to
add. Every command must succeed. Raises Mix.Error when xml isn't an XML
property list or its CFBundleURLTypes isn't an array.

  



  
    
      
    
    
      schemes(cfg)



        
          
        

    

  


  

      

          @spec schemes(keyword()) :: {:ok, [String.t()]} | {:error, String.t()}


      


Validates mob.exs url_schemes. Unset, nil (read as unset, like
MobDev.IosLayoutPlist's keys) and [] are {:ok, []} (no deep-link
scheme); duplicates are dropped, order kept.

  


        

      


  

    
MobDev.ZigBuild 
    



      
Runs a native zig build (the iOS simulator/device binary, the Android
per-ABI objects, Zigler NIF cross-compiles) and turns its result into :ok
or an error that names what broke.
Two things this owns (MOB-344):
	Warnings are not failures. Zig's build runner prints every step
that wrote to stderr in its failure layout — step tree, a w marker and
a failed command: line — even when the step exited 0. A plugin NIF
whose clang compile emits one warning therefore read as a failed
compile while the build went on to succeed. We run zig with
ZIG_BUILD_ERROR_STYLE=minimal (unless the caller's environment already
chose a style), which drops that command-line context, and list the
steps that only warned after a successful build.

	A failure names the plugin and the compiler error. zig's own exit
line only says the build failed. On a non-zero exit we parse the
captured output for the failing steps and the compiler error: lines,
and attribute them to the plugin whose NIF source failed, so the
✗ <platform> native build failed: line says which plugin to fix.


The output is still streamed live; it's captured alongside for the parse.

      


      
        Summary


  
    Types
  


    
      
        nif_source()

      


        A plugin NIF source zig compiles: the plugin's name and the source path.



    





  
    Functions
  


    
      
        plugin_nif_sources(plugins, platform)

      


        Every C-family and zig NIF source platform compiles for the activated
plugins (MobDev.Plugin.activated/0), paired with the plugin's name — the
nif_sources argument of run/4.



    


    
      
        report(output, code, label, nif_sources)

      


        Interprets zig's captured output and exit code.



    


    
      
        run(args, label, nif_sources \\ [], opts \\ [])

      


        Runs zig with args. label names the build in the error
("zig build binary (iOS sim)"); nif_sources are the plugin NIF sources
the build compiles, used to name the plugin a failure belongs to.



    





      


      
        Types


        


  
    
      
    
    
      nif_source()



        
          
        

    

  


  

      

          @type nif_source() :: {plugin :: atom() | String.t(), source :: Path.t()}


      


A plugin NIF source zig compiles: the plugin's name and the source path.

  


        

      

      
        Functions


        


  
    
      
    
    
      plugin_nif_sources(plugins, platform)



        
          
        

    

  


  

      

          @spec plugin_nif_sources([MobDev.Plugin.Merge.plugin()], :ios | :android) :: [
  nif_source()
]


      


Every C-family and zig NIF source platform compiles for the activated
plugins (MobDev.Plugin.activated/0), paired with the plugin's name — the
nif_sources argument of run/4.

  



  
    
      
    
    
      report(output, code, label, nif_sources)



        
          
        

    

  


  

      

          @spec report(String.t(), non_neg_integer(), String.t(), [nif_source()]) ::
  {:ok, [String.t()]} | {:error, String.t()}


      


Interprets zig's captured output and exit code.
Exit 0 is {:ok, warned_steps} (steps zig marked w: stderr output, no
failure). Non-zero is {:error, message}: label plus the exit code, then
each plugin whose NIF source failed with its compiler errors, then any
failing step or error line not tied to a plugin.

  



    

    

  
    
      
    
    
      run(args, label, nif_sources \\ [], opts \\ [])



        
          
        

    

  


  

      

          @spec run([String.t()], String.t(), [nif_source()], keyword()) ::
  :ok | {:error, String.t()}


      


Runs zig with args. label names the build in the error
("zig build binary (iOS sim)"); nif_sources are the plugin NIF sources
the build compiles, used to name the plugin a failure belongs to.
Options: :zig, the executable (default "zig" on PATH); :cd, the
directory to run in.

  


        

      


  

    
mix mob.add_nif 
    



      
Scaffolds a new statically-linked NIF in the current Mob project.
mix mob.add_nif <name>                   # default: --type elixir-only
mix mob.add_nif <name> --type c          # also drops c_src/<name>.c skeleton
mix mob.add_nif <name> --type zigler     # Zigler-backed (inline ~Z)
mix mob.add_nif <name> --type rustler    # Rustler-backed (Cargo crate at native/<name>/)
mix mob.add_nif <name> --module MyApp.Nifs.Audio   # custom Elixir module name
Three things change after a successful run:
	lib/<app>/nifs/<name>.ex — Elixir stub module exporting the NIF
function placeholders. Each function returns :erlang.nif_error/1 so
the BEAM raises a clear "NIF not loaded" error if the native side
hasn't loaded yet, instead of silently returning the stub's body.

	mob.exs — :static_nifs list under config :mob_dev, gains
%{module: :<name>, archs: [:all]}. If :static_nifs doesn't exist
yet the entry creates it. The schema lives in
MobDev.StaticNifs — see its module doc for arch values and
per-arch guards.

	(with --type c) c_src/<name>.c — a minimal C skeleton with the
ERL_NIF_INIT macro pre-wired to the registered name. Wire it into
your build (Android CMakeLists.txt or iOS build.zig) by adding the
file to the static archive that links into libbeam.a.


mix mob.regen_driver_tab is composed into the same Igniter run, so
priv/generated/driver_tab_{ios,android}.c updates appear in the same
diff as the stub and mob.exs edit. One command, everything wired.
Why a static NIF and not a dlopen'd .so
iOS App Store rejects bundled .dylib files. Android's loader uses
RTLD_LOCAL by default, which hides enif_* symbols from a
dlopen'd child library. Both platforms force the same answer: link
the NIF init function into the main binary alongside the BEAM, and
register it in the static NIF table at link time. See
MobDev.StaticNifs for the full rationale.
Phase 3 of the build-system migration
This task is the first Igniter-backed surface in mob_dev — it
validates the AST-aware code-generation approach before the heavier
Phase 4 (mob.enable migration) and Phase 5 (mob.new --liveview
rewrite) follow.

      




  

    
mix mob.adopt 
    



      
Adds Mob (mobile framework) to an existing Phoenix-based Elixir project.
⚠ Experimental (pre-1.0)
mix mob.adopt is experimental. On anything outside the supported
shapes the task refuses with a clear message rather than risk
breaking your app. The supported surface will widen as we stabilise.
Supported (default — LV bridge)
	Single (non-umbrella) Phoenix project.
	Stock assets/js/app.js (contains new LiveSocket(...)).
	Stock root layout (lib/<app>_web/components/layouts/root.html.heex
or the legacy templates/layout/root.html.heex) with a <body>
tag.
	Ecto Repo uses the SQLite adapter (:ecto_sqlite3 in deps).
The generated mob_app.ex migrates <App>.Repo on-device; the
SQLite assumption is hard-coded. A mix phx.new --database sqlite3
project matches.

Supported (--no-live-view — thin-client)
Same Phoenix-shape requirements but no Ecto/Repo constraint —
the phone opens a deployed Phoenix server via WebView and runs no DB
on-device. Works against Postgres / MySQL / --no-ecto hosts.
Refused (loud, with guidance)
	Umbrella applications.
	Non-Phoenix projects (no :phoenix dep).
	Heavily customised app.js (no recognisable new LiveSocket().
	Heavily customised root layout (no recognisable <body> tag, or
no layout file at all).
	LV mode + host Repo uses Postgres / MySQL / MSSQL (or no Repo
at all). Use --no-live-view instead, or wait for the future
--with-local-repo mode that handles non-SQLite hosts via a
separate on-device LocalRepo.

Composable, Igniter-based — mirrors
the architecture of team-alembic/phx_install.
This is the install-into-existing counterpart to mix mob.new, which
generates a project from scratch. mix mob.new is unaffected by this task.
Usage
mix mob.adopt [OPTIONS]
Run from inside an existing Mix project. The target project must
declare {:igniter, "~> 0.7", only: [:dev, :test]} in its mix.exs
(most modern Phoenix-ecosystem projects already do).
The native trees (--android / --ios, on by default) render from
mob_new's templates, so they also require the mob_new archive
installed:
mix archive.install hex mob_new
mob_new stays the single source of native templates (no duplication
across repos). The Elixir-side adoption (deps, LiveView bridge,
mob.exs, MobScreen) needs no archive — only --android/--ios do.
Options
	--no-ios — skip the iOS native tree
	--no-android — skip the Android native tree
	--local — path: deps for :mob/:mob_dev from MOB_DIR /
MOB_DEV_DIR; the local mob_dir goes in the gitignored
mob.local.exs, never mob.exs. For Mob framework contributors.
	--python — iOS-only: pre-configure embedded CPython via Pythonx
	--host-url URL — write config :mob, host_url: URL so the
generated MobScreen opens URL instead of the default
http://127.0.0.1:4000/. Use for thin-client deployments where
the WebView points at a deployed Phoenix server (fly.io etc.).
	--no-live-view — skip the LiveView bridge patches
(assets/js/app.js MobHook, root.html.heex bridge div) AND
generate a thin-client mob_app.ex that does NOT boot Phoenix
on-device. For Hologram-only or non-Phoenix hosts where the
BEAM-on-device is just the native interop layer.

Both platforms emit by default. Passing both --no-ios and
--no-android raises.
What gets installed
	:mob + :mob_dev deps in mix.exs
	lib/<app>/mob_screen.ex — Mob.Screen opening a WebView at
Application.get_env(:mob, :host_url) (default localhost)
	mob.exs — project config (commit it); its last statement imports
mob.local.exs for machine-local overrides
	.gitignore updated to ignore mob.local.exs
	android/ and/or ios/ native trees (gated by platform flags)
	lib/<app>/mob_app.ex + src/<app>.erl for on-device BEAM entry
	erlc_paths/erlc_options added to mix.exs

Default (no --no-live-view):
	MobHook injected into assets/js/app.js
	bridge <div> injected into root.html.heex
	mob_app.ex boots the host Phoenix endpoint on-device

With --no-live-view:
	LiveView bridge patches skipped
	mob_app.ex is the thin-client variant (use Mob.App shell,
no Application.ensure_all_started)

Composability
Every sub-installer is invokable independently:
mix mob.adopt.deps          # just bump mix.exs
mix mob.adopt.bridge        # just patch app.js + root.html.heex
mix mob.adopt.screen        # just generate mob_screen.ex
mix mob.adopt.mob_app       # just generate mob_app.ex + .erl bootstrap
mix mob.adopt.mob_exs       # just write mob.exs + .gitignore (mob.local.exs)
mix mob.adopt.native        # both native trees
mix mob.adopt.native.android
mix mob.adopt.native.ios
mix mob.adopt.finalize      # post-install notice (no file changes)
Each accepts the same flags as mob.adopt and respects them
individually. Run mix help mob.adopt.<sub> for sub-task docs.
On-device runtime services (Mob.ComponentRegistry,
Mob.NativeLogger, etc.) start imperatively inside
<App>.MobApp.start/0 — Mob.App is the behaviour the device
entry uses (via use Mob.App), never a supervision-tree child.
The native trees come from mob_new's priv/templates/mob.new/; the
Elixir-source content (mob_screen.ex, mob_app.ex, the LV bridge
patches) from MobDev.Adopt.Patcher / MobDev.Adopt.Generator, both
duplicated from mob_new pending the Phase-5 Igniter reunification.

      




  

    
mix mob.adopt.bridge 
    



      
Patches assets/js/app.js and lib/<web>/components/layouts/root.html.heex
to wire window.mob through a LiveView phx-hook. Output matches
mix mob.new --liveview.
Mob's native shell injects window.mob into every WebView for direct
JS↔native interop (camera, audio, sensors). The LV bridge patches
here replace that injection on mount with a LiveView-routed shim,
so window.mob.send goes through pushEvent/handle_event instead
of straight to native code. Useful when you want server-side BEAM
visibility into JS messages. Skip this if your project isn't using
LiveView (e.g. Hologram, vanilla controllers) — the native injection
alone is what you want.
Options
	--no-live-view — skip the patches entirely with a notice. For
Hologram-only or non-Phoenix hosts.

Other orchestrator flags (--no-ios, --no-android, --local,
--python, --host-url) are accepted but inert here — declared in
the schema only so mix mob.adopt can forward its full argv
without Igniter rejecting unknown options.
Refusal (LV mode)
Refuses (via Igniter.add_issue/2) when assets/js/app.js is missing
or doesn't contain a new LiveSocket(...) call, or when the
root.html.heex layout is missing or has no <body> tag. The pre-1.0
contract is "blessed shape only" — --no-live-view is the escape
hatch for everything else.
Idempotency
Both MobDev.Adopt.Patcher.inject_mob_hook/1 and
inject_mob_bridge_element/1 short-circuit when their markers
(MobHook / mob-bridge) are already present.
Typically called by mix mob.adopt, not directly.

      




  

    
mix mob.adopt.deps 
    



      
Adds Mob's two deps to the host project's mix.exs:
	{:mob, "~> 0.7"} — the framework, used at runtime.
	{:mob_dev, "~> 0.6", only: :dev, runtime: false} — build/deploy
Mix tasks. Dev-only.

Options
	--local — write path: deps instead of Hex version constraints,
resolved from MOB_DIR / MOB_DEV_DIR env vars (falling back to
./mob / ../mob). For Mob framework contributors.

Other orchestrator flags accepted but inert.
Idempotency
Patching is done via MobDev.Adopt.Patcher.inject_deps/3 (the
same stdlib-AST walk mix mob.new --liveview uses), which
short-circuits if :mob is already declared.
Typically called by mix mob.adopt, not directly.

      




  

    
mix mob.adopt.finalize 
    



      
Emits a post-install notice with the next steps for the user.
Performs no file changes — purely informational.
All orchestrator flags accepted but inert. (--no-live-view causes a
slight variation in the notice, mentioning the thin-client setup
instead of the standard LV bridge flow.)

      




  

    
mix mob.adopt.mob_app 
    



      
Generates the on-device BEAM entry point invoked by Mob's native
shell at app launch:
	lib/<app>/mob_app.ex — the entry module
	src/<app>.erl — Erlang bootstrap that calls
<App>.MobApp.start/0
	mix.exs patches: erlc_paths: ["src"] + erlc_options: [:debug_info]
so the Erlang bootstrap gets compiled

Two flavours of mob_app.ex:
	LiveView (default) — calls
Application.ensure_all_started(:<app>) which boots the host
Phoenix endpoint, runs Ecto migrations, sets up the on-device
runtime config. secret_key_base is read from
config/dev.exs if available (so it matches the host dev
server) or freshly generated.
	Thin client (with --no-live-view) — uses use Mob.App with
navigation/1 + on_start/0 callbacks. Does NOT boot Phoenix
on-device; the WebView points at a deployed Phoenix server (set
config :mob, host_url: ...). The device's BEAM is just the
native interop layer.

Options
	--no-live-view — generate the thin-client mob_app.ex instead
of the LiveView-flavoured one. Pairs with the bridge sub-task
being skipped under the same flag.

Other orchestrator flags accepted but inert.
Idempotency
	Files are created with on_exists: :skip. Re-running won't
overwrite — delete first if you want to switch between LV and
thin flavours.
	erlc_paths / erlc_options injection checks string presence in
mix.exs before patching.

Typically called by mix mob.adopt, not directly.

      




  

    
mix mob.adopt.mob_exs 
    



      
Writes mob.exs — project config you commit (plugin activation, trust,
styles, and portable mob_dir / elixir_lib defaults) — and ensures
.gitignore ignores mob.local.exs, the machine-local override file
mob.exs imports last.
Options
	--local — also write mob.local.exs pointing mob_dir at the local
checkout from MOB_DIR (or a sibling-directory fallback). The absolute
path never lands in mob.exs, which uses Path.join(File.cwd!(), "deps/mob") and reads MOB_ELIXIR_LIB / :code.lib_dir(:elixir) at
runtime.

Other orchestrator flags accepted but inert.
Idempotency
	An existing mob.exs is not rewritten; it only gains the
mob.local.exs import line if it lacks one.
	mob.local.exs is created with on_exists: :skip.
	.gitignore patch checks for mob.local.exs before appending.

Typically called by mix mob.adopt, not directly.

      




  

    
mix mob.adopt.native 
    



      
Dispatcher — composes mob.adopt.native.android and
mob.adopt.native.ios.
Options
	--no-android — skip the Android tree.
	--no-ios — skip the iOS tree.
	--local — forwarded to the platform sub-installers for path-dep
resolution.
	--python — iOS-only: pre-configure embedded CPython via Pythonx
(forwarded to mob.adopt.native.ios).

Other orchestrator flags accepted but inert.
Both platforms emit by default. Useful as a standalone task for
"refresh the native trees after a template fix" workflows.

      




  

    
mix mob.adopt.native.android 
    



      
Walks priv/templates/mob.new/android/**/*.eex (resolved from mob_new
— see MobDev.Adopt.Generator), renders each with the project's
assigns, and writes them via Igniter.create_new_file/4 with
on_exists: :skip. Then copies the binary static tree
(priv/static/mob.new/android/**) via direct File.copy!/2 since
Igniter's Rewrite engine assumes UTF-8 text and would corrupt the
Gradle wrapper jar and PNG icons.
Idempotent — on_exists: :skip for EEx-rendered files; File.exists?
pre-check for binaries.
The gradlew script is chmod 0o755 after copy so it's executable.

      




  

    
mix mob.adopt.native.ios 
    



      
Walks priv/templates/mob.new/ios/**/*.eex (resolved from mob_new —
see MobDev.Adopt.Generator), renders each, and writes via
Igniter.create_new_file/4 with on_exists: :skip. Then copies binary
static iOS assets via direct File.copy!/2.
Idempotent — on_exists: :skip for EEx-rendered files; File.exists?
pre-check for binaries.
With --python, also applies the Pythonx wiring ({:pythonx, ...} dep
in mix.exs, generates lib/<app>/python_paths.ex). iOS-only — Android
Python is intentionally out of scope. Mirrors mix mob.enable pythonx.

      




  

    
mix mob.adopt.screen 
    



      
Generates lib/<app>/mob_screen.ex — the Mob.Screen that opens the
WebView pointed at the host Phoenix endpoint.
The generated module reads the URL from application config:
config :mob, host_url: "https://your-app.example.com/"
Default if unset is http://127.0.0.1:4000/, suitable for on-device
BEAM hitting a local Phoenix endpoint. The screen module never has
the URL hardcoded.
Options
	--host-url URL — write config :mob, host_url: URL to
config/config.exs. Equivalent to editing config by hand after
install; provided as a flag so the install pipeline can be fully
declarative. No-op when not given.

Other orchestrator flags (--no-ios, --no-android, --local,
--python, --no-live-view) are accepted but inert here — declared
in the schema only so mix mob.adopt can forward its full argv
to this sub-installer without Igniter rejecting unknown options.
Idempotency
	lib/<app>/mob_screen.ex is created with on_exists: :skip — if
it already exists, contents are left alone. To regenerate, delete
the file first.
	--host-url's config write goes through Igniter.Project.Config,
which is idempotent: the key is set to the new value, or left as
is if the same value is already present.

Typically called by mix mob.adopt, not directly.

      




  

    
mix mob.attest 
    



      
Compare a connected device's loaded modules against this build.
mix mob.connect --no-iex      # set up the tunnel first
mix mob.attest
mix mob.attest --json
mix mob.attest --app my_app   # only this application's modules
Why
mix mob.deploy reports what it did, not what is now true. The case this
was written for: two bundle ids diverged, the BEAM push addressed one app's
container while another app was running, and it succeeded — a tick, no
error, and the app carrying on with the old code. Both containers existed, so
every step was honest about itself and the run as a whole was a lie.
module_info(:md5) on the device is the same digest :beam_lib.md5/1 gives
for the local .beam. Comparing them catches a push that never landed, landed
in the wrong place, or landed and was never loaded.
Options
	--app NAME  — narrow to one application. The default is everything            `mix mob.deploy` pushes, which is the only scope that
            cannot drift from what was actually shipped

	--node NAME — attest one node instead of every connected one
	--cookie C  — use this cookie instead of the app's private one
	--json      — machine-readable result on stdout, progress on stderr

Exit status
Non-zero when any module on the device differs from this build, or when the
check could not run — a check that could not run must not report success.
Modules the device has not loaded yet are reported and are not a failure.
Interactive BEAM loads a module when something first calls it, so most of a
bundle is legitimately unloaded at any moment.

      




  

    
mix mob.audit_otp 
    



      
Walks an OTP runtime tree and tells you which libraries are dead weight.
Reads each .beam file's imports chunk to build a call graph, seeds
reachability from your app's modules + the OTP runtime essentials
(kernel/stdlib/elixir/logger/sasl), and reports:
	Libraries with zero reachable modules → safe to strip entirely
	Duplicate library versions → keep only the newest
	Foreign apps from another project's release tree → cache cruft
	Per-lib breakdown of reachable vs total module count + KB

Usage
mix mob.audit_otp                                  # audit the most recent release tree
mix mob.audit_otp --root path/to/otp               # audit a specific tree
mix mob.audit_otp --json                           # machine-readable output
mix mob.audit_otp --trace-json path/to/trace.json  # cross-reference against trace data

# Multiple traces are UNIONED — a lib is trace-strippable only if
# NONE of the captures observed any of its modules. Much safer
# than a single window for production stripping decisions.
mix mob.audit_otp       --trace-json /tmp/boot.json       --trace-json /tmp/ui.json       --trace-json /tmp/auth.json
Where the audit reads from
Looks for an OTP root in this order:
	--root arg if given
	_build/mob_release/<App>.app/otp (latest release build)
	The iOS device cache at ~/.mob/cache/otp-ios-device-*

What this is NOT (yet)
Read-only. Does not modify the bundle. The companion mix mob.release --slim will use the same audit to drive auto-stripping; this task is
the dry-run that lets you see what would happen.

      




  

    
mix mob.audit_plugins 
    



      
Scans every activated Mob plugin's Elixir + C source for risky patterns
(see the default ruleset in MOB_PLUGIN_SECURITY.md).
mix mob.audit_plugins
mix mob.audit_plugins --plugin mob_demo_haptic_extras
mix mob.audit_plugins --accept-medium
Rules implemented (in MobDev.Plugin.Audit):
	Code.eval_string/1,2,3 and Code.compile_string/1,2           (high)
	:erlang.binary_to_term/1 (the unbounded arity-1 form)          (high)
	String.to_atom/1 with a non-literal argument                   (medium)
	Application.put_env(:mob, ...)                                 (medium)
	File.write/cp/rm_rf, :os.cmd, System.cmd, Path.expand("~") (medium)
	system(3), popen(3), execve(2), socket(2) in NIF C       (high/medium)

Kotlin and Swift sources are reported as "not yet audited" — proper
parsers land in a follow-up commit.
Options
	--plugin <name> — scope the audit to one activated plugin.
	--accept-medium — exit 0 when only mediums are found (highs still
produce exit 2). Use after you've reviewed and decided to live with
the medium findings.

Exit code
	0 — no findings, or only :low findings, or :medium findings with
--accept-medium.
	1 — at least one :medium finding (without --accept-medium).
	2 — at least one :high finding.


      


      
        Summary


  
    Functions
  


    
      
        activated_plugins()

      


        Returns {name, dir, manifest} for every activated plugin, resolving names
through Mix.Project.deps_paths/0. Public for testing.



    


    
      
        audit_all(only \\ nil)

      


        Audits every activated plugin, optionally filtered to one name. Public for
testing — the matching CLI invocation is mix mob.audit_plugins.



    





      


      
        Functions


        


  
    
      
    
    
      activated_plugins()



        
          
        

    

  


  

      

          @spec activated_plugins() :: [{atom(), Path.t(), map() | nil}]


      


Returns {name, dir, manifest} for every activated plugin, resolving names
through Mix.Project.deps_paths/0. Public for testing.

  



    

  
    
      
    
    
      audit_all(only \\ nil)



        
          
        

    

  


  

      

          @spec audit_all(atom() | nil) :: [MobDev.Plugin.Audit.report()]


      


Audits every activated plugin, optionally filtered to one name. Public for
testing — the matching CLI invocation is mix mob.audit_plugins.

  


        

      


  

    
mix mob.battery_bench_android 
    



      
Builds a benchmark APK, deploys it, and measures battery drain over time.
Run this from your Mob app project directory (the one containing android/,
mob.exs, and your Elixir source). It requires bundle_id to be set in
mob.exs:
config :mob_dev,
  mob_dir:   "/path/to/mob",
  bundle_id: "com.example.myapp"
Reports mAh every 10 seconds and prints a summary at the end.
WiFi ADB is required for accurate measurements (USB cable charges the battery).
Setup (one-time, while plugged in)
adb -s SERIAL tcpip 5555
adb connect PHONE_IP:5555
# then unplug and pass PHONE_IP:5555 as --device
Recommended workflow
Same two-step pattern as iOS — push BEAM flags via mix mob.deploy, then
bench with --no-build. Lets you change tuning without a Gradle rebuild.
# 1. Push BEAM flags via mob.deploy (no APK rebuild — ~10 sec).
mix mob.deploy --beam-flags "" --android              # tuned (Nerves)
mix mob.deploy --beam-flags "-S 4:4 -A 8" --android   # untuned variant

# 2. Run the bench with --no-build.
mix mob.battery_bench_android --no-build --device 192.168.1.42:5555
See README.md for the full rationale and recovery procedure.
Usage (with built-in Gradle build path)
mix mob.battery_bench_android
mix mob.battery_bench_android --no-beam
mix mob.battery_bench_android --preset nerves
mix mob.battery_bench_android --flags "-sbwt none -S 1:1"
mix mob.battery_bench_android --duration 3600 --device 192.168.1.42:5555
mix mob.battery_bench_android --no-build   # re-run without rebuilding
Options
	--duration N      — benchmark duration in seconds (default: 1800 = 30 min)
	--device SERIAL   — adb device serial or IP:port (auto-detected if omitted)
	--no-beam         — baseline: build without starting the BEAM at all
	--no-keep-alive   — skip the foreground-service background keep-alive call
	--preset NAME     — named BEAM flag preset (Gradle-build path only)
	--flags "..."     — arbitrary BEAM VM flags (Gradle-build path only)
	--no-build        — skip APK build and install; run benchmark on current install
	--log-path PATH   — override CSV log location (default: _build/bench/run_android_<ts>.csv)
	--no-csv          — skip CSV logging
	--skip-preflight  — bypass the preflight checks (adb/app/BEAM/RPC/NIF/keep-alive)

What the presets do
	untuned   — raw BEAM with no tuning flags (highest power use baseline)
	sbwt      — only busy-wait disabled (-sbwt none)
	nerves    — full Nerves set: single scheduler + busy-wait off + multi_time_warp
	(default)   — same as nerves (production default)

Understanding the results
The BEAM with Nerves-style tuning flags uses roughly the same power as an app
with no BEAM at all (~200 mAh/hr on a Moto G, 30-min run). The untuned BEAM
uses ~25% more power due to scheduler busy-waiting. For most apps the overhead
is in the noise; tune if you have stricter power budgets.
Under the hood
mix mob.battery_bench_android orchestrates the following adb and Gradle commands:
# Build and install
./gradlew assembleDebug [-PextraCppFlags="-DNO_BEAM|..."]
adb install -r app/build/outputs/apk/debug/app-debug.apk

# Push BEAMs
adb push _build/dev/lib/*/ebin/*.beam /data/data/<pkg>/files/otp/<app>/

# Reset battery stats and launch
adb shell dumpsys batterystats --reset
adb shell am start -n <pkg>/.MainActivity

# Turn screen off
adb shell input keyevent 26          # KEYCODE_POWER

# Poll battery every 10s
adb shell dumpsys battery            # reads "Charge counter: <µAh>"

# Stop app and collect final reading
adb shell am force-stop <pkg>
adb shell dumpsys battery
BEAM tuning flags are injected as C preprocessor defines (-DBEAM_UNTUNED,
-DBEAM_FULL_NERVES, etc.) or via a generated mob_beam_flags.h header, so
each preset compiles a different variant of the BEAM startup C code.

      




  

    
mix mob.battery_bench_ios 
    



      
Builds a benchmark app, deploys it to a physical iPhone/iPad, and measures
battery drain over time.
Run this from your Mob app project directory (the one containing ios/,
mob.exs, and your Elixir source). It requires bundle_id to be set in
mob.exs:
config :mob_dev,
  mob_dir:   "/path/to/mob",
  bundle_id: "com.example.myapp"
Prerequisites
libimobiledevice is required for battery readings:
brew install libimobiledevice
The device must be trusted on this Mac (accept "Trust This Computer" when
connecting via USB). Xcode 15 or later is required for xcrun devicectl.
Battery measurement
iOS exposes battery capacity via libimobiledevice's ideviceinfo tool.
If the device reports BatteryMaxCapacity (mAh), drain is shown in mAh like
the Android benchmark. Otherwise, it falls back to percentage points
(1% ≈ 40–60 mAh on most iPhones).
WiFi-only measurements are not possible on iOS — USB-connected readings are
skewed because the cable can trickle-charge. To minimise this, use a USB-only
data cable (no charging), or note the baseline with and without cable.
Recommended workflow (Mob projects)
Mob projects use ios/build.zig (driven by Mix's NativeBuild pipeline)
rather than a full Xcode project, which means the bench task's
xcodebuild path doesn't apply. Use this two-step pattern instead:
# 1. Push BEAM flags via mob.deploy (no native rebuild — ~5 sec).
mix mob.deploy --beam-flags "" --ios               # tuned (Nerves)
mix mob.deploy --beam-flags "-S 6:6 -A 8" --ios    # untuned variant

# 2. Run the bench with --no-build, specifying the phone's WiFi IP.
mix mob.battery_bench_ios --no-build --wifi-ip 10.0.0.120
Find the phone's WiFi IP in Settings → Wi-Fi → (i) → IP Address.
See README.md for the full rationale and recovery procedure if a flag
combination crashes the BEAM (which can happen if you request more
threads than iOS allows per process).
Usage (with built-in Xcode build path)
mix mob.battery_bench_ios
mix mob.battery_bench_ios --no-beam
mix mob.battery_bench_ios --preset nerves
mix mob.battery_bench_ios --flags "-sbwt none -S 1:1"
mix mob.battery_bench_ios --duration 3600 --device UDID
mix mob.battery_bench_ios --no-build   # re-run without rebuilding
Options
	--duration N      — benchmark duration in seconds (default: 1800 = 30 min)
	--device UDID     — device UDID (auto-detected if one device connected)
	--wifi-ip IP      — phone's WiFi IPv4 (recommended; bypasses auto-discovery)
	--no-beam         — baseline: build without starting the BEAM at all
	--no-keep-alive   — skip the silent-audio background keep-alive call
	--preset NAME     — named BEAM flag preset (Xcode-build path only)
	--flags "..."     — arbitrary BEAM VM flags (Xcode-build path only)
	--no-build        — skip Xcode build and install; benchmark current install
	--scheme NAME     — Xcode scheme name (default: camelized app name)
	--log-path PATH   — override CSV log location (default: _build/bench/run_<ts>.csv)
	--no-csv          — skip CSV logging
	--skip-preflight  — bypass the preflight checks (USB/app/BEAM/RPC/NIF/keep-alive)

What the presets do
	untuned   — raw BEAM with no tuning flags (highest power use baseline)
	sbwt      — only busy-wait disabled (-sbwt none)
	nerves    — full Nerves set: single scheduler + busy-wait off + multi_time_warp
	(default)   — same as nerves (production default)

Understanding the results
iOS battery percentage resolution is coarse. A 30-minute run should produce
2–5% drain, enough to see the difference between no-BEAM and tuned-BEAM.
Run at a fixed screen brightness or with the screen locked for reproducible
results across runs.
Under the hood
mix mob.battery_bench_ios orchestrates the following commands:
# Build
xcodebuild -workspace ios/*.xcworkspace -scheme SCHEME \
  -configuration Debug -sdk iphoneos \
  -derivedDataPath /tmp/mob_bench_ios_STAMP \
  [OTHER_CFLAGS='$(inherited) -DFLAG']

# Install and launch
xcrun devicectl device install app --device UDID /path/to/App.app
xcrun devicectl device process launch --terminate-existing --device UDID \
  com.example.myapp                   # → captures PID

# Lock screen
idevicediagnostics -u UDID sleep

# Poll battery every 10s
ideviceinfo -u UDID -q com.apple.mobile.battery -k BatteryCurrentCapacity
ideviceinfo -u UDID -q com.apple.mobile.battery -k BatteryMaxCapacity

# Stop app
xcrun devicectl device process terminate --device UDID --pid PID
BEAM tuning flags are injected as OTHER_CFLAGS build settings passed to
xcodebuild, matching the same C preprocessor defines used in the Android build.

      




  

    
mix mob.cache 
    



      
Inspects every cache mix mob.* writes to outside the project tree, and
(with --clear) deletes them. Distinct from mix clean (build artifacts
in _build/) and mix deps.clean (deps in deps/) — this targets caches
in your home directory that survive across projects.
By default the command is read-only — it prints a summary of what's on
disk and exits. Pass --clear to wipe Mob's own cache, and add
--include-transitive to also wipe caches owned by transitive deps
(currently elixir_make, used by exqlite for its prebuilt NIF tarball).
Caches we do not touch — even with --include-transitive — because
they're shared with the rest of your Elixir/Android/iOS work:
	~/.hex/, ~/.mix/           — Hex/Mix global state
	~/.gradle/                   — Gradle wrapper + caches
	~/Library/Developer/Xcode/   — Xcode DerivedData, Index
	~/Library/Caches/com.apple.dt.* — Xcode-related caches

Clean those manually if you want a true scorched-earth reset.
Usage
mix mob.cache                                 # show what's on disk (default)
mix mob.cache --include-transitive            # also list elixir_make cache
mix mob.cache --clear                         # delete Mob's own cache
mix mob.cache --clear --include-transitive    # delete Mob's + elixir_make's
mix mob.cache --clear --yes                   # skip the confirmation prompt
mix mob.cache --dry-run                       # explicit "list only" (alias for default)
Where the caches live
Mob's own cache — pre-built OTP runtimes (iOS sim, iOS device, Android
arm64, Android arm32). One per platform/ABI; ~200–400 MB each. Reused
across every Mob project on this machine.
$MOB_CACHE_DIR     (if set)
~/.mob/cache/      (default)
Override with MOB_CACHE_DIR in your shell or mob.exs if you want it
somewhere project-local or sandbox-friendly (Nix users: this is the
switch you want).
elixir_make cache — pre-built NIF tarballs that exqlite and other
NIF-using deps download instead of recompiling from source. The same
tarball is reused across every Elixir project on this machine.
~/Library/Caches/elixir_make/    (macOS)
~/.cache/elixir_make/            (Linux)
This belongs to elixir_make, not Mob — but mix mob.deploy is what
populated it, so we offer to clear it here.

      




  

    
mix mob.connect 
    



      
Discovers connected Android and iOS devices, sets up USB tunnels,
restarts the app on each device, waits for Erlang nodes to come online,
then drops into an IEx session connected to all of them.
mix mob.connect
The restart is what makes a fresh session reliable: the app registers in the
Mac's EPMD through the tunnels just set up, under the node name and port
mob_dev expects. To inspect a session that is already running, attach
without restarting it:
mix mob.connect --no-restart
Options
	--no-iex   — set up connections but don't start IEx (print node names instead)

	--no-restart — attach to the app that is already running instead of
restarting it, keeping its state. On Android the node is looked up in EPMD
under the deploy-time name or the bare <app>_android a launcher start
registers. The app must have started while the tunnels were up (it
registers in the Mac's EPMD through adb reverse); if it didn't, restart it.

	--name     — local node name for this session (default: mob_dev@127.0.0.1,
or mob_dev_<os pid>@127.0.0.1 when another process on this Mac holds it)

	--cookie   — use this Erlang cookie instead of the app's private one. Only
needed for an app that sets a custom cookie: in Mob.Dist.ensure_started/1

	--ios-only / --android-only — restrict discovery to one platform. iOS-only
development on a Mac with no Android platform-tools installed works without
this flag (adb's absence is handled gracefully), but --ios-only skips the
Android scan entirely — useful when a phone for another project is plugged in.
To make it the default for a project, set it once in mob.exs:
config :mob_dev, platforms: [:ios]

	--only / --device (-d) — restrict to devices whose serial/udid contains
the given substring. Repeatable. Without it, connect attaches to every
running device, so a single slow or locked device (e.g. a plugged-in
physical iPhone) can stall the whole run. Target one phone with:
mix mob.connect --only ZY22CRLMWK
Without it, a device another agent-device session has claimed is
skipped (and named), since connecting restarts the app; a claimed device
you name is used after a warning. See MobDev.DeviceLeases.


Multiple simultaneous sessions
Because Erlang distribution allows many nodes to connect to the same device,
you can run multiple independent sessions at the same time. Use --name to
give each one a unique identity:
# Terminal 1 — interactive developer session
mix mob.connect --name mob_dev_1@127.0.0.1

# Terminal 2 — agent or second developer
mix mob.connect --name mob_dev_2@127.0.0.1
Both see the same live device state and can call Mob.Test.* and nl/1
independently without interfering with each other.
IEx + dashboard in one process
For an interactive session alongside the dev dashboard, use:
iex -S mix mob.server
This starts the dashboard at localhost:4040 and gives you an IEx prompt in
the same process. Run mix mob.connect (or let the dashboard auto-connect)
to attach to device nodes, then call Mob.Test.* directly from the IEx prompt.
This is the recommended setup when working alongside an agent — the agent uses
Tidewave to execute Mob.Test.* calls in the same running session.
iOS physical device connectivity
Physical iPhones support three connection modes. The BEAM picks the right one
automatically at startup based on which network interfaces are present:
	Priority	Connection	Node name	When
	1	WiFi / LAN	<app>_ios@10.0.0.x	On the same network as the Mac
	1	Tailscale	<app>_ios@100.x.x.x	Any network — see below
	2	USB only	<app>_ios@169.254.x.x	Cable plugged in, no WiFi
	3	None	<app>_ios@127.0.0.1	No network

WiFi is preferred over USB so the node IP stays stable across cable plug/unplug.
Plugging or unplugging the USB cable does not change the node name as long as
WiFi is available. The node only falls back to the USB link-local address when
there is no WiFi at all.
mix mob.connect does not guess which of these the BEAM chose; it asks the
phone's EPMD for this project's <app>_ios node and connects to the name EPMD
reports, ignoring other Mob apps' nodes on the same phone. For a phone found
over USB it queries the USB link-local address, then the phone's other
addresses (its .local mDNS name's IPv4s). One of those is used only when
its EPMD lists the same node at the same dist port, i.e. the same BEAM. The
<app>_ios@169.254.x.x guess is used only when the link-local EPMD lists
nothing yet.
The node name is still fixed at app launch. If distribution isn't working,
force-quit the app on the iPhone and relaunch it so it picks up the current
network state.
USB is the default and works with no setup. Plug in the cable and run
mix mob.connect.
WiFi works automatically when the Mac and iPhone are on the same network. If
it doesn't connect, check: was the app last launched with USB plugged in? If so,
force-quit and relaunch the app (without USB), then run mix mob.connect again.
Public WiFi and corporate networks often block device-to-device traffic (client
isolation) — use Tailscale in those environments.
Tailscale lets you connect over any network including cellular. It is a free
mesh VPN (free for personal use at tailscale.com). Install it on both the Mac
and iPhone, sign in to the same account, and mix mob.connect works the same
way regardless of what network either device is on. Tailscale must be active on
the iPhone before the app launches — the node name is fixed at BEAM startup.
Personal Hotspot (iPhone sharing its cellular connection as WiFi) also works
automatically — the Mac connects to the hotspot and the LAN detection picks up
the 172.20.10.x address.
Distribution is authenticated with a random 256-bit cookie per app, kept in an
owner-only file under ~/.mob/dist_cookies/.
mob.connect hands it to the app when it restarts it: Android reads it from a
file in the app's private storage, iOS from the launch environment. An iOS app
started from Xcode or the home screen has an ephemeral random cookie until
mob.connect restarts it. Apps built against a mob from before MOB-49 still
use the public mob_secret; mob.connect falls back to it with a warning.
Under the hood
mix mob.connect is a convenience wrapper around standard Erlang distribution setup:
# Android: set up adb port tunnels so the device BEAM registers in the Mac's EPMD
adb reverse tcp:4369 tcp:4369   # EPMD: device → Mac
adb forward tcp:9100 tcp:9100   # dist port: Mac → device

# iOS simulator shares the Mac's network stack — no tunnelling needed

# iOS physical: BEAM registers its own in-process EPMD on the device;
# Mac connects directly to the device IP (USB link-local, WiFi, or Tailscale)

# Then, in Elixir:
Node.start(:"mob_dev@127.0.0.1", :longnames)
Node.set_cookie(MobDev.DistCookie.for_project!())
Node.connect(:"my_app_android@127.0.0.1")
Node.connect(:"my_app_ios@127.0.0.1")
IEx.start([])
You can do all of this by hand in any IEx session — mix mob.connect just
discovers the device node names and wires up the tunnels automatically.
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    Functions
  


    
      
        resolve_platforms(opts, default)

      


        Resolves which platforms to discover from the parsed options and the
mob.exs default.



    





      


      
        Functions


        


  
    
      
    
    
      resolve_platforms(opts, default)



        
          
        

    

  


  

      

          @spec resolve_platforms(
  keyword(),
  [:android | :ios]
) :: {:ok, [:android | :ios]} | {:error, String.t()}


      


Resolves which platforms to discover from the parsed options and the
mob.exs default.
--ios-only / --android-only win over the default; passing both is a
contradiction and returns {:error, _}. With neither flag, the mob.exs
default (config :mob_dev, platforms: [...], both platforms when unset) is
used. Pure — exposed for testing.

  


        

      


  

    
mix mob.deploy 
    



      
Compiles the project then pushes BEAM files to a frozen set of selected
Android and iOS devices.
Modes
Fast deploy (default) — load the new BEAMs into the app. Use this for
day-to-day Elixir code changes. Requires the native app already installed on
device. When the app's node is reachable over Erlang distribution, the
modules are hot-loaded in place with no restart; otherwise the BEAMs are
written to the device and the app is restarted to pick them up. An app built
against a pre-MOB-49 mob is restarted instead of hot-loaded, which moves it to
its private cookie, except on a physical iPhone: writing BEAMs to a phone over
devicectl has no undo, so a connected legacy iPhone app is still hot-loaded
and keeps mob_secret until you deploy with --native.
mix mob.deploy
Full deploy — build native binary + install APK/app + push BEAMs + restart.
Use this the first time, or after changes to native C/Java/Swift/Zig code.
mix mob.deploy --native
Plugin NIFs only reach the device through a native build. --native warns
about deps that ship a NIF but aren't in config :mob, :plugins, and records
which NIF plugins it built in; a fast deploy warns when a NIF plugin was
activated since that record (see MobDev.Plugin.NifActivation). Both are
warnings — otherwise the first sign is :nif_not_loaded at the first call.
Device selection is resolved once before any build or push starts. With no
selection flag, one emulator or simulator is selected automatically and the
task prints which; physical devices always require an explicit --device or
--all-physical. The ANDROID_SERIAL environment variable is treated like
--device for Android.
When agent-device is on PATH, selection honours its device claims
(MobDev.DeviceLeases): auto-selection and --all-devices /
--all-physical skip a device another agent-device session has claimed,
and say so. A claim is yours when its session matches AGENT_DEVICE_SESSION.
A claimed device named with --device is still used, after a warning.
Options
	--native              — build native binaries before pushing BEAMs

	--no-restart          — write the BEAMs without restarting the app (a
                     hot load over dist never restarts anyway)

	-d, --device <id>   — target a specific device; use mix mob.devices to find IDs

	--all-devices         — target all emulators and simulators

	--all-physical        — target all physical devices; combine with
                     `--all-devices` to target every connected device

	--dist-port <N>       — pin the BEAM dist listen port (default: derived per
                    device from the device serial and app name, in
                    `9100..9899`, moved past ports another device already
                    uses; `mix mob.connect` derives the same port). Use to
                    resolve a collision with a non-BEAM listener on that port.

	--node-suffix <S>     — append _<S> to the BEAM node name (default: auto-derived
                    from device serial on Android, SIMULATOR_UDID on iOS sim). Use
                    for scripted scenarios where you need a specific naming scheme.

	--schedulers <N>      — set BEAM scheduler count (saved to mob.exs)

	--beam-flags "<flags>" — arbitrary BEAM flags string (saved to mob.exs)

	--json                — machine-readable result on stdout; progress goes to
                    stderr, so `mix mob.deploy --json | jq` gets one document

	--slim                — strip OTP source/debug for size measurement on
                      a real device. OFF by default for dev iteration
                      (the strip pass adds ~5-10s per build); use this
                      to verify a slim build runs before
                      `mix mob.republish` round-trips through TestFlight.
                      The strip set is controlled by `MobDev.OtpAudit.Slim`;
                      per-app overrides live in `mob.exs`:

                          config :mob_dev,
                            slim: [
                              drop_libs: ["my_unused_dep"],
                              keep_libs: ["mnesia"],
                              audit: true,                       # opt in
                              # Single capture (a starting point):
                              trace_json: "priv/mob_trace.json",
                              # OR multiple captures unioned —
                              # much safer for production
                              # stripping. A lib is trace-
                              # strippable only if NONE of the
                              # captures observed any of its
                              # modules.
                              trace_jsons: [
                                "priv/boot.json",
                                "priv/ui.json",
                                "priv/auth.json"
                              ]
                            ]

                      With `audit: true`, the slim pass runs
                      `MobDev.OtpAudit` against the bundle and
                      expands the strip set with foreign apps
                      + (when a trace is supplied) the
                      trace-augmented strip set. Trace JSON
                      comes from `mix mob.trace_otp --json`.


BEAM scheduler tuning
The default native build uses 1:1 (single scheduler) for battery efficiency.
Override for the current deploy and all future deploys until changed:
# Pin to 2 schedulers
mix mob.deploy --schedulers 2

# Let BEAM auto-detect — one scheduler per logical core
mix mob.deploy --schedulers 0

# Arbitrary flags (replaces --schedulers)
mix mob.deploy --beam-flags "-S 4:4 -A 4"
The chosen value is written to mob.exs under beam_flags: and reused on
subsequent mix mob.deploy runs that don't pass either flag. The flags are
written alongside the BEAMs as a mob_beam_flags file that the native launcher
reads at startup — no APK/app rebuild required.
Under the hood
A fast deploy is equivalent to:
mix compile

# Each target whose app answers over Erlang distribution: hot load in
# place, no restart — `nl(Module)` in IEx for every module
:rpc.call(node, :code, :load_binary, [Module, path, beam_binary])

# Any other Android target: copy the BEAMs into the app's files, restart
adb push <beams> /data/data/<package>/files/otp/<app>/   # as root (emulator), or
                                                        # via /data/local/tmp + `run-as tar xf`
adb shell am force-stop <package>
adb shell am start -n <package>/.MainActivity --ei mob_dist_port <port> ...

# Any other iOS simulator: copy into the simulator runtime, relaunch
rsync -a <compile path>/ ~/.mob/runtime/ios-sim/<app>/
xcrun simctl launch <udid> <ios bundle id>

# Any other physical iPhone: replace Documents/otp/<app>, relaunch
xcrun devicectl device copy to --device <udid> ... Documents/otp/<app>
The BEAMs come from Mix's active build path (Mix.Project.compile_path/0
and Mix.Project.build_path/0): the app and its runtime dependencies, never
dev-only tooling.
With --native, it first runs mix deps.get and the platform build, installs
the result, then writes the BEAMs and restarts (never a hot load: the old
BEAM is gone after an install):
# Android
./gradlew assembleDebug
adb install -r app/build/outputs/apk/debug/app-debug.apk

# iOS: ios/build.zig (simulator) or ios/build_device.zig (device), then
xcrun simctl install <udid> <app>.app            # simulator
xcrun devicectl device install app --device <udid> <app>.app   # device
A named --device supplies the platform when --native is used, so
mix mob.deploy --native --device <id> does not also need --android or
--ios. Before an Android build, the task creates
android/local.properties when the SDK is detectable, just as
mix mob.install does during first-run setup.
Exit status
Every targeted device is attempted and the full summary printed, then the
task exits non-zero if any device landed in the Failed on N device(s)
bucket — including a partial success where other devices deployed fine.
Devices under Skipped on N device(s) (app not installed for that platform)
do not fail an implicit single-emulator run. They do fail when an explicit
device, broad scope, or platform was requested and nothing reached that
target platform:
	mix mob.deploy --ios --device X where X lacked the app — exit 1.
	mix mob.deploy --all-devices where every selected iOS simulator was
skipped — exit 1 for the requested iOS target set.
	mix mob.deploy --ios --all-devices where one simulator deployed and a
stale one was skipped — exit 0. The rule remains per platform.
	mix mob.deploy --device X that reached X and deployed nothing — exit 1.
	mix mob.deploy --device NOPE matching no device — exit 1.
	mix mob.deploy --android --native that built the APK with no device
attached — exit 0. The artifact is what was asked for.

--native fails the run when a platform you named — directly or through
--device — built nothing at all. If the Android SDK cannot be detected,
a missing sdk.dir therefore produces a non-zero exit instead of a warning
followed by success.

      


      
        Summary


  
    Functions
  


    
      
        failure_message(deployed, failed, skipped)

      


        The Mix.raise message for a finished deploy, or nil when the run
should exit 0.



    


    
      
        failure_message(deployed, failed, skipped, requested)

      


        As failure_message/3, but knowing which platforms were explicitly asked for.



    


    
      
        failure_message(deployed, failed, skipped, requested, native_built?)

      


        As failure_message/4, but knowing whether a native build succeeded.



    


    
      
        format_summary(deployed, failed, skipped, opts \\ [])

      


        Build the per-deploy summary lines from the three device buckets.



    


    
      
        invalid_options_message(invalid)

      


        The error for options the task does not accept.



    


    
      
        join_dashed_values(args)

      


        Rewrite --flag value to --flag=value when the value starts with a dash.



    


    
      
        json_result(deployed, failed, skipped, message)

      


        The machine-readable result of a finished deploy.



    


    
      
        missing_device_message(reference, arg2, arg3, skipped)

      


        The message for a run that named a device and did not find it, or nil.



    


    
      
        requested_platforms(opts)

      


        The platforms the user explicitly asked for, from the raw flags.
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      failure_message(deployed, failed, skipped)



        
          
        

    

  


  

      

          @spec failure_message([MobDev.Device.t()], [MobDev.Device.t()], [MobDev.Device.t()]) ::
  String.t() | nil


      


The Mix.raise message for a finished deploy, or nil when the run
should exit 0.
A deploy that printed "Failed on N device(s)" used to still exit 0, so
CI and wrapper scripts read a failed deploy as a success.
Only failed (a real error during push) is fatal. skipped is not:
it means "app not installed for that platform", the expected outcome of
e.g. building --ios with an Android phone also plugged in — the same
distinction format_summary/4 renders.
Partial success is still a failure. Every targeted device is still
attempted and reported before this runs, so the operator can see which
ones got the BEAMs; a script has no way to notice one device missed
out if the status code says everything is fine.

  



  
    
      
    
    
      failure_message(deployed, failed, skipped, requested)



        
          
        

    

  


  

      

          @spec failure_message([MobDev.Device.t()], [MobDev.Device.t()], [MobDev.Device.t()], [
  atom()
]) ::
  String.t() | nil


      


As failure_message/3, but knowing which platforms were explicitly asked for.
A skipped device is normally not a failure — it means "this device is not a
target for this app", the expected outcome of an Android phone being attached
during a default run. It IS a failure when the run named that platform: a
mix mob.deploy --android that skips every Android device asked for
something and got nothing, and must not report success.
Pass [] for requested and every skip is incidental, which is the
failure_message/3 behaviour.

  



  
    
      
    
    
      failure_message(deployed, failed, skipped, requested, native_built?)



        
          
        

    

  


  

      

          @spec failure_message(
  [MobDev.Device.t()],
  [MobDev.Device.t()],
  [MobDev.Device.t()],
  [atom()],
  boolean()
) :: String.t() | nil


      


As failure_message/4, but knowing whether a native build succeeded.
A --native run that built the artifact and found no device to push it to
did its main job. Failing it would break "build the APK now, attach the phone
after", which used to exit 0.

  



    

  
    
      
    
    
      format_summary(deployed, failed, skipped, opts \\ [])



        
          
        

    

  


  

      

          @spec format_summary(
  [MobDev.Device.t()],
  [MobDev.Device.t()],
  [MobDev.Device.t()],
  keyword()
) :: [
  String.t()
]


      


Build the per-deploy summary lines from the three device buckets.
Returns an iolist of strings (one per line) that the task prints
verbatim. Public so the report shape can be pinned against fixture
device lists — keeps "Failed on N" from regressing back into
counting skipped-because-not-installed devices.
Opts:
	:restart — boolean; the follow-up line for devices deployed by push
(a device the deployer marked :hot_loaded was updated over dist and
never restarted, whatever this says)


  



  
    
      
    
    
      invalid_options_message(invalid)



        
          
        

    

  


  

      

          @spec invalid_options_message([{String.t(), String.t() | nil}]) :: String.t()


      


The error for options the task does not accept.
Names them, because the failure this replaces was silent: the flag was
dropped and the deploy proceeded as if it had never been passed.

  



  
    
      
    
    
      join_dashed_values(args)



        
          
        

    

  


  

      

          @spec join_dashed_values([String.t()]) :: [String.t()]


      


Rewrite --flag value to --flag=value when the value starts with a dash.
OptionParser will not consume a dash-prefixed argument as a :string
value, so --beam-flags "-S 4:4 -A 4" — the spelling this repo prints in
seven places, including the README and both battery-bench workflows — parsed
as two unknown options. Under the old lenient parsing the value was silently
dropped and the deploy carried on with whatever mob.exs held; under strict
parsing it became a hard failure that named a valid option as unknown.
BEAM flags essentially all start with a dash, so this is not an edge case:
it is the documented invocation.

  



  
    
      
    
    
      json_result(deployed, failed, skipped, message)



        
          
        

    

  


  

      

          @spec json_result(
  [MobDev.Device.t()],
  [MobDev.Device.t()],
  [MobDev.Device.t()],
  String.t() | nil
) ::
  map()


      


The machine-readable result of a finished deploy.
Exists because an agent driving mix mob.deploy otherwise has to infer the
outcome from coloured prose, and the exit code alone does not say which
target missed out. outcome mirrors the exit status: "ok" when the task
returns 0, "error" when it raises.

  



  
    
      
    
    
      missing_device_message(reference, arg2, arg3, skipped)



        
          
        

    

  


  

      

          @spec missing_device_message(
  String.t() | {:device | :android_serial, String.t()} | nil,
  [MobDev.Device.t()],
  [MobDev.Device.t()],
  [MobDev.Device.t()]
) :: String.t() | nil


      


The message for a run that named a device and did not find it, or nil.
mix mob.deploy --device NOPE printed "No devices found." and exited 0. The
device filter matches nothing, every bucket comes back empty, and a run that
shipped to a device you named by id is indistinguishable from one that
shipped nowhere.
Only fires when a device was named: with no --device, an empty run is the
ordinary "nothing is plugged in" case and stays non-fatal.

  



  
    
      
    
    
      requested_platforms(opts)



        
          
        

    

  


  

      

          @spec requested_platforms(keyword()) :: [:android | :ios]


      


The platforms the user explicitly asked for, from the raw flags.
Deliberately NOT resolve_platforms/1, which collapses "no flag given" into
every platform with a scaffold. That distinction is the whole point: a device
skipped during a default run is incidental (a phone that happens to be
attached), while one skipped during --android is a request that went
unserved. Returns [] when no platform flag was given.

  


        

      


  

    
mix mob.devices 
    



      
Scans for connected Android devices (via adb) and iOS simulators/physical
devices (via xcrun simctl / ideviceinfo) and prints their status.
mix mob.devices
Each device is shown with a short ID you can pass to --device:
mix mob.deploy --device emulator-5554
mix mob.deploy --native --device 78354490
Gracefully skips platforms whose tools are not installed (adb / xcrun).
Under the hood
# Android
adb devices -l
# → parses serial numbers, device/emulator state, and manufacturer/model

# iOS (macOS only)
xcrun simctl list devices booted --json
ideviceinfo -k UniqueDeviceID   (if libimobiledevice is installed)

      




  

    
mix mob.doctor 
    



      
Checks your environment, project configuration, OTP caches, and connected
devices, reporting any issues with specific fix instructions.
Run this first when something isn't working:
mix mob.doctor
What it checks
	Tools   — adb, xcrun (macOS), Java, Android SDK, iOS build tools
	Project — mob.exs present, required keys set, paths valid, iOS
Info.plist ready for iPad and Split View (warning only), url_schemes
valid
	Build   — Elixir deps fetched, project compiled, native build tools present,
installed plugins that ship NIFs but aren't activated
	OTP cache — pre-built runtimes downloaded and structurally valid
	Devices — authorized Android devices and booted iOS simulators

Exits non-zero if any required checks fail, so it can be used in scripts.

      




  

    
mix mob.emulators 
    



      
Manage virtual devices: Android emulators (AVDs) and iOS simulators.
Examples
mix mob.emulators                        # list all (default)
mix mob.emulators --list                 # same as above
mix mob.emulators --list --android       # Android only
mix mob.emulators --list --ios           # iOS only

mix mob.emulators --start --id Pixel_8_API_34
mix mob.emulators --start --id 78354490

mix mob.emulators --stop --id emulator-5554
mix mob.emulators --stop --id 78354490
mix mob.emulators --stop --all           # everything booted
--id accepts the same display IDs mix mob.devices shows, plus AVD
names. For Android the running serial (emulator-5554) also works.
Out of scope: creating new AVDs or installing simulator runtimes — those
involve license acceptance and multi-GB downloads. Use Android Studio /
Xcode for that.

      




  

    
mix mob.enable 
    



      
Enables one or more optional Mob features by patching mix.exs, manifest
files, and generating any required source files.
Usage
mix mob.enable FEATURE [FEATURE ...]
Multiple features can be enabled in a single command:
mix mob.enable camera photo_library
mix mob.enable camera photo_library file_sharing liveview
Features
liveview
Enables LiveView mode — the Mob app runs a local Phoenix endpoint and displays
it in a native WebView. Web developers can ship a mobile app with zero native
UI code.
What it does:
	Generates lib/<app>/mob_screen.ex — a Mob.Screen that opens a WebView
at http://127.0.0.1:PORT/
	Injects the MobHook LiveView hook into assets/js/app.js
	Injects a hidden <div id="mob-bridge" phx-hook="MobHook"> into
root.html.heex — this is required for the hook to mount
	Updates mob.exs with liveview_port so Mob.LiveView.local_url/1 works

Why the hidden div is required
Phoenix LiveView hooks only execute when a DOM element carrying
phx-hook="MobHook" exists in the rendered page. Registering MobHook in
app.js is necessary but not sufficient — without a matching DOM element the
hook never mounts and window.mob is never replaced with the LiveView-backed
version. Messages would silently route through the native NIF bridge instead
of the LiveView WebSocket, so handle_event/3 would never fire.
See MobDev.Enable module doc and guides/liveview.md for the full
two-bridge architecture explanation.
After running:
	Add MyApp.MobScreen to your supervision tree (or call
Mob.Screen.start_root(MyApp.MobScreen) from your Mob.App.on_start/0)
	Ensure Phoenix is running on the port set in mob.exs (default: 4000)

camera
Adds camera permission declarations to platform manifests.
	iOS: adds NSCameraUsageDescription to ios/*/Info.plist
	Android: adds <uses-permission android:name="android.permission.CAMERA"/>
to android/app/src/main/AndroidManifest.xml

photo_library
	iOS: adds NSPhotoLibraryAddUsageDescription to Info.plist
	Android: no manifest change needed (API 29+)

file_sharing
	iOS: adds UIFileSharingEnabled and LSSupportsOpeningDocumentsInPlace
to Info.plist
	Android: adds <provider android:name="FileProvider"> with paths config

location
	iOS: adds NSLocationWhenInUseUsageDescription to Info.plist
	Android: adds ACCESS_FINE_LOCATION permission

notifications
	iOS: creates ios/<app>.entitlements with aps-environment: development.
After running, execute mix mob.provision so Xcode downloads a push-capable
provisioning profile. Then call Mob.Permissions.request(socket, :notifications)
and Mob.Notify.register_push(socket) at runtime to obtain a device token.
	Android: runtime only — POST_NOTIFICATIONS is requested at runtime, no
manifest key needed.

pythonx
Enables embedded CPython via Pythonx
on iOS and Android.
	iOS: BeeWare's Python-Apple-support
Python.xcframework is bundled by mix mob.deploy --native.
	Android: Chaquopy's prebuilt CPython
is unpacked at first launch. libpythonx.so (the Pythonx NIF) is
cross-compiled with the Android NDK against a stub libpython3.13.so
so the BEAM dynamic loader is satisfied; the real lib resolves at
runtime via SONAME match.
	Bare CPython only. Bundles ship the interpreter, stdlib, and
standard C extensions (_ssl, _ctypes, _hashlib, …). Third-party
wheels (cryptography, numpy, RNS, …) are out of scope —
produce your own (BeeWare's mobile-forge
on iOS, Chaquopy's wheel pipeline on Android) and drop them into
your project.

What it does:
	Adds {:pythonx, "~> 0.4"} to mix.exs deps.
	Generates lib/<app>/python_paths.ex — pure detection module that
locates the bundled framework at runtime (:desktop /
{:ios, paths} / {:android, paths} / {:partial, missing}).
	No :uv_init config patch. Pythonx ships an Application
that auto-runs uv at boot if :uv_init is in compile-time config,
and uv doesn't exist on device. Instead the on_start template
inlines pyproject_toml and calls Pythonx.Uv.fetch/2 + Pythonx.Uv.init/2 only on the :desktop branch. Same code path
iex -S mix would use, just opt-in.

Bundle size impact: ~70 MB on iOS, ~30 MB on Android (interpreter +
stdlib + arch-specific C extensions). Apply this only when you actually
want to call Python from BEAM — non-Python apps stay vanilla.
After running, your Mob.App.on_start/0 should:
	call Application.ensure_all_started(:pythonx) (starts the
Pythonx.Janitor, required for Pythonx.eval/3);
	case-match <App>.PythonPaths.detect/1 and call Pythonx.Uv.fetch + init on :desktop (provisioning a uv-managed CPython on first
run) or Pythonx.init/4 on {:ios, _} / {:android, _}.

See guides/python_embedding.md for the full template.
mlx
Enables Apple's MLX library + the
EMLX Nx backend on iOS. Gives the app
fast on-device tensor math (matmul, FFT, linalg, etc.) backed by
Apple's Accelerate framework (vectorized BLAS/LAPACK).
	iOS device + simulator: libmlx.a + libemlx.a are
cross-compiled and statically linked into the app binary. The
pre-built bundle (~5 MB compressed, ~30 MB on disk per arch) is
downloaded once and cached at ~/.mob/cache/libmlx-<ver>-ios-<slice>/
by MobDev.MLXDownloader. MOB_STATIC_EMLX_NIF flips on
automatically — the EMLX NIF is registered in the static-NIF table
so load_nif/2 resolves it without dlopen.
	Android: not supported in v1. No Metal on Android — a CPU-only
NDK build via OpenBLAS is the path forward but isn't shipped yet.
	CPU-only for v1. Metal-on-iOS needs the iOS-Metal CMakeLists
patch and Xcode 16's optional Metal Toolchain — deferred to a v2
tarball variant.

What it does:
	Adds {:nx, "~> 0.10"} and {:emlx, "~> 0.2.0"} to mix.exs deps
(EMLX 0.2.x is what the prebuilt MLX 0.25.1 bundle's libemlx.a
is compiled from; re-running offers to replace an older ~> 0.2).
	Generates lib/<app>/ml_init.ex — a one-call helper that sets
EMLX.Backend as Nx's global default, with a clean
Nx.BinaryBackend fallback if the NIF can't load.

After running, your Mob.App.on_start/0 should call
<App>.MLInit.configure() once Mob.Screen.start_root/1 and
Mob.Dist.ensure_started/1 have run.

      




  

    
mix mob.gen.live_screen 
    



      
Generates a paired Mob.Screen and Phoenix LiveView for LiveView mode apps.
Usage
mix mob.gen.live_screen NAME [PATH]
NAME is the LiveView module name (PascalCase). PATH is the URL path
(defaults to /name derived from NAME).
Examples
mix mob.gen.live_screen Dashboard
# → lib/<app>_web/live/dashboard_live.ex  (LiveView)
# → lib/<app>/screens/dashboard_screen.ex (Mob.Screen)

mix mob.gen.live_screen Settings /preferences
# → path override: /preferences
What gets generated
LiveView (lib/<app>_web/live/<name>_live.ex)
defmodule MyAppWeb.DashboardLive do
  use MyAppWeb, :live_view
  use Mob.LiveView

  def mount(_params, _session, socket) do
    {:ok, socket}
  end

  def render(assigns) do
    ~H"""
    <div>
      <h1>Dashboard</h1>
    </div>
    """
  end

  # Receive messages from the native layer:
  #   window.mob.send({ type: "back" })
  def handle_event("mob_message", _data, socket) do
    {:noreply, socket}
  end

  # Push messages to the native layer JS:
  #   push_event(socket, "mob_push", %{type: "haptic"})
end
Mob.Screen (lib/<app>/screens/<name>_screen.ex)
defmodule MyApp.DashboardScreen do
  use Mob.Screen

  def mount(_params, _session, socket) do
    {:ok, socket}
  end

  def render(_assigns) do
    Mob.UI.webview(
      url: Mob.LiveView.local_url("/dashboard"),
      show_url: false
    )
  end
end
Router note
Add the LiveView to your Phoenix router:
live "/dashboard", DashboardLive
Then navigate to the screen from Elixir:
Mob.Socket.navigate(socket, {:push, MyApp.DashboardScreen})

      




  

    
mix mob.icon 
    



      
Generates platform icons for the current Mob project.
Must be run from the project root (the directory containing mix.exs).
mix mob.icon                              # random robot avatar
mix mob.icon --source PATH                # resize an existing image
mix mob.icon --source PATH --adaptive     # also emit adaptive Android icons
mix mob.icon --source PATH --adaptive --adaptive-bg "#E8B53C"
Output
Writes icons into the current project directory:
	android/app/src/main/res/mipmap-*/ic_launcher.png (legacy)
	ios/Assets.xcassets/AppIcon.appiconset/icon_*.png
	ios/Assets.xcassets/AppIcon.appiconset/Contents.json
	icon_source.png (1024×1024 master, only when generating)

With --adaptive, also writes:
	android/app/src/main/res/mipmap-anydpi-v26/ic_launcher.xml
	android/app/src/main/res/mipmap-anydpi-v26/ic_launcher_round.xml
	android/app/src/main/res/mipmap-*/ic_launcher_foreground.png
	android/app/src/main/res/values/ic_launcher_background.xml

Adaptive icons are what modern Android launchers (Pixel, Samsung, Moto…)
expect: a foreground layer + a background colour, masked by the launcher
to whatever shape it prefers (circle, squircle, teardrop). Without them,
legacy icons get shrunk inside a launcher-supplied white circle.
Under the hood
mix mob.icon uses the image Elixir library (backed by libvips) to
resize a 1024×1024 source PNG into every required platform size.
No external tools (ImageMagick, Xcode, etc.) are required — libvips is
bundled as a precompiled NIF via the image dependency.

      




  

    
mix mob.install 
    



      
Runs first-time setup for a Mob project generated by mix mob.new.
Must be run from inside the project directory (the one containing mix.exs).
mix mob.install [--icon PATH]
What it does
	Prompts for machine-specific paths (mob_dir) and writes them to the
gitignored mob.local.exs (imported by the committed mob.exs) and
android/local.properties
	Downloads and caches the pre-built OTP runtime tarballs for Android and iOS
	Writes the Mob logo as a placeholder app icon (if no icon exists yet)

Options
	--icon PATH    — use a custom image instead of the Mob logo placeholder

Icon output
Written only for the platforms the project has (android/, ios/):
	android/app/src/main/res/mipmap-*/ic_launcher.png
	ios/Assets.xcassets/AppIcon.appiconset/icon_*.png + Contents.json

The Mob logo is written as a placeholder. Replace it any time:
mix mob.icon                     # generate a custom icon
mix mob.icon --source my_logo.png
Under the hood
mix mob.install does three things that would otherwise require manual steps:
1. Path configuration — reads mob.exs (plus the mob.local.exs it
imports), detects sensible defaults, prompts for missing values, and writes
them to mob.local.exs. mob.exs is project config you commit; only the
import line is added to it if missing. Equivalent to:
# mob.local.exs (gitignored, machine-specific)
config :mob_dev,
  mob_dir: "/Users/me/code/mob"
2. OTP download — fetches pre-built ERTS tarballs from GitHub Releases:
# Roughly equivalent to:
curl -L https://github.com/genericjam/mob/releases/download/<tag>/otp-android-arm64.tar.gz          -o ~/.mob_dev/otp-android-arm64.tar.gz
3. Placeholder icon — writes the Mob logo to all platform icon sizes (pre-built PNGs,
no system tools required). Run mix mob.icon afterwards to replace it with a custom icon.

      




  

    
mix mob.mutate 
    



      
Mutation-test the lines this branch changed.
mix mob.mutate                      # lines changed vs origin/master
mix mob.mutate --file lib/foo.ex    # every mutable line in one file
mix mob.mutate --base HEAD~3        # against a different base
mix mob.mutate --json
A green suite says the tests ran, not that they guard anything. This changes
the production code one line at a time and reports the changes nothing
noticed.
Options
	--file PATH     — mutate this file instead of the branch diff; repeatable
	--base REF      — diff base (default: origin/master)
	--test-command  — how to run the suite (default: mix test). Narrow it                when the full suite is slow: every mutant runs it once.

	--max N         — stop after N mutants
	--json          — machine-readable result on stdout, progress on stderr

Running it on this task
It reports most of run/1 as surviving, and that is accurate rather than a
bug in either. This repo's convention is that a Mix task stays a thin
unstubbed I/O wrapper and the decisions get extracted and tested — so the
parts with a testable kernel (source_file?/1, summary/4,
dirty_message/2, and everything in MobDev.Mutate) are guarded, and the
orchestration that only sequences them is not. The tool measures what the
suite guards; it does not know what you decided not to guard.
Exit status
Non-zero when any mutation survived, so this can gate a change the way a
failing test does.
What it does to your working tree
It rewrites real source files in place and restores them from memory after
each mutant. An interrupted run leaves the last mutant on disk — Ctrl-C,
a closed terminal and an OOM kill all skip the restore, and no amount of
in-process care changes that.
So the run refuses to start unless the files it would touch are clean in git.
That way git checkout -- <file> is always a complete recovery, which is the
only guarantee that survives being killed outright. An earlier version of
this text claimed a snapshot restored the tree "even if the run is
interrupted"; there was no snapshot, the claim was false, and it talked the
reader out of the one habit that would have saved them.

      


      
        Summary


  
    Functions
  


    
      
        dirty_message(output, status)

      


        The refusal for a tree that is not safe to mutate, or nil.



    





      


      
        Functions


        


  
    
      
    
    
      dirty_message(output, status)



        
          
        

    

  


  

      

          @spec dirty_message(String.t(), non_neg_integer()) :: String.t() | nil


      


The refusal for a tree that is not safe to mutate, or nil.
Pure, and tested, because it is the only thing standing between an
interrupted run and someone's uncommitted work. A git status that fails is
as disqualifying as one that reports changes: if we cannot tell whether
recovery is possible, we must not proceed as though it is.

  


        

      


  

    
mix mob.new_plugin 
    



      
Generates the skeleton for a new mob plugin under plugins/<name>/.
mix mob.new_plugin <name> [--tier <0|1|2|3|4>] [--dest <DIR>]
Tiers (per MOB_PLUGINS.md):
	0 (default) — pure-Elixir helpers. No manifest, no native code.
	1 — native NIF + Elixir wrapper. Manifest with :nifs; ships an Erlang
NIF stub and the matching C source. Wired into the build by
MobDev.Plugin.Merge.nifs/1 + the build.zig -Dplugin_c_nifs arg.
	2 — native UI component via Mob.UI.native_view + Mob.Component.
Manifest with :ui_components; ships an Elixir Mob.Component module,
the matching Kotlin Composable, and a Swift View placeholder.
	3 — multi-screen plugin. Manifest with :screens + :migrations (and
optionally :assets); ships two Mob.Screen modules and an Ecto migration
the host applies on device.
	4 — embedded sub-app. Manifest with :lifecycle + :settings +
:notifications; ships a lifecycle module, a supervised worker, a
notification handler, and a settings editor screen.

Signing (tiers 1–4)
A plugin with a manifest is verified by every host before its native build
uses it: priv/mob_plugin.sig must be a v2 signature over every file the
build reads (MobDev.Plugin.Sign.build_inputs/2), made with the key whose
public half is priv/mob_plugin.pub, and the host must trust that key. So
tiers 1–4 also get:
	.gitignore ignoring priv/mob_plugin.sig (priv/mob_plugin.pub is
committed);
	mix.exs with Hex package metadata (package files: ship all of
priv/; set @source_url to the plugin's repository) and a dev-only
:mob_dev dep for the signing tasks, plus a README.md and the
CHANGELOG.md the release notes are taken from;
	.github/workflows/release.yml: on a version: bump in mix.exs it tags,
creates the GitHub Release, checks that the MOB_PLUGIN_SIGN_KEY secret
derives the committed public key, runs mix mob.validate_plugin and
mix mob.plugin.sign, then mix hex.publish. The published package
therefore carries a fresh signature over exactly what ships.

One-time setup, in the plugin directory:
mix deps.get
mix mob.plugin.keygen      # priv/mob_plugin.pub + ~/.mob/keys/<name>.priv
gh secret set MOB_PLUGIN_SIGN_KEY < ~/.mob/keys/<name>.priv
gh secret set HEX_API_KEY
mix mob.plugin.sign signs locally for testing; a host records trust with
mix mob.plugin.trust <name>. Tier 0 has no manifest and nothing to sign.
Options
	--tier <0|1|2|3|4> — plugin tier; defaults to 0.
	--dest <DIR> — destination directory; defaults to plugins/<name>
relative to the current working directory.


      




  

    
mix mob.plugin.keygen 
    



      
Generates a per-plugin Ed25519 keypair and writes:
	~/.mob/keys/<plugin_name>.priv — base64-encoded raw 32-byte private
key, mode 0600.
	priv/mob_plugin.pub in the plugin directory — base64-encoded raw
32-byte public key.

The public key file ships with the plugin (committed to source
control). The private key never goes into the repository: keep it on
the author's machine and, for the release workflow mix mob.new_plugin
generates, store its exact file contents as the MOB_PLUGIN_SIGN_KEY
repository secret (gh secret set MOB_PLUGIN_SIGN_KEY < ~/.mob/keys/<name>.priv).
mix mob.plugin.keygen [--plugin <dir>] [--force]
Options
	--plugin <dir> — plugin directory; defaults to the current
working directory.
	--force — overwrite an existing ~/.mob/keys/<name>.priv.
Refused by default to prevent an accidental key rotation.


      




  

    
mix mob.plugin.sign 
    



      
Signs the plugin in <dir> (default: cwd) and writes
priv/mob_plugin.sig. The signature covers the SHA-256 hashes of
priv/mob_plugin.exs and every file the native build reads from the
plugin (MobDev.Plugin.Sign.build_inputs/2, MOB-297) — the manifest
bytes are one of those files, so tampering with the
manifest fails verification. The v2 envelope on disk carries the
signed file_hashes list so MobDev.Plugin.Verify.verify_plugin/1
can check integrity before it ever Code.eval_files the manifest
(see MOB-74).
mix mob.plugin.sign [--plugin <dir>]
Reads the private key for the plugin's :name from
~/.mob/keys/<name>.priv. Run mix mob.plugin.keygen first if you
haven't already.
After signing, the printed fingerprint can be shared with host
operators so they can run mix mob.plugin.trust <name> to record
trust in their mob.exs.

      




  

    
mix mob.plugin.trust 
    



      
Records trust in a signed mob plugin by writing
config :mob, :trusted_plugins, %{...} to mob.exs.
mix mob.plugin.trust <plugin_name>
Resolves the plugin via Mix.Project.deps_paths/0, reads its
priv/mob_plugin.pub + manifest, displays the declared capabilities
(frameworks, permissions, gradle deps, plist keys) plus the
fingerprint, and prompts y/N before recording the entry.
Key rotation: if a different fingerprint is already trusted for this
plugin name, this task warns and prompts for explicit confirmation
before replacing the entry.

      




  

    
mix mob.plugin.untrust 
    



      
Removes the config :mob, :trusted_plugins entry for plugin_name
from mob.exs. No-op if the plugin wasn't trusted.
mix mob.plugin.untrust <plugin_name>

      




  

    
mix mob.plugins 
    



      
Lists the Mob plugins this project depends on, with tier, hot-push status,
and whether each is activated.
mix mob.plugins
A dependency is shown as a plugin if it ships a priv/mob_plugin.exs
manifest, or if it is named in config :mob, :plugins in mob.exs.
Tier-0 plugins (pure Elixir, no manifest) are indistinguishable from
ordinary libraries until activated, so they appear only once listed in
config :mob, :plugins.
A manifest whose signature doesn't verify is not loaded (its tier shows as
?); its row says what is wrong with the signature and how to fix it.
Activation is two-step by design (see MOB_PLUGINS.md): adding a plugin to
deps makes it installed; adding it to config :mob, :plugins makes it
activated — only then are its contributions merged into the build.
Exits non-zero when activated plugins collide (same component atom, native
view key, NIF module, ...), naming each plugin's priv/mob_plugin.exs.

      




  

    
mix mob.provision 
    



      
Registers your app's bundle ID with Apple and downloads an iOS
provisioning profile.
Two modes:
mix mob.provision                 # development profile (default)
mix mob.provision --distribution  # App Store distribution profile
Run development provisioning once before your first mix mob.deploy --native.
Run distribution provisioning once before your first mix mob.release.
What you need first
	Apple ID — free at https://appleid.apple.com
	Xcode signed in with that Apple ID:
open Xcode → Settings → Accounts → [+] → Apple ID
	Apple Developer Program — optional for personal device development,
required for App Store distribution ($99/year).
Free accounts can deploy to their own devices; profiles expire every
7 days. Paid accounts get 1-year profiles and App Store access.
Enroll at https://developer.apple.com/programs/enroll/

Distribution mode requires a paid Developer Program membership.
Headless / unattended provisioning (App Store Connect API key)
Step 2 (an interactive Xcode Apple ID account) is impossible for an unattended
user — a CI runner or a headless agent account with no GUI login. Instead,
authenticate -allowProvisioningUpdates with an App Store Connect API key
by setting three env vars; when they are present the task passes them to
xcodebuild and no signed-in Xcode account is needed:
	APP_STORE_CONNECT_KEY_ID — the API key's Key ID
	APP_STORE_CONNECT_ISSUER_ID — your team's Issuer ID
	APP_STORE_CONNECT_API_KEY_PATH — path to the downloaded AuthKey_<id>.p8

Create the key at App Store Connect → Users and Access → Integrations → App
Store Connect API, with a role that can manage certificates/profiles/devices
(Admin or App Manager). The .p8 downloads once — store it read-only. Set all
three or none (a partial set raises); with none set, the signed-in Xcode
account is used as before. Signing still needs the certificate + private key in
an unlocked keychain — the API key only authorizes the profile/device calls.
What it does (development)
	Reads your signing team from the macOS keychain or existing profiles
	Generates ios/Provision.xcodeproj — a minimal Xcode project used
only for provisioning (safe to commit)
	Generates ios/MobProvision.swift — a two-line SwiftUI stub
	Runs xcodebuild -allowProvisioningUpdates build which contacts
Apple to:	Register your bundle ID in your developer account (if not registered)
	Create a development provisioning profile
	Download it to ~/Library/Developer/Xcode/.../Provisioning Profiles/


	Verifies the profile is present

What it does (distribution)
Same as above, but runs xcodebuild archive -allowProvisioningUpdates
with CODE_SIGN_STYLE=Automatic against the Release configuration.
Apple creates an App Store provisioning profile (and an Apple
Distribution certificate, if missing) and downloads them to your
keychain + provisioning profile directory.

      




  

    
mix mob.publish 
    



      
Uploads a release-signed artifact to the platform's app store.
mix mob.publish --ios                       # uploads _build/mob_release/<App>.ipa
mix mob.publish --ios path/to/Foo.ipa       # uploads a specific .ipa
mix mob.publish --android                   # uploads android/app/build/outputs/bundle/release/app-release.aab
mix mob.publish --android path/to/app.aab   # uploads a specific .aab
mix mob.publish --android --track production # override track from mob.exs
Platform flag is required — Mob is intentionally platform-agnostic
and refuses to default to either side. Pick --ios or --android
explicitly so it's obvious from the command which store you're hitting.
--ios prerequisites
	App Store Connect API key (.p8 file). Create one at
https://appstoreconnect.apple.com/access/api with App Manager role.

	The app record exists in App Store Connect (the bundle ID is
registered there as an app, not just as an App ID in the developer
portal).

	mob.exs configured:
config :mob_dev,
  app_store_connect: [
    key_id:    "ABC123XYZ4",
    issuer_id: "69a6de76-aaaa-bbbb-cccc-1234567890ab",
    key_path:  "~/.appstoreconnect/AuthKey_ABC123XYZ4.p8"
  ]


What --ios does
Runs xcrun altool --upload-app with API-key auth. altool validates the
IPA, uploads it, and returns when Apple has accepted the build for
processing. Apple then takes 5-15 minutes to process the build before it
appears in TestFlight.

      




  

    
mix mob.push 
    



      
Compiles the project and hot-pushes updated BEAM modules to all running
Android and iOS devices — no app restart.
The apps must already be running (start them with mix mob.connect or
mix mob.deploy first). Modules are loaded into the live BEAM in place,
equivalent to calling nl(Module) in IEx for each changed module. A device
another agent-device session has claimed is skipped (see
MobDev.DeviceLeases).
Only BEAMs are pushed, never native code: if a plugin with a NIF was
activated since the last mix mob.deploy --native, it warns that the
installed app was built without it (see MobDev.Plugin.NifActivation).
Options:
  --all      Push all modules, not just those changed since last compile
  --cookie   Use this cookie instead of the app's private one
Examples:
mix mob.push
mix mob.push --all
mix mob.push --cookie my_cookie
Under the hood
mix mob.push is a scripted version of the IEx hot-code-push workflow:
mix compile

# For each changed module, on each connected node:
nl(MyApp.SomeScreen)
# which calls:
:rpc.call(node, :code, :load_binary, [MyApp.SomeScreen, path, beam_binary])
The nl/1 built-in in IEx does the same thing for a single module. mix mob.push
does it for all changed modules across all connected nodes in one shot.

      




  

    
mix mob.regen_driver_tab 
    



      
Regenerates the per-app static-NIF table source files in
priv/generated/driver_tab_ios.zig and priv/generated/driver_tab_android.zig.
These files are linked before libbeam.a so they override BEAM's empty
built-in erts_static_nif_tab[]. Without them, load_nif/2 falls back to
dlopen, which is broken on iOS (App Store rejects bundled .dylibs) and
on Android (RTLDLOCAL hides parent's `enif*` symbols from children).
mix mob.regen_driver_tab              # regenerate both platforms (default: Zig)
mix mob.regen_driver_tab --format c   # emit driver_tab_*.c instead (hand-editable C)
mix mob.regen_driver_tab --check      # verify on-disk matches manifest, exit non-zero on drift
Format
Zig is the default as of Phase 6a iter 4 — it uses comptime gates
instead of #ifdef for guarded NIFs (e.g. iOS sqlite3_nif
device-only), and Zig's export keyword produces the same C-ABI
symbols libbeam.a expects. --format c is still supported for
anyone who wants a hand-editable C dispatch table. Both formats
produce equivalent behavior at link time.
C NIF authors are unaffected by the default: their c_src/<name>.c
files compile via the usual path, and the Zig dispatch table calls
their <name>_nif_init() function through standard C ABI (extern fn <name>_nif_init() callconv(.c)).
Where the NIF list comes from
MobDev.StaticNifs.default_nifs/0 baked-in defaults are merged with any
:static_nifs set in mob.exs:
config :mob_dev,
  static_nifs: [
    %{module: :my_native, archs: [:all]}
  ]
See MobDev.StaticNifs for the entry schema and arch values.
Why a Mix task and not a build-time generator
The output is committed to the app's repo so reviewers can see what's in
the static-link surface. It also lets non-Mob build tools (e.g. xcodebuild
invoked outside mix mob.deploy) pick up the file as plain source. The
task is fast (deterministic file generation) so re-running it on every
mix compile is cheap.
Drift detection
mob.doctor runs --check mode and reports any drift between the
manifest and the on-disk files. CI can do the same.

      




  

    
mix mob.regen_plugin_manifest 
    



      
Regenerates priv/generated/mob_plugins.exs — the host's runtime plugin
manifest — from the activated plugins' tier-3/4 manifest sections.
mix mob.regen_plugin_manifest          # regenerate the file
mix mob.regen_plugin_manifest --check  # verify on-disk matches, non-zero on drift
Tiers 3 (multi-screen) and 4 (sub-app) are pure-Elixir and runtime-wired: the
on-device Mob.Plugins module reads this file at boot to learn which screens,
lifecycle hooks, settings, and notification handlers the activated plugins
declared (MobDev.Plugin.activated/0 is compile-time only). Spec-v2
:screens_generators run here, under the host-config audit.
Like mix mob.regen_driver_tab, the output is committed so reviewers see the
runtime surface, and the file is regenerated whenever config :mob, :plugins
changes. mob.doctor runs --check to report drift.

      




  

    
mix mob.release 
    



      
Builds a release-signed artifact ready to upload to the app store.
mix mob.release                     # iOS .ipa (default)
mix mob.release --ios               # iOS .ipa (explicit)
mix mob.release --android           # Android .aab
mix mob.release --security-gate     # run mix mob.security_scan first;
                                    # abort the release on any
                                    # critical/high/medium finding
--security-gate
Runs the full security scan against the project (every layer:
Hex/Gradle/Swift dep CVEs, bundled-runtime drift, C/Kotlin/Swift
static analysis) before building or signing. If the scan
surfaces any critical/high/medium finding, the release aborts
with a non-zero exit code — nothing is built, nothing is signed.
Combine with the rest of your release flags as needed:
mix mob.release --android --security-gate
mix mob.release --ios --security-gate
Equivalent to running mix mob.security_scan --strict and only
proceeding to mix mob.release if the scan exits 0; the gate
flag just bundles the two into one command so a wrong-order
invocation can't slip through.
--ios output
_build/mob_release/<App>.ipa
--android output
android/app/build/outputs/bundle/release/app-release.aab
--ios prerequisites
	Apple Developer Program membership (paid, $99/yr)
	An "Apple Distribution" certificate in your keychain
(Xcode → Settings → Accounts → Manage Certificates → +)
	An App Store provisioning profile for your bundle ID, downloaded
to ~/Library/Developer/Xcode/UserData/Provisioning Profiles/.
mix mob.provision --distribution automates the profile download.

--android prerequisites
	android/keystore.properties filled in with your upload keystore
credentials. android/upload_jks.keystore must exist. See
android/keystore.properties.example.

What --android does
	Regenerates the mob.exs url_schemes deep-link intent filter in
AndroidManifest.xml.
	Regenerates the plugin-derived files and runs the same native build as
mix mob.deploy --native for every abiFilters ABI, so
jniLibs/<abi>/lib<app>.so links the current plugins instead of
whatever the last deploy left there. Needs zig and the NDK, not a device.
	Stages a temp tree: OTP runtime + app BEAMs + exqlite BEAMs.
	Runs MobDev.OtpAssetBundle.build/2 to produce
android/app/src/release/assets/otp.zip — stripped and compressed.
MobBridge.extractOtpIfNeeded() extracts this on first launch. The
release-variant asset dir keeps this out of debug builds.
	Runs ./gradlew bundleRelease to produce the signed AAB.

Use mix mob.publish --android to upload to Google Play.

      




  

    
mix mob.release.openssl 
    



      
Drives the OpenSSL cross-compile + the OTP crypto NIF static archive
for one target — replaces running scripts/release/openssl/<plat>.sh
and scripts/release/openssl/build_crypto_static_<plat>.sh in
sequence.
mix mob.release.openssl android_arm64    # one target
mix mob.release.openssl android_arm32
mix mob.release.openssl ios_sim
mix mob.release.openssl ios_device
mix mob.release.openssl all              # all four, sequentially
What runs
For each target:
	MobDev.Release.OpenSSL.build/2 — cross-compile OpenSSL 3.x,
produces <prefix>/lib/libcrypto.a + headers.
	MobDev.Release.OpenSSL.CryptoNif.build/2 — compile OTP's
crypto NIF C sources with -DSTATIC_ERLANG_NIF, archive as
<otp_src>/lib/crypto/priv/lib/<arch>/crypto.a, verify the
crypto_nif_init symbol is exported.

Both steps are required for the release tarball (handled in iter 4
by mix mob.release.tarball); this task just produces the two
artefacts and stops.
Options
	--openssl-src PATH — OpenSSL source checkout. Default:
$OPENSSL_SRC env or ~/code/openssl.
	--otp-src PATH — OTP source checkout. Default: $OTP_SRC env
or ~/code/otp.
	--prefix PATH — OpenSSL install prefix. Default per-target:
/tmp/openssl-<target>.
	--ndk-root PATH — Android NDK root (Android targets only).
Default: ~/Library/Android/sdk/ndk/<recommended-version>.

Errors
Failure produces a tagged MobDev.Release.Errors tuple formatted
via Mix.raise/1. Common failure modes:
	precondition failed — OPENSSL_SRC missing — clone openssl/openssl
	precondition failed — Android NDK not at <path> — check NDK install
	precondition failed — iOS iphonesimulator SDK not available —
run xcode-select --install
	command failed (exit N) — actual tool error, output in the
raised message


      




  

    
mix mob.release.otp 
    



      
Drives MobDev.Release.OTP.build/2 from the CLI. Replaces the
three scripts/release/xcompile_*.sh scripts plus the misplaced
scripts/release/openssl/_build_otp_android_arm64.sh.
mix mob.release.otp android_arm64    # one target
mix mob.release.otp android_arm32
mix mob.release.otp ios_sim
mix mob.release.otp ios_device
mix mob.release.otp all              # all four, sequentially
What runs
For each target:
	make distclean (tolerated — first-time builds have nothing)
	./otp_build configure --xcomp-conf=<conf> <ssl-flags>
	./otp_build boot (the long step — 5–10 minutes per target)
	rm -rf <release_root> then install:	Android: ./otp_build release -a <release_root>
	iOS: make release RELEASE_ROOT=<release_root>


	Verify per-target sanity (erts-<vsn> dir exists, Android also
checks lib/{crypto,public_key,ssl}-* apps were produced).

Options
	--otp-src PATH — OTP source checkout. Default: $OTP_SRC env
or ~/code/otp.
	--openssl-prefix PATH — pre-built OpenSSL install. Required
for Android targets; ignored for iOS.
	--release-root PATH — install destination. Default per-target.
	--ndk-root PATH — Android NDK root override.

Errors
All failures format via MobDev.Release.Errors.format/1 and raise
through Mix.raise/1. Common cases:
	precondition failed — OTP_SRC missing — clone erlang/otp
	precondition failed — openssl_prefix required — run
mix mob.release.openssl <target> first
	precondition failed — Android NDK not at … — install NDK
	precondition failed — crypto / public_key / ssl apps missing —
this is the verify step catching a broken --with-ssl wiring;
see the OTP source's xcomp/erl-xcomp-<arch>-android.conf


      




  

    
mix mob.release.publish 
    



      
Drives MobDev.Release.Publish.publish/1 from the CLI. Replaces
scripts/release/publish.sh.
mix mob.release.publish                          # all 4 default tarballs
mix mob.release.publish --repo myfork/mob
mix mob.release.publish --assets otp-android,otp-ios-sim
mix mob.release.publish --hash abc12345
Options
	--repo OWNER/NAME — GitHub repo. Default: GenericJam/mob.
	--hash STR — release tag hash. Default: detected from OTP source
git, or $HASH env.
	--otp-src PATH — OTP source checkout used for hash detection.
	--out-dir PATH — directory containing the built tarballs.
Default: $OUT_DIR or /tmp.
	--assets BASES — comma-separated tarball basenames to upload
(e.g. otp-android,otp-ios-sim). Default: auto-discover any of
the four canonical names that exist in --out-dir.

Errors
Failures format via MobDev.Release.Errors.format/1 and raise through
Mix.raise/1. The categories of interest here are
:auth_required and :infra_unreachable — the publish step is the
one place in the release pipeline where the failure is most often
not the user's fault, so the message tells them whether it's a gh auth login problem, a GitHub outage, or something else.

      




  

    
mix mob.release.tarball 
    



      
Drives MobDev.Release.Tarball.build/2 from the CLI. Replaces the
four scripts/release/tarball_*.sh scripts.
mix mob.release.tarball android_arm64 --exqlite-build /path/to/_build/dev/lib/exqlite
mix mob.release.tarball ios_sim
mix mob.release.tarball ios_device
mix mob.release.tarball all --exqlite-build /path/to/exqlite
Android targets require --exqlite-build (no default — projects vary).
iOS targets don't ship exqlite BEAMs so the flag is ignored.
Options
	--otp-src PATH — OTP source checkout. Default: $OTP_SRC env or
~/code/otp.
	--otp-release PATH — install tree from mix mob.release.otp.
Default per-target.
	--openssl-prefix PATH — OpenSSL install. Default per-target.
	--exqlite-build PATH — _build/dev/lib/exqlite in any project
that has run mix deps.get && mix compile. Required for Android.
	--android-otp-release PATH — used by iOS targets to borrow
crypto/public_key/ssl apps. Default: /tmp/otp-android.
	--asn1rt-nif-arm32 PATH — pre-built arm32 asn1rt_nif.a.
Default: /tmp/asn1rt_nif_arm32.a.
	--out-dir PATH — tarball destination. Default: /tmp.
	--hash STR — release tag hash. Default: detected from OTP git.


      




  

    
mix mob.republish 
    



      
Convenience wrapper around the per-release flow. Bumps the platform's
build number, rebuilds the release artifact, and uploads to the store.
mix mob.republish --ios                         # bump CFBundleVersion, mob.release, mob.publish --ios
mix mob.republish --ios --no-bump               # skip the bump (Apple will reject same build #; mostly for testing)
mix mob.republish --android                     # bump versionCode, gradlew bundleRelease, mob.publish --android
mix mob.republish --android --track production  # publish to a specific track
Platform flag is required — Mob is intentionally platform-agnostic
and refuses to default to either side.
What --ios does (under the hood)
Three steps. Each is a standalone command if you'd rather run them
separately or need to troubleshoot one in isolation:
	Bump CFBundleVersion in ios/Info.plist by 1:
CURRENT=$(/usr/libexec/PlistBuddy -c "Print :CFBundleVersion" ios/Info.plist)
/usr/libexec/PlistBuddy -c "Set :CFBundleVersion $((CURRENT + 1))" ios/Info.plist
Apple rejects re-uploads with the same CFBundleVersion. The bump
only touches CFBundleVersion (the integer build number); your
CFBundleShortVersionString (the public semver) stays put.

	mix mob.release — builds _build/mob_release/<App>.ipa. See
Mix.Tasks.Mob.Release for what this produces. Bump-then-release
order matters: the build number is baked into the binary, not
inferred at upload time.

	mix mob.publish --ios — uploads via xcrun altool with App
Store Connect API key auth. See Mix.Tasks.Mob.Publish.


Failure handling
If the bump itself fails (e.g. CFBundleVersion isn't an integer —
someone wrote "1.0" which actually belongs in CFBundleShortVersionString),
you get a clear error before anything else runs.
If mix mob.release fails, mix mob.publish is not invoked. The
build-number bump is NOT rolled back — you'll see a gap in your
uploaded versions, which Apple is fine with (gaps are allowed; going
backward isn't). Re-run after fixing whatever broke the build.
If mix mob.publish itself fails (network, Apple API error, etc.),
you may need to bump the version again before retrying — Apple
considers the build number "consumed" once they see it, even on
upload failure. Use --no-bump is rarely the right call; usually
the right move is just mix mob.republish --ios again.

      


      
        Summary


  
    Functions
  


    
      
        bump_android_version_code!(gradle_path)

      


        Read versionCode from the given build.gradle, integer-bump it, and
write back. Returns {old, new} strings.



    


    
      
        bump_ios_build_number!(plist)

      


        Read CFBundleVersion from the given Info.plist, integer-bump it, and
write back. Returns {old, new} strings.
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      bump_android_version_code!(gradle_path)



        
          
        

    

  


  

      

          @spec bump_android_version_code!(Path.t()) :: {String.t(), String.t()}


      


Read versionCode from the given build.gradle, integer-bump it, and
write back. Returns {old, new} strings.
Raises with a clear message if no versionCode line is found.

  



  
    
      
    
    
      bump_ios_build_number!(plist)



        
          
        

    

  


  

      

          @spec bump_ios_build_number!(String.t()) :: {String.t(), String.t()}


      


Read CFBundleVersion from the given Info.plist, integer-bump it, and
write back. Returns {old, new} strings.
Raises with a clear message if the current value isn't a clean integer
— typically that means someone put a semver-style version
("1.0.0") where Apple expects an integer build counter; the semver
belongs in CFBundleShortVersionString instead.

  


        

      


  

    
mix mob.routes 
    



      
Walks all lib/**/*.ex files and checks that every module passed to
push_screen/2, reset_to/2, or pop_to/2 resolves to a loadable module.
Unresolvable destinations are printed as warnings. Use --strict to exit
non-zero (for CI).
Examples:
mix mob.routes
mix mob.routes --strict
What is checked
	Mob.Socket.push_screen(socket, MyApp.SomeScreen)
	Mob.Socket.push_screen(socket, MyApp.SomeScreen, params)
	Mob.Socket.reset_to(socket, MyApp.SomeScreen)
	Mob.Socket.pop_to(socket, MyApp.SomeScreen)
	Unqualified forms: push_screen(socket, ...), reset_to(...), pop_to(...)

What is NOT checked
	Dynamic destinations: push_screen(socket, some_variable) — skipped silently.
	Registered name atoms (e.g. :main) — these require the app to be running
to verify against Mob.Nav.Registry; they are skipped with a note.

Under the hood
mix compile   # ensure all modules are compiled before verifying

# For each lib/**/*.ex file:
Code.string_to_quoted(source, file: file)   # parse to AST
Macro.prewalk(ast, ...)                      # find push_screen/reset_to/pop_to calls
Code.ensure_loaded(MyApp.SomeScreen)         # verify module is loadable
This is pure static analysis — it parses the source and checks the compiled
modules on disk. No app process is started. Code.ensure_loaded/1 is the
same function the BEAM uses internally to check whether a module exists.

      




  

    
mix mob.security_scan 
    



      
Audits the project for known vulnerabilities and unsafe code across
every surface a Mob app actually ships:
	Hex dependency CVEs (mix_audit, osv-scanner over mix.lock)
	Android Gradle dependency CVEs (osv-scanner)
	iOS Swift Package dependency CVEs (osv-scanner)
	Bundled-runtime CVEs — OpenSSL/SQLite/OTP/Elixir baked into
Mob's pre-built OTP tarballs (manifest + fingerprint verification +
OpenSSL/SQLite/Erlef advisory feeds)
	C source static analysis (semgrep, flawfinder)
	Kotlin static analysis (detekt)
	Swift static analysis (xcodebuild analyze)

Layers run sequentially. A missing external scanner is a soft warning,
not a failure — the layer reports tool missing and the rest of the
scan continues.
Usage
mix mob.security_scan                       # full scan, pretty terminal output
mix mob.security_scan --json                # machine-readable JSON to stdout
mix mob.security_scan --skip hex,gradle     # skip named layers
mix mob.security_scan --strict              # exit 1 if any high+ finding
mix mob.security_scan --write-report PATH   # also write a markdown report
External tools
Recommended one-time install on macOS:
brew install osv-scanner semgrep flawfinder detekt
Each layer prints which tool produced its findings so the report
is fully sourced.
Why "security_scan" not "audit"
mix mob.audit_otp already exists and does something else — it
reports which OTP libs your bundled app doesn't use so they can be
stripped to shrink the binary. That's a binary-size audit. This
task is the security counterpart, deliberately named differently.

      




  

    
mix mob.security_scan.log 
    



      
Scheduled-run helper for the security scan. Designed to be invoked
by cron, GitHub Actions, or any other recurring trigger.
Each run does four things:
	Runs the full mix mob.security_scan against the project.
	Overwrites SECURITY_SCAN.md — a current-state snapshot
you can point at to answer "what's the situation right now?".
	Prepends a changelog entry to SECURITY_HISTORY.md —
newest at the top — describing what's New / Resolved / Still
present since the last logged run.
	Updates the JSON state sidecar at .security_scan/state.json
so the next run can compute its diff.

Commit all three files. The state file is what makes the changelog
meaningful across machines and CI runs — without it every scheduled
run reports every finding as "new" and the history loses signal.
Usage
mix mob.security_scan.log                      # default paths
mix mob.security_scan.log --scan SECURITY.md \
    --history HISTORY.md \
    --state .scan/state.json
mix mob.security_scan.log --strict             # exit 1 if any high+ finding
Suggested cron entry
# daily at 06:00 local
0 6 * * *  cd /path/to/project && mix mob.security_scan.log >> /tmp/security_scan.log 2>&1
Suggested GitHub Actions workflow
name: security-scan
on:
  schedule: [{cron: "0 6 * * *"}]
  workflow_dispatch:
jobs:
  scan:
    runs-on: macos-latest
    steps:
      - uses: actions/checkout@v4
      - uses: erlef/setup-beam@v1
        with: {elixir-version: "1.19", otp-version: "28"}
      - run: brew install osv-scanner semgrep flawfinder detekt swiftlint
      - run: mix deps.get
      - run: mix mob.security_scan.log
      - uses: peter-evans/create-pull-request@v6
        with:
          title: "security: weekly scan update"
          commit-message: "security: weekly scan update"
          branch: security-scan-update
          add-paths: SECURITY_SCAN.md SECURITY_HISTORY.md .security_scan/state.json

      




  

    
mix mob.selftest 
    



      
Attach to the deployed app on each selected device and run every activated
plugin's Mob.Plugin.SelfTest on it, over distribution.
mix mob.selftest                       # the one connected emulator/simulator
mix mob.selftest --device emulator-5554
mix mob.selftest --all-devices --timeout 10000
The app must be deployed (mix mob.deploy) with the plugins activated in
mob.exs; a self-test is only on the device if the build that is running
included it. Each plugin's selftest: Module from its manifest is called
with %{platform: :ios | :android, device: :simulator | :emulator | :physical} and gets one line in a table per device: pass, FAIL with
the reason, or skip with why (a plugin without a self-test is a skip,
so it is visible). A self-test that raises, exits, times out or returns
something outside the contract is a FAIL.
Before the tests run, the permissions the manifests declare are granted
on emulators and simulators (adb shell pm grant, xcrun simctl privacy grant), so no system prompt stands between a self-test and its native
code. The app is then relaunched (as mix mob.connect does), because a
simulator may terminate an app whose privacy settings changed.
--no-restart attaches to the app as it is and grants nothing.
Options
	--device / --only (-d) — target a device by serial/udid
(serial, udid or short id). Repeatable
	--all-devices  — every emulator and simulator
	--all-physical — every physical device (with --all-devices: everything)
	--ios-only / --android-only — restrict discovery to one platform
	--timeout MS — per self-test, in milliseconds (default: 30000)
	--no-restart — do not relaunch the app before testing (and do not
grant permissions)
	--cookie C — dist cookie (default: the app's private cookie)

With no selection flags exactly one emulator/simulator is picked, and a
device another agent-device session holds is left alone unless named.
Exit status
Non-zero when any self-test failed, or a selected device's node could not
be reached (a test that could not run is not a test that passed).

      




  

    
mix mob.server 
    



      
Starts the Mob dev server and opens it in the browser.
mix mob.server
mix mob.server --port 4040   # default port
The server provides:
	Live device status cards (Android + iOS simulator)
	Per-device deploy buttons ("Update" and "First Deploy")
	Streaming log panel (logcat / iOS simulator console)

The server runs until you press Ctrl+C.
For an interactive IEx session alongside the dashboard:
iex -S mix mob.server
Under the hood
mix mob.server starts a Phoenix + Bandit supervision tree directly in the
Mix process — equivalent to iex -S mix phx.server for a Phoenix app, except
it starts the supervisor inline rather than through the application callback:
Application.ensure_all_started(:bandit)
Application.ensure_all_started(:phoenix_live_view)

Supervisor.start_link([
  {Phoenix.PubSub, name: MobDev.PubSub},
  MobDev.Server.Endpoint,          # Bandit HTTP server on port 4040
  MobDev.Server.DevicePoller,      # polls adb + xcrun simctl
  MobDev.Server.LogStreamerSupervisor,  # logcat / simctl log streams
  MobDev.Server.WatchWorker,       # optional file-watch loop
  ...
], strategy: :one_for_one)

open "http://localhost:4040"       # macOS: open, Linux: xdg-open
The endpoint uses Bandit.PhoenixAdapter instead of Cowboy, so there is no
:plug_cowboy dependency. Everything else is standard Phoenix LiveView.

      




  

    
mix mob.setup.google_play 
    



      
Interactive wizard that automates the Google Cloud steps required before
mix mob.publish --android can work.
Usage
mix mob.setup.google_play
mix mob.setup.google_play --package com.example.myapp
What it does
Opens your browser for a one-time Google sign-in, then automatically:
	Lists your Google Cloud projects (prompts you to pick one)
	Enables the Android Publisher API in that project
	Creates a play-publisher service account
	Generates a JSON key and saves it to ~/.google_play/
	Attempts to grant Release Manager access via the Play Developer API
	Generates android/upload_jks.keystore if not present
	Prints the mob.exs config block to add

The wizard also walks you through the four steps that genuinely cannot be
automated (account creation, identity verification, app record creation,
and linking the Cloud project to Play Console).
Manual fallback
If you prefer to complete any step manually, the wizard degrades gracefully
and prints exact instructions. See guides/publishing_to_google_play.md
for the full browser-based walkthrough.
Options
	--package — Android applicationId (e.g. com.example.myapp). If omitted,
the wizard will prompt for it.
	--key-name — Base filename for the saved JSON key (without .json).
Defaults to the last segment of the package name + -service-account.
	--dry-run — Print every step the wizard would take without making any
API calls, writing any files, or opening a browser. Use this to preview
the wizard before running it for real.

OAuth client
The wizard signs in using an OAuth2 Desktop App client bundled with mob_dev.
No external CLI tools (gcloud, etc.) are required. The sign-in is a standard
Google OAuth browser flow — you will see Google's consent screen.
To use your own OAuth client instead, set:
export GOOGLE_OAUTH_CLIENT_ID=your_client_id.apps.googleusercontent.com
export GOOGLE_OAUTH_CLIENT_SECRET=your_client_secret

      




  

    
mix mob.smoke 
    



      
Replay the agent-device flows in smoke/ on each selected device, then
check the app's own diagnostics agree that nothing broke.
mix mob.smoke                         # the one connected emulator/simulator
mix mob.smoke --device emulator-5554
mix mob.smoke --all-devices --junit _build/smoke.xml
Needs the agent-device CLI (npm i -g agent-device) and the app installed
and running on the device. Flows are .ad scripts recorded by hand; see the
"Smoke flows on devices" section of the README for the recipe.
What is checked
	The device is free. A device another agent-device session holds is
skipped and reported with that session and workspace. The run fails.
	The flows pass. agent-device test runs the <flows>/*.ad scripts.
Its JSON says "success": true even when scripts fail, so the counts are
what is judged: any failed or not-run flow, or none executed, fails.
	The app held up (unless --no-health). Mob.Diag.health/0 is read
over dist before the first flow and after each one, attaching without
restarting the app. A store whose lost or resets rose, or a rise in
the listener's undeliverable events, fails the run. On mob 0.9.7 or
later, which receipts native taps, no new receipts during a flow is a
warning: its taps did not reach this app (on older mob it is a note). An
unreachable node, or a mob too old for these functions, is a note, and
those flows are reported as not checked: the summary's health column
says so and a passing run does not claim the app held up. If the node
is unreachable at the start, it is awaited once more after the first flow.

The counters belong to the app's BEAM, and a flow that opens with
--relaunch starts a new one. So with health on each flow is its own
agent-device test run, health is read between flows (waiting up to 15 s
for a relaunched app's node to come back), and a reading from a new BEAM is
compared against zero. Health that cannot be read after a flow is a warning
naming that flow. With --no-health the flows run as one suite.
Options
	--device / --only (-d) — target a device by serial/udid. Repeatable
	--all-devices  — every emulator and simulator
	--all-physical — every physical device (with --all-devices: everything)
	--ios-only / --android-only — restrict discovery to one platform
	--flows DIR    — directory of .ad flows (default: smoke)
	--retries N    — retry each failed flow up to N times (default: 0).
Always passed to agent-device, so it overrides a script's own
context retries=
	--artifacts-dir DIR — agent-device artifacts under DIR/<device>/
(per flow, DIR/<device>/<flow>/; default: _build/mob_smoke)
	--junit PATH   — JUnit reports, the device id (and, per flow, the flow
name) appended to the file name
	--no-health    — skip the Mob.Diag comparison
	--fail-fast    — stop a device's flows at the first one that fails the
run: a failed replay, a non-zero exit, or a health failure
	--cookie C     — dist cookie (default: the app's private cookie)

With no selection flags exactly one emulator/simulator is picked; a lone
phone needs --device or --all-physical, because the flows drive it.
Exit status
Non-zero when any device failed a flow, was blocked or could not be
addressed, or had a health failure.
Android and mobile-mcp
Android allows one UiAutomation client. While mobile-mcp's
com.mobilenext.mobilecli.DeviceServer runs on the phone, agent-device
snapshots fail with "Android snapshot helper output could not be parsed".
The report then names the command that stops it; it is not stopped for you.

      




  

    
mix mob.snapshot_loaded 
    



      
Asks a connected device's BEAM what modules it has loaded right now.
In interactive mode (Mob's default), a module is loaded only when
something calls into it — so the loaded set after a real user session
is the empirical "actually used" set.
Anything shipped but never loaded is a strong strip candidate.
Combine with mix mob.audit_otp (static reachability) for the
highest-confidence strip set:
shipped ∩ statically-reachable ∩ NEVER-loaded = safe to strip
Workflow
mix mob.deploy                    # deploy the app
# Use the app — every flow you care about
mix mob.connect --no-iex          # set up the dist tunnel
mix mob.snapshot_loaded           # snapshot
mix mob.snapshot_loaded --json out.json  # machine-readable
What the report shows
	Total .beam files shipped
	Modules currently loaded
	Modules in the bundle that have never been loaded
	Per-OTP-lib breakdown (which libs have any module loaded vs not)

What this is NOT
Not a trace — it doesn't tell you which function was called or how
often. Just whether the module was touched. For per-function or
per-call-frequency data, use mix mob.trace_otp (host-side harness)
or extend Mob.Diag with :recon_trace-based on-device tracing.

      




  

    
mix mob.styles 
    



      
Lists the activated style packages (MOB_STYLES.md, tokens-only tier) with
their themes and which one config :mob, :default_style selects.
mix mob.styles

      




  

    
mix mob.trace_otp 
    



      
Runs MobDev.OtpTrace.Harness under full call tracing and reports
the runtime modules + MFAs actually exercised.
This is the empirical complement to mix mob.audit_otp (which uses
static reachability). Combined, they give a high-confidence answer
to "what does any Elixir runtime actually need."
Usage
mix mob.trace_otp                 # Run all phases, summary report
mix mob.trace_otp --phase otp     # Just one phase
mix mob.trace_otp --json out.json # Machine-readable dump

# Trace a real running app on a connected device for 30s.
# First run `mix mob.connect` in another terminal.
mix mob.trace_otp --remote pigeon_ios_defd4bdc@127.0.0.1 --duration 30000
Local mode (default) runs a synthetic Elixir/OTP characterization
harness inside the host BEAM. Remote mode wraps :erlang.trace_pattern
on a connected device node and captures the MFAs hit during a real
user session — drive the app interactively while the trace runs.
Phases
language     — pattern match, comprehensions, structs, protocols
collections  — Enum, List, Map, MapSet, Stream, Range
strings      — String, Binary, charlist, codepoints
processes    — spawn, send/receive, monitor, link, Task
otp          — GenServer, Supervisor, Application, Logger
data         — ETS, persistent_term, Date/Time, System
errors       — raise/rescue, throw/catch, exit, exception structs
all          — every phase (default)
Output
Plain mode prints a summary + sorted module list. --json writes a
JSON file with the full MFA set, suitable for cross-referencing
against the static audit (mix mob.audit_otp) to find modules
shipped-but-never-called.

      




  

    
mix mob.uninstall 
    



      
Uninstall a Mob app from one or more connected devices.
By default, uninstalls the current project's app from the
auto-detected device (when exactly one device is connected). For
other scopes, pass the relevant flag.
Usage
mix mob.uninstall                                    # this app, one device
mix mob.uninstall --all-devices                      # this app, all emulators/sims (NOT phones)
mix mob.uninstall --all-physical                     # this app, every physical device
mix mob.uninstall --all-devices --all-physical       # literally everything
mix mob.uninstall --device emulator-5554             # this app, one named device
mix mob.uninstall --device foo --device bar          # this app, several
mix mob.uninstall --all-apps                         # one device, every mob app
mix mob.uninstall --all-devices --all-apps           # every mob app on every emulator/sim
mix mob.uninstall --bundle-id com.x.y                # override the project's bundle_id
mix mob.uninstall --bundle-prefix com.acme           # override the prefix for --all-apps
mix mob.uninstall --yes                              # skip the confirmation prompt
mix mob.uninstall --help                             # this help
mix mob.uninstall -h                                 # this help
Options
	--device <id> — Target a specific device by serial or name.
Repeat for multiple devices: --device a --device b. Works
for any device type — --device is the explicit override
that bypasses the emulator/physical filter.
	--all-devices — Target every connected emulator or
simulator. Physical devices are NEVER swept by this flag —
that requires --all-physical or --device <id> explicitly.
Rationale: emulators are disposable; physical devices are
someone's personal phone, with potential to do real damage.
	--all-physical — Target every connected physical device
(iPhones over USB/Wi-Fi, Android devices via adb). Opt-in.
Composes with --all-devices to mean "literally everything."
	--bundle-id <id> — Uninstall this specific bundle id instead of
auto-detecting the project's.
	--all-apps — Match every installed package whose id starts with
bundle_prefix (defaults to MOB_BUNDLE_PREFIX env or
com.example). Useful for clearing stale test apps in one shot.
	--bundle-prefix <prefix> — Override the prefix used by
--all-apps. Defaults to MobDev.Config.bundle_prefix/0.
	--yes — Skip the y/N confirmation prompt. The prompt is skipped
automatically when targeting exactly one app on exactly one
device (low blast radius).
	--help / -h — Print this help text.

Default scope behaviour
When you pass no flags:
	0 devices connected → exit with "no devices found"
	1 emulator/sim connected → auto-target it (physical devices
are never the auto-target — they require explicit selection)
	1 devices or only physical devices → exit with an
instruction to pass --device, --all-devices, or
--all-physical. Never silently fans out without consent.



Per-platform mechanics
	Android — adb -s <serial> uninstall <pkg>. "Unknown
package" responses bucket as skipped (the app wasn't installed),
everything else non-zero is a failure.
	iOS simulator — xcrun simctl uninstall <udid> <bundle>,
followed by a probe through simctl listapps to distinguish
actual uninstall from "wasn't installed in the first place".
	iOS physical device — xcrun devicectl device uninstall app --device <udid> <bundle>. ContainerLookupErrorDomain in
output → not installed (skipped). Requires the device to be
paired and trusted via Xcode.


      


      
        Summary


  
    Functions
  


    
      
        format_summary(uninstalled, failed, skipped)

      


        Build the summary lines for an uninstall run. Pure — pinned by tests
in test/mix/tasks/mob_uninstall_test.exs. Public so the rendering
invariants (skipped never gets counted as failed, etc.) can be
asserted independent of connected hardware.



    


    
      
        should_skip_prompt?(plan, opts)

      


        Decides whether to skip the y/N confirmation prompt before executing
a plan. Returns true when



    





      


      
        Functions


        


  
    
      
    
    
      format_summary(uninstalled, failed, skipped)



        
          
        

    

  


  

      

          @spec format_summary([MobDev.Uninstaller.result()], [MobDev.Uninstaller.result()], [
  MobDev.Uninstaller.result()
]) :: [String.t()]


      


Build the summary lines for an uninstall run. Pure — pinned by tests
in test/mix/tasks/mob_uninstall_test.exs. Public so the rendering
invariants (skipped never gets counted as failed, etc.) can be
asserted independent of connected hardware.

  



  
    
      
    
    
      should_skip_prompt?(plan, opts)



        
          
        

    

  


  

      

          @spec should_skip_prompt?(
  MobDev.Uninstaller.plan(),
  keyword()
) :: boolean()


      


Decides whether to skip the y/N confirmation prompt before executing
a plan. Returns true when:
	the user passed --yes (any truthy value at opts[:yes]), OR
	the plan targets exactly one device with exactly one bundle id
(low blast radius — destructive intent is unambiguous and the
preview already showed exactly what's about to happen).

Pure for testability — the original inline opts[:yes] or single_target? form crashed on BadBooleanError because
opts[:yes] is nil when the flag isn't passed and Elixir 1.20's
type checker enforces boolean operands on or. Pinning this as a
helper means the boolean-coercion mistake can't happen again.

  


        

      


  

    
mix mob.validate_plugin 
    



      
Validates the priv/mob_plugin.exs manifest of the plugin project in the
current directory — a plugin author's pre-publish check.
mix mob.validate_plugin
Checks (see MOB_PLUGINS.md): required top-level fields, every declared file
path exists, and the installed :mob satisfies the manifest's mob_version.
Advisory warnings cover single-platform components and declared
permissions/plist keys. Exits non-zero if any error is found — never silent.
A project with no priv/mob_plugin.exs is a tier-0 plugin (nothing to
validate) and the task says so.

      




  

    
mix mob.verify_strip 
    



      
Boot-safety verification for stripped Mob app builds.
After deploying a slim build (where mix mob.release has dropped OTP
libs to shrink the IPA), this task connects to the running app's BEAM
and asks it to force-load every .beam shipped in the bundle. Any
module that fails to load — typically because a stripped lib was
needed by a transitive dep — shows up here.
Usage
# First connect to the device (sets up tunnels + verifies node):
mix mob.connect --no-iex

# Then run the verifier:
mix mob.verify_strip
Or pass --node explicitly to skip auto-discovery.
What it checks
	Eager load sweep — Code.ensure_loaded/1 on every .beam
under <files_dir>/otp/. Catches "module X depends on stripped
module Y" at load time.

	Harness exercise — runs MobDev.OtpTrace.Harness.all/0 on
the device and reports any exception. Catches issues with the
common Elixir surface even if individual modules loaded fine.


What it does NOT check
App-specific code paths. If your app calls :public_key.something
when the user opens a particular screen, this verifier won't find it
unless the screen is opened. Run your own integration tests for that.
Output
Plain mode prints a summary + per-failure detail. Exit code is 0 if
everything loaded + harness passed, 1 otherwise.

      




  

    
mix mob.watch 
    



      
Watches lib/ for source changes and automatically compiles + hot-pushes
updated modules to all running Android and iOS devices.
Apps must already be running. Modules are loaded in place — no restart.
Only modules that actually changed are pushed each cycle. A device another
agent-device session has claimed is skipped (see MobDev.DeviceLeases).
Press Ctrl-C to stop.
Options:
  --cookie        Use this cookie instead of the app's private one
  --debounce      ms to wait after a change before compiling (default: 300)
  --interval      ms between file-change polls (default: 500)
Examples:
mix mob.watch
mix mob.watch --debounce 500
mix mob.watch --cookie my_cookie
Under the hood
mix mob.watch is an mtime-polling file watcher that drives mix compile and
nl/1 in a loop:
# On startup:
writes OS PID → _build/mob_watch.pid    # used by mix mob.watch_stop

# Each cycle (every --interval ms):
snapshot mtimes of lib/**/*.ex
if any changed:
  :timer.sleep(debounce_ms)             # wait for format-on-save to settle
  System.cmd("mix", ["compile"])        # compile in a subprocess
  for each changed BEAM, on each node:
    :rpc.call(node, :code, :load_binary, [...])
Compile runs in a subprocess (not Mix.Task.run("compile")) so that Mix's
task cache doesn't prevent recompilation on subsequent file saves.
The watch loop is equivalent to running mix compile && nl(ChangedModule) in
a terminal after every save — mix mob.watch just does it automatically.
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          @spec pid_file() :: String.t()


      



  


        

      


  

    
mix mob.watch_stop 
    



      
Stops a running mix mob.watch process.
mix mob.watch_stop
Reads the PID written by mix mob.watch and sends SIGTERM.
Under the hood
pid = File.read!("_build/mob_watch.pid") |> String.trim()
System.cmd("kill", [pid])   # SIGTERM
File.rm("_build/mob_watch.pid")
Equivalent to running kill $(cat _build/mob_watch.pid) in a terminal.
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